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Abstract

Wth increasing use of DLT (distributed | edger technol ogy) systens,

i ncl udi ng bl ockchain systens and networks, for virtual assets, there
is a need for asset-related data and netadata to traverse system
boundaries and link their respective business workflows. Core
requirenments for such interoperation between systens are the
abilities of these systens to project views of their assets to
external parties, either individual agents or other systens, and the
abilities of those external parties to |locate and address the views
they are interested in. A view denotes the conplete or partial state
of a virtual asset, or the output of a function conputed over the
states of one or nore assets, or |ocks or pledges nmade over assets
for internal or external parties. Systens projecting these views
must be able to guard them usi ng custom access control policies, and
external parties consum ng them nust be able to verify them

i ndependently for authenticity, finality, and freshness. The end-to-
end protocol that allows an external party to request a view by an
address and a DLT systemto return a view in response nust be DLT-
neutral and mask the interior particularities and conplexities of the
DLT systens. The view generation and verification nodules at the
endpoi nts nust obey the native consensus |ogic of their respective
syst ens.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://ietf-
satp.github.io/draft-ramakri shna-sat p-vi ews-addresses/draft-
ramakri shna- sat p-vi ews- addresses. html. Status information for this

docunent nay be found at https://datatracker.ietf.org/doc/draft-
ramakri shna- sat p- vi ews- addr esses/ .
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Di scussion of this docunent takes place on the Secure Asset Transfer
Protocol Working Group mailing list (mailto:sat@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/sat/. Subscribe
at https://ww.ietf.org/mailman/listinfo/sat/.

Source for this draft and an issue tracker can be found at
https://github. conlietf-satp/draft-ramakrishna-satp-vi ews-addresses.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 19 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

Bl ockchai n systens, especially those of the pernissioned variety, are
a heterogeneous mx, fulfilling a diverse range of needs and built on
several different DLT stacks that are not conpatible with each other.
Yet, in an interconnected world, the business processes running on
each system cannot afford to renmain isolated and the virtual assets
they manage cannot afford to remain in siloes. These systens nust be
i nteroperable so that assets can nove, and their properties can be
refl ected across network boundaries, and so that business processes
can span nultiple systems. Interoperability will, in effect, mnc a
| arger or scal ed up, blockchain system conposed of smaller bl ockchain
systens without explicitly requiring those systens to coal esce.

At the core of any cross-blockchain systemtransaction is the ability
of a systemto project a view of assets and associ ated data recorded
on its ledger to external parties, be they individual agents or other
bl ockchain systems. On the reverse, a blockchain system nust al so
have the ability to identify and address views of assets or

associ ated data in another system and further, to validate that view
before its business process consunes it. View projection

addr essi ng, and consunption, nmust elimnate or mninize the role of
third parties to avoid | oss of data privacy, control over business
process, or dimnishnent of autonony.

Thi s docunent specifies formats for views and vi ew addresses on
distributed ledgers. Sinilar to the notion of database views,
distributed | edger views reflect what a given network wi shes to
expose to external parties, typically through scripts, as well as
access control considerations. |In contrast to conventiona

dat abases, exposure and access control considerations nust be deci ded
t hrough decentralized consensus. Also, in contrast to a conventiona
dat abase, the consuner of the view, who may be a DLT system nust be
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abl e to independently validate it as the consensus view of the
provi di ng network. Hence, a view incorporates the notion of a proof
made against a claim The view address nmust encapsul ate the view
request, and optionally carry a policy that circunscribes the
construction of proof.

The protocol to comunicate view requests and responses is beyond the
scope of this draft and will be specified in a separate draft.

2. Term nol ogy
The followi ng are sonme terminology used in the current docunent:

* Bl ockchain system Bl ockchains are distributed digital |edgers of
cryptographically signed transactions that are grouped into
bl ocks. Each block is cryptographically |inked to the previous
one (making it tanper evident) after validation and undergoing a
consensus decision. As new bl ocks are added, ol der bl ocks becone
more difficult to nmodify (creating tanper resistance). New bl ocks
are replicated across copies of the | edger within the network, and
any conflicts are resolved automatically using established rul es
[ NI ST].

* Blockchain network: This is a blockchain systemthat is built on a
networ k of nodes that maintain a comopn shared copy of the
bl ockchai n usi ng a consensus protocol

* Distributed | edger technol ogy (DLT) system Technol ogy that
enabl es the operation and use of distributed | edgers, where the
| edger is shared (replicated) across a set of DLT nodes and
synchroni zed between the DLT nodes using a consensus nechani sm
[1SO. Every blockchain systemis also a DLT system and so we
will nmostly use the latter termin this draft when di scussing
protocols for cross-systeminteractions.

* Distributed | edger network: This is a DLT systemthat is built on
a network of nodes that maintain a shared copy of the |edger or
portions of it on different subsets of nodes using a consensus
pr ot ocol

* Resource Domain: The collection of resources and entities
participating within a blockchain or DLT system The donain
denotes a boundary for permissible or authorized actions on
resour ces

* |Interior Resources: The various interior protocols, data

structures and cryptographic constructs that are a core part of a
bl ockchain or DLT system Exanples of interior resources include
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the | edger (blocks of confirmed transaction data), public keys on
the | edger, consensus protocol, incentive nechanisns, transaction
propagati on networks, etc.

* Exterior Resources: The various resources that are outside a
bl ockchain or DLT system and are not part of the operations of
the system Exanples include data | ocated at third parties such
as asset registries, |edgers of other blockchain/DLT systenms, PK
infrastructures, etc.

*  Nodes: The nodes of the bl ockchain or DLT system which formthe
peer-to-peer network, which collectively naintain the shared
| edger in the systemby follow ng a consensus al gorithm

* CGateway nodes: The nodes of the bl ockchain or DLT systemthat are
functionally capable of acting as a gateway in an asset transfer
A gateway node conforns to the Secure Asset Transfer Architecture
[ SATA] and inplenents the Secure Asset Transfer Protocol (SATP)

[ SATP]. Being a node on the bl ockchai n/ DLT system a gateway has
at least read access to the interior resources (e.g., |edger) of
the bl ockchain. Optionally, it may have wite access to the

| edger and also the ability to participate in the consensus
mechani sm depl oyed for the system Depending on the bl ockchain/
DLT systeminpl enentation, sonme or all of the nodes may be

gat eway- capabl e.

* Cdients: Entities are permtted to invoke smart contracts to read
or update | edger state in a blockchain or DLT system They
possess unique identities in the formof public keys. 1In a
perm ssioned system identity certificates are issued by the
systemis internal providers (or certificate authorities).

* Wallets: Collection of client identities represented by public-
private key pairs, and optionally certificate issued by a
bl ockchain or DLT systenis identity providers (or certificate
aut horities).

* Virtual Asset: A virtual asset is a digital representation of
val ue that can be digitally traded, or transferred as defined by
the FATF [ FATF].

* Virtual Asset Service Provider (VASP): Legal entity handling
virtual assets as defined by the FATF [ FATF].

* Ledger state: A snapshot of the information held in a distributed
shared | edger, typically (though not necessarily) as a set of
bl ockchain or DLT system Exanples of interior resources include
key-and-val ue pairs. This information includes records of virtua
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assets and the state of business processes that are neaningful to
the DLT systenis participants and clients. State elements and
subsets may be scoped under the nanmespaces of given smart
contracts, thereby being accessible only through invocations on

t hose contracts.

* Smart contracts: Business workflows witten in progranmm ng
| anguages that nmanage the states of assets and busi ness processes
on a shared ledger in a DLT system These contracts constrain the
ability of systemclients to nodify | edger state and enbed guards
around state elenments. Contracts can be invoked to read from or
wite, to, a ledger. They can be depl oyed on several system
nodes, who nust agree on a given | edger state update via a
consensus protocol

* Consensus protocol /nechani sm Process by whi ch nodes agree on a
| edger state update, typically (though not nmandatorily) through a
smart contract invocation.

* Local transaction: A transaction triggered by a client to update
the | edger state in a blockchain or DLT system typically (though
not mandatorily) through a smart contract invocation

* View A projection of a blockchain or DLT systenis |edger state
for external consunption, i.e., for parties outside that system
This can be a single elenment, a subset of the state, or a function
over a subset.

* View Address: A unique identifier or locator for a viewinto a
bl ockchain or DLT systenis |ledger. This is analogous to an HTTP
URL.

* Source system Blockchain or DLT system governing the | edger from
which a view is produced

* Destination system Systemin which a viewis consuned. This can
be a bl ockchain or DLT system

* Renote system Counterparty systemin a view request-response
protocol instance. Fromthe vantage point of the source system
this refers to the destination system and vice versa.

* View requestor: Person or organization triggering a view request
froma source network.
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4.

* Proof: A data structure containing evidence linking a viewto its
source systenmi s bl ockchain, or nore generally, |edger. The
evi dence may be probabilistic and in some cases cryptographically
verifiable.

* Access/exposure policy: Set of rules governing the release of a
view to an external party (i.e., outside the source system, held
in consensus by nodes on the source systenis |edger.

* Verification policy: Rules for validation of proofs associated
with views naintained in a destination system |If the destination
systemis a blockchain or DLT system these rules are held in
consensus by nodes on that system s | edger

* View Request: A request for a nmade by an external party to a
source bl ockchain or DLT system The external party may be a
client in a destination blockchain or DLT system The request
consists of a view address and various netadata, including
optionally a verification policy.

* Asset | ocking or escrow. The conditional nechanismused within a
bl ockchain or DLT systemto nake an asset tenporarily unavail abl e
for use by its owner. The condition of the asset rel ease can be
based on a duration of tine (e.g., hash time |ocks) or other
par amet ers

Further term nol ogy definitions can be found in [NIST] and [ISQ.
The term ' bl ockchain’ and ’'distributed | edger technol ogy’ (DLT) are
used interchangeably in this docunent.

Assunptions and Principles

The addressing of a DLT system s assets and asset-rel ated data as
wel | as the exposure of such data to a foreign DLT system assunes the
presence of one or nore gateways that are either part of the system
or working on behalf of it. These gateways are ultinmately
responsi bl e for generating and interpreting both addresses and data,
hi ding any DLT- or network-specific protocol considerations from each
other. Al DLT- and network-specific software artifacts that are
exchanged anong gateways will be encapsulated in generic (or DLT-
neutral) software artifacts. The gateways are assuned to be

i nteroperabl e using a protocol that corresponds to the design
principles of the Internet architecture. The specification of this
protocol is beyond the scope of this draft and will be described in a
separate draft.

Ledger State Views and Proofs
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4.1. Abstraction of Distributed Ledger States

A distributed | edger system nmaintains a set of |edgers, akin to

dat abases. Each such | edger is organized and addressable in a

hi erarchi cal nanespace with the identifier of the distributed | edger
system being the root. A ledger is shared anong a subset of nenbers
of the network that the system which maintains the distributed

| edger, is built on. These subsets of menbers may overlap or be

mut ual |y excl usive, depending on the precepts of the given DLT, but
for the purpose of this docunent, the distinction is not rel evant.
For exanple, the Hyperledger Fabric bl ockchain platformnaintains a
set of channels, where each channel is shared exclusively by a subset
of menmbers [Andr18]. In contrast, the Corda platform allows each
data itemto be shared by an arbitrary subset of menbers, in effect
creating databases privy to mutually overl appi ng menber sets

[ Hear 19] . The Et her eum Mai nnet has a dynanmic group of nenbers

mai ntai ning a single global |edger with open, or public, access.

Each shared | edger within a system nmai ntai ns a snapshot of the

| atest, or current, state, determ ned through consensus (or
agreenent) by the nmenmbers sharing it. |In addition, a tanper-evident
history of the current state, which can be a bl ockchain or any ot her
formof a transaction log, is also nmaintained by the nenbers sharing
that database. The state of the distributed | edger systemas a whol e
is the union of states of the ledgers it conprises of.

Finally, any data itemw thin a | edger can be retrieved, or any
processed data extracted, using its native logic and interfaces. As
a ledger is a traditional database in nbst respects, it supports
extraction and processing the sane way a dat abase does. For exanple,
data in a SQL database can be extracted using record keys and schena
attributes, whereas in a No-SQL database, data is extracted using
know edge of key value pairs and overlaid schema. Just as views and
stored procedures are used to extract infornmation from a dat abase,
UTXO scripts (in Bitcoin [ Naka08]) or snart contracts (in Ethereum

[ Et he22], and several permnissioned DLTs |ike Hyperledger Fabric and
Corda) are used to extract information froma ledger. An interface
is provided to give the user the ability to query or update | edger
data. As UTXO scripts are just sinple forms of smart contracts, we
will assume in our abstraction that each ledger within a DLT system
possesses a smart contract interface.
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4.2. Distributed Ledger System Views

A viewinto a distributed | edger systemstate is simlar in concept
to a traditional database view but has certain additional features
because the backing state is maintained in a different way than state
in atraditional database is. Fundanentally, a DLT systemviewis
information that is derived fromthat systemis |l edger. W define it
as an abstract representation of state projected froma | edger that
is consumabl e by entities, who may or may not belong to the network
or possess credentials to access raw | edger state. Views are

uni quel y addressable within a DLT system A view can be static,

i.e., referring to information derived froma point-in-time (or
historical) state, or dynanic, i.e., referring to information derived
fromthe current state

Semantically, a view represents the what and not the how, i.e., it
projects information froma | edger but not the details of the process
t hrough which that information came into being. This process has
multiple facets, fromthe consensus and comm tnent protocols through
whi ch raw data was recorded on the | edger to the smart contract
procedure through which information was extracted fromthe raw | edger
data. These procedures are specific to DLT inplenentations, which we
wi sh to keep opaque fromthe cross-system comunication
infrastructure, specifically the systens’ gateways. This will allow
the conmunication infrastructure to ignore details of |edger

i mpl ement ati ons whil e managi ng state when a view is conmuni cated from
a systemto an external entity. Therefore, we specify the view as a
package with a generic structure, independent of a specific DLT

i nplementation. Internally, a vieww || contain data that has a DLT-
specific representation, but we will leave the interpretation of this
to nodules internal to the systens. In this docurment, we will

specify the formats of the DLT-independent portions of a view that
wi Il be handl ed by the communication infrastructure and provide
suggestive sanpl e view contents for prom nent DLTs.

There is a caveat to the above definition, arising froma fundamental
di fference between a traditional database and a DLT system This is
the fact that state in the former is maintained by a single authority
whereas state in the latter is maintained collectively, and held in
agreenent, by a peer group of entities, each of which can fail or be
mal i ci ous. Therefore, a DLT systemview is inconplete wthout an
associ ated proof of it being derived fromstate agreed to by the
group as a whole. In practice, this does not require unanimty but
rat her enough representation fromgroup nmenbers to overcome failure
of individual peers’ failures and to assure an external client that
the systemas a whole will not repudiate that view, in accordance
with the consensus rules of the source |edger, at a later tine.
Theoretically, we can quantify the nature of this proof under certain
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model s. |f peers are susceptible only to crash failures, an
agreenment over state fromnore than 50% of the peers will qualify as
sufficient proof. |If peers can be malicious, i.e., fail in Byzantine

ways, a consistent state viewis required fromnore than 2/3 of the
peers. More generally, the nature of proof, or determning what is
sufficient, can be derived fromthe consensus nechani smused by the
system

The proof associated with a view represents two things. One is an
assurance that the viewis a group, or consensus, view of the | edger
held by the DLT systemas a whole. The other is evidence of
authenticity of the state projection that the view represents. And
though the construction of a proof is very DLT-specific, the notion
that a proof may be supplied with a view can be enbodied in a DLT-

i ndependent specification, thereby adhering to the principle of DLT
opacity to the conmunication infrastructure. Finally, proofs are

al so consistent with the "what, not how' principle because they
certify that a view represents state at a given point in time and not
the history of events that led to that state.

Now we can | ook at the structure of a viewin nore detail. At a high
| evel, a view consists of the foll ow ng:

* Request |d: a unique value corresponding to the request for a view
made by an external entity to the DLT system

* Data: |edger state projection, or derived information, wth proof.

* NMetadata: attributes of the payload used to unpack and interpret
it.

Data consists of the foll ow ng:

* View Address: this is supplied by an external entity, and is the
equi val ent of a "getter function" that can be used to uniquely
identify (or derive) projection into a DLT system state.

* Information: this is the actual |edger state projection

* Schema: this described the Information data structure and can be
used to unpack (or unmarshal) it. It is optional if the |edger

schema i s wel | - known.

* Proof: This is a structure that validates the Information. It is
optional, though recommended for DLT system vi ews.

*  Proof Schemm: this describes the Proof data structure. It is
optional if the proof schema is well-known.
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Met adat a consi sts of the follow ng:

* View Type: this tells us whether the viewis a singleton data
item a collection of data itens, or a conputation over data itens
that are part of the DLT system state.

* Protocol Type: this denotes a unique value associated with a given
DLT protocol; e.g., Bitcoin, Ethereum Hyperledger Fabric, Corda,
Sol ana.

* Timestanp: this denotes the tinme at which the view was produced.

*  Proof Type: this denotes the type, or category, of proof being
supplied, e.g., Notarizations/certifications (also called proof of
authority), Sinplified Paynment Verifications, Zero Know edge
Proof, Proof of Proof-of-Wrk.

* Serialization Fornmat: this denotes the format used to serialize
the view data, e.g., XM, JSON, protocol buffer.

* Commitments: these are comm tnents made on the view by authorities
or infrastructure (e.g., the Ethereum Mainnet) external to the DLT
system

Sinpl e Vi ews

A sinmple DLT viewis any unit of a database within a DLT systemthat
i s exposabl e through interfaces programred over that database. Mre
concretely, any blockchain or smart contract system provides the
ability to wite scripts or procedures that can act on the raw | edger
(dat abase) data, acconpanied by interfaces to trigger those scripts
or procedures to query or update |edger state. In such a system a
simple viewis any information that can be obtained directly through
an invocation of this interface, e.g., any transaction exposed by a
smart contract deployed on a | edger within the system

In the DLT view structure specified earlier, the View Type within

Met adata will be set to SIMPLE if such a viewis requested by an
external entity. The content of the view address (described later in
this draft) can be interpreted to knowif the external entity is
requesting a sinple view
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4.4. Aggregate Views

An aggregate DLT view is a collection of addressable units of

dat abases within a DLT system |In effect, it is an array of sinple
vi ews, which can be derived through multiple invocations of different
scripts or smart contract transactions acting on raw | edger data. 1In
the DLT view structure specified earlier, the View Type within

Met adata will be set to AGGREGATE if such a view is requested by an
external entity. The content of the view address (described later in
this draft) can be interpreted to knowif the external entity is
requesting an aggregate view.

4.5. Conplex or Processed Views

A compl ex or processed DLT view is the output of a function conputed
over a set of addressable units of databases within a DLT system In
effect, it is a function conputed over an aggregate view. 1In the DLT
view structure specified earlier, the View Type within Metadata wll
be set to AGGREGATE if such a view is requested by an externa

entity. The content of the view address (described later in this
draft) can be interpreted to know if the external entity is
requesting a conplex view, and the function to be conputed will also
be specified in the view address.

4.6. View Proofs

Proof within a view nust ratify the view s contents as the consensus
over a projection of |edger state by nenbers of the DLT system
Because the projection of state is itself DLT-specific, though it can
be wapped in DLT-neutral structures as we have described earlier,
the proof also takes DLT-specific shapes. But we can list the set of
attributes any proof rmust contain in abstract terms as foll ows:

* Association of response with request: a connection (ideally,
cryptographically secure) between the request supplied in the view
address with the | edger state projection as inferred by the source
system For instance, this can take the formof a signature over
a conmon structure consisting of both the request and the
response.

* Authenticity of response: a connection (ideally, cryptographically
secure) between a nmenber generating a | edger state projection and
its DLT system For instance, this can take the formof a
certificate chain associating the signer with the DLT system s
menbership authorities. This is necessary for a perm ssioned DLT
systemand is optional for open (or permssionless) DLT systens.
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* EBvidence of consensus: information showing that the view contents
are agreed upon by the network as a whole. For a perm ssioned DLT
system this typically inplies that an identical and authentic
| edger state projection nust be provided by a | arge enough quorum
of its menbers so that the view cannot be repudiated in the

future. In an open (or permni ssionless) system this can sinply be
the portion of a mned block that shows why it belongs to the
| ongest chain; i.e., proof-of work or succinct versions of it

(l1'i ke Proof-of-Proof-of -Wrk [ Naka08], or PoPoW[Kiayl6][ Ki ayl7])
In any DLT system such evidence can optionally pass a policy
check, where the policy rule is supplied by the view requestor and
typically enbodies the consensus logic that led to the commitnent
of the | edger state projection being requested.

Ledger State Vi ew Addresses

To request a view froma DLT system an external entity nust be able
to unanbi guously specify the information it seeks in the formof a
view address. The use of the term “address” follows fromthe
abstraction of a DLT systemas a repository of data resources that
can be retrieved and computed on. A view address in bl ockchain or
distributed | edger systens is equivalent to URLs [ RFC1630] (for
exanpl e, specified as an HITP address [ RFC2616]), which are used to
address resources offered by Internet and Wrld Wde Wb servers

[ RFC1738] .

From a functional perspective, a view address can al so be thought of
as an interface over a “getter” , which is a standard software pattern
used to fetch data values in a conputer program The schenatic
representation of a getter is dependent on the protocol followed by
the underlying distributed | edger system but is conceptually
abstracted away by the view address. An external entity can create
and mani pul ate a vi ew address w thout understanding its semantics and
usage, which are hidden by the DLT system This allows the systemto
use alternate representations for getters internally without
requiring external entities to understand the inplenentations of
these operators. The view address states the “what” and not the
“how” .

A view address nust be a globally unique identifier of a viewon a
distributed | edger system because gl obal interoperability is our
goal. Therefore, as with DNS addresses for Internet servers and URLs
for Wrld Wde Wb resources, a view address is a hierarchica
address, with different segnents identifying units of decreasing size
and increasing specificity in sequence. The syntax is as follows:
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address = |l ocation-segnment "/"
| edger - segnent /"
Vi ew segnent
; distributed-1edger-systeniledger/data-projection

The | ocation-segnment provides identification and reachability
information for the distributed | edger system The | edger-segnent
identifies a unique |edger within this system and the view segnent
identifies a view or state projection fromthat |edger

Decentralized | edger systens don’ t have a single location as they are
built on networks of peer nodes. Maintainers of these systens may
expose one or nore endpoints for external entities to access views,
whi ch can be hosted on the network nodes thensel ves or on designated
gateways. Gateways formthe comunication infrastructure for cross-
systeminteractions and can be deployed in different configurations:
a single system may possess nultiple gateways, or a single gateway
may serve nultiple systens. Therefore, to fornulate a view address,
one needs to know the set of endpoints that |lead to a given
distributed | edger systemand a unique identifier for the network
that hosts that system |In certain systens and gateways, an
identifier that represents a set of endpoints can be used instead of
explicitly enunerating those endpoints. Also, if the specified set
of endpoints is known to serve a single system the network
identifier can be omitted. The syntax of the |ocation-segnment is as
fol | ows:

| ocati on- segnent gateway ["/" network-id]

gat eway = endpoint *(";" endpoint) / nane

endpoi nt = host [":" port]

host = hostname / | P-address

port =1*DIA T

net wor k-i d = nane

host nane = nane 1*("." nane)

nane = (ALPHA / "_") *(ALPHA/ DGEGT/ "_" [ "-")

| P- addr ess =1*3DdT"." 1*3DGET "." 1*3DDAT "." 1*3DIAT

A single gateway serving a given distributed | edger system (network)
can be represented as foll ows:

| ocati on-segnent = gateway.trade.com 7542/trade- net work
/\ /

endpoi nt net wor k

Mul tipl e gateways serving a network can be represented as foll ows:
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| ocati on-segnent = gatewayl.trade.com 7542; \
gat eway?2. trade. com 7542; | - - gat eway (endpoints)
gat eway3. trade. com 7542 /
/trade- net work

net wor k

Gat eways serving a single well-known network can be represented as
fol | ows:

| ocati on-segnent = gatewayl.trade.com 7542; gat eway2.trade.com 7542
/

gat eway (endpoints)

The | edger-segnent nanes either the | edger, if that |edger has a
distinct identifier within the system or a procedure to access a

| edger, which represents a common set of facts shared by a subset of
menbers of the network that maintains the distributed | edger. These
subsets may overlap; i.e., certain nodes may maintain nore than one

| edger in the system The procedure nanme can take the form of an
identifier that represents, say, a decentralized application spanning
certain nodes, or an explicit enuneration of the identifiers of the
nodes thensel ves. The | edger segnent syntax is as foll ows:

| edger - segnent = *1(
(ALPHA / "_")
1*(ALPHA / DIGT / "_" [ "= ;" | “:7)
)
The | edger-segnent can be blank if the distributed | edger system has
a single ledger. This is the normin open bl ockchain systens |ike
Bitcoin or the Ethereum Mainnet, and in private Ethereun based
systens |ike Quorum and Hyperl edger Besu

Exanpl es are as foll ows:
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| edger - segnent = trade-channe

| edger nane

| edger - segnent paynent sDapp

pr ocedur e/ app name

| edger - segnent = paynent sDappNodel: 9005; paynent sDappNode2: 9005
\ /\ /

pr ocedur e/ app node pr ocedur e/ app node

The vi ewsegnment uniquely identifies a vieww thin a | edger.

Features particular to a distributed | edger technology will determ ne
how to encode this segnent, but we can draw out conmon abstractions
across DLTs to create a generic specification. Al such technol ogies
offer a procedural interface to access and mani pul ate data, typically
(but not always) in the formof a smart contract. The exposed
interface offers nultiple functions to generate views based on the
provided input. Hence, we can specify the view segnent as being
conposed of a contract, a function, and a |list of input arguments.

In the nost general case, a default contract may be assumed, and
argunents may be unnecessary, and so these can be onmitted. The
function, which can either be a procedural identifier, or a direct
reference to a data itemor collection of data itens, or a
programm ng instruction, nust be specified. The view segnent syntax
is as follows:

Vi ew segnent [contract-id]
function-spec *(":" input-argument)
(ALPHA / "_") 1*(ALPHA/ DA T / "_")
name

name

*HEXDIG T ; hex-encoded ASCI| string

contract-id
function-spec
i nput - ar gunent
name

An exanpl e of a view segnent for a Hyperledger Fabric |edger is:

Vi ew segnent = trade-chai ncode: getBi | | O Ladi ng: bi | | - 10012
\ /\ /\ /

| | |
contract function ar gunent

An exanple for a Corda | edger is:
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Vi ew segnent = :comtrade. dapp. fl ows. Get Docunent By TypeAndl d: C. 5
\ I\
| |
function argunent s

An example of a conmplete view address is as follows:

gw. trade. com 7542/ traden/tradel /tradec:getBill:bill-10012
\ /I o\ /I o\ /

| ocati on-segnent | edger-segnent Vi ew segnent

6. Ledger State View Verification Policies

A verification policy for a |l edger state viewis a set of rules that
the proof within the view can be validated against (or filtered
through). The condition enbedded within a rule can be arbitrary,
though in practice, it should enbody the process by which that

| edger’ s state was updated and consented to in a decentralized manner
by the network of peers maintaining it. |In perm ssioned networks
built on DLTs like Hyperl edger Fabric or Corda, a policy typically
requires evidence of attestations made by a sufficiently large, or
representative, portion of the peer network nmaintaining the | edger
This takes the formof a set of signhatures and is crucial to
validating views generated by networks built on DLTs |ike Hyperl edger
Fabric and Corda. |n open networks, we can envision policies that
require validation of the view data being derived froma block in the
| ongest chain, for exanple. But in this specification, we wll
consider only attestation-based policies and | eave nore genera
policies to future drafts.

The structure of a verification policy is as foll ows:

* Security Domain: a unique identifier for the distributed | edger
system (or network maintaining it) projecting the | edger state
Vi ew.

* Rules: a set of rules, each governing the validation of artifacts
exposed through a particular category of views within the Security
Donai n.

Each Rul e consists of the foll ow ng:

* View Pattern: a regular expression that can match a set of views.

* Policy: a policy rule/filter governing all views that match View
Pat t ern.
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Each Policy consists of the foll ow ng:

* Type: an identifier or flag denoting the type of this policy rule.
For attestation-based policies, this should be set to “Signature”
and other identifiers can be created for other policy types in
future drafts.

* Criteria: a Boolean expression with ANDs and ORs, where the
principals consist of (1) the name of a DLT systemunit/
st akehol der (typically corresponding to a subset of nodes in the
peer network), and (2) the nunber of signatures requires fromthis
unit.

7. Ledger State View Request

A view request is a nessage sent to a distributed | edger system by
any external entity. It consists of the foll ow ng:

* View Address: uniquely identifies the data sought by the
requester.

* Verification Policy: indicates the proof criteria for the
requested view.

8. Ledger State View Access Control Policies

An access control policy for a |ledger state viewis a set of rules
governing the exposure of the viewto an external entity. Each rule
maps a set of principals to a set of views. The structure of an
access control policy is as follows:

* Security Domain: a unique identifier for the entity (which can be
a distributed | edger systemitself) requesting a | edger state
Vi ew.

* Rules: a set of rules, each governing access fromsone entity
within Security Domain to artifacts exposed through a particul ar
category of views.

Each Rul e consists of the follow ng:

* Principal: a string that can match a set of subjects or
principals, which can represents an individuals or an organization
or a subgroup within an organi zation identified by role or
attribute set (profile).

* Principal Type: a keyword that denotes the nature of the
principal. This can be one of the follow ng:
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9

- PUBLICKEY: indicates that the principal is a public key
associated with an individual nenber of the Security Domain.

- CA indicates that the principal is a certification authority
for an organi zation within the Security Domain.

- ROLE: indicates that the principal identifies a role within the
Security Domai n.

- ATTRIBUTE: indicates that the principal identifies a set of
attributes, or a profile for a nenber, within the Security
Donai n.

- ‘*’ . indicates that the principal can be any nmenber of the
Security Domain. The Principal can be left blank in this case.

* Resource: a regular expression that can natch a set of views,
which identifies the objects governed by this rule.

* Read: a Boolean flag indicating whether this rule is currently
active.

Rel at ed Open | ssues

This draft provides a specification for views and how to addresses
them It further describes a protocol whereby one system can request
a view from anot her through gateways. But there are several aspects
of the end to-end process, which are extraneous to the data sharing
protocol yet crucial to its successful conpletion. Though detail ed
specifications of these are beyond the scope of this draft, we |ist
themin this section for readers’ considerations.

Forms of proof

Though we have tried to be agnostic of the nature of the proof
associated with a viewin this draft, the data sharing protocol
implicitly assunes that the proof takes the formof a quorum of
digital signatures fromparties belonging to a perm ssioned
distributed | edger system But several other proof types can exist,
each suitable to the type of systemthat is exporting a view and the
technol ogy stack and consensus nmechanismit is built on

[ Naka08] [ Ki ay16] [ Ki ay17] [ PoS] [ POET] [ PoA] .
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9.

10.

10.

2. Tenporal guarantees of view authenticity

The view address as specified in this draft has no tenpora
conponent, inplicitly conveying a request for the |latest or
“freshest” state projection froma shared | edger. Even apart from
expandi ng the specification of the view address to include, for
exanpl e, an absolute or relative tinestanp, we will need to augnent
the data sharing protocol with a mechanismto convey proof of
tenmporal veracity of a view Wrk done on verifiable observation of
shared | edgers using a public bulletin board [ Abebe2l] can be taken
as the starting point for such a specification.
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