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Abstract

Wth increasing use of DLT (distributed | edger technol ogy) systens,

i ncl udi ng bl ockchain systens and networks, for virtual assets, there
is a need for asset-related data and netadata to traverse system
boundaries and link their respective busi ness workflows. Systens and
net wor ks can define and project views, or asset states, outside of
their boundaries, as well as guard them using access contro

policies, and external agents or other systens can address those
views in a globally unique manner. Universal interoperability

requi res such systens and networks to request and supply views via
gat eway nodes using a request-response protocol. The endpoints of
this protocol lie within the respective systens or in networks of
peer nodes, but the cross-system protocol occurs through the systens’
respective gateways. The inter-gateway protocol that allows an
external party to request a view by an address and a DLT systemto
return a view in response nmust be DLT-neutral and nmask the interna
particularities and conplexities of the DLT systens. The view
generation and verification nmodul es at the endpoints nust obey the
native consensus |ogic of their respective networks.

About Thi s Docunent
This note is to be renmoved before publishing as an RFC
The latest revision of this draft can be found at https://ietf-
satp. github.io/draft-ranmakri shna-sat p-data-sharing/draft-ramakri shna-
satp-data-sharing. htm. Status information for this docunment may be

found at https://datatracker.ietf.org/doc/draft-ranakrishna-sat p-
dat a- shari ng/ .
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1. Introduction

Bl ockchai n systens, especially those of the pernissioned variety, are
a heterogeneous mix, fulfilling a diverse range of needs and built on
several different DLT stacks that are not conpatible with each other
Yet, in an interconnected world, the business processes running on
each system cannot afford to remain isolated and the virtual assets
they manage cannot afford to remain in siloes. These systens nust be
i nteroperable so that assets can nove, and their properties can be
refl ected across network boundaries, and so that business processes
can span multiple systems. |Interoperability will, in effect, nmimc a
| arger or scal ed up, blockchain system conposed of smaller bl ockchain
systens without explicitly requiring those systens to coal esce.
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At the core of any cross-blockchain systemtransaction is the ability
of a systemto project a view of assets and associ ated data recorded
on its ledger to external parties, be they individual agents or other
bl ockchain systens. On the reverse, a blockchain system nust al so
have the ability to identify and address views of assets or

associ ated data in another system and further, to validate that view
before its business process consunes it. View projection

addr essi ng, and consunption, nmust elimnate or mninze the role of
third parties to avoid | oss of data privacy, control over business
process, or dimnishnment of autonony.

Thi s docunent specifies an end-to-end protocol whereby a view request
and t he correspondi ng vi ew response can be comuni cated using two or
nmor e gat eway nodes connected to the end DLT systens. The gateways
communi cate with each other using a DLT-neutral protocol (like SATP

[ SATP], or variations of it) and therefore the view requests and
responses nust be encapsulated in DLT-neutral data fornats. Beyond
the gateways, and into the DLT systens, view generation and
consunption rely upon native mechani sms exposed by those systens.

The gateways nust therefore be augnented to exercise these nechani sns
to convey view requests and responses to their respective back-end
syst ens.

The purpose of this docunment is to provide a technical framework to
di scuss the various aspects of a basic view request-response protoco
vi a gateways acting on behalf of blockchain/DLT systens, including
security and privacy considerations.

2. Term nol ogy
The followi ng are sonme termnology used in the current docunent:

* Bl ockchain system Bl ockchains are distributed digital |edgers of
cryptographically signed transactions that are grouped into
bl ocks. Each block is cryptographically |inked to the previous
one (making it tanper evident) after validation and undergoing a
consensus decision. As new bl ocks are added, ol der bl ocks becone
more difficult to nmodify (creating tanper resistance). New bl ocks
are replicated across copies of the | edger within the network, and
any conflicts are resolved automatically using established rules
[ NI ST].

* Bl ockchain network: This is a blockchain systemthat is built on a

networ k of nodes that maintain a comobn shared copy of the
bl ockchai n usi ng a consensus protocol
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* Distributed | edger technology (DLT) system Technol ogy that
enabl es the operation and use of distributed | edgers, where the
| edger is shared (replicated) across a set of DLT nodes and
synchroni zed between the DLT nodes using a consensus nechani sm
[1SO. Every blockchain systemis also a DLT system and so we
will nmostly use the latter termin this draft when di scussing
protocols for cross-systeminteractions.

* Distributed | edger network: This is a DLT systemthat is built on
a network of nodes that maintain a shared copy of the |edger or
portions of it on different subsets of nodes using a consensus
pr ot ocol

* Resource Dommin: The collection of resources and entities
participating within a blockchain or DLT system The donmain
denotes a boundary for perm ssible or authorized actions on
resources

* Interior Resources: The various interior protocols, data
structures and cryptographic constructs that are a core part of a
bl ockchain or DLT system Exanples of interior resources include
the | edger (blocks of confirnmed transaction data), public keys on
the | edger, consensus protocol, incentive nechanisns, transaction
propagati on networks, etc.

* Exterior Resources: The various resources that are outside a
bl ockchain or DLT system and are not part of the operations of
the system Exanples include data | ocated at third parties such
as asset registries, |edgers of other blockchain/DLT systens, PKI
infrastructures, etc.

* Nodes: The nodes of the blockchain or DLT system which formthe
peer-to-peer network, which collectively maintain the shared
| edger in the systemby follow ng a consensus al gorithm

* CGateway nodes: The nodes of the bl ockchain or DLT systemthat are
functionally capable of acting as a gateway in an asset transfer
A gateway node conforns to the Secure Asset Transfer Architecture
[ SATA] and inplenents the Secure Asset Transfer Protocol (SATP)

[ SATP]. Being a node on the bl ockchain/DLT system a gateway has
at least read access to the interior resources (e.g., |edger) of
the bl ockchain. Optionally, it nay have wite access to the

| edger and also the ability to participate in the consensus
mechani sm depl oyed for the system Depending on the bl ockchain/
DLT system i npl enentation, sone or all of the nodes may be

gat eway- capabl e.
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* Gateway device identity: The identity of the device inplenmenting
the gateway functions. The termis used in the sense of |DevlD
(I EEE 802.1AR) or EK/AIK (in TPML.2 and TPM2.0) [IDevlD.

*  CGateway owner: The VASP who |l egally owns and operates a gateway
node within a bl ockchain system

* (Cients: Entities are pernmitted to invoke smart contracts to read
or update | edger state in a blockchain or DLT system They
possess unique identities in the formof public keys. 1In a
perm ssioned system identity certificates are issued by the
systemis internal providers (or certificate authorities).

* Wallets: Collection of client identities represented by public-
private key pairs, and optionally certificate issued by a
bl ockchain or DLT systenis identity providers (or certificate
authorities).

* Virtual Asset: A virtual asset is a digital representation of
val ue that can be digitally traded, or transferred as defined by
the FATF [ FATF].

* Virtual Asset Service Provider (VASP): Legal entity handling
virtual assets as defined by the FATF [ FATF].

* Ledger state: A snapshot of the information held in a distributed
shared | edger, typically (though not necessarily) as a set of
bl ockchain or DLT system Exanples of interior resources include
key-and-val ue pairs. This information includes records of virtua
assets and the state of business processes that are neaningful to
the DLT systenis participants and clients. State elenents and
subsets may be scoped under the namespaces of given smart
contracts, thereby being accessible only through invocations on
t hose contracts.

* Smart contracts: Business workflows witten in programm ng
| anguages that nmanage the states of assets and busi ness processes
on a shared ledger in a DLT system These contracts constrain the
ability of systemclients to nodify | edger state and enbed guards
around state elenments. Contracts can be invoked to read from or
wite, to, a ledger. They can be depl oyed on several system
nodes, who nmust agree on a given |edger state update via a
consensus protocol

* Consensus protocol /nechani sm Process by whi ch nodes agree on a

| edger state update, typically (though not mandatorily) through a
smart contract invocation
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* Local transaction: A transaction triggered by a client to update
the | edger state in a blockchain or DLT system typically (though
not mandatorily) through a smart contract invocation

* View. A projection of a blockchain or DLT system s | edger state
for external consunption, i.e., for parties outside that system
This can be a single elenent, a subset of the state, or a function
over a subset.

* View Address: A unique identifier or locator for a viewinto a
bl ockchain or DLT systenis |ledger. This is anal ogous to an HTTP
URL.

* Source system Blockchain or DLT system governing the | edger from
which a view is produced

* Destination system Systemin which a viewis consuned. This can
be a bl ockchain or DLT system

* Rempte system Counterparty systemin a view request-response
protocol instance. Fromthe vantage point of the source system
this refers to the destination system and vice versa.

* View requestor: Person or organization triggering a view request
froma source network

* Proof: A data structure containing evidence linking a viewto its
source systenis blockchain, or nore generally, |edger. The
evi dence nay be probabilistic and in sone cases cryptographically
verifiable.

* Access/exposure policy: Set of rules governing the release of a
view to an external party (i.e., outside the source system, held
in consensus by nodes on the source systenis |edger

* Verification policy: Rules for validation of proofs associated
with views naintained in a destination system |f the destination
systemis a blockchain or DLT system these rules are held in
consensus by nodes on that system s |edger

* View Request: A request for a nmade by an external party to a
source bl ockchain or DLT system The external party nmay be a
client in a destination blockchain or DLT system The request
consists of a view address and various netadata, including
optionally a verification policy.
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* Asset |ocking or escrow. The conditional nechanismused within a
bl ockchain or DLT systemto nake an asset tenporarily unavail abl e
for use by its owner. The condition of the asset rel ease can be
based on a duration of tine (e.g., hash time |ocks) or other
paraneters

* Gateway crash recovery: The |local process by which a crashed
gateway (i.e., device or systemfault) is returned to a consistent
and operational state, ready to resume the asset transfer protoco
with the peer gateway prior to the crash event.

Further term nol ogy definitions can be found in [NIST] and [ISQ .
The term’ bl ockchain’ and 'distributed | edger technol ogy’ (DLT) are
used interchangeably in this docunent.

3. Assunptions and Principles

The foll owi ng assunptions and principles underlie the design of the
current interoperability architecture and protocol enabling the
requesting and sharing of data from across DLT systems using

gat eways, and correspond to the design principles of the Internet
architecture.

3.1. Design Principles

The protocol must not involve any centralized intermediaries or
trusted third parties, including settlenment bl ockchains, other than
gateways. The protocol nust not decrease the security of endpoint

bl ockchai n systens nor inpose a higher bar on their interna
consensus. Further, the protocol nust not reveal any private
informati on froma system beyond what the nodes of that network have
agreed to through consensus. The protocol nust enable view requests
and response fromsystens built on any arbitrary (present or future)
bl ockchain or distributed | edger technology. Finally, the endpoint
systens nmust retain full autonony over internal governance and
fram ng of policies governing how views can be exposed and how proofs
can be val i dat ed.

3.2. (Operational Assunptions

The foll owi ng conditions are assuned to have occurred prior to the
construction of a view request:

* Syncing renote system structure, menberships, and identities: see
Section 5 for details.

* Recording view access control policies in the source | edger: see
Section 5 for details.
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4.

* Recording view verification policies in the destination |edger
see Section 5 for details.

Interoperability and Data Sharing Anong Distributed Ledger Systens

Distributed | edger systens, typically maintained through consensus on
a network of peer nodes, run business workflows (often as “smart
contracts” [Ethe22]) and mamintain transaction |ogs. The |edgers and
their transaction histories are distinct, but the business workfl ows
they run are often interlinked in the real world. This necessitates
interoperability anmong the systens/networks as well as the | edgers
mai ntai ned by them Certain nodes, or patterns, of interoperability
have been identified as typical and useful for the enterprises and
consortia that run these systens. These are listed in the Secure
Asset Transfer architecture draft [SATA], nanely as asset transfer,
asset exchange, and data sharing, respective. Mtivating use cases
for these different nodes have been presented in the Secure Asset
Transfer use cases draft [SATU].

In this docurment, we will address the data sharing node of
interoperability, whereby DLT systens can export views of their

| edger state with associated proofs of authenticity, control access
to these views, and al so address views exported by a renpote DLT
system The formats of the views, addresses, requests, and access
control policies are beyond the scope of this draft, and are
specified in the Views and Vi ew Addresses draft [SATV]. This draft
specified a request-response protocol whereby a view can be requested
fromone DLT systemto another via those systems’ respective

gat eways, and obtai ned and consuned via the sanme gateways. In
effect, data maintained on the | edger in one systemis shared with
another in a way that requires no third-party system or agent acting
as a nedi at or.

This draft will only specify a bilateral protocol, i.e., whereby a
view is requested by a DLT systemto exactly one other DLT system and
whereby a view is supplied by a DLT systemwi th exactly one other DLT
system Extrapol ating or augmenting this protocol to involve nore
than two DLT systens is beyond the scope of the present draft.

Dat a Shari ng Protocol

This section describes a protocol using which an external entity can
request and process a view froma distributed | edger

Ramakri shna, et al. Expires 19 Septenber 2026 [ Page 9]



I nternet-Draft SAT Data Sharing March 2026

5.1. Goal and Overview of Protoco

Using this protocol, any entity, be it a single application or agent
or a distributed | edger systemitself, can supply a view address and
a verification policy to a distributed | edger system and obtain a
view in response, which it can then validate before processing as per
need. This protocol nmakes no assunption about the nature of such
processi ng, which can be executed by some nmodule (like a smart
contract) but rather prescribes the steps to be followed until the
poi nt where the view is dispatched to the nodul e.

The diagram below illustrates the protocol whereby a distributed

| edger systemrequests and consumes a view from anot her distributed
| edger system The protocol units are indicated, with sequence
nunbers associated with procedures or nessages.

o e e e e e e ee oo s +
| Cient |
| (Appli cation) |
o e e e e e e e +
| ~
| 7 View | |
8 View | Response | | 1 View
| | | Request
\Y | \Y
oo o - + B + B + oo o -
| | | | 2 View | | |
| DLT L1 | | | Request | | | DLT L2
I I I [-------- >| | 3|
| +---mem - + | | Gateway | | Gateway |[-->| +------------ +
| | 9 View | |---] GL | | Q2 | | | 4 Access |
| | Validation | | | | | |<--] | Control & |
|| & | | <-omoee- | | 51| View |
| | Commitrnent | | | | 6 View | | | | Generation |
[ R + | | | Response| | [ R +
o a o + S + S + o a o
Figure 1

In a shorter formof the protocol, the requesting systemis a unitary
entity rather than a network of peers maintaining a distributed

| edger and a client application above it. The di agram bel ow
illustrates this protocol and its units, wi th sequence nunbers

associ ated with procedures or nessages.

Ramakri shna, et al. Expires 19 Septenber 2026 [ Page 10]



I nt

5.2.

5.3.

ernet-Draft SAT Data Sharing March 2026

o + S + o a o +
I | 1View | [ I
| dient | Request | | | DLT L |
| (Application) [----------- >| | 2] |
| | | Gateway |-->| +------------ + |
I T R T + | | G | | | 3 Access | |
| | 6 View Validation | | | |<--1 | Control & |
| | & Conmi t ment | | <----------- | | 41 | Vi ew | |
| +---mmie e + | 5 View | | | | Generation | |
| | Response | | | +-----meee- - + |
e + S + o a o +
Figure 2

The distributed | edger systemon the right is referred to as the
source system as it is the source of the information being requested
for through a view. The systemon the left is referred to as the
destination system as the desired information ends up there either
inraw or in processed form The destination systemcan be a
traditional centrally governed systemor a distributed | edger system
mai nt ai ned by a decentralized networKk.

Prot ocol Phases

The protocol can be divided into the follow ng phases:

*  Phase 1: View request creation in destination network.

* Phase 2: Cross-gateway discovery and request.

* Phase 3: View creation in source network.

* Phase 4: Cross-gateway response.

* Phase 5: View validation and comm tnent in destination system

Phase 1: View request creation in destination network

Al'l operations in this phase are conducted by a client, typically
acting through an application, in the destination system

* The client constructs a view address corresponding to the desired
Vi ew.
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5.

4.

Al l

The client 1ooks up the verification policy corresponding to this
view address fromthe destination system s database. If the
destination systemis a distributed | edger system this | ookup
shoul d involve a query to one or nore shared | edgers within the
system

The client sends a view request conprising of the view address and
the verification policy to the destination system s gateway.

Phase 2: Cross-gateway di scovery and request

operations in this phase are conducted by a gateway bel onging to,

or acting on behalf of, the destination system

*

5.

The destination system s gateway |ooks up or tried to discover the
address of one or nore gateways belong to, or working on behal f

of, the source system |If no address can be found, the protoco
term nates

The destination system s gateway sel ects an address and sends the
view request to the source system s gateway at that address.

Phase 3: View creation in source network

perations in this phase are orchestrated by a source system gat eway
via the systemi s smart contract transaction and network consensus
mechani sns.

*

The source system s gateway converts the view request into a
distributed | edger query or a smart contract invocation (if the
source system supports smart contracts). The follow ng steps show
how t hi s happens in a perm ssioned distributed | edger systemwth
smart contracts.

- The source system s gateway parses the view address within the
view request to fornulate a view data query and deterni ne the
| edger fromwhich a view is desired.

- The source systemi s gateway parses the verification policy in
the view request to deternmine a subset of peers withinits
network that maintain this | edger and to which this query can
be sent.

- The source system s gateway invokes a smart contract to process
the view data query, in effect by sending the query to the
sel ected network peers.

- Each peer that receives the query:
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5.

5.

6

7

Al l

0o Validates the query against the source system s access
control policy.

0 Processes the query and produces an output if the validation
i s successful

o Packages and signs the output, which can be a query response
or a failure report, as it would do with any regular smart
contract transaction result. The signature constitutes part
of the proof for satisfaction of the verification policy.

0 Sends the signed package to the source system s gateway.

The source system s gateway creates a view fromthe smart contract
invocation result. |If this invocation follows the process
described in the preceding steps, this is done by collecting and
envel opi ng the recei ved packages into a view structure.

Phase 4: Cross-system response

The source system s gateway sends the view to the destination
system s gateway. It may do this as a response in a |ong-running
session that began with the latter sending a view request to the
former. Alternatively, this could be done by the forner posting
an event to the latter. Sending of the view could be a best
effort process or guaranteed through suitable fault tolerance
mechani sms built into gateways. Such nechani sns are beyond the
scope of this draft.

The destination system s gateway sends the view to the client that
created the original view request. The same nmechani sns and

consi derations apply as in the cross-gateway response in the
precedi ng step.

Phase 5: View validation and commtnent in destination system

operations in this phase are conducted by the client in the

destination systemthat created the original view request.

*

The client parses the viewto determine if the request was
successful. |If not, the protocol term nates.

If the destination systemis a centrally governed systemw th a
dat abase, the client submits a transaction, using an avail able
APl, with the viewin the argunments. |If the destination systemis
a distributed | edger system the client submts a snart contract
transaction, with the viewin the argunents, to the destination
system s network peers.
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5.8.

The backend system (if the destination systemis centrally
governed) or every peer in the network (if the destination system
is a distributed | edger system that receives the transaction
val i dates the proof within the view against the verification
policy recorded in the database or the shared | edger

If the proof is determined to be invalid, the protocol terninates.
O herwi se, the transaction is executed and then committed to
storage, either through a unitary procedure (centrally governed
system) or through distributed consensus (distributed | edger

system.

Desirabl e Properties of Data Sharing Protocols

The desirable properties of a data sharing protocol include, but are

not

*

limted to, the foll ow ng:

Decoupl i ng gat eways from systens: the protocol should not rely on
a specific inplementation of a gateway or a cross-gateway

communi cati on protocol, nor should the protocol be restricted to a
particul ar pair of view generation-validation processes in the
respective systens. Different conponents and even systens can be
replaced without requiring nodifications to the high-Ileve

protocol semanti cs.

Technol ogy- neutral cross-gateway communi cation: the cross-gateway
communi cati on protocol, e.g., SATP [ SATP], should be oblivious to
the nature and inplenentation of the endpoint systens. As a
corollary, the protocol units internal to the system should al so
be oblivious to the cross-gateway di scovery and comuni cation
mechani sns.

Trust through native consensus: end-to-end trust shoul d be
realized by inplenenting the view generation and validation
procedures the sane way as any distributed consensus-driven
operation in the respective systens. This respects the native
deci si on- naki ng processes in those systens and enables multi-party
groups backi ng those systens to interact with each other as units.

M nimze trust in gateways: the integrity of the protocol should
not be dependent on the reliability of either gateway. The next
subsection el aborates on the desired security properties.
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5.

5.

* Preserving system autonony and sel f-sovereignty: the endpoint
systens shoul d have conplete freedomin determ ning their
respective access controls and verification policies, and in
choosing when to initiate a view request or whether to respond to
a view request. The internal activities of each system should be
oblivious to the other and should not affect data sharing protoco
i nst ance.

* Accommodati ng heterogeneity: the end-to-end protocol should work
the sane regardl ess of the distributed | edger technol ogy
i mpl ement ati on backi ng either endpoint system

* Avoi d synchroni zation: the protocol should not rely on any
external ly gui ded synchronization mechani sm such as a gl oba
clock, and instead rely purely on asynchronous nessage transfers.

9. Security Considerations

The security considerations of the protocol include, but are not
limted to, the following: - Distributed consensus: rely on the
consensus mechani sm of the counterparty systemboth to authenticate
vi ew requests and to validate views. This can nitigate (or avoid)

Byzantine failure of nalicious nodes within the endpoint systems. It
can al so prevent a malicious client fromsupplying a fake viewin the
destination system - Integrity: rely on digital signatures over the

vi ew requests and responses (nade by the client in the destination
system and peers in the source systenm) so that the gateways cannot
tanmper with the nessages undetected. - Confidentiality: rely on end-
to-end encryption of the view response so that the gateways cannot
exfiltrate the view contents and/or the associ ated proofs.
Exfiltration will violate the access control policies of the source
system - Availability: rely on redundancy and failover to nitigate
agai nst deni al -of -service attacks mounted by either gateway.

Mul tipl e gateways shoul d be configured and kept on standby in

practi ce.

10. Privacy Considerations

Access control policies allow source systens to have privacy by
default, and only reveal the mninum|edger information necessary to
external entities. Any data shared across two systens is private
between themonly if the gateways are nai ntai ned by stakehol ders
within the respective systens. This should be kept in mnd when

sel ecting or discovering gateways for data sharing instances.
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5.11. Fault Tol erance and Crash Recovery

The usual considerations of fault tol erance, crashes, and session

mai nt enance, apply to gateways involved in data sharing. Various
techni ques for failover and session state and | og backups can be used
to guard agai nst, or recover from the possibility of either gateway
failing during a data sharing instance. Details are beyond the scope
of this draft, which makes no recommendati ons on this topic either.

6. Pre-request setup and configuration

Ei t her endpoint systemin a data sharing protocol instance nust have
the following configured in their respective data stores, which, if
the systemis a distributed | edger system should be a shared | edger.

* View request access control policies: as described in Section 8 in
the Views and Vi ew Addresses draft [SATV], one or nobre access
control policy rules according to the given specification should
be recorded before a data sharing protocol instance. If a view
request is received by a systemand there is no appropriate policy
rule in the system s record, the principle of |east privilege
shoul d be applied, and the view request rejected.

* View verification policies: as described in Section 6 in the Views
and Vi ew Addresses draft [SATV], one or nore verification policies
according to the given specification should be recorded before a
data sharing protocol instance. If a viewis received by a system
and there is no appropriate policy rule in the system s record,
the view should be deenmed invalid. The client itself ought to
avoi d sending a view request if an appropriate verification policy
cannot be retrieved, but even if a malicious client proceeds with
a spurious view request, the destination system s back end shoul d
decl are the proof acconpanying the view response to be invalid.

* External identities and certifications: participating systens can
be abstracted into one or nore security domains that represent the
st akehol ders of that system For effective policy enforcenent,
i.e., to authenticate a view request or validate a view, know edge
of a renmote system s security domains—identity providers,
certification authorities, and group structure if the systemis a
distributed | edger—is necessary. This information is typically,
though not limted to, a set of certificate hierarchies, which
shoul d be determnined and recorded to the systemi s data store
before a data sharing protocol instance. |In the absence of such
recorded informati on about the counterparty system the protoco
should termnate in the view request access control check step or
in the view validation step
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7

7

7

7

Rel ated Open |ssues

This draft provides a specification for views and how to addresses
them It further describes a protocol whereby one system can request
a view from another through gateways. But there are several aspects
of the end to-end process, which are extraneous to the data sharing
protocol yet crucial to its successful conpletion. Though detail ed
specifications of these are beyond the scope of this draft, we |ist
themin this section for readers’ considerations.

1. dobal identification of blockchain systens and public keys

To construct a view address as well as determine a suitable gateway
to send a view request to, we need identifiers and nanmi ng systens for
distributed | edgers and the networks that maintain them In
addition, we need ways to associate public keys with these nanes for
aut henti cati on purposes. Further, we need nechanisns to store and
retrieve these identifiers and keys in a distributed, and ideally
decentralized, manner. The concepts of Decentralized Identifiers
[DID] and Sel f-Sovereign Identity [SSI] are pronising technologies to
begi n devi sing such specifications.

2. Discovery of gateways nodes within a bl ockchain system

To initiate a data sharing protocol, a client in a distributed |edger
systemneeds to identify a suitable gateway node. This can be done
in several different ways, one of which involves registering the set
of gateways on a shared |l edger within the system Because, ideally,
the gateway does not need to be highly trusted, there are few
security inplications but potentially larger efficiency inplications
in the choice of nechanismfor registration and discovery of |oca

gat eway nodes.

3. Renote gateway discovery

How gat eways can di scover other gateways acting on behalf of renpte
distributed | edger systenms is an open question. The problem can be
related to the routing problem (i.e., discovery of routing paths) in
packet networking [ RFC791].
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7.

8.

8.

4. Decentralized identity nanagenment across distributed | edger
syst ens

Mechani sns are required to continuously sync external identities and
certifications as described in Section 5 as a basis for data sharing.
To keep these nechani sns are decentralized as possi ble and | everage
existing identity registries, we can | everage the concepts of
decentralized identifiers [DID] and verifiable credentials [VC22].
Protocols for this purpose, which use DID registries and trust
anchors, have been proposed [WRFCDI D], and we can use them as
starting points for this specification.
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