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Abst r act

Thi s docunent proposes an EVPN (Et hernet Virtual Private Network)
extension to allow IP nulticast forwarding on Service Gateways that
i nterconnect two or nore EVPN donai ns.
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1. Introduction

Thi s docunent proposes an EVPN extension to allow I P nulticast
forwardi ng on Service Gateways that interconnect two or nore EVPN
domai ns. The extensions are applied in two separate scenari os:

* EVPN Layer-2 |nterconnect
* EVPN Layer-3 I nterconnect

In Layer-2 Interconnect scenarios, this docunent extends the
procedures in [ RFC9251] so that | P Milticast can be forwarded
efficiently in Service Gateways that |Interconnect two or nore EVPN
domai ns. Note that [RFC9014], in sections 4.4 and 4.6, specifies the
Service Gateway solution for EVPN | ayer-2 multi-point services,
including the procedures for |ayer-2 unicast and Broadcast, Unknown
uni cast and Multicast (BUM traffic, however, it does not specify
procedures to optimze the forwarding of IP Miulticast on the Service
Gat eways that interconnect domains that use EVPN | GW or M.D proxy
procedures.

In Layer-3 Interconnect scenarios, this docunent extends the
procedures in [ RFC9625], so that Service Gateways that interconnect
two or nore EVPN | ayer-3 domains as in
[1-D.ietf-bess-evpn-ipvpn-interworking] for IP unicast traffic can
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forward Inter-Subnet Miulticast traffic efficiently across EVPN

| ayer-3 domains. [RFC9625] defines procedures to support efficient

I nter-Subnet Multicast forwarding on Service Gateways that

i nterconnect EVPN domains to MVPN [ RFC6513] [ RFC6514] or PI M donmi ns
[ RFC7761]. This docunent conpletes the procedures to support
efficient Inter-Subnet Milticast forwarding on Service Gateways that
i nterconnect EVPN domains to ot her EVPN donai ns.

In both scenarios, we refer to the Service Gateway that inplements
this specification as an EVPN to EVPN Gat eway (EEG) .

1.1. Terminol ogy and Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

* All-Active Redundancy Mode: When all PEs attached to an Et hernet
segnment are allowed to forward known unicast traffic to/fromthat
Et hernet segment for a given BD, then the Ethernet segnment is
defined to be operating in All-Active redundancy node.

* BD: Broadcast Domain. An EVI may be conprised of one BD (VLAN
based or VLAN Bundl e services) or multiple BDs (VLAN-aware Bundl e
services). This docunment makes use of the term BD as described in
[ RFC9625] section 1.1.4.

* BUMtraffic: Broadcast, Unknown unicast and Multicast traffic.
* CE Customer Edge device, e.g., a host, router, or swtch.

* DF and non-DF: Designated Forwarder and non Desi gnated Forwarder.
In an Et hernet Segnent, the Designated Forwarder PE or Service
Gat eway forwards unicast and BUMtraffic. The non-Designhated
Forwarder PE or Service Gateway bl ocks BUMtraffic (if working in
Al'l - Active redundancy node) or unicast and BUM (if working in
Si ngl e- Active redundancy node).

* EEG EVPN to EVPN Gateway, or a Service Gateway that interconnects
two or nore EVPN donmains for the purpose of forwarding |IP
Mul ticast traffic.

* ES: Ethernet Segnent. When a custoner site (device or network) is

connected to one or nbre PEs via a set of Ethernet |inks, then
that set of links is referred to as an Ethernet segnent.
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* ESI: Ethernet Segnent Ildentifier. A unique non-zero identifier
that identifies an Ethernet segment is called an ' Ethernet Segment
Identifier’.

: i nstance spanning the Provider ge evi ces
* EVI: An EVPN i i he Provid Ed (PE) devi
participating in that EVPN

* EVPN dormain: two PEs are in the sane EVPN domain if they are
attached to the same service and the packets between them do not
require a data path | ookup of the inner frane (e.g., in the BD of
a MAC-VRF) in any internediate router. An Service Gateway in this
docunent interconnects two or nore EVPN dormains and is configured
with a domain identifier per EVPN donmain (referred to as EVPN
domai n-1D). The EVPN domain-1D is encoded in the D-PATH attri bute
as specified in [I-D.ietf-bess-evpn-dpath] for Layer-2
i nterconnect scenarios and in
[1-D.ietf-bess-evpn-ipvpn-interworking] for Layer-3 interconnect
scenari os.

* |-ES: Interconnect Ethernet Segnent or a especial Ethernet Segnent
used to provide multi-homng on Service Gateways that follow the
procedures in [ RFC9014].

* |RB: Integrated Routing and Bridging

* |RB Interface: Integrated Bridging and Routing Interface. A
virtual interface that connects the Bridge Table and the |IP-VRF on
an NVE.

* 1IF Inconing Interface. Refers to the Layer-3 interface in the
IP-VRF that is identified as the one receiving a particular IP
Mul ticast flow

* |P-VRF: A VPN Routing and Forwarding table for IP routes on an
NVE/ PE. The I P routes could be popul ated by any routing protocol,
E.g., EVPN, IP-VPN and BGP PE-CE | P address families. An |IP-VRF
is also an instantiation of a layer 3 VPN in a PE

* MAC-VRF: A Virtual Routing and Forwarding table for Media Access
Control (MAC) addresses on a PE. |In VLAN-based or VLAN Bundl e
nmodes [I-D.ietf-bess-rfc7432bis] a BD is equivalent to a MAC VRF.

* OFlist and OF entry: Qutgoing Interface list or entry. Refers
to the list of interfaces or interface entry in the |IP-VRF
(Layer-3 O F) or BD (Layer-2 OF) that are identified as output
interfaces for a given nulticast group

Rabadan, et al. Expi res 4 Septenber 2025 [ Page 4]



Internet-Draft EVPN Mul ti cast on EEG March 2025

* PE Provider Edge device. In this docunent a PE can be a Leaf
node in a Data Center or a traditional Provider Edge router in an
MPLS net wor k.

* SBD: Suppl enentary Broadcast Dormain, a especial BD that has an I RB
interface to an IP-VRF and it is used in the Optinized Inter-
Subnet Ml ticast nodel, as described in [RFC9625].

* SMET route: Selective Multicast Ethernet Tag route, as defined in
[ RFC9251] .

* Single-Active Redundancy Mdde: Wen only a single PE, anobng al
the PEs attached to an Ethernet segment, is allowed to forward
traffic to/fromthat Ethernet segment for a given BD, then the
Et hernet segnment is defined to be operating in Single-Active
redundancy node.

1.2. Milticast Layer-2 Interconnect on EVPN to EVPN Gat eways (EEG

Thi s section describes an exanple of the first use-case for which
this document specifies extensions.

Consider a pair of multi-hom ng Service Gateways (EEGL and EEQR) t hat
i nterconnect EVPN domain 1:1 and domain 2:2, as illustrated in
Figure 1 (with 1:1 and 2:2 being the respective domain-IDs
[I-D.ietf-bess-evpn-dpath]). |In addition to EEGl and EE&R, PEl1 and
PE2 are also attached to EVPN domain 1:1 (with 1:1 being the EVPN
domai n-1D), and PE3, PE4 and PE5 are also attached to domain 2:2.
Source Sl1, Receiver-1, Receiver-2 and Receiver-3 are all connected to
the same | P subnet and EVPN Broadcast Domain BD1. For unicast
traffic, EEGL and EEQ foll ow the procedures in [ RFC9014] sections
4.4 and 4.6. In particular, the Interconnect Ethernet Segment |-ES1
is instantiated in EEGL and EE&Q and determ nes the redundancy and

forwarding of the traffic between the two domains. In this exanple,
EEGL is the Designated Forwarder and EEG the non-Desi gnat ed
Forwarder router in |-ES1. 'Encapl’ and 'encap2’ in Figure 1 refer

to any possible encapsulation that is supported by EVPN and BD1 uses
to transmt or receive packets; for instance: MPLS, Segnent Routing
MPLS (SR-MPLS), VXLAN or SRv6. The procedures in this docunment apply
irrespective of the conbination of encapsul ations being used in the
EVPN domains that the EEG routers are interconnecting. |In this
scenario, |IP Milticast sources and receivers can be attached to

ei ther domain and the EEG routers nust be able to forward IP
Multicast traffic efficiently across domains. PEl1l, PE2, PE3, PE4 and
PE5 follow the procedures of [RFC9251], and they are not aware of the
fact that the may be attached to different EVPN donains.
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Figure 1: Layer-2 EEGs
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1.

Suppose S1 (with source | P address S1) sends IP nulticast traffic to
group &, and Receiver-1 and Receiver-2 issue an |GW (or MD) join
(*,&). Receiver-3 sends an IGW (or MD) join (S1,&). Wth the
extensions in this document:

*

3.

The EEG routers inport the EVPN Sel ective Milticast Ethernet Tag
(SMET) routes issued by the PE routers in the domains that they
i nt erconnect.

They performa proxy function for the nmulticast groups |earned
fromthe inported SVET routes of a donain and advertise the
resulting proxy nmenbership to the other domai ns through SMET
routes, using their owm |IP address as the Originator |P of the
SMET route. As an exanple in Figure 1, EEGL and EEQ inport the
SMET routes for (*, &) and (S1, &) that they receive from PE3 and
PE4, respectively. EEGL and EEQ create state for the two groups
and the |-ES1 Designated Forwarder, i.e., EEGL, advertises an SMET
route for (*, &) using its own network paraneters for the
destination domain (EEGL’s Originator |IP, Route Distinguisher and
Route Target of domain 1:1). Although not represented in

Figure 1, the EEG routers also inport the SMET route for (*, Q)

i ssued by PE2 in domain 1:1. Upon the OF creation for PE2, EEGL
triggers the advertisenment of an SMET route for (*, &) into domain
2:2 with its own network paraneters in domain 2:2.

The EEG routers advertise the nminimal set of SMET routes needed to
attract traffic for a given nmulticast group. For exanple, even if
the EEG routers receive SMET routes for both (*, &) and (S1, @),
EEGL only advertises an SMET route for (*, &), as this is the

m ni mal set necessary to receive traffic for any flow destined to
2.

The EEG routers do not require the use of Milticast Menbership
Report Synch or Multicast Leave Synch routes [ RFC9251] to
synchroni ze the nulticast states received via SMET routes from
each domain. This is because all EEG routers within a domain

i mport the same set of SMET routes

The EEG routers forward IP nulticast traffic between domains in
the sane way BUMtraffic is forwarded in an Interconnect Ethernet
Segnent in [RFCO014], that is, only the Designated Forwarder EEG
forwards IP nulticast traffic fromsources in one domain to the
ot her donai ns.

Mul ticast Layer-3 Interconnect on EVPN to EVPN Gat eways (EEGQ

Thi s section describes an exanple of the second use-case for which
this document specifies extensions.
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Simlar to Figure 1 consider a pair of multi-hom ng Service Gateways
(EEGL and EEQ?) that interconnect EVPN domain 1:1 and domain 2:2 that
are now EVPN O SM domai ns [ RFC9625] for the same tenant, as
illustrated in Figure 2. Note that Figure 2 is an exanple; the
procedures described in this docunent apply regardl ess of whether the
PEs are connected to the same or different Broadcast Donmins.

Sources and receivers may be attached to any PE or Broadcast Domain
in the network and can reside in either the sane or different

subnets. The IP-VRF of the EEG routers inmports EVPN I P Prefix routes
[ RFC9136] from one donain, install the routes in the |IP-VRF and
export the routes into EVPN IP Prefix routes into the other donmins.
In order to do that, the EEG nodes foll ow the gateway procedures in
[1-D.ietf-bess-evpn-ipvpn-interworking]. The unicast routes in the

I P-VRF of the EEG routers are used to create IIF entries in the

| ayer-3 multicast states. |In case the sane IP prefix is received in
two different EVPN | P Prefix routes, one fromeach EVPN donmai n,
regul ar best path selection determ nes what EVPN IP Prefix route is
selected and therefore what route is installed and exported into the
ot her dormai n.

The encapsul ations used in the EVPN domai ns can be any possible
encapsul ation that is supported by EVPN, for instance, MPLS, Segnent
Routing MPLS (SR-MPLS), VXLAN or SRv6. The procedures in this
docunent apply irrespective of the conbi nations of encapsul ati ons
bei ng used in the EVPN donains that the EEG routers are
interconnecting. In this scenario, IP Milticast sources and
receivers can be attached to either domain and the EEG routers nust
be able to forward IP Multicast traffic efficiently across domains.
PE1, PE2, PE3, PE4 and PE5 follow the procedures of [RFC9625]. W
assune PE1l and PE2 are attached to the Suppl enentary Broadcast Domnai n
SBD1, whereas PE3, PE4 and PE5 are attached to the Suppl enentary
Broadcast Dormain SBD2. 1In this nodel, existing EVPN O SM PEs are
unaware that certain sources or receivers are part of a different
EVPN O SM Dormai n.  The existing EVPN O SM nodes run only their
standard [ RFC9625] procedures and are entirely unaware of the renote
EVPN O SM dormai ns. I nterworking is achieved by having sone of the
EVPN O SM PEs function as EVPN to EVPN Gat eways (EEGs) running O SM
procedures in all the domains they interconnect, as detailed in this
docunent .
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Fi gure 2: Layer-3 EEGs
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In the exanple of Figure 2, suppose S1 (with source |P address S1)
sends IP nulticast traffic for group &, and Receiver-1 and
Receiver-2 issue an |GW (or MLD) join (*,&). Receiver-3 sends an
IGW (or MLD) join (S1,&). Wth the extensions in this docunent:

*

The EEG routers inport the SMET routes issued by the PE routers in
the domains that they interconnect. Since the PEs on both donmains
foll ow [ RFC9625] and are attached to the Suppl enentary Broadcast
Domain of their respective O SM domain (SBD1 and SBD2), the EEG
routers nust be attached to the Suppl enentary Broadcast Dommai ns of
bot h donmai ns that they interconnect, SBD1 and SBD2.

Qut of the received SMET routes in one domain, the EEG routers
create layer-2 OF entries in the Supplenentary Broadcast Domai n
of that domain, in addition to layer-3 IIF and OF entries in the
I P-VRF. The procedures to create layer-2 and |layer-3 state in the
Suppl erent ary Broadcast Domain and | P-VRF of the EEG routers out
of SMET routes follow the same procedures as in [ RFC9625] for MPN
to EVPN Gateways (MEGs), only that the EEGs do not generate MPN
C-nulticast routes, but SMET routes to attract the traffic for the
group fromthe other EVPN O SM donmai n.

In case of EEG redundancy, that is, nore than one EEG are attached
to the same two EVPN O SM doneins as in Figure 2, the EEG routers
need to select the Supplenentary Broadcast Domai n Desi gnated
Router (SBD-DR) in each of the SBDs. The procedures to sel ect an
SBD-DR are described in Section 3. The selected SBD-DR has the
First Hop Router function in the Supplenentary Broadcast Domnain
where it is selected. In the exanple of Figure 2, if EEGL is the
SBD- DR for SBD2, EEG advertises an SMET route for (*, &) in order
to attract the nulticast flowto & and forward it to domain 2:2.
EEQ is a non-Designated Router in SBD2, therefore EE&R does not
i ssue an SMET route for (*, &) and it does not forward multicast
traffic for Q into domain 2:2 (EEQ does not add the SBD2 | RB
interface to the layer-3 OF list).

The EEG routers distribute the mininmum set of SMET routes between
domains to attract the traffic for a given nulticast group. As an
exanple, in spite of the EEG routers receiving SVETS routes for
(*,&) and (S1, &X), EEGL (the SBD2 Designated Router) only
advertises an SMET route for (*, &) since that is the mnimum set
required to attract the traffic for any flowto &.

In [ RFC9625] the Supplenentary Broadcast Dormain IRB interface is
used in the OF list only for traffic fromexternal sources. This
docunent extends the procedures so that an EEG router can be
attached to nultiple SBDs of the sane | P-VRF and the Suppl enentary
Br oadcast Dormain | RB can be added in the OF list for a group,
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when the IIF for the group is the IRB of another SBD attached to
the sane IP-VRF. In the exanple of Figure 2, EEGL adds SBD2 | RB
inthe layer-3 OF list for (S1,&) and SBD1 IRBis the IIF for
the same group.

2. Layer-2 EVPN to EVPN Gateway Procedures

Thi s section provides the specification for EVPN to EVPN Gat eways
(EEGs) when configured for layer-2 interconnect, as in the use case
of Section 1.2.

1. An EEG configured for layer-2 interconnect of two or nmore donains
MUST support the procedures in [ RFC9014] in sections 4.4 or 4.6
for unicast and BuMtraffic forwarding. |In addition, this
specification uses the concept of the EVPN domain in
[1-D.ietf-bess-evpn-dpath]:

a. An EGG interconnecting two EVPN donmai ns of the same BD
"redistributes" EVPN MAC/IP routes and carries out a proxy
function for EVPN SMET routes between the domains.

b. In this docunent, the EEG proxy function for SMET routes
refers to inporting SMET routes in one donain of the BD
creating OF entries within that domain, and exporting the
SMET routes to the other domain(s) of the BD - provided that
no other SMET route for the sane nulticast group has al ready
been export ed.

2. An EEG MJST inport SMET routes received for the BD to which the
EEG i s attached.

a. An "SMET route received for" a BDin this context neans that
the SMET route has the route target that matches the BD
inmport route target in one of the EVPN donmains and it is a
valid route based on the SMET definition in [ RFC9251].

b. The inported SMET routes create layer-2 OF entries for a
given nulticast group in the EVPN domai n, and received
mul ticast traffic for that group in a different EVPN domain
of the BD will be forwarded using the nulticast tree created
by the inported EVPN I nclusive Milticast Ethernet Tag routes
as in [ RFC9251], or the nulticast tree created by the EVPN
Sel ective Provider Miulticast Service Interface Auto Discovery
routes (S-PMSI A-D routes as in [RFCO572]).
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3. Upon receiving and inporting an SMET route in a domain, an EEG
that is not part of an Interconnect Ethernet Segnent MJST perform
the proxy function for that SMET route into the other domain(s)
of the Broadcast Donmins, as follows:

a. Wen doi ng proxy of SMET routes, the EEG MJST set its own IP
address in the Oiginator IP field of the NLRI and MJST use
its own route distinguisher for the domain.

b. An EEGwith two domains in the same BD SHOULD use different
route distinguishers when exporting routes into different
domai ns and MAY use different route targets for different
domai ns.

c. The proxy SMET route MJST preserve the Ethernet Tag I D,
Mul ticast Source and Group information as well as the Flags
of the SMET routes for which it provides the proxy function.

d. The proxy function on the EEG al so includes "aggregation" of
(S,G and (*, @ states of the same | GW/ M.D version. That
is, when at |east one (*,G for a group G has been inported
via SMET route in one donmain, only the SVET route for (*,Q
is exported to the other domain. The (S, G SMET routes for
the sane group G which specify individual sources, SHOULD
NOT be exported to the other domain. |In other words, the
m ni mum set of SMET routes for a group and version is
di stributed between domains.

4. Two or nmore EEG routers attached to the sane two EVPN domai ns of
a BD SHOULD use an Interconnect Ethernet Segment (I-ES) [RFC9014]
to handl e the redundancy and avoid nulticast duplication, as
fol |l ows:

a. Upon receiving and inporting SMET routes in a dommin, the
| - ES Desi ghated Forwarder MJST proxy the SMET routes to the
ot her domain, and forward the nulticast traffic between
domai ns, assuming that it has OF entries for the group in
the donmin of destination.

b. The non-Desi gnated Forwarder MAY do proxy of the SMET routes
but MUST NOT forward multicast traffic between donmai ns as per
[ RFCO014], irrespective of the existence of OF entries
created by the received SMET routes. The operator can
deci de, by configuration, whether the non-Designated
Forwar der exports SMET routes, depending on the trade-off
bet ween additional traffic and faster convergence in case of
failure of the Designated Forwarder EEG
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5. In case of two or nore EEG routers are attached to the sanme two
EVPN domai ns of a BD, a control plane |loop may be produced if the
non- Desi gnat ed Forwarder does proxy of the received SMET routes

fromthe peer EEGinto the other domain. In order to avoid that,
the DDPATH [ I -D.i etf-bess-evpn-dpath] attribute SHOULD be used as
fol | ows:

a. An EEG doing proxy of SMET routes between domai ns SHOULD add
or nmodify the D PATH BGP attribute [I-D.ietf-bess-evpn-dpat h]
in the exported SMET route, by prepending the domain-I1D of
the source domain (domain in which the route is inported).

b. If the EEGis doing proxy of nultiple received SMET routes
which (some or all) already contain the D-PATH attribute, the
resulting proxy SMET route MJIST contain the best D PATH of
all the contributing SVMET routes. The "best" D-PATH is the
shortest D-PATH in terns of nunber of domain-IDs, where no
D- PATH neans a length of zero. In case two routes with the
sane nunber of domain-I1Ds are left in the selection, a route
with the nunerically | owest |left-nmost Domain-I1D is preferred.
In addition, the EEG prepends the domain-ID indicated in
point "a'. As an exanple, if EEGL in Figure 1 receives three
SMET routes, route 1 with no D-PATH, route 2 with D PATH
(3:3) and route 3 with D PATH (4: 4, 3:3), when doi ng proxy,
EEGL sel ects the best D-PATH, i.e., zero |length D PATH, and
when exporting into domain 1:1, EEGL adds the D-PATH with
domain 2:2 (as per point 'a’).

c. Upon inporting an SMET route, an EEG SHOULD NOT proxy an SMET
route into another domain if the route contains a D-PATH with
at | east one domain-ID that is locally configured in any of
the donmmi ns of the BD.

6. EVPN Multicast Menbership Report Synch or Milticast Leave Synch
routes [ RFC9251] for the Interconnect Ethernet Segnent MJST NOT
be generated or inported.

7. An EEG router MAY support |ocal sources and receivers attached to
the BD. Local sources/receivers are considered to be part of a
“local" domain in the BD, as described in
[1-D.ietf-bess-evpn-dpath] for local Attachnment Crcuits on the
Servi ce Gateways.

a. Local receivers sending | GW/ M.D nenbership reports create
OF entries on the connected EEG and the EGG MJUST do proxy
of the state into all the EVPN donmains for which the EEG is
Desi gnated Forwarder. The EEG MAY do al so proxy of the SMET
routes into the EVPN domains for which the EEGis non-
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3.

Desi gnated Forwarder. That is, consider two EEG routers
attached to the same two EVPN domains of the same BD as in
Figure 1, and EEGL bei ng the Desi gnated Forwarder router of
the Interconnect Ethernet Segnent in the domain 2:2, and a
| ocal receiver is attached to EER. Assuning EGX did not
export an SMET for a group G earlier, upon receiving a
menbership report fromthe |l ocal receiver, EEQR MIST export
an SMVET route for Ginto domain 1:1. EEQ MAY optionally
export an SMET route into domain 2:2. SMET routes exported
for local receivers SHOULD include the D-PATH attribute with
the domain-1D associated with the | ocal domain.

b. Consider a local source for group G connected to an
I nterconnect Ethernet Segment non- Desi ghated Forwarder EEG
and a receiver on one of the domains the EEGis
i nterconnecting, e.g., domain 1:1. 1In this case, the EGG
receives an SMET route fromdonain 1:1 and also fromthe
Desi gnated Forwarder EEGin a different domain. Even if the
EEG has O F entries for donmain 1:1, the EEG MJUST NOT send
multicast traffic to domain 1:1 due to its non-Desi gnated
Forwarder state. This prevents the EGG from sendi ng
duplicate traffic to the receiver on domain 1:1

c. Local sources and receivers MAY be attached to Ethernet
Segnents. In this case, the EGG follows the procedures in
[ RFC9251] for synchronizing nulticast state and other
pr ocedures.

8. This specification is conpatible with
[1-D.ietf-bess-evpn-redundant - ntast-source] section 4 (Warm
St andby sol ution) irrespective of the sources being attached to
the sane or different EVPN donains.

Layer-3 EVPN to EVPN Gat eway Procedures

This section provides the specification for EVPN to EVPN Gat eways
(EEGs) when configured for layer-3 interconnect, as in the use case
of Section 1.2. It is inportant to note that this specification uses
a Suppl erentary Broadcast Domain (SBD) per domain that the EEGis
interconnecting as a way to explain the procedures as sinplified as
possi bl e, however, any inplenentation that uses a single SBD per
tenant, and produces the sanme control plane and data pl ane behavi or
froman external standpoint, is considered conpliant with this
docunent .

1. An EEG configured for layer-3 interconnect of two or nore domains
MUST support the gateway procedures in
[1-D.ietf-bess-evpn-ipvpn-interworking] section 8 for |P unicast
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forwardi ng between two EVPN domains. To differentiate an EVPN
domain in Section 2 froman EVPN domain in a |layer-3 interconnect
context, this section refers to EVPN domai ns "of an |P-VRF" on
the EEG as opposed to EVPN dommins "of a BD' in Section 2.

a. An EEG interconnecting two EVPN donai ns of the sane | P-VRF
"redistributes" EVPN IP Prefix (and/or MAC/IP) routes and
EVPN SMET routes between the domains. "Redistribution" of
SMET rout es between domains of the same IP-VRF, in this
docunent, refers to the procedures related to inporting the
SMET route, progranm ng the associated nulticast state in the
SBD and exporting the SVET route into a different donain.

b. When performing this redistribution of SVMET routes, the EEG
exports the mnimum set of SMET routes to attract the traffic
for a given nulticast group. That is, when at |east one
(*,Q for a group G has been inported via SMET route in one
domain, only an SMET route for (*, G is exported to the other
domai n and the (S, G SMET routes for the sane group G (but
wi th specific sources) SHOULD NOT be exported to the other
domai n.

2. An EEG creates one SBD i nstance per donmain the IP-VRF is
i nterconnecting. The SBD concept is specified in [ RFC9625], only
that this specification allows nore than one SBD per |P-VRF on
the EEG routers.

a. Each SBD attached to the same | P-VRF SHOULD use different
route distinguisher and MAY use a different set of route
targets when exporting SVET routes.

b. An SBD inports and exports SMET routes as per the procedures
in [ RFC9625] .

c. Also this docunent extends [RFC9625] so that the SBD | RB can
be added to the IP-VRF layer-3 OF list for a group, when the
Il'F for the group is the IRB of another SBD attached to the
same | P-VRF.
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3. An EEG originates an EVPN Inclusive Milticast Ethernet Tag route
for each SBD to which the IP-VRF is attached. W refer to these
routes as SBD- I MET routes and they include a Miulticast Fl ags
Ext ended Community with the EEG Flag set. In addition, the SBD
| MET routes SHOULD al so carry a Designated El ecti on Extended
Conmunity, as described in [ RFC9625] for the SBD- | MET routes on
M/PN to EVPN Gateways (MEGs). After collecting all the SBD I MET
routes with the EEG flag set (including the |ocal one), the EEG
MUST perform a Designated Router election. The Designated Router
el ection for an SBD:

a. MJIST follow the procedures of [RFC9625] section 6.1.2.4

b. MJIST be done only anbng EEGs that are attached to the same
set of SBDs. That is, suppose the local EEGis attached to
SBD1 and SBD2. Upon receiving an SBD-I MET route for SBD1
froma renpte EEGL, EEGL is considered a candi date Desi gnated
Router for SBD1 only if an SBD-I MET route for SBD2 is al so
received from EEGL.

c. produces a single winner for the SBD, referred to as the SBD
DR (Suppl enentary Broadcast Domai n Designated Router). Upon
programming a rmulticast group G the SBD-DR in one SBD is
responsible for redistributing the SMET route for G received
on that SBD into the commpbn set of SBDs of the same | P-VRF
(comon set to all candidate EEGs which run the election for
that SBD).

4. A non-Designated Router for the SBD (non-SBD-DR) MAY redistribute
SMET routes between domains but it MJST NOT add the SBD I RB for
which it is non-SBD-DR as layer-3 OF entry. The operator can
deci de via configuration whether the non-SBD DR router
redistributes SVMET routes to other domains. This is a trade-off
bet ween attracting unnecessary traffic and speedi ng up
convergence in case of a failure on the SBD DR

5. An SBD-DR MUST be selected for each SBD to which the EEGis
attached, however, the SBD-DR el ection MAY be run into only one
of the SBDs of the |IP-VRF, and the sane SBD- DR EEG derived for
all SBDs of the |P-VRF.

a. For exanple, if SBD1 and SBD2 are SBDs of the sanme |P-VRF in
EEGL and EEQ2, an inplenmentati on MAY run the SBD-DR el ection
only in the context of SBD1 and extrapolate the result to
SBD2. That is, if EEGL is the SBD-DR for SBDl, EEGL will be
the SBD-DR for SBD2 as wel | .
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b. An inplementation that runs the SBD-DR el ection in only one
of the SBDs of the |IP-VRF MJST set the EEG Flag and carry the
Desi gnat ed El ecti on Extended Conmmunity only in the | MET
routes for the SBD(s) that run SBD-DR el ection. On
reception, if an EEGis attached to two (or nore) SBDs of the
same | P-VRF and receives an | MET per SBD fromthe redundant
EEG but only one | MET route has the EEG Flag set, the EEG
MUST apply the SBD-DR el ection result to all the SBDs of the
| P- VRF.

6. An EEG router MAY support |ocal sources and receivers, that are
attached to Broadcast Domains (BDs) that have IRB interfaces into
the I P-VRF of the EEG  Procedures for |ocal sources and
receivers foll ow [ RFC9625] .

7. The MEG (MVPN to EVPN Gateway), PEG (PIMto EVPN Gat eway)
[ RFC9625] and EEG (EVPN to EVPN Gat eway) procedures MAY be used
for the same tenant on the sane Service Gateways.

8. This specification is compatible with
[1-D.ietf-bess-evpn-redundant - ntast-source] section 4 (Warm
St andby solution) irrespective of the sources being attached to
the same or different EVPN donains.

Security Considerations

Thi s docunent extends the procedures of [RFC9251] and [ RFC9625], in
the scenarios described by [ RFC9014] and
[1-D.ietf-bess-evpn-ipvpn-interworking]. Therefore it inherits al
the Security Considerations described in all those specifications.

In addition, this docunment now allows the distribution of SMET routes
across EVPN donmi ns, and therefore provides a new tool for an
attacker to be able to | eak SMET routes into a renmote EVPN donmain
that could not receive SVET routes froma renpte domain prior to this
specification. An attacker that manages to | eak SMET routes into
renote domains, may attract nulticast traffic that nmay not be | eaked
otherwi se into the | ocal donain.

| ANA Consi der ations

Thi s docunent requests a new Flag in the subregistry called
"Miul ticast Flags Extended Community", under the "Border Gateway
Prot ocol (BGP) Extended Conmunities" registry, to indicate EEG
support along with the I MET routes.

Bit Name Ref er ence

TBD EVPN to EVPN Gat eway (EEGQ Thi s docunent

Rabadan, et al. Expi res 4 Septenber 2025 [ Page 17]



Internet-Draft EVPN Mul ti cast on EEG March 2025

Fi gure 3

6. Contributors

7. Acknow edgnents

8. Ref er ences
8.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC9136] Rabadan, J., Ed., Henderickx, W, Drake, J., Lin, W, and
A. Sajassi, "IP Prefix Advertisenent in Ethernet VPN
(EVPN)", RFC 9136, DA 10.17487/ RFC9136, OCctober 2021,
<https://www. rfc-editor.org/info/rfc9136>.

[1-D.ietf-bess-rfc7432bi s]
Sajassi, A, Burdet, L. A, Drake, J., and J. Rabadan,
"BGP MPLS-Based Et hernet VPN', Work in Progress, |nternet-
Draft, draft-ietf-bess-rfc7432bis-10, 24 July 2024,
<https://datatracker.ietf.org/doc/htm/draft-ietf-bess-
rfc7432bi s-10>.

[ RFC9251] Sajassi, A, Thoria, S., Mshra, M, Patel, K, Drake, J.,
and W Lin, "Internet G oup Managenent Protocol (lIGwW) and
Mul ticast Listener Discovery (M.D) Proxies for Ethernet
VPN (EVPN)", RFC 9251, DO 10.17487/ RFC9251, June 2022,
<https://www.rfc-editor.org/info/rfc9251>.

[ RFC9014] Rabadan, J., Ed., Sathappan, S., Henderickx, W, Sajassi,
A., and J. Drake, "Interconnect Solution for Ethernet VPN
(EVPN) Overlay Networks", RFC 9014, DO 10. 17487/ RFC9014,
May 2021, <https://ww.rfc-editor.org/info/rfc9014>.

[ RFC9625] Lin, W, Zhang, Z., Drake, J., Rosen, E., Ed., Rabadan,
J., and A Sajassi, "EVPN Optim zed |Inter-Subnet Milticast
(O SM Forwardi ng", RFC 9625, DO 10.17487/ RFC9625, August
2024, <https://ww.rfc-editor.org/info/rfc9625>.

Rabadan, et al. Expi res 4 Septenber 2025 [ Page 18]



Internet-Draft EVPN Mul ti cast on EEG March 2025

[1-D.ietf-bess-evpn-ipvpn-interworking]
Rabadan, J., Sajassi, A, Rosen, E. C, Drake, J., Lin,
W, Utaro, J., and A. Sinmpson, "EVPN Interworking with
| PVPN', Work in Progress, Internet-Draft, draft-ietf-bess-
evpn-i pvpn-interworki ng-13, 4 February 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-bess-
evpn-i pvpn-i nt erwor ki ng- 13>.

[1-D.ietf-bess-evpn-dpath]
Rabadan, J., Sathappan, S., Gautam M, Brissette, P., and
W Lin, "Donmain Path (D PATH) for Ethernet VPN (EVPN)
I nterconnect Networks", Work in Progress, Internet-Draft,
draft-ietf-bess-evpn-dpath-02, 3 March 2025,
<https://datatracker.ietf.org/api/vl/ doc/docunment/draft-
i etf-bess-evpn-dpath/>.

8.2. Informative References

[ RFC6513] Rosen, E., Ed. and R Aggarwal, Ed., "Muilticast in MPLS/
BGP | P VPNs", RFC 6513, DO 10.17487/ RFC6513, February
2012, <https://ww. rfc-editor.org/info/rfc6513>.

[ RFC6514] Aggarwal, R, Rosen, E., Mrin, T., and Y. Rekhter, "BGP
Encodi ngs and Procedures for Multicast in MPLS/BGP IP
VPNs", RFC 6514, DO 10.17487/ RFC6514, February 2012,
<https://ww.rfc-editor.org/info/rfc6514>.

[ RFC7761] Fenner, B., Handley, M, Hol brook, H, Kouvelas, I.,
Parekh, R, Zhang, Z., and L. Zheng, "Protocol I|ndependent
Mul ticast - Sparse Mdde (PIMSM: Protocol Specification
(Revised)", STD 83, RFC 7761, DO 10.17487/ RFC7761, March
2016, <https://www.rfc-editor.org/info/rfc7761>.

[ RFC9572] Zzhang, Z., Lin, W, Rabadan, J., Patel, K, and A
Saj assi, "Updates to EVPN Broadcast, Unknown Uni cast, or
Mul ticast (BUM Procedures", RFC 9572,
DO 10.17487/ RFC9572, May 2024,
<https://ww.rfc-editor.org/info/rfc9572>.

[1-D.ietf-bess-evpn-redundant - ntast - sour ce]
Rabadan, J., Kotalwar, J., Sathappan, S., Zhang, Z. J.,
and W Lin, "Miulticast Source Redundancy in EVPN
Net wor ks", Work in Progress, Internet-Draft, draft-ietf-
bess- evpn-redundant - ntast - sour ce- 15, 14 February 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-bess-
evpn-r edundant - ntast - sour ce- 15>.

Rabadan, et al. Expi res 4 Septenber 2025 [ Page 19]



Internet-Draft EVPN Mul ti cast on EEG March 2025

Aut hors’ Addresses

Jorge Rabadan (editor)

Noki a

520 Al manor Avenue

Sunnyval e, CA 94085

United States of America

Emai | : j orge. rabadan@oki a. com

divier Dornon
Noki a
Emai |l : ol ivier.dornon@oki a.com

Vi nod Prabhu

Noki a

Emai | : vi nod. prabhu@oki a. com
Al ex N chol

Arista

Emai | : ani chol @ri sta. com

Zhaohui Zhang
Juni per Net wor ks
Enmai | : zzhang@ uni per. net

Wen Lin
Juni per Net wor ks
Emai | : w i n@ uni per. net

Rabadan, et al. Expi res 4 Septenber 2025 [ Page 20]



