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Abst ract

The current Ethernet Virtual Private Network (EVPN) all-active nmulti-
hom ng procedures in Network Virtualization Over Layer-3 (NVDB)
networ ks provide the required Split Horizon filtering, Designated
Forwarder El ection and Aliasing functions that the network needs in
order to handle the traffic to and fromthe nmulti-homed CE in an
efficient way. |In particular, the Aiasing function supports | oad
bal anci ng of unicast traffic fromrenote Network Virtualizati on Edge
(NVE) devices to NVEs that are nmulti-honmed to the same CE, regardl ess
of whether the CEE s MAC/IP information has been | earned on all those
NVEs. This document introduces an optional enhancenent to the EVPN
mul ti-homng Aliasing function, referred to as EVPN Anycast Multi -
homing. This optinization is specific to EVPN depl oyments over NVO3
tunnels (i.e., |IP-based tunnels) and nmay offer benefits in typical
data center designs, which are discussed herein.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

1.

I nt roducti on

Et hernet Virtual Private Network (EVPN) is the de-facto standard
control plane in Network Virtualization Over Layer-3 (NVQ3) networks
deployed in multi-tenant Data Centers [ RFC8365] [ RFC9469]. EVPN

enabl es Network Virtualization Edge (NVE) auto-discovery, tenant MAC/
| P di ssenination, and advanced capabilities required by Network
Virtualization over Layer 3 (NVOQ3) networks, such as all-active

mul ti-hom ng. The current EVPN all-active multi-hom ng procedures in
NVO3 networks provide the required Split Horizon filtering,

Desi gnat ed Forwarder Election and Aliasing functions that the network
needs in order to handle the traffic to and fromthe nmulti-homed CE
in an efficient way. |In particular, the Aliasing function supports

| oad bal ancing of unicast traffic fromrenote NVEsS to NVEs that are
mul ti-homed to the same CE, regardl ess of whether the CE s MAC/IP
informati on has been | earned on all those NVEs. This docunent

i ntroduces an optional enhancenent to the EVPN nulti-homning Aliasing
function, referred to as EVPN Anycast Multi-honming. This
optinization is specific to EVPN depl oynents over NVO3 tunnels (i.e.,
| P-based tunnels) and may offer benefits in typical data center

desi gns, which are discussed herein.

1. Term nol ogy and Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

* A-D per EVI route: EVPN route type 1, Auto-Di scovery per EVPN
Instance route. Route used for aliasing or backup signaling in
EVPN nul ti-hom ng procedures [ RFC7432].

* A-Dper ES route: EVPN route type 1, Auto-Discovery per Ethernet
Segnent route. Route used for nmass withdraw in EVPN rul ti-hom ng
procedures [ RFC7432].

* BUMtraffic: Broadcast, Unknown unicast and Milticast traffic.

* CE Custonmer Edge, e.g., a host, router, or swtch.

* (Cos: anultistage network topol ogy described in [ CLOS1953], where
all the edge nodes (or Leaf routers) are connected to all the core
nodes (or Spines). Typically used in Data Centers.

* ECMP:. Equal Cost Multi-Path.
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* ES: Ethernet Segnent. When a Tenant System (TS) is connected to
one or nore NVEs via a set of Ethernet |inks, then that set of
links is referred to as an ' Ethernet segnent’. Each ESis
represented by a unique Ethernet Segnent Identifier (ESI) in the
NVO3 network and the ESI is used in EVPN routes that are specific
to that ES.

* EVI: or EVPN Instance. It is a Layer-2 Virtual Network that uses
an EVPN control -pl ane to exchange reachability information anong
the menber NVEs. It corresponds to a set of MAC VRFs of the sane
tenant. See MAC-VRF in this section

* GENEVE: Generic Network Virtualization Encapsul ation, an NVO3
encapsul ati on defined in [ RFC8926].

* |P-VRF: an IP Virtual Routing and Forwarding table, as defined in
[ RFC4364]. It stores |IP Prefixes that are part of the tenant’s IP
space, and are distributed anong NVEs of the same tenant by EVPN
Rout e Di stingui sher (RD) and Route Target(s) (RTs) are required
properties of an IP-VRF. An IP-VRF is instantiated in an NVE for
a given tenant, if the NVE is attached to nmultiple subnets of the
tenant and | ocal inter-subnet-forwarding is required across those
subnet s.

* |RB: Integrated Routing and Bridging interface. It refers to the
| ogi cal interface that connects a Broadcast Donain instance (or a
BT) to an IP-VRF and allows to forward packets with destination in
a different subnet.

* MAC-VRF: a MAC Virtual Routing and Forwarding table, as defined in
[ RFC7432]. The instantiation of an EVI (EVPN Instance) in an NVE
Rout e Di stingui sher (RD) and Route Target(s) (RTs) are required
properties of a MAC-VRF and they are normally different fromthe
ones defined in the associated IP-VRF (if the MAC-VRF has an I RB
interface).

*  MPLS and non- MPLS NVQB tunnels: refer to Miulti-Protocol Labe
Switching (or the absence of it) Network Virtualization Overlay
tunnels. Network Virtualization Overlay tunnels use an IP
encapsul ati on for overlay frames, where the source |IP address
identifies the ingress NVE and the destination |IP address the
egress NVE.

* NLRI: BGP Network Layer Reachability Information
* NVE: Network Virtualization Edge device, a network entity that

sits at the edge of an underlay network and inplenents Layer-2
and/ or Layer-3 network virtualization functions. The network-
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1.

2.

facing side of the NVE uses the underlying Layer-3 network to
tunnel tenant frames to and fromother NVEs. The tenant-facing
side of the NVE sends and receives Ethernet frames to and from
i ndi vidual Tenant Systens. In this docunent, an NVE coul d be

implemented as a virtual switch within a hypervisor, a switch or a

router, and runs EVPN in the control-plane. This docunent uses
the ternms NVE and "Leaf router" interchangeably.

* NVOB tunnels: Network Virtualization Over Layer-3 tunnels. In
this docunment, NVQ3 tunnels refer to a way to encapsul ate tenant
franmes or packets into | P packets whose | P Source Addresses (SA)
or Destination Addresses (DA) belong to the underlay |IP address
space, and identify NVEs connected to the same underlay network.

Exanpl es of NVQO3 tunnel encapsul ations are VXLAN [ RFC7348], GENEVE

[ RFC8926] or MPLSoUDP [ RFC7510] .
* SBD: Suppl enentary Broadcast Dormai n [ RFC9136] .

*  SRv6: Segnent routing with an | Pv6 data pl ane, [RFC8986].

* TS: Tenant System A physical or virtual systemthat can play the

role of a host or a forwarding el ement such as a router, swtch,
firewall, etc. It belongs to a single tenant and connects to one
or nore Broadcast Dommins of that tenant.

* VN: Virtual Network Identifier. |Irrespective of the NVO3
encapsul ati on, the tunnel header always includes a VNI that is
added at the ingress NVE (based on the nmapping table | ookup) and
identifies the BT at the egress NVE. This VNI is called VNI in
VXLAN or GENEVE, VSID in nvGRE or Label in MPLSOGRE or MPLSoUDP.
This docunent will refer to VNI as a generic Virtual Network
Identifier for any NVO3 encapsul ati on.

* VTEP: VXLAN Termination End Point. A |oopback |IP address of the
destination NVE that is used in the outer destination |IP address
of VXLAN packets directed to that NVE

*  VXLAN: Virtual eXtensible Local Area Network, an NVO3
encapsul ati on defined in [ RFC7348].

Pr obl em St at enent

Figure 1 depicts the typical Cos topology in nmulti-tenant Data
Centers, only sinplified to show three Leaf routers and two Spines,
form ng a 3-stage Cos topology. The NVEs or Leaf routers run EVPN
for NVAB tunnels, as in [ RFC8365]. This docunent assunes VXLAN is
used as the NVO3 tunnel encapsul ation, given its w despread adoption
in multi-tenant data center environnments. The di agram bel ow serves
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as a reference throughout the docunment. It is inportant to note that
in |large-scal e data center depl oynents, the nunber of Tenant Systens,
| eaf routers, and spine layers may be significantly higher than what
is depicted in Figure 1.

S e + S e +
| Spi ne- 1| | Spi ne- 2|
I (. I
S RS + S RS +
[ [
R ||
I [ (I I
| e + |
[ I I
R B TR + |
[ [
I e
L1 | | L2 | | L3 | |
S RIS + S RIS + S RIS +
I B B B B CER
| 8Dk | | [BD1 | | |BD1| |
R B e B R
S SRR + S SRR + S SRR +
| | || I
| +---4 +---+ | |
I (! I I
| +-- -+ | +-- -+
I | TS1| I | TS3|
| +-- -+ | +-- -+
| ES-1 |
+o--- - + +----- +
(!
+-- -+
| TS2|
+-- -+
ES- 2

Figure 1: Sinplified Cos topology in Data Centers

In the exanple of Figure 1 the Tenant Systens TS1 and TS2 are nulti-
honed to Leaf routers L1 and L2, and Ethernet Segnents ldentifiers
ESI-1 and ESI-2 are the representation of TS1 and TS2 Et hernet
Segnents in the EVPN control plane for the Split Horizon filtering,
Desi gnat ed Forwarder and Aliasing functions [ RFC8365].

Taki ng Tenant Systens TS1 and TS3 as an exanple, the EVPN all-active

mul ti-hom ng procedures guarantee that, when TS3 sends uni cast
traffic to TS1, Leaf L3 does per-flow | oad bal anci ng towards Leaf
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routers L1 and L2. As explained in [RFC7432] and [ RFC8365] this is
possi ble due to L1 and/or L2 Leaf routers advertising TS1's MAC
address in an EVPN MAC/ I P Adverti senent route that includes ESI-1 in
the Ethernet Segnent Identifier field. Wen the route is inported
into Leaf L3, TS1’ s MAC address is programmed with a destination
associated with the ESI-1 next-hop list. This ESI-1 next-hop list is
created based on the reception of the EVPN A-D per ES and A-D per EVI
routes for ESI-1 that are received fromlLeaf routers L1 and L2

Assumi ng the Ethernet Segnent ES-1 |inks are operationally active,
Leaf routers L1 and L2 advertise the EVPN A-D per ES/EVI routes for
ESI-1. Leaf L3 then adds L1 and L2 to its next-hop list for ESI-1

As a result, unicast flows fromTS3 to TSl are | oad-bal anced across
L1 and L2. This ESI-1 next-hop list in Leaf L3 is referred to as the
“overlay ECWP set” for ESI-1. |In addition, once Leaf L3 selects one
of the next hops in the overlay ECW set (e.g., L1), it perforns a
route | ookup for L1’ s address in the base router route table. This
| ookup yields a list of two next hops — Spine-1 and Spine-2 — which
is referred to as the “underlay ECWP set.” Therefore, for any given
uni cast flowto TS1l, Leaf L3 perforns per-flow | oad bal ancing at two
levels: it first selects a next hop fromthe overlay ECWP set (e.g.,
L1), and then selects a next hop fromthe underlay ECVWP set (e.g.,

Spi ne-1).

Whil e aliasing [RFC7432] offers an efficient way to | oad bal ance

uni cast traffic across Leaf routers attached to the sane all-active
Et hernet Segment, it introduces challenges in very |large data centers
where the nunber of Ethernet Segnents and Leaf routers is
substanti al :

a. Control Plane Scale: In a large data center environment, the
nunber of nulti-homed conpute nodes can grow substantially into
the thousands. Each conpute node requires a uni que Ethernet
Segnent (ES) and hosts dozens of EVIs per ES. Under the aliasing
nmodel defined in [ RFC7432], there is a requirenent to advertise
EVPN A-D per EVI routes for every active EVI on each Ethernet
Segnment. As a result, the volune of EVPN state that Route
Refl ectors, Data Center Gateways, and Leaf routers must process
becones significant, and it only increases as additional Ethernet
Segnents, Broadcast Domains, and Leaf routers are depl oyed.
Elimnating the need to advertise these EVPN A-D per EVI routes
woul d therefore provide a substantial benefit in reducing overal
route scal e and processing overhead.

b. Convergence and Processing overhead: In accordance with [ RFC8365]
each node in an Ethernet Segnment operates as an independent VTEP
and therefore acts as a separate EVPN next hop. 1|In a typica
data center |eaf-spine topology, this results in ECWP being
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applied both in the underlay ECMP set and in the overlay ECWP
set. As a consequence, convergence at scale during a failure can
be slow and CPU intensive. All leaf routers nmust process the
overlay state changes triggered by the w thdrawal of EVPN
route(s) at the point of failure and update their overlay ECWP
sets accordingly. By performng | oad bal ancing solely within the
underlay ECMP set, it is possible to significantly reduce this
net wor k-wi de state churn and processing overhead. This approach
al so enabl es faster convergence at scale by limting re-
convergence to only the internedi ate spi ne nodes.

c. Inefficient underlay forwarding during a failure: Another
consequence of using ECMP with the overlay ECMP set is the
potential for in-flight packets sent by rempte |eaf routers to be
rerouted inefficiently. For exanple, suppose the |link between L1
and Spine-1 (shown in Figure 1) fails. In-flight VXLAN packets
al ready sent fromL3 with the destination VTEP set to L1 arrive
at Spine-1 and are rerouted along a suboptinal path — for
i nstance, through L2 -> Spine-2 -> L1 -> TS1 — even though they
coul d have been forwarded directly via L2 -> TS1, since TSl is
al so connected to Leaf L2. Once the underlay routing protoco
converges, all VXLAN packets destined for VIEP L1 are correctly
forwarded to Spine-2, and Leaf L3 renpves Spine-1 fromthe
underlay ECWP set for Leaf L1.

There are existing proprietary multi-chassis Link Aggregation G oup
i mpl ement ati ons, collectively and conmonly known as MC- LAG, that
attenpt to address the chal |l enges descri bed above by using the
concept of "Anycast VTEPs". This involves assigning a shared

| oopback | P address that the |l eaf routers connected to the sane

mul ti-homed tenant systemuse to terni nate VXLAN packets. For
exanple, in Figure 1, if Leaf routers L1 and L2 were to use an
Anycast VTEP address (e.g., anycast-1P1), they could identify VXLAN
packets destined for multi-honmed tenant systens using that shared
addr ess:

* Leaf L3 would not need to create an overlay ECWP set for packets
destined to TS1 or TS2, since the use of anycast-1Pl in the
underl ay ECMP set guarantees per-flow | oad bal anci ng across the
two | eaf routers.

* In the sane failure scenario described earlier — where the link
between L1 and Spine-1 fails — Spine-1 would reroute VXLAN packets
directly to Leaf L2. This is possible because L2 al so adverti ses
the anycast-1P1 address that Leaf L3 uses to forward packets to
TS1 or TS2.
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* Additionally, if Leaf routers L1 and L2 used proprietary MCLAG
techni ques, no EVPN A-D per EVI routes would be required. As a
result, the number of EVPN routes would be significantly reduced
in a large-scale data center

However, the use of proprietary MC-LAG technol ogi es in EVPN NVO3
networ ks i s bei ng abandoned due to the superior capabilities offered
by EVPN Multi-Hom ng. These include features such as nass withdraw
[ RFC7432], advanced Desi gnated Forwardi ng el ecti on [ RFC8584] or

wei ghted | oad balancing [I-D.ietf-bess-evpn-unequal -1b], anopng

ot hers.

1.3. Solution Overview

Thi s docunent specifies an EVPN Anycast Milti-Hom ng extension that
can be used as an alternative to EVPN aliasing ([ RFC7432]). The EVPN
Anycast Milti-Hom ng procedures described here may optionally replace
per-flow overlay ECVMP | oad bal ancing with sinmplified per-flow
underl ay ECMP | oad bal ancing. This approach works simlarly to
proprietary MCLAG solutions but provides a standardi zed nethod that
retains the superior advantages of EVPN Milti-Hom ng — such as

Desi gnat ed Forwarder Election, Split Horizon filtering, and the nass
wi thdraw function (all described in [ RFC8365] and [ RFC7432]).

The solution uses A-D per ES routes to advertise the Anycast VTEP
address to be used when sending traffic to the Ethernet Segment, and
it suppresses the use of A-D per EVI routes for Ethernet Segments
configured in this node. This design addresses the chall enges
outlined in Section 1.2.

The solution is applicable to all NVA3 tunnels and even to I P tunnels
in general. Wile VXLAN is often used as an exanple in this docunent
due to its wi despread adoption in nmulti-tenant data centers, the
exanpl es and procedures are equally valid for any NVG3 or |P tunne

t ype.
2. BGP EVPN Extensions

Thi s specification nmakes use of two BGP extensions that are used
al ong with some EVPN routes.

The first extension is the flag "A" or "Anycast Milti-hom ng node"
and it is requested to IANA to be allocated in bit 2 of the EVPN ESI
Mul ti homing Attributes registry for the 1-octect Flags field in the
ESI Label Extended Conmunity, as foll ows:
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01234567890123456789012345678901

B T I e R i i i T S S e e I e ik oI I S S e S S

| Type=0x06 | Sub-Type=0x01 | Flags(1l octet)| Reserved=0 |

el i I e i it T e e e e i i T o S e e S e T R R

| Reserved=0 | ESI Label |

T S i o I R S S i it et EIE S R R S S e i i e e s
Fl ags field:

01234567
i
| SHT| Al | RED|
i SR N S

Figure 2: ESI Label Extended Community and Fl ags

Where the followi ng Fl ags are defi ned:

B bbb oo s e s
| Narme | Meaning | Reference |
[ bbb fumely oo s s oo ooy e e
| RED | Multihoned redundancy node | [RFC9746] |
Femmm o - o e e e e e e ee oo s oo +
| SHT | Split Horizon type | [ RFC9746] |
S o m e e e e e e oo oo +
| A | Anycast Multi-hom ng node | This document |
R o e e e e e e e e a oo - T +

Table 1: Flags Field

When the NVE advertises an A-D per ES route with the A flag set, it
i ndi cates the Ethernet Segnment is working in Anycast Milti-hom ng
mode. The A flag is set only if the RED = 00 (AlIl-Active redundancy
node), and MJUST NOT be set if RED is different from 00.

The second extension that this document introduces is the encoding of
the "Anycast VTEP' address in the BGP Tunnel Encapsul ation Attribute,
Tunnel Egress Endpoi nt Sub-TLV (code point 6) [RFC9012], that is
advertised al ong wth:

* The EVPN A-D per ES routes for an Ethernet Segnment working in
Anycast Ml ti-homi ng node or

* The EVPN I P Prefix routes for multi-homed I P prefixes.

Refer to [RFC9012] for the error handling procedures related to the
BGP Tunnel Encapsul ation Attribute.
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When the BGP Tunnel Encapsul ation Attribute and the Tunnel Egress
Endpoi nt Sub-TLV are advertised along with EVPN routes for the
pur pose of this specification, the BG? Encapsul ati on ext ended
community [RFC9012] is also advertised with the EVPN routes.

For NVOB8 tunnel types (e.g., VXLAN, GENEVE), the ‘Anycast VTEP’ MJST
be encoded in the BGP Tunnel Encapsul ation Attribute and advertised
with the A-D per ES or IP Prefix routes. However, when using SRv6
encapsul ati on, the BGP Tunnel Encapsul ation Attribute is not
applicable. Refer to Section 6 for details about SRv6.

3. Anycast Muilti-Honing Sol ution
Thi s docunent proposes an optional "EVPN Anycast Milti-hom ng"

procedure that provides a solution to optim ze network behavior if
the chal | enges described in Section 1.2 becone significant. The

description uses the terns "lIngress NVE' and "Egress NVE'. In this
docunent, Egress NVE refers to an NVE that is attached to a group of
Et hernet Segments operating in Anycast Milti-honm ng node. |ngress

NVE refers to the NVE transmitting unicast traffic to a MAC address
associated with a renote Ethernet Segnent that al so operates in
Anycast Multi-Hom ng node. 1In addition, the concepts of Unicast VTEP
and Anycast VTEP are introduced:

* A Unicast VTEP is a | oopback I P address unique within the data
center fabric and owned by a single NVE that term nates VXLAN (or
other NVG3 or IP tunnel) traffic.

* An Anycast VTEP is a | oopback | P address shared anong NVEs
attached to the sanme group of Ethernet Segments in Anycast Multi-
Hom ng node and is used to terminate VXLAN (or other NVG3 or |IP
tunnel) traffic on those NVEs.

An Anycast VTEP in this docunent MJUST NOT be used as the BGP next hop
of any EVPN route NLRI. This restriction is necessary because the
Mul ti-Honing procedures require the originator of EVPN routes to be
uniquely identified by their NLRI next hops

The solution consists of the followi ng nodifications of the [ RFC7432]
EVPN Aliasing function:

1. The [RFC8365] Designhated Forwarder and Split Horizon filtering

procedures renmain unnodi fied. However, the Aliasing procedure is
modi fied in this Anycast Milti-hom ng node.
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2. The forwarding of BUMtraffic and rel ated procedures are not
modi fied by this document. Only the procedures related to the
forwardi ng of unicast traffic to a renote Ethernet Segment are
updat ed.

3. Any two or nore Egress NVEs attached to the sane Ethernet Segnent
wor ki ng in Anycast Milti-honi ng node MUST use the same VNI or
| abel to identify the Broadcast Domai n associated with that
Et hernet Segment. For non- MPLS NVO3 tunnel s, using the same VNI
is inplicit if global VNIs are used ([RFC8365] section 5.1.1).
If locally significant values are used for the VNIs, at |east al
the Egress NVEs sharing Ethernet Segments MJST use the sanme VN
for the Broadcast Domain. For MPLS NVAO3 tunnels, the Egress NVEs
sharing Anycast Milti-hom ng Et hernet Segments MJST use Donai n-
wi de Common Bl ock | abel s [RFCO573] so that all can be configured
with the sanme unicast |abel for the same Broadcast Donmain. Note
that this requirenment only affects unicast |abels (i.e., the
| abel s advertised in EVPN MAC/ | P Adverti sement routes) and does
not affect the Ingress Replication labels for BUMtraffic, which
are advertised via EVPN Inclusive Milticast Ethernet Tag routes.

4. The default behavior for an Egress NVE attached to an Ethernet
Segnent follows [RFC8365]. The Anycast Milti-hom ng node MJUST be
explicitly configured for a given all-active Ethernet Segment.
When the Egress NVE Ethernet Segnent is configured to follow the
Anycast Milti-hom ng behavior for at |east one Ethernet Segment,
the egress NVE

a. |Is configured with an Anycast VTEP address. A single Anycast
VTEP address is allocated for all the Anycast Aliasing
Et hernet Segments shared anobng the same group of Egress NVEs.
This is the only additional address whose reachability needs
to be advertised in the underlay routing protocol. If "nf
Egress NVEs are attached to the same "n" Ethernet Segnents,
all the "ni' Egress NVEs advertise the sane Anycast VTEP
address in the A-D per ES routes for those "n" Ethernet
Segnent s.

b. Is assunmed to advertise reachability for the Anycast VTEP in
the underlay routing protocol, either by announci ng an exact
mat ch route for the Anycast VTEP address (using a /32 nask
for 1Pv4 or a /128 nmask for | Pv6) or by advertising a shorter
prefix that includes the Anycast VTEP | P address.

c. Advertises EVPN A-D per ES routes for each Ethernet Segnent
wit h:
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* an "Anycast Milti-hom ng node" flag that indicates to the
renote NVEs that the EVPN MAC/ I P Advertisement routes with
mat chi ng Et hernet Segment ldentifier are resolved by only
A-D per ES routes for the Ethernet Segnent. 1In other
words, this flag signals to the ingress NVE that no A-D
per EVI routes are advertised for the Ethernet Segnent.

* an Anycast VTEP that identifies the Ethernet Segment and
is encoded in a BGP tunnel encapsulation attribute
[ RFC9012] attached to the route.

d. Does not nodify the procedures for the EVPN MAC/ | P
Advertisenent routes.

e. Suppresses the advertisement of the A-D per EVI routes for
the Ethernet Segnent configured in Anycast Milti-hom ng node.

f. In case of a failure on the Ethernet Segnment |ink, the Egress
NVE wi thdraws the A-D per ES route(s), as well as the ES
route for the Ethernet Segment. The Egress NVE cannot
wi t hdraw t he Anycast VTEP address fromthe underlay routing
protocol as long as there is at |east one Ethernet Segnent
| eft that nakes use of the Anycast VTEP. The Anycast VTEP
address is withdrawmm fromthe Egress NVE only if the entire
Egress NVE fails or all Ethernet Segnents associated with the
Anycast VTEP go down.

g. Unicast traffic for a failed | ocal Ethernet Segnent may still
be attracted by the Egress NVE, given that the Anycast VTEP
address is still advertised in the underlay routing protocol.
In this case, the Egress NVE SHOULD support the procedures in
Section 4 so that unicast traffic can be rerouted to anot her
Egress NVE attached to the Ethernet Segnent.

5. The Ingress NVE that supports this docunent:

a. Follows the regular [RFC8365] Aliasing procedures for the
Et hernet Segnments of the received in A-D per ES routes
wi t hout the Anycast Milti-hom ng node Fl ag set.

b. Identifies the inported EVPN A-D per ES routes with the
Anycast Multi-hom ng flag set and process them for Anycast
Mul ti-hom ng.

c. Upon receiving and inporting (on a Broadcast Domain) an EVPN
MAC/ | P Advertisenent route for MAC-1 with a non-zero Ethernet
Segnent ldentifier ESI-1, the NVE searches for an A-D per ES
route with the sane ESI-1 inported into the sane Broadcast
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Domain. |If at |least one A-D per ES route for ESI-1 is
present, the NVE checks whether the Anycast Muilti-Hom ng flag
is set.

* |f the flag is not set, the ingress NVE follows the
procedures defined in [ RFC8365].

* |If the Anycast Miulti-Homing flag is set, the ingress NVE
progranms MAC-1 to be associated with destination ESI-1.

The ESI-1 destination is resolved to the Ethernet Segnent
Anycast VTEP, which is derived fromthe A-D per ES routes,
along with the VNI (e.g., VNI-1) received in the MAC/IP
Advertisenment route.

d. Wen the ingress NVE receives a frane with destination MAC
address MAC-1 on any of the Attachnent Circuits of the
Br oadcast Dormai n, the MAC | ookup resolves to ESI-1 as the
destination. The frame is then encapsulated into a VXLAN (or
other I P tunnel) packet with the destination VIEP set to the
Anycast VTEP and the VNI set to VNI-1. Because all Egress
NVEs attached to the Ethernet Segnent have previously
advertised reachability to the Anycast VTEP, the ingress NVE
creates an underlay ECWP set for the Anycast VTEP (assum ng
mul ti pl e equal -cost underlay paths). As a result, per-flow
| oad bal ancing is achi eved.

e. The Ingress NVE MJUST NOT use an Anycast VTEP as the outer
source | P address of the VXLAN (or NVO3) tunnel, unless the
i ngress NVE al so functions as an egress NVE that re-
encapsul ates the traffic into a tunnel for the purpose of
Fast Reroute (see Section 4).

f. The reception of one or nore MP_UNREACH NLRI nessages for the
A-D per ES routes for Ethernet Segnent ldentifier ESI-1 does
not change the progranmm ng of the MAC addresses associated to
ESI-1 as long as there is at |east one valid A-D per ES route
for ESI-1 in the Bridge Domain. The reception of the
MP_UNREACH NLRI nessage for the |last A-D per ES route for
ESI-1 triggers the mass withdraw procedures for all MAC
entries pointing at ESI-1.
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g. As an OPTIONAL optimzation, if an ingress node receives an
MP_UNREACH NLRI nmessage for the A-D per ES route from one of
the NVEs on the Ethernet Segnment - and only one NVE remains
active on that Ethernet Segnent - the ingress node nay update
the Ethernet Segnent destination resolution fromthe Anycast
VTEP to the Unicast VTEP, derived fromthe next hop of the
A-D per ES routes of the Ethernet Segnent remaining NVE.

6. The procedures on the Ingress NVE for Anycast Milti-hom ng assune
that all the Egress NVEs attached to the sanme Ethernet Segnent
advertise the Anycast Multi-honing flag value set to 1 and the
same Anycast VTEP address in their A-D per ES routes for the
Et hernet Segment. The followi ng error-handling procedures are
applied on the ingress NVE when the Ethernet Segnent egress NVEs
do not consistently advertise the same Anycast Milti-Homi ng fl ag
and Anycast VTEP address val ues:

* An A-D per ES route received with the Anycast Milti-Hom ng
flag set to 1, but without an Anycast VTEP address or with an
Anycast VTEP address that cannot be resolved, MJST NOT be
consi dered for the Anycast procedures described in this
section. |If the ingress NVE receives other A-D per ES routes
with the Anycast Multi-Homing flag set and advertising the
same (resolvable) Anycast VTEP, it applies the procedures
described in point 5 above, excluding the invalid route.

* An A-D per ES route received with the Anycast Milti-Hom ng
flag set to 0 MUST NOT be treated as bel onging to an Anycast
Mul ti-Homi ng Ethernet Segment, regardl ess of whether the route

i ncludes an Anycast VTEP value. |In this case, the ingress
NVEs SHOULD program the Ethernet Segnent destination using the
next hops derived fromthe A-D per ES routes, i.e., the

correspondi ng uni cast VTEP addresses.

* |f all A-D per ES routes received for a given Ethernet Segnent
have the Anycast Milti-Homing flag set and include an Anycast
VTEP val ue, but the advertised Anycast VTEP values differ, the
i ngress NVEs SHOULD programthe Ethernet Segment destination
usi ng the next hops derived fromthe A-D per ES routes, i.e.,
the correspondi ng uni cast VTEP addresses.

Non- upgraded NVEs ignore the Anycast Multi-hom ng flag val ue and the
BGP tunnel encapsul ation attribute.
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3.1. Anycast Milti-Hom ng Exanple

Consi der the exanple in Figure 1 where three Leaf routers run EVPN
over VXLAN tunnels. Suppose Leaf routers L1, L2 and L3 support
Anycast Miulti-hom ng as described in Section 3, and Et hernet Segnents
ES-1 and ES-2 are configured as Anycast Ethernet Segnents in all-
active nmode, using the Anycast VTEP | P12.

Leaf routers L1 and L2 each advertise an A-D per ES route for ESI-1
and an A-D per ES route for ESI-2 (in addition to the ES routes).
Both routes include the Anycast Aliasing flag set and the sane
Anycast VTEP | P12. Upon receiving MAC/ | P Advertisenment routes for
the two Ethernet Segnents, Leaf L3 prograns the MAC addresses
associated with their respective destination Ethernet Segment.

Ther ef ore, when sendi ng uni cast packets to Tenant Systens TS1 or TS2,
L3 uses the Anycast VTEP address as the outer |P destination. All
A-D per EVI routes for ES-1 and ES-2 are suppressed.

Suppose only Leaf L1 | earns TS1 MAC address, hence only L1 advertises
a MAC/I P Advertisenent route for TS1 MAC with ESI-1. |In that case:

* Leaf L3 has the Anycast VTEP I P12 progranmed in its routing table,
associated with an underlay ECMP set conposed of Spine-1 and
Spi ne-2. The TS1 MAC address is programred with the destination
ESI -1, resolved to Anycast VTEP | P12.

*  \When Tenant System TS3 sends unicast traffic to TS1, Leaf L3
encapsul ates the frames into VXLAN packets with the destination
VTEP set to Anycast VTEP |P12. Leaf L3 can perform per-flow | oad
bal anci ng using only the underlay ECMP set, wi thout needing to
create an overlay ECW set.

* Spine-1 and Spine-2 also create underlay ECVP-sets for Anycast
VTEP I P12 with next hops L1 and L2. Therefore, in case of:

- Afailure of the Iink between L1 and Spine-1, Spine-1
i medi ately renoves L1 fromthe ECMP set for |P12, and packets
are rerouted faster than when regular aliasing is used.

- Afailure of the Iink between TS1 and L1, Leaf L1 sends an
MP_UNREACH NLRI for the A-D per ES route for ESI-1. Upon
receiving this nessage, Leaf L3 does not change the resol ution
of the ESI-1 destination, because the A-D per ES route for
ESI-1 fromL2 remains active. Packets sent to TS1 that arrive
at Leaf L1 are “fast-rerouted” to Leaf L2 as described in
Section 4.
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4.

* As per Section 3, point 5g, Leaf L3 can optionally be configured
to change the resolution of the ESI-1 destination to the unicast
VTEP (derived fromthe A-D per ES routes) upon receiving an
MP_UNREACH NLRI for the A-D per ES route fromLl. Even so, in-
flight packets destined for TSl and arriving at Leaf L1 are still
“fast-rerouted” to Leaf L2.

EVPN Fast Reroute Extensions For Anycast Milti-Hom ng

The procedures in Section 3 may result in situations where known
uni cast traffic destined for an Anycast VTEP of an Et hernet Segnent
arrives at an Egress NVE whose Ethernet Segment link is in a failed
state. In that case, the Egress NVE SHOULD re-encapsul ate the
traffic into a NVG3 tunnel follow ng the procedures described in
[I-D.ietf-bess-evpn-fast-reroute], section 7.1, with the follow ng
nodi fi cati ons:

1. The Egress NVEs in this docunment do not advertise A-D per EVI
routes, therefore there is no signaling of specific redirect
| abel s or VNIs. The Egress NVE uses the VNI assigned to the
Egress NVEs attached to the Ethernet Segment in Anycast node, or
Domai n-wi de Common Bl ock | abel of the Ethernet Segnment NVEs when
re-encapsulating the traffic into an NVG3 tunnel (Section 3,
poi nt 3).

2. Additionally, when rerouting traffic, the Egress NVE uses the
Anycast VTEP of the Ethernet Segnent as the outer source IP
address of the NVGB tunnel. Note this is the only scenario in
this docunment where using the Anycast VTEP as the source IP
address is permtted. Receiving NVG3B-encapsul ated packets with a
| ocal Anycast VTEP indicates that those packets have been "fast-
rerouted". Therefore, they MJUST NOT be forwarded into another
tunnel .

Applicability of Anycast Multi-Homing to |Inter-Subnet Forwarding

Anycast Miulti-Hom ng can al so be applied to inter-subnet forwarding
scenarios. The diagramin Figure 3 illustrates such a scenario where
Anycast Multi-Homing is used. This diagram serves as a reference

t hroughout this section.
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Figure 3: Anycast Milti-Homi ng for Inter-Subnet Forwarding
5.1. Anycast Milti-Homing and Miulti-Honmed I P Prefixes

Mul ti-honmed | P Prefixes (subnets or hosts attached to two or nore
Leaf routers) can al so benefit from Anycast Milti-Hom ng. These

mul ti-homed I P prefixes are advertised via EVPN IP Prefix routes, as
described in [ RFC9136], section 4. 4.
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Not all the challenges described in Section 1.2 apply to the Anycast
Mul ti-honming scenario for |IP prefixes. For exanple, multi-homed IP
prefixes advertised via EVPN I P Prefix routes do not require the use
of Ethernet Segnents, so the chall enge described in Section 1.2 (a)
does not arise here. However, using Anycast VTEPs for EVPN | P Prefix
routes advertised fromthe Leaf routers attached to the sane IP
prefix can still inprove the convergence, reduce processing overhead,
and address inefficient underlay forwarding, as explained in

Section 1.2 (b) and (c).

The solution consists of the follow ng nodifications of the | P-VRF-
to-1P-VRF nodel ([ RFCO136] section 4.4):

1. Simlar to Section 3 bullet 3, any two or nore Egress NVEs
attached to the sanme IP prefix working in Anycast Milti-hom ng
node MUJST use the sane VNI or |abel to identify the IP-VRF (or
SBD) associated with that I P prefix. The sane considerations
described in that bullet also apply to EVPN I P Prefix routes for
mul ti-homed | P prefixes.

2. The use of Anycast VTEPs by Egress NVEs multi-homed to the same
IP prefix is as follows:

a. A single Anycast VTEP is shared by the group of NVEs
associ ated with the sane IP prefix(es) and these NVEs
advertise reachability for the Anycast VTEP in the underl ay
routing protocol, as explained in Section 3, bullet 4b

b. In an Interface-less |IP-VRF-to-I|P-VRF nodel ([RFC9136]
section 4.4.1), the Anycast VTEP is encoded in a BGP tunne
encapsul ation attribute [ RFC9012] and advertised together
with the EVPN IP Prefix route for the IP prefix. The
presence of the Anycast VTEP in the IP Prefix route indicates
to the ingress NVE that the prefix is using Anycast Milti -
Hom ng. Additionally, the sanme MAC address SHOULD be encoded
in the EVPN Router’ s MAC extended community of the IP Prefix
routes advertised for the same nulti-honed IP prefix by al
the Egress NVEs using Anycast Milti-Hom ng.

c. Inan Interface-ful IP-VRF-to-1P-VRF with SBD | RB nodel
([ RFC9136] section 4.4.2), the Anycast VTEP is advertised
along with the IP Prefix route and also with the EVPN MAC/ I P
Advertisenent route for the SBD IRB interface. In this
model , when Anycast Miulti-Homing is used, all Egress NVEs
attached to the sanme IP prefix MJST use the same Anycast SBD
IRB | P and MAC addresses. Specifically, the SBDIRB is
configured with an Anycast MAC and | P address that are shared
by all Egress NVEs operating in Anycast Milti-Hom ng node.
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The IP Prefix routes for nulti-homed IP prefixes are
advertised using these Anycast Gateway | P addresses in the
Gateway | P field.

d. In an Interface-ful IP-VRF-to-1P-VRF with Unnunbered SBD | RB
nmodel ([ RFCO9136] section 4.4.3), Anycast Milti-Hom ng
operates simlarly to the interface-ful SBD | RB nodel (bull et
c). The difference is that the SBD | RBs do not have an I P
address, and the Anycast SBD MAC address is used as the
overlay index for IP Prefix resolution

3. The Ingress NVEs supporting this docunment operate as follows:

a. Upon receiving and inporting an IP Prefix route with an
Anycast VTEP, the Ingress NVE checks whet her the same prefix
has been received from anot her egress NVE and whether that IP
Prefix route contains a matching Anycast VTEP and a natching
Router’s MAC. If both conditions are nmet, the prefix is
programed to use Anycast forwarding - by using the Anycast
VTEP as the outer destination |IP address and the shared
Router’s MAC as inner destination MAC address. If multiple
IP Prefix routes for the sane prefix exist but their Anycast
VTEPs or Router’s MAC do not match, the IP Prefix routes are
processed as described in [RFC9136] and MJUST NOT be

programed to use Anycast forwarding. 1In the interface-Iess
nmodel , this neans the prefix is programred using the next hop
fromthe IP Prefix route. 1In the interface-ful nodels, the

prefix is resolved to the EVPN MAC/ | P Adverti senent routes
associated with the non- Anycast SBD | RB.

b. When using Anycast forwarding, regardl ess of the |P-VRF-to-
I P-VRF i npl erent ed nodel, the I ngress NVE encapsul ates the
packets destined for a nulti-honmed IP prefix into a VXLAN (or
ot her NVQ3) packet with the destination VIEP set to the
Anycast VTEP and the VNI set to the VNI of the |P-VRF
(Interface-l1ess nodel) or the SBD (Interface-ful npdels).
Because all Egress NVEs attached to the nulti-honed IP prefix
have previously advertised reachability to the Anycast VTEP
the ingress NVE creates an underlay ECMP set for the Anycast
VTEP (assuming multiple equal -cost underlay paths).

c. The Ingress NVE MJUST NOT use an Anycast VTEP as the outer
source | P address of the tunnel, unless the ingress NVE al so
functions as an egress NVE that re-encapsulates the traffic
into a tunnel for the purpose of Fast Reroute (Section 4).
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In the exanple shown in Figure 3, IP prefix SN1 is nulti-honed to
Leaf routers L1 and L2. Assunming the interface-less nodel

([ RFC9136], Section 4.4.1) and foll owi ng the procedure described
above, L1 and L2 advertise SNL in IP Prefix routes that use the same
Anycast VTEP | P12 and the sane Router’s MAC ML2. The ingress NVE,
L3, prograns SN1 with VTEP | P12 as the outer destination IP and M2
as the inner destination MAC. Packets destined for SNl are then

| oad- bal anced based on the underlay ECMP set associated with Anycast
VTEP | P12.

Al t hough Figure 3 assunmes that SN1 is associated with IRB interfaces,
Anycast Multi-Homing can al so be used when SN1 is associated with
non-1RB Layer 3 interfaces. It is inportant to note that if SNl is
associated with IRB interfaces, a link failure between TS1 and L1
does not trigger the advertisenent of an MP_UNREACH NLRI message for
SN1. As a result, L1 continues to attract traffic destined for SNi,
whi ch must then be fast-rerouted to L2.

5.2. Anycast Milti-Homing and EVPN | P Aliasing

IP Aliasing is described in [I-D.ietf-bess-evpn-ip-aliasing] and

| everages Ethernet Segnents to provide fast convergence nulti-hom ng
for host routes ([I-D.ietf-bess-evpn-ip-aliasing] sections 1.1 and
1.2) or IP Prefix routes ([I-D.ietf-bess-evpn-ip-aliasing] section
1.3) programmed in an | P-VRF. Anycast Milti-homing can al so be
applied to these Ethernet Segnments to address all the chall enges
described in Section 1.2, but specifically in the context of |IP-VRFs
rat her than MAC-VRFs. The procedures described in Section 3 and
Section 4 of this docunent apply to IP Aliasing, with the follow ng
consi derati ons:

1. The Egress NVEs attached to the Anycast Milti-hom ng Ethernet
Segnment s:

a. Advertise both sets of Ethernet A-D per ES and IP A-D per ES
routes with the Anycast Milti-honi ng node flag and the
Anycast VTEP.

b. Suppress the advertisenment of both Ethernet A-D per EVI and

IP A-D per EVI routes for Ethernet Segnent configured in
Anycast Ml ti-hom ng node.
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6.

Rabadan,

The

I ncl ude the EVPN Router’s MAC Extended Conmunity along with
the P A-D per ES routes if the encapsul ati on used between
the PEs for inter-subnet forwarding is an Ethernet NVO tunnel
[ RFC9136]. When advertised with the IP A-D per ES routes,
the EVPN Router’s MAC extended comunity SHOULD contain the
same MAC address value in all the IP A-D per ES routes
advertised by all the Egress NVEs attached to the same
Anycast Milti-hom ng Ethernet Segnent.

Apply the sane procedures to IP A-D per ES routes as those
described for Ethernet A-D per ES routes in Section 3 for
Egress NVEs.

I ngress NVEs:

Upon receiving and inporting an EVPN MAC/ | P Adverti senent
route ([ RFC9135]) or an IP Prefix route ([ RFC9136]) with a
non-zero Et hernet Segnment ldentifier (ESI), the NVE searches
for an IP A-D per ES route with the same ESI inported into
the sane IP-VRF. |If at least one IP A-D per ES route for the
ESI is present, the NVE checks whether the Anycast Milti -
Hom ng flag is set.

* |If the flag is not set, the ingress NVE follows the
procedures described in [I-D.ietf-bess-evpn-ip-aliasing].

* |f the flag is set, the ingress NVE prograns the host
route entry (fromthe MAC/ I P Advertisenent route with two
VNI's or fromthe EVPN IP Prefix route) or the I P Prefix
entry (fromthe EVPN IP Prefix route) to be associated
with the ES destination that uses an Anycast VTEP

O her than the above, apply the same procedures to I[P A-D per
ES routes as those described for Ethernet A-D per ES routes
in Section 3 for Ingress NVEs.

Applicability of Anycast Multi-Homing to SRv6 tunnels
To be added.

Applicability of Anycast Multi-Homing to Inter-Donmain Service
Gat eways

The procedures described in this docunent apply not only to egress
NVEs attached to the sane CE Ethernet Segnent or nulti-honed prefix,
but also to Service Gateways that interconnect domains, as per

[ RFC9014] or [I-D.ietf-bess-evpn-ipvpn-interworking].
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7.1

Anycast Ml ti-Homing Inter-Domain Service Gateways for Broadcast
Domai ns

Thi s docunent extends the Anycast Milti-hom ng Ethernet Segnent
concept to also the I-ES (Interconnect Ethernet Segnents) defined in
[ RFC9014], when used to interconnect EVPN donmains. When Anycast
Multi-homing is applied to |-ESes, such |-ESes are referred to as
Anycast Milti-Homi ng |-ESes.

Section 4.4 in [ RFC9014] applies to Anycast Multi-homng with the
fol |l owi ng consi derations:

1.

As specified in [ RFC9014], an |I-ES is configured in all the
Servi ce Gateways of the redundancy group. The I-ES - in this
case an Anycast Miulti-homing I-ES - represents the WAN PEs to the
DC but also the DC EVPN NVEs to the WAN.

Anycast Milti-Hom ng Service Gateways follow the procedures
specified in Section 3. They behave as ingress NVEsS with respect
to Anycast Milti-Homi ng Ethernet Segments |ocated on NVES in

ei ther domain, and as egress NVEs for the Anycast Milti-Hom ng
I-ES to which they are attached.

The EVPN ES routes, Inclusive Milticast Ethernet Tag routes and
MAC/ | P Advertisenent routes are advertised and processed as
specified in [RFCO014]. FEthernet A-D per ES routes for the
Anycast Multi-homing I-ES are advertised with the Anycast Multi-
hom ng flag set and the Anycast VTEP, as described in Section 3.
Et hernet A-D per EVI routes are suppressed when working on this
node.

Anycast Miulti-Hom ng Service Gateways may provide interconnection
bet ween two domai ns, where only one of the domai ns supports
Anycast Multi-homng. This situation may arise, for exanple,
when one donai n uses an encapsul ati on supported in Section 3
(e.g., VXLAN), while the other domain uses MPLS tunnels.
Therefore, there are two supported scenari os:

* \When both dommi ns support the Anycast Milti-hom ng procedures,
the Service Gateways suppress the advertisenment of A-D per EVI
routes toward either donmain. |In addition, they advertise A-D
per ES routes to both dormains with the Anycast Milti-Homi ng
flag set to 1 and including the Anycast VTEP val ue.

*  \When only one of the two domains supports Anycast Milti -
hom ng, the Service Gateways suppress the advertisenent of A-D
per EVI routes toward the donmain that supports Anycast Milti -
homi ng, while continuing to advertise themto the other
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domain. Sinmilarly, the Anycast Miulti-Honing flag set to 1 and
the Anycast VTEP value are included only in the A-D per ES
routes advertised to the domain that supports the Anycast

Mul ti-Hom ng procedures.

5. As in the case of the egress NVEs described in Section 3, Anycast
Mul ti-hom ng Service Gateways do not nodify their DF El ection,
Split Horizon, or BUM forwardi ng procedures. Service Gateways
may al so have |ocal attachment circuits. The procedures for DF
El ection, Split Horizon, BUM forwardi ng, and handling of |oca
nonl - ES attachment circuits are specified in [ RFC9014].

6. Extensions for [RFCO014] Service Gateways MAY al so be enabled if
Anycast Multi-hom ng |-ESes are used. Exanples include the use
of the Unknown MAC Route, as specified in
[1-D.ietf-bess-evpn-unr-nobility], and the use of D PATH, as
specified in [I-D.ietf-bess-evpn-dpath].

7.2. Anycast Miulti-Homing Inter-Donmain Service Gateways for Inter-
Subnet - For war di ng

Thi s docunent al so introduces Anycast Milti-hom ng for Service

Gat eways that interconnect Layer-3 EVPN dommins, as specified in
[1-D.ietf-bess-evpn-ipvpn-interworking], section 8. Wen redundant
Gat eways are depl oyed between two EVPN donai ns, Anycast Milti-Hom ng
for I P Prefixes, as described in Section 5 MAY be used. The
procedures specified in section 8 of
[1-D.ietf-bess-evpn-ipvpn-interworking] are applied, subject to the
fol |l owi ng consi derations:

1. Sinmilarly to the case described in Section 7.1, Service Gateways
may i nterconnect EVPN domai ns that both support the Anycast
Mul ti-Hom ng procedures, or EVPN domai ns where only one domain
supports these procedures. Wen the export conditions of
[1-D.ietf-bess-evpn-ipvpn-interworking] section 8.1 are
satisfied, the Gateway PE advertises a given prefix Pin an IP
Prefix route that follows [I-D.ietf-bess-evpn-ipvpn-interworking]
section 8.2, but in addition, if the destination domain supports
Anycast Miulti-hom ng, the Gateway PE includes the Anycast VTEP in
the IP Prefix route, as defined in Section 5.

2. The Gateway PE MUST NOT propagate the Anycast VTEP encoded in the
Tunnel Egress Endpoi nt Sub-TLV of the BGP Encapsul ation
Attribute, irrespective of whether Uniform Propagati on Mde
([1-D.ietf-bess-evpn-ipvpn-interworking], section 5.2) is
enabl ed. The Anycast VTEP is always origi nated by the Gateway
PE, and natches a |ocal Gateway |P addresses, as described in
thi s docunent.
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8.

3. This docunent specifies the use of Anycast Milti-Hom ng VTEPs
only for the EVPN address famly. Therefore, a Gateway PE MJST
NOT advertise an Anycast VTEP to a BGP peer using any AFI/ SAFI
ot her than EVPN.

Oper ational Considerations

“Underl ay convergence” — that is, convergence handl ed by the underl ay
routing protocol in the event of a failure — is generally considered
faster than “overlay convergence,” where EVPN processes network

conver gence when failures occur.

The use of Anycast Miulti-Homing is especially valuable in scenarios
where the operator ains to optimze convergence. |In this nodel, a
node failure affecting an Ethernet Segnent Egress NVE sinply results
in the underlay routing protocol rerouting traffic to another Egress
NVE that advertises the sane Anycast VTEP. This underlay rerouting
to a different owner of the Anycast VTEP is extrenely fast and
efficient, particularly in data center designs that use BGP in the
underl ay and foll ow t he Aut ononobus System all ocation recomrended in
[ RFC7938] for | oop protection

To illustrate this, consider a link failure between L1 and Spine-1,
as shown in Figure 1. |If Spine-1 and Spine-2 are assigned the sane
Aut ononous System Number for their underlay BGP peering sessions and
no “Allowas-in” is configured (per [RFC7938]), packets destined for
the Anycast VTEP | P12 received by Spine-1 are imediately rerouted to
L2 when the L1-Spine-1 link fails. |In contrast, if unicast VIEPs are
used (as in regular all-active Ethernet Segnents), in-flight packets
destined for the unicast VTEP on L1 that arrive at Spine-1 would be
dropped if the L1-Spine-1 link is unavailable. This exanple

hi ghl i ghts how Anycast Milti-Hom ng achieves significantly faster
conver gence

Anot her benefit of Anycast Multi-honming is the reduction of EVPN
control plane pressure (due to the suppression of the A-D per EV
routes).

However, operators should consider the follow ng operational factors
bef ore deploying this solution
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1. Troubl eshooting Anycast Milti-Hom ng Ethernet Segments differs
fromtroubl eshooting regular all-active Ethernet Segnents. In
traditional setups, operators rely on the wi thdrawal of an A-D
per EVI route as an indication that the Ethernet Segnment has
failed in the specific Broadcast Donmain associated with that
route. Wth Anycast Multi-Honi ng, however, the suppression of
A-D per EVI routes neans that |ogical failures affecting only a
subset of Broadcast Donmains on the Ethernet Segnment — while
others remain operational — are nore difficult to detect.

2. Anycast Milti-hom ng Ethernet Segnents MJUST NOT be used in in the
fol |l owi ng cases:

a. |If the Ethernet Segment multi-hom ng redundancy node i s not
Al'l -Active node.

b. If the Ethernet Segnent is used on EVPN VPWS Attachnent
Circuits [RFC8214].

c. |If the Attachnment Circuit Influenced Designated Forwarded
capability is needed in the Ethernet Segnent [ RFC8584].

d. If advanced multi-hom ng features that nake use of the
signaling in EVPN A-D per EVI routes are needed. An exanple
woul d be per EVI nass withdraw [ RFC8365] .

e. |If unequal |oad bal ancing is needed
[1-D.ietf-bess-evpn-unequal -1b].

f. If the tunnels used by EVPN in the Broadcast Domai ns
associated with the Ethernet Segnent are not |IP tunnels
(i.e., they are not NVO3 tunnels).

g. |If the NVEs attached to the Ethernet Segnent do not use the
same VNI or label to identify the sanme Broadcast Donain.
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10.

11.

12.

13.

3. Using the procedure in Section 3 may result in packets being
permanently fast-rerouted in the event of a link failure. To
illustrate this, consider three Egress NVEs — L1, L2, and L3 —
attached to ES-1. In this scenario, a failure of ES-1 on L1 does
not prevent the network fromcontinuing to send packets to L1
with the Anycast VTEP as the destination. Wen L1 receives these
packets, it re-encapsul ates them and forwards themto, for
instance, L2. This rerouting persists for as long as ES-1

remains in a failed state on L1. |In such cases, operators nmay
consi der deploying direct inter-node |inks between the Egress
NVEs to optim ze fast reroute forwarding. |n the exanple above,

rerouted packets are handled nore efficiently if L1, L2, and L3
are directly connected.

Security Considerations
To be added.
I ANA Consi derations

IANA is requested to allocate the flag "A" or "Anycast Milti-hom ng
nmode" in bit 2 of the EVPN ESI Multihoming Attributes registry for
the 1-octect Flags field in the ESI Label Extended Conmunity.
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Annex - Potential Milti Ethernet Segment Anycast Milti-Hom ng

optim zations

This section is here for docunentation purposes only, and it will be
renoved fromthe docunment before publication. Wile these procedures
were initially included in the docunent, they introduce additiona
complexity and are therefore excluded, as they underm ne the primary

goal of using anycast VTEPs, which is to sinplify EVPN operations.
However, the section is included as an annex for conpl et eness.
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As described in Section 7, the use of Anycast Milti-Hom ng may mean
that packets are permanently fast rerouted in case of a link failure.
Sone potential additional extensions on the Ingress NVE may mitigate
the permanent "fast rerouting”, as follows:

1. On the Ingress NVEs, an "anycast-aliasing-threshold" and a
"collect-timer" can be configured. The "anycast-aliasing-
t hreshol d" represents the nunber of active Egress NVEs per
Et her net Segnment under which the ingress PE no | onger uses the
Anycast VTEP address to resolve the Ethernet Segnment destination
(and uses the Unicast VTEP instead, derived fromthe MAC/I P
Advertisenment route next hop). The "collect-tiner" is triggered
upon the creation of the Ethernet Segnment destination, and it is
needed to settle on the nunmber of Egress NVEs for the Ethernet
Segment agai nst which the "anycast-aliasing-threshold" is
conpar ed.

2. Upon expiration of the "collect-timer", the Ingress NVE conputes
the nunber of Egress NVEs for the Ethernet Segment based on the
next hop count of the received A-D per ES routes. |If the number
of Egress NVEs for the Ethernet Segnent is greater than or equa
to the "anycast-aliasing-threshold" integer, the Ethernet
Destination is resolved to the Anycast VTEP address. |f |ower
than the threshold, the Ethernet Destination is resolved to the
uni cast VTEP address.

In nmost of the use cases in nulti-tenant Data Centers, there are two
Leaf routers per rack that share all the Ethernet Segnments of Tenant
Systens in the rack. In this case, the "anycast-aliasing-threshol d"
is set to 2 and in case of link failure on the Ethernet Segnent, this
limts the anpbunt of "fast-rerouted" traffic to only the in-flight
packets.

As an exanple, consider Figure 1. Suppose Leaf router L3 supports
these additional extensions. Leaf routers L1 and L2 both advertise
an A-D per ES route for ESI-1, and an A-D per ES route for ESI-2.
Both routes will carry the Anycast Milti-homing flag set and the sane
Anycast VTEP I P12. Follow ng the described procedure, Leaf L3 is
configured with anycast-aliasing-threshold = 2 and collect-tiner =1t.
Upon receiving MAC/ I P Advertisenent routes for the two Ethernet
Segnents and the expiration of "t" seconds, Leaf L3 determ nes that
the nunmber of NVEs for ESI-1 and ESI-2 is equal to the threshol d.
Ther ef ore, when sendi ng uni cast packets to Tenant Systenms TS1 or TS2,
L3 uses the Anycast VTEP address as outer |P address. Suppose now
that the link TS1-L1 fails. Leaf L1 then sends an MP_UNREACH NLRI
for the A-D per ES route for ESI-1. Upon reception of the nessage,
Leaf L3 changes the resolution of the ESI-1 destination fromthe
Anycast VTEP to the Unicast VTEP derived fromthe MAC/ I P
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Advertisenent route next hop. Packets sent to Tenant System TS2 (on
ES-2) still use the Anycast VTEP. In-flight packets sent to TS1 but
still arriving at Leaf L1 are "fast-rerouted" to Leaf L2 as per
Section 4.

Anot her potential optimzation is to use different Anycast VTEPs per
ES. The proposal in Section 3 uses a shared VTEP for all the

Et hernet Segments in a comon Egress NVE group. In case the numnber
of Egress NVEs sharing the group of Ethernet Segnents is linmted to
two, an alternative proposal is to use a different Anycast VTEP per
Et hernet Segment, however allocate all those Anycast VTEP addresses
fromthe sane subnet. A single IP Prefix for such subnet is
announced in the underlay routing protocol by the Egress NVEs. The
benefit of this proposal is that, in case of link failure in one

i ndi vi dual Ethernet Segnment, e.g., link TS1-L1 in Figure 1, Leaf L2
detects the failure (based on the withdraw of the A-D per ES and ES
routes) and can i medi ately announce the specific Anycast VTEP
address (/32 or /128) into the underlay. Based on a Longest Prefix
Mat ch when routing NVO3 packets, Spines can inmrediately reroute
packets (with destination the Anycast VTEP for ESI-1) to Leaf L2
This may reduce the anmount of fast-rerouted VXLAN packets and spares
the I ngress NVE from having to change the resol ution of the Ethernet
Segnent destination fromthe Anycast VTEP to the Unicast VTEP
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