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Abst r act

An EVPN Inter-Donmain interconnect solution is required when two or
more sites of the sane Ethernet Virtual Private Network (EVPN) are
connected to different | GP domai ns or Autonompus Systens (AS) and
need to conmuni cate. The Inter-Domain Option-B connectivity nodel is
one of the nost popul ar solutions for this type of EVPN connectivity.
Wi | e several docunents address specific aspects of this interconnect
approach, none provide a conprehensive overvi ew of how I nter-Donain
Option-B connectivity affects EVPN procedures. This docunent

exam nes the behavi or of EVPN procedures in an Inter-Domain Option-B
net wor k and proposes solutions to the identified issues.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
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1. Introduction

An EVPN Inter-Donmain interconnect solution is required if two or nore
sites of the same Ethernet Virtual Private Network (EVPN)
[1-D.ietf-bess-rfc7432bis] are connected to different | GP donmains or
Aut ononpbus Systens (AS) and need to communicate. In general, there
are different types of EVPN Inter-Domain nodels, classified based on
the procedures inplenented on the Border Routers that interconnect
the domains. The industry typically groups these nbdels into three
cat egori es:

* EVPN Service Interworking Solution: also referred to as the
Servi ce Gateway solution, this approach uses Border Routers that
instantiate Virtual Routing and Forwarding tables (MAC VRFs and/ or
| P-VRFs) and perform | ookups (after decapsulating the transport
headers) to forward packets between domains. [RFC9014],
[1-D.ietf-bess-evpn-vpws-gateway] and
[1-D.ietf-bess-evpn-ipvpn-interworking] specify the Service
Gat eway solution for EVPN ELAN, VPWS and Layer-3 services,
respectively.

* Inter-Domain Option-B Solution: described in [ RFC8365] section 10,
this solution interconnects EVPN services by using Border Routers
that rewite the EVPN BGP next hops and program swap operations
for the VNIs or MPLS | abel s (dependi ng on whet her the
encapsul ation is NVO based or MPLS-based). The "Option-B" term
refers to the resenbl ance of this nodel to the Multi-AS "type B"

i nterconnect for IP-VPN defined in [ RFC4364]. However, in this
case, the procedures apply to the EVPN address fanmily. This
solution does not require the instantiation of Virtual Routing and
Forwardi ng tables (VRFs) on the Border Routers.
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* Inter-Domain Transport Solution: refers to any Inter-Domain
solution that provides connectivity purely at the transport |ayer,
wi thout instantiating VRFs, rewiting EVPN BGP next hops, or
programm ng swap operations for EVPN service identifiers (such as
VNI's or MPLS service |abels) on the Border Routers. An exanple is
the Inter-AS Option-C nodel described in [RFC4364] section 10
subsection "c" - with the distinction that here, the procedures

woul d be applied to EVPN routes rather than VPN-1Pv4 or VPN-IPv6

routes.

The Inter-Domain Option-B connectivity nodel is one of the nobst

wi del y adopted solutions for inter-domain EVPN connectivity because
it provides domain isolation (avoiding the need to | eak PE | oopbacks
bet ween domains) while also elinmnating the requirenent to
instantiate VRFs on Border Routers. While several documents
reference this type of interconnect solution and define certain
aspects of it, none provide a conprehensive summary of the inpact of
I nter-Domain Option-B connectivity on EVPN procedures. This docunent
exani nes the behavi or of EVPN procedures in an Inter-Domain Option-B
network for:

* Milti-Hom ng
* EVPN E-Tree

* BUMand IP Multicast forwardi ng using I ngress Replication or
Poi nt-to-Mil ti-Point tunnels

* (Other EVPN services and including Network Virtualization Overlay
(NVO) encapsul ati ons or MPLS-based encapsul ati ons

and provides guidelines for the identified issues.
1.1. Termnology and Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

* All-Active Redundancy Mode: Wien all PEs attached to an Ethernet
segnment are allowed to forward known unicast traffic to/fromthat
Et hernet segment for a given BD, then the Ethernet segment is
defined to be operating in All-Active redundancy node.
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* BD: Broadcast Domain. An EVI may be conprised of one BD (VLAN
based or VLAN Bundl e services) or multiple BDs (VLAN-aware Bundl e
services). This docunment makes use of the term"BD' as descri bed
in [ RFC9625] section 1.1.4.

* BR Border Router, router that provides connectivity between
domai ns, typically an Area Border Router (ABR) or Autononous
Syst em Border Router (ASBR).

* BUMtraffic: Broadcast, Unknown unicast and Milticast traffic.
* CE Custoner Edge device, e.g., a host, router, or swtch.

* DF and non-DF: Designated Forwarder and non Desi gnated Forwarder.
In an Ethernet Segnent, the Designated Forwarder PE or Service
Gat eway forwards unicast and BUMtraffic. The non-Designhated
Forwarder PE or Service Gateway blocks BUMtraffic (if working in
Al'l -Active redundancy node) or unicast and BUM (if working in
Si ngl e- Acti ve redundancy node).

* E-PE: Egress PE.

* Ethernet Segment (ES): Wien a custoner site (device or network) is
connected to one or nore PEs via a set of Ethernet |inks, then
that set of links is referred to as an ’'Ethernet Segnent’.

* Ethernet Segment ldentifier (ESI): A unique non-zero identifier
that identifies an Ethernet segnment is called an ' Ethernet Segnent
Identifier’.

* EVI: An EVPN instance spanning the Provider Edge (PE) devices
participating in that EVPN

* MAC-VRF: A Virtual Routing and Forwarding table for Media Access
Control (MAC) addresses on a PE. |In VLANbased or VLAN Bundl e
nmodes [I-D.ietf-bess-rfc7432bis] a BD is equivalent to a MAC VRF.

* MPLS and non- MPLS NVO tunnels: refer to Milti-Protocol Label
Switching (or the absence of it) Network Virtualization Overlay
tunnels. Network Virtualization Overlay tunnels use an IP
encapsul ati on for overlay franmes, where the source |IP address
identifies the ingress PE (or ingress Border Router) and the
destination I P address the egress PE (or egress Border Router).

* |1-PE: Ingress PE
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* | P-VRF: A VPN Routing and Forwarding table for IP routes on an PE.
In this docurment, an IP-VRF is an instantiation of a |ayer 3 EVPN
service in a PE as per [RFC9135][ RFC9136] .

* |RB: Integrated Routing and Bridgi ng

* |RB Interface: Integrated Bridging and Routing Interface. A
virtual interface that connects the Bridge Table and the |P-VRF on
an NVE.

* PE: Provider Edge device. In this docunent a PE can be a Leaf
node in a Data Center or a traditional Provider Edge router in an
MPLS net wor k.

* Single-Active Redundancy Mde: Wen only a single PE, anong al
the PEs attached to an Ethernet segnent, is allowed to forward
traffic to/fromthat Ethernet segnent for a given BD, then the
Et hernet segment is defined to be operating in Single-Active
redundancy node.

* PMSI: Provider Multicast Service Interface.

* SBD: Suppl enentary Broadcast Donmin, a special BD that has an | RB
interface to an IP-VRF and it is used in the Optinized Inter-
Subnet Ml ticast nodel, as described in [RFC9625].

* SR-MPLS SID: Segnent Routing MPLS Segnent |Dentifier.
* SRv6 SID: Segnent Routing for IPv6 Segnment |Dentifier.

* VRF: A generic Virtual Routing and Forwarding table, used in this
docunent to indicate the instantiation of an EVPN service onto a
PE. This service can be any supported EVPN service such as
| ayer-2 nmultipoint services [I-D.ietf-bess-rfc7432bis], EVPN VPW5
[ RFC8214], EVPN E-Tree [RFC8317], PBB-EVPN [ RFC7623], or Layer-3
services as defined in [ RFC9135] or [RFC9136].

* VPW5: EVPN Virtual Private Wre Service, as in [ RFC8214].

2. EVPN Inter-Domain Option-B General Procedures
The EVPN I nter-Donmain Option-B procedures are applied on Border
Routers that interconnect the domains. The Ingress and Egress PEs

shoul d be configured and operated in the sane way they are when
comuni cating with other PEs within their domain. The typica

depl oynents are illustrated in Figure 1 and Figure 2. Figure 1
illustrates an Inter-Donmain exanpl e where each donmain corresponds to
a separate IGP instance. |n this exanple, Border Routers BR-1 and
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BR-2 establish direct BGP EVPN sessions both between each other and
with the Ingress PE (I-PE) and Egress PE (E-PE), respectively.
However, Route Reflectors may al so be present within each domain.

The procedures described in this docunent renmmi n unchanged regardl ess
of whether Route Reflectors are used in the domains. Note that in
this document, the term VRF is used generically and may refer to
either a MAC-VRF or an I P-VRF, unless explicitly specified otherw se.

EVPN Rout e EVPN Rout e
Label L22 L22<- L33 L33<-L44 Label L44
NHop BR-1 NHSel f NHSel f NHop E- PE
Cemmmmmeeaaan + Cemmemeeaaaas S . +
S I I SISISISpE +
| AS 64500 | | AS 64500 | | AS 64500 |
| - PE BR- 1 BR- 2 E- PE
AR, + AR, + AR, + AR, +
| +-- - - -+ | | | | | +-- - - -+
CEL--|| VRF || | | | | |1 VRF ||-->CE2
| +-- -] | | | | +-- -]
N + N + N + N +
| I I |
R S S SRS S S SRS +
<- - Domai n- 1- - > <---Domai n-2---> <---Donain-3--->
S + S + S +
| Tunnel | | Tunnel | | Tunnel |
N + N + N +
| L22 | ---> | L33 | ---> |L44 | --->
AR, + AR, + AR, +
|Eth/IP | |Eth/IP | |Eth/IP |
| Payl oad]| | Payl oad]| | Payl oad]|
ommma - + ommma - + ommma - +

Figure 1: EVPN Inter-Domain Option-B scenario for | GP domains

Thi s docunent describes also the Inter-Domain Option-B aspects in
scenarios such as the one portrayed in Figure 2, where the Border
Rout ers connect different Autononous Systens. As in the exanple
shown in Figure 1 the procedures remain unchanged if the domains use
Rout e Refl ectors.
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EVPN Rout e EVPN Rout e
Label L22 L22<-1L33 L33<-L44 Label L44
NHop BR-1 NHSel f NHSel f NHop E- PE
Commmmmm oo oo LIRSS + <emmm e oo oo +
Fom ek + Fom e o - +
| AS 64500 | | AS 64501
| - PE BR- 1 BR- 2 E- PE
N + N + N + N +
+eo o] | | | deoo oo
CEL--|| VRF || | ERREEEE | | |1 VRF || -->CE2
| +-- -] | | | | +-- -]
Fomm o - + Fomm o - + Fomm o - + Fomm o - +
I I I I
Fomm e oo - + S +
<- - Domai n- 1- - > <---Domai n- 3--->
AR, + AR, +
| Tunnel | | Tunnel |
Fomm o - + Fomm o - + Fomm o - +
| L22 | ---> | L33 | ---> |L44 | --->
N + N + N +
| Eth/ 1P | | Eth/ 1P | | Eth/ 1P |
| Payl oad| | Payl oad| | Payl oad|
Fomm o - + Fomm o - + Fomm o - +

Figure 2: EVPN Inter-Domain Option-B scenario for Milti-AS Backbones

In either Figure 1 or Figure 2, this Inter-Domain Option-B solution
involves the redistribution of EVPN routes fromdonmain to donmain by
the Border Routers. A Border Router learns all the EVPN routes of
its own domain - typically via IBG fromthe Egress PE or as a client
fromthe donmain’s Route Reflector - and readvertises those routes to
t he nei ghbori ng Border Router(s), via EBGP or |BGP.

When redistributing EVPN routes to the adjacent Border Routers or
Route Reflectors within the adjacent donain, the Border Router
updates the Next Hop I P address to its own address and assigns a
new y generated EVPN | abel in the BGP MP_REACH NLRI message. In
effect, this means that the Border Router prograns a | abel swap
operation in the data path for the EVPN | abel. For exanple, packets
received by BR-1 with EVPN | abel L22 are | ooked up and switched to
the interface to the next domain or Border Router, now with EVPN

| abel L33. The EVPN | abel in this docunent can be a 20-bit |abe
(i.e., an MPLS | abel or Segment Routing MPLS Segrment ldentifier) or a
24-bit label (i.e., a VNI label for non-MPLS NVO tunnels).

For EVPN routes with 20-bit |l abels, if the Border Router receives the

EVPN route via IBGP, the route is resolved to a transport MPLS or SR-
MPLS tunnel that provides reachability to the Egress PE or the
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adj acent Border Router. The inported EVPN route is considered valid
and redistributed only if the Next Hop is resolved to such a
transport tunnel. \When the Border Router receives the EVPN route via
singl e-hop EBGP, the next hop is resolved to a local interface

associ ated to the next hop, and packets matching the Forwarding
Informati on Base entry for that route are forwarded with a single

| abel in the |abel stack, i.e. the swapped EVPN | abel

In Inter-Domain Option-B scenarios where transport tunnels in the
domai ns are NVO based tunnels, the EVPN routes advertised fromthe
egress PEs (and redistributed by the Border Routers) use either
20-bit labels (for MPLS NVO tunnels, e.g., MPLSoCGRE) or 24-bit |abels
(for non-MPLS NVO tunnels, e.g., VXLAN). |In these cases, the Border
Routers not only swap the | abel (e.g., VNI) for the NVO packets that
they route, but also change the source and destination |P address of
the router |IP header. Specifically, when the Border Router forwards
packets into an adjacent domain, the outer source |P address is set
to a local |IP address of the Border Router, and the outer destination
| P address is given by the next hop of the EVPN route that created
the Forwarding Information Base entry.

Key attributes of this solution include:

* Border Routers nmmintain isolation between donmins; for exanple,
BR-2 does not |eak the E-PE s |oopback address into other domains.

* Border Routers do not require VRFs to be explicitly configured

* Because VRFs are not used, Border Routers nust inport all EVPN
routes fromtheir donain(s), regardl ess of Route Targets, and then
re-advertise themto adjacent domains, potentially applying RIB-IN
or RIB-OUT policies to select which routes to redistribute.

Thi s sol ution does not inpose any changes or requirenents on Ingress
or Egress PEs, or Route Reflectors. Al procedures are inpl enented
solely on the Border Routers and renain transparent to the Ingress
and Egress PEs.

[ RFC8365] section 10.2 is the existing specification for Inter-Domain
Option-B in case EVPN uses encapsul ations with 20-bit or 24-bit

| abel s, and in particular for the scenario in Figure 2. This
docunent clarifies that the sane procedures and consi derations al so
apply to the scenario shown in Figure 1. Although the genera
operation of the Border Routers on the received EVPN routes is

descri bed above, Section 2.1 further clarifies the expected behavi or
for each EVPN route type
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2.1. Border Router procedures on EVPN routes

The Border Router behavior described in Section 2 can be summari zed
in the followi ng tasks perforned on each recei ved EVPN BGP UPDATE

* The Border Router accepts any EVPN route fromthe Border Routers
and PEs to which it is connected (possibly filtering some of the
routes via RIB-1N inmport policies).

* |t extracts the EVPN | abel of each EVPN route, either fromthe
NLRI (Network Layer Reachability Information) or froman attribute
i ncluded in the BGP UPDATE

* It programs an EVPN | abel swap operation in the data path, which
swi tches the extracted EVPN | abel to a locally generated new EVPN
| abel for the sane EVPN route.

* |t readvertises the EVPN route (assuming the operation is allowed
by policy) with:

a. Next Hop Self, i.e., a new |P address owned by the Border
Router itself

b. The locally generated EVPN | abel for the route

However, there are inportant subtleties in handling certain EVPN
route types that nust be clarified to ensure interoperability across

i npl ementations. W distinguish between EVPN Label ed Routes and EVPN
Unl abel ed Rout es.

2.1.1. EVPN Label ed Routes

EVPN Label ed Routes are those that carry EVPN Labels or
demultiplexors in the NLRI or an attribute of the BGP UPDATE. |f
those EVPN Labels are used in the Forwarding Information Base of the
Border Router to forward packets between donmains, the Label is
extracted and added to the Forwarding I nfornmation Base associated to

a swap operation. |If these EVPN Labels are not used to forward
packets between domains, but they indicate certain properties of the
route, e.g.,: ESI Labels or E-Tree Labels, then the Labels are not

extracted, progranmed or changed when the route is readvertised. The
previ ous statements MJST be applied to existing and future EVPN route
types in Inter-Domain Option-B networks. As an exanpl e:

a. Ethernet Auto-Discovery per Ethernet Segment Route (or route type
1 per ES)
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Defined in [I-D.ietf-bess-rfc7432bis], this route signals the
mul ti-hom ng node information, as well as the value of the ES

| abel , encoded in the ESI Label extended community. It is used
for fast convergence in case of nulti-homed PE failures, via the
"Mass Wthdraw per Ethernet Segnent" procedure. Wen used with
an ESI of zero, the route is used to advertised a Leaf Label in
the E-Tree extended community [RFC8317]. The Leaf Label is used
by the Ingress PE when forwarding BUMtraffic generated froma
Leaf Attachment Circuit. Both |abels, ESI |abel and Leaf | abel,
are not used for packet forwarding at the Border Router and
therefore the Border Router does not extract them The Border
Rout er MJUST preserve the content of the ESI |abel or the E-Tree
ext ended comunity when readvertising the route to the adjacent
domai n. Al though the next hop self operation is performed on the
route by the Border Router, none of the NLRI fields are changed
when readvertising the route to the adjacent domain.

b. Ethernet Auto-Di scovery per EVPN | nstance Route (or route type 1
per EVI)

Defined in [I-D.ietf-bess-rfc7432bis], this route signals the
forwarding i nformation associated to the | ocal EVPN VPWS
Attachnment Circuit [RFC8214], and when used with a non-zero ESI
it also performs the Aliasing and Backup procedures for nulti-
honmi ng in EVPN services. The EVPN | abel encoded in the NLRI of
this route is used when forwardi ng packets, hence the |abel nust
be extracted by the Border Router and programred in the
Forwardi ng I nformati on Base for a swap operation. Besides the
next hop self operation and the new valid | abel to be encoded in
the route, the Border Router does not change any other field of
the route. This includes the content of the EVPN Layer-2
Attributes extended comrunity advertised with the route.

[ RFC8214] section 4 discusses the Inter-domain Option-B solution
for EVPN- VPWS.

c. MAC/IP Advertisenent Route (or route type 2)

Defined in [I-D.ietf-bess-rfc7432bis], this route advertises
forwarding information for MAC and | P addresses that are used by
the Ingress PE to populate the layer-2 Forwardi ng I nformation
Base, the Address Resol ution Protocol or Neighbor D scovery
tabl es [RFC9161] or even the | ayer-3 Forwardi ng | nformati on Base
[ RFCO135]. The route’s NLRI contains a nandatory EVPN | abel,
Label 1, and an optional Label2. In addition to the next hop self
operation, a Border Router that receives a route type 2, with
only Label 1, needs to extract Labell fromthe NLRI, programits
value in the Forwarding I nfornmation Base, and generate a new
valid | abel that is encoded in Labell when redistributing the
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route to the adjacent domain. |If the received route type 2
contains a value for both, Labell and Label 2, the Border Router
needs to programtwo separate entries in the Forwarding

I nformati on Base (for the value in Labell and the value in
Label 2) and generate two valid Labell and Label 2 val ues. The
rest of the information in the route, including EVPN extended
communities and Default Gateway extended conmunity, is preserved
by the Border Router when readvertising. This nethod at the
Border Router is applied irrespective of the Egress PE using an
EVPN | abel per VRF, EVPN | abel per Ethernet Segnent or EVPN | abe
per MAC address. However, using a |abel per VRF on the Egress
PEs has the |east inpact on the Border Routers Forwarding

I nformati on Base scal e, conpared to | abel per MAC or |abel per
Et her net Segnent .

d. Inclusive Milticast Ethernet Tag Route (or route type 3)

Al'so defined in [I-D.ietf-bess-rfc7432bis], this route is used
for the auto-discovery of the renbote PEs attached to the same
Broadcast domain, as well as the creation of the flooding tree
used to forward BUMtraffic by the PEs attached to the sane

Br oadcast Domain. The route type 3 does not contain any EVPN
|label inits NLRI. The Provider Tunnel (P-Tunnel) identification
is carried in the PMSI Tunnel Attribute. Wen used for Ingress
Replication or Assisted Replication tunnel types, the PMSI Tunne
Attribute contains an EVPN Label (downstream allocated) that is
extracted by the Border Router and programred in the Forwarding
Informati on Base in the sane way as for the EVPN | abels in the
routes above. The Border Router generates a valid new | abel that
is encoded in the PMSI Tunnel Attribute of the route readvertised
to the adjacent domain. In addition to the next hop self and

| abel swap operation, the Border Router preserves all the fields
in the NLRI (including the Originating Router’s |IP Address) and
the attributes of the routes, including the Tunnel ldentifier of
the PMBI Tunnel Attribute and the Layer 2 Attributes extended
community. Wen the route type 3 uses a P-Tunnel different than
Ingress Replication, the Border Router should carry out the
segnment ati on procedures specified in [ RFC9572].

e. |IP Prefix Route (or route type 5)

Specified in [ RFC9136], this route allows the Egress PEs to
advertise the I Pv4 or I Pv6 prefixes that they have | earned
locally in their IP-VRF. The route’s NLRI contains an EVPN | abe
that the Option-B Border Router needs to extract and programin
the Forwarding Information Base, along with a | abel swap
operation. Beyond perforning next hop self and generating a new
valid EVPN | abel for the IP Prefix route readvertised to the
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adj acent domai n, the Border Router does not nodify any of the
fields in the NLRI and preserves all the attributes along with
the route, including EVPN extended conmmuniti es.

As shown in [RFC9136] Table 1, valid EVPN IP Prefix routes nmay be
advertised either with a zero |abel or with a non-zero valid
label. 1In all cases, the Border Routers update the next hop to
their own address. However, generating a new valid EVPN | abe

and re-advertising it in the IP Prefix route sent to the adjacent
domain is required only when the received IP Prefix route carries
a non-zero valid label. Wen the received EVPN | abel has a val ue
of zero, the re-advertised IP Prefix route MUST also retain a

| abel val ue of zero.

Per-Region |-PMSI A-D Route (or route type 9)

Used for P-Tunnel Segnentation on Border Routers, its definition
and procedures are described in [ RFC9572].

S-PMSI A-D Route (or route type 10)

Al so defined in [ RFC9572], the Border Router should followthe
same procedures as for the Inclusive Milticast Ethernet Tag Route
above.

EVPN Unl abel ed Rout es

Exanmpl es or EVPN Unl abel ed Routes are:

*

Et hernet Segment Route (or route type 4)

Sel ective Multicast Ethernet Tag Route (or route type 6)
Mul ticast Menbership Report Synch Route (or route type 7)
Mul ticast Leave Synch Route (or route type 8)

Leaf Auto-Di scovery Route (or route type 11)

The Border Router receiving these routes sinply redistributes the
routes to the adjacent domain with a next hop of itself, and
preserving all the attributes that the routes contain.

EVPN Inter-Domain Option-B and Miul ti-Hom ng

This section sunmmari zes the issues of the Inter-Domain Option-B
associated to EVPN Multi-Homng. Figure 3 illustrates the use of
mul ti-homing in an Inter-Domain Option-B exanpl e.
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MAC CE2 MAC CE2
RD1 RD1 ESI 1
Label L22 NHSel f NHSel f Label L44
NHop BR-1 L22<-L33 L33<-L44 NHop E- PE1
Commmmemeeaaa G + Cemmemmeeaaaas +
S + <emeiema - + <----e------ + AD EVI RD1/ESI 1
S R + <---eee----- + AD ES RDx/ESI 1
E- PE1
ES RDa/ESI1 +------- +
Commmmemaa + | +----- +|
+--|] VRF ||---+
| - PE3 BR- 1 BR- 2 | | +----- +| |
B S, + B S, + B S, + | B S, + |
4o | | | |- oo
CEl ---|| VRF ||------- | [ ------- | | E- PE2 +---| CE2|
|+ | | | R B ISR
- + - + - + S R +| |
+---|] VRF ||---+
ES RDb/ESI1 | +----- +|
Cemmmmm e oo S +
NHSel f NHSel f
SO L + <----------- + AD EVI RD2/ESI1
S S + <----e------ + AD ES RDy/ESI1

Figure 3: EVPN Inter-Domain Option-B and nulti-hom ng

The Border Router rewiting the EVPN nulti-hom ng routes next hop has
an inpact on the EVPN nulti-hom ng procedures that follow

*  Mass Wt hdrawal

* Aliasing and Backup Path procedures

* Designated Forwarder Election and AC-Influenced Capability

* Split Horizon Filtering

This section defines a new sub-TLV — the Egress PE ldentifier sub-TLV
— for the Tunnel Encapsul ation TLV of the BGP Tunnel Encapsul ation
Attribute [ RFC9012], and describes its use to address the issues

associated with the EVPN procedures descri bed above in inter-donmain
Opti on B networKks.
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3.1. The Egress PE lIdentifier in the BG® Tunnel Encapsul ation Attribute

Thi s docunent defines a new Sub-TLV, the Egress PE ldentifier Sub-
TLV, to be carried in the Tunnel Encapsul ation TLV of the BGP Tunnel

Encapsul ation Attribute [RFC9012]. IANA is requested to assignh a new
Type Code (TBDxx) for this Sub-TLV. The Value field of this Sub-TLV
i s conposed of three subfields, as illustrated in Figure 4:

1. a Reserved subfield
2. a two-octet Address Family subfield

3. an Address subfield, whose | ength depends upon the Address Famly
val ue

0 1 2 3
01234567890123456789012345678901
i I s I i i S SR S S S
| Reserved (4 octets) |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Address Family (2 octets) | Addr ess |
I S i it HIE RIE R TR e (vari abl e) +
I I
I e I S i S i i S
Figure 4: Egress PE Identifier Sub-TLV
The subfields are encoded as foll ows:

* The Reserved subfield SHOULD be originated as zero. It MJST be
di sregarded on receipt, and it MJST be propagated unchanged.

* The Address Fanily subfield contains a value fromI|ANA s "Address
Fam |y Nunbers" registry [| ANA- ADDRESS-FAM . This docunent
assunes that the Address Famly is either |Pv4 or |Pv6; use of
other address families is outside the scope of this docunent.

* |f the Address Family subfield contains the value for IPv4, the
Address subfield MJUST contain an | Pv4 address (a /32 1Pv4 prefix).

* |f the Address Fami|ly subfield contains the value for |IPv6, the
Addr ess subfield MIST contain an | Pv6 address (a /128 | Pv6
prefix).

* |In a given BGP UPDATE, the address famly (I1Pv4 or IPv6) of an

Egress PE Identifier sub-TLV is independent of the address fanmily
of the UPDATE itself, or the address fanmily of any of the fields
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in the MP_REACH NLRI attribute included in the UPDATE. For
exanpl e, an UPDATE whose NLRI is an EVPN IP Prefix route including
an | Pv4 prefix may have a Tunnel Encapsul ation attribute
containing Egress PE lIdentifier sub-TLVs that contain |Pv6
addresses. Also, different tunnels represented in the Tunne
Encapsul ation attribute may have Egress PE ldentifiers of
different address fanilies.

The I engths of the sub-TLV' s Value field permtted in this
docunent are:

- 10, if the Address Family subfield contains the value for |Pv4.
- 22, if the Address Family subfield contains the value for |Pv6.
The 1 Pv4 or I Pv6 address carried in the Egress PE Identifier sub-

TLV uniquely identifies the PE within the network and SHOULD nat ch
the value of the PEEs Originating Router’s | P Address.

The following error handling rules apply to the Egress PE Identifier
Sub- TLV:

*

The Egress PE Identifier Sub-TLV MAY be included in any BGP UPDATE
message whose AFI/SAFlI is anong those defined in [ RFC9012].
However, this docunent specifies its use only with AFlI/SAFl 25/70
(EVPN). The use of this Sub-TLV with other AFI/SAFI conbinations
is outside the scope of this docunent.

When the Tunnel Encapsul ation attribute is included in an EVPN
UPDATE nmessage, each TLV MAY contain an Egress PE ldentifier sub-
TLV. |If present, only a single Egress PE lIdentifier sub-TLV MJST
appear within that TLV. If a TLV has nore than one Egress PE
Identifier sub-TLV, the TLV is treated as if it had a mal forned
Egress PE Identifier sub-TLV.

The Address value included in the Egress PE ldentifier sub-TLV
MJST be a valid address or the sub-TLV is consi dered mal f or ned.
If the IPv4 or | Pv6 Address contained in the Address subfield is
valid but not reachable, the sub-TLV is not considered to be

mal f or ned.

Mal f ormed Egress PE ldentifier sub-TLVs are treated as
unrecogni zed sub-TLVs. |If the route carrying the Tunne
Encapsul ation Attribute is propagated with the attribute, the
unrecogni zed Egress PE ldentifier sub-TLV MJUST remain in the
attribute.
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* Qther than the above, the Egress PE Identifier Sub-TLV follows the
validation rules in [RFCO012] section 13.

Tunnel TLVs with which the Egress PE Identifier sub-TLV MAY be
advertised include:

*  MPLS (10), MPLS in GRE Encapsul ation (11)

* VXLAN (8), NVGRE (9), VXLAN GPE (12), MPLS in UDP (13), Geneve
(19)

O her tunnel TLVs are outside the scope of this docunent.

The Egress PE Identifier sub-TLV MAY coexi st with other Sub-TLVs in
the sanme Tunnel TLV, such as the Tunnel Egress Endpoi nt Sub- TLV.

3.2. Mass Wthdraw in Inter-Donmain Option-B

This section reviews the mass withdraw i ssue in Inter-Domain Option-B
net wor ks, and updates the EVPN procedures to support mass w thdraw.

3.2.1. Problem Statenment

The Iimtations of the mass w t hdraw procedures when the multi-honed
egress PEs and the ingress PEs are in different domains are expl ai ned
in [ RFC8365] section 10. 2. 2.

As a refresher, consider the exanple in Figure 3, where CE2 is nulti-
honed to egress PEL and PE2 (on Ethernet Segnent ES1 with identifier
ESI 1), and the ingress PE3 resides in a different domain. |In this
scenario, only E-PEl advertises the MAC/IP route for MAC CE2, whereas
both E-PE1 and E-PE2 advertise the A-D per ES and A-D per EVI routes
for ESI1.
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Because the Border Routers rewite the next hops of all routes, |-PE3
cannot correlate the MAC/I P Advertisement route with the A-D per ES
route advertised fromthe sane E-PE, since the only nechanismin
[1-D.ietf-bess-rfc7432bis] to correlate A-D per ES and MAC/ I P
Advertisement routes advertised fromthe sane E-PE is the route next
hop. For example, if the link fromCE2 to E-PE1 fails, E-PEl sends a
MP_UNREACH NLRI message for the A-D per ES route and A-D per EVI
route for ESI1. The messages get to |-PE3 and are processed,

however, |1-PE3 is unable to correlate the withdrawn A-D per ES route
with the MAC/ I P Advertisenent route for CE2. Consequently, it does
not performa mass withdraw of the MACs associated with ESI1, as |ong
as at |east one A-D per ES route for ESI1 remains. Note that the
Route Di stinguishers of the MAC/I P Advertisenent and A-D per ES
routes advertised by E-PE1 are different, so they cannot be

associ ated by RD al one.

As al so explained in [ RFC8365] section 10.2.2, a "nass wi thdraw per
EVI" is possible though, because the A-D per EVI routes and MAC/I P
Advertisenent routes advertised fromthe same PE and ES can be
correl ated based on the Route Distinguisher. 1In Figure 3, if the
link between CE2 and E-PEl fails, |1-PE3 receives the A-D per EVI
route withdrawal from E-PE1 and can withdraw all the MACs related to
the MAC/ I P Advertisenent routes that natch the Route Distinguisher of
the A-D per EVI route, i.e., RD1 in the exanple, hence MAC CE2 is
flushed on |-PE3. Although this exanple focuses on MAC address

wi t hdrawal , the same issue also affects IP Prefixes as described in
[1-D.ietf-bess-evpn-ip-aliasing].

Thi s docunent assunes that “mass withdraw per EVI” is the default
behavi or supported by all PEs and Border Routers that do not
i mpl ement this specification. Wen "nmass withdraw per EVI" is used,

uni que RDs MJST be used on all the PEs attached to the sane EVI.
3.2.2. Mass Wthdraw in Inter-Domain Option-B procedures

The (per Ethernet Segnment) mass withdraw linitation imposed by Border
Routers (for MAC and IP Prefix routes) is addressed by including a
uni que | P address of the egress PE in the Address subfield of the
Egress PE Identifier Sub-TLV within the BGP Tunnel Encapsul ation
Attribute. To support mass withdraw, this Sub-TLV MJST be adverti sed
along with the Ethernet A-D per ES, MAC/ I P Advertisenent, and IP
Prefix routes. The |IP address encoded in the Egress PE ldentifier
Sub-TLV is an I Pv4 or I Pv6 address that uniquely identifies the
egress PE.

The Egress PE Identifier may be included in the adverti sed EVPN
routes either by the Egress PE itself or by a Border Router:
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*  When the egress PE advertises the Egress PE lIdentifier, the val ue
of the Address subfield SHOULD match the BGP Next Hop val ue used
in the correspondi ng EVPN rout es.

* \When a Border Router attaches an Egress PE ldentifier to an
i mported route before readvertising it, the Address subfield val ue
MUST correspond to the BGP next-hop address of the inported route,
and not to the Border Router’ s own BGP next-hop address.

A Border Router MUST NOT nodify the Egress PE ldentifier sub-TLV when
readvertising an EVPN route that already carries it.

When the egress PE or the Border Router include the Egress PE
Identifier in the BG Tunnel Encapsul ation Attribute of the Ethernet
A-D per ES, MAC/IP Advertisenment, or IP Prefix routes, the ingress PE
can correlate all routes originating fromthe sane egress PE by
conparing the common Egress PE lIdentifier |P address present in those
routes. This mechani sm enabl es mass withdraw per ES in Inter-Domain
Opti on- B net wor ks.

If the ingress PE does not receive the Egress PE Identifier sub-TLV
in the received Ethernet A-D per ES routes for a given Ethernet
Segnent, the ingress PE attenpts to correlate the A-D per ES routes
with the other EVPN routes for the Ethernet Segnent based on the RD
Admi ni strator Subfield of the routes, as foll ows:

* EVPN routes type 2 and 5 can be correlated with the A-D per ES
routes fromthe same PE based on the Adm nistrator subfield of the
Rout e Di stingui shers (RDs).

* That is, in Figure 3:

- Suppose E-PEl advertises the A-D per ES route with Route
Di stingui sher RDx = <RD1: 0> and the MAC/ I P Adverti senent route
with <RD1: 1> where "RD1" is the Administrator subfield of the
Rout e Di stingui sher.

- E-PE2 allocates "RD2" as Administrator subfield for its A-D per
ES and MAC/I P Advertisenent routes.

- Now, when the A-D per ES route fromE-PEL is wi thdrawn, |-PE3
can performa nass wi thdraw operation by assum ng that all the
MACs fromthe MAC/I P Advertisenment routes with RDL as
Admi ni strator subfield were advertised by the sane E-PE1l that
failed and withdrew the A-D per ES route.

* This sanme approach can al so be applied to support nmass withdraw of
I P Prefix routes.
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If the ingress PE does not receive the Egress PE Identifier sub-TLV
on the A-D per ES routes for the Ethernet Segnent, and the RD
Adm ni strator Subfields of A-D per ES and routes type 2 or 5 do not
mat ch, the ingress PE can only perform "mass w thdraw per EVI".

3.3. Aliasing and Backup Path Procedures

The Aliasing and Backup Path procedures work in an Inter-Domain
Option-B solution as per [ RFC8365], section 10.2. That is, since
EVPN MAC/ | P Advertisenent routes and A-D per EVI routes are both
advertised on a per Broadcast Donain basis and they use the sane
Route Di stinguisher and route target, the receiving ingress PE can
associate themtogether to determ ne the BGP paths available for the
MAC (nultiple aliasing paths in case of all-active node, or one
active and one backup in case of single-active node). Different

pat hs can still be distingui shed unanbi guously even if all traverse
t he same Border Router.

Al t hough the Aliasing and Backup Path procedures thensel ves are not
affected, it is inportant to note that the ingress PE installs the
MAC from an EVPN MAC/ I P Advertisenment route (with non-reserved ESI),
only if the associated set of Ethernet A-D per ES routes are received
fromthe sane egress PE ( [I-D.ietf-bess-rfc7432bis], section 9.2.2).
Due to the same issues described in Section 3.2.1, the ingress PE
cannot deternine if the received MAC/ I P Advertisenent route and the
received set of Ethernet A-D per ES routes were originated by the
same egress PE.

Thi s docunent specifies the followi ng approach in the ingress PE to
address this resolution issue:

1. If present in the routes, the ingress PE uses the Egress PE
Identifier approach in Section 3.2.2 to correlate MAC/IP
Advertisenment routes and A-D per ES routes, and then resol ve the
MAC/ | P Advertisenent route as in ( [I-D.ietf-bess-rfc7432bis].

2. If the Egress PE ldentifier sub-TLV is not present in the A-D per
ES and MAC/ I P Advertisenent routes for the Ethernet Segnent, the
i ngress PE uses a "loose" resolution for the MAC/I P Adverti senent
route - that is:

* The ingress PE considers the MAC/ | P Advertisenment route (with
a non-reserved ESI) resolved if, and only if, at |east one
Et hernet A-D per ES route has been received with the sane ESI
and the same next hop as the MAC/I P Advertisenment route (and
it is assuned that its route target set contains the route
target of the MAC/ I P Advertisenent route).
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3.4. Designated Forwarder Election and AC- I nfluenced Capability

On an all-active Ethernet Segnment, the Designated Forwarder is the PE
router responsible for sending Broadcast, Unknown Unicast, and
Multicast (BUM traffic to a multi-homed Custoner Edge (CE) devi ce,
in the <ES, Ethernet Tag> for which the PE is elected. If the

Et hernet Segment works in single-active node or port-active node, the
Desi gnated Forwarder is the PE router that sends all traffic to a

mul ti-homed CE [ RFC8584]. Wien a CE is multi-honmed to two or nore
PEs sitting in different donmmins, the Designated Forwarder candidate
list is still created nornmally. The Designated Forwarder Election is
unaf fected by the Border Routers next hop self operation on the ES
routes. This is because the candidate list is created out of the
Oiginating Router’s I P Address of the ES routes (which is not

nmodi fi ed by the Border Routers) rather than the ES route next hops

[ RFC8584]. However, the Attachnent Crcuit Influenced Designated
Forwarder (AC-Influenced DF El ection) capability [ RFC8584] is

af fected by the next hop self operation on the Border Routers.

When the AC-Influenced DF El ection capability is enabled on all the
PEs attached to the Ethernet Segment, the Designated Forwarder
candidate list needs to be pruned based on the presence of the A-D
per ES and A-D per EVI routes for a given candidate. That is, even
if EEPEl's ES route is received Figure 3, E-PE2 cannot add E-PEl to
the Designated Forwarder candidate |ist for <ES1, BD1> until the
valid A-D per ES and A-D per EVI routes (for ES1 and BDl) are
received and identified as originating fromE-PELlL. However, because
BR-2 rewites the next hop of the A-D routes, E-PE2 cannot rely on
the next hop to identify which routes came fromE-PEL. This issue is
simlar to the challenge described in Section 3.2.1 for nass

wi t hdraw, except here the PE nust correlate the ES route and A-D per
ES/EVI routes to the sane PE of origin.

This docunment assunes that, in case the PEs attached to the sane
Et hernet Segnment are depl oyed in different dommi ns, operators nmay
choose one of the follow ng alternatives:

* Disable the AC Influenced Desighated Forwarder capability on all
PEs attached to the Ethernet Segment, or

* Enabl e the AC-Influenced Designated Forwarder capability on all
PEs attached to the Ethernet Segnent, and correlate the received
A-D per ES/EVI routes with their corresponding Originating
Router’s | P Address using the method described in Section 3.2.2.
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3.5. Split Horizon Filtering

The Split Horizon Filtering is a fundanmental part of the EVPN nulti -
hom ng procedures to avoid BUM | ooped frames to go back to the nulti-
honmed CE. As described in [RFCO746] there are two Split Horizon
Filtering Types: ESI |abel based and Local Bias. Which nechanism
appl i es depends on the transport tunnel used for the EVPN BUM
packets, and sone tunnel types may support both approaches.

If two or nore PEs belonging to the sanme Ethernet Segnent are

depl oyed in different domains, the procedures perfornmed by the Border
Routers nmay affect the Split Horizon Filtering nechanisns.
Specifically:

1. If the multi-homed PEs use an ESI |abel based Split Horizon
Filtering Type:

a. Wether the PEs use upstream or downstream all ocated ES
| abel s (for P2MP/ MP2MP or | ngress Replication, respectively),
the PEs in the Ethernet Segnent need to correlate the
identity of the PE advertising the ESI |abel with the
Inclusive Miulticast Ethernet Tag routes advertised by the
same PE. This presents the sane chall enge described in
Section 3.2.1, around identifying the origin of the A-D per
ES route — only now the receiving PE nmust correlate A-D per
ES routes with Type 3 routes rather than Type 2 or 5. In
this case, the solution in Section 3.2.2 SHOULD be used: the
ingress PE correlates the received A-D per ES routes Egress
PE lIdentifier with the received Originating IP of the
I nclusive Milticast Ethernet Tag routes.

b. The use of ESI |abels allocated froma Domai n-w de Conmon
Bl ock (DCB) with the sane | abel assigned to all PEs attached
to the Ethernet Segnent, can sinplify the procedures. |If
that is the case, the ingress PE can programthe received ES
| abel without the need to correlate the received A-D per ES
routes with the Inclusive Milticast Ethernet Tag routes.

c. Additionally, the Border Routers nust preserve the ESI | abe
when routing packets between donai ns.

2. If the multi-homed PEs use Local Bias as the Split Horizon
Filtering Type:

a. The Border Router cannot change the outer source |P address
of the IP tunnel, so that the egress PE can still identify
the source PE. Note this may not be possible in many
i mpl ement ati ons.
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The above considerations can significantly influence |nter-Domain
Option-B designs. Therefore, operators should carefully analyze the
capabilities of their Border Routers and PEs before depl oying CEs
mul ti-honmed to PEs |ocated in different domains.

4. Inter-Domain Option-B and Load Bal anci ng Procedures

Thi s section discusses the inmpact of Inter-Domain Option-B Border
Rout er procedures on | oad bal anci ng rel ated nechani sns, such as the
use of the Flow Label or Control Wrd for MPLS tunnels (see
[1-D.ietf-bess-rfc7432bis] section 18), or the source UDP port for
NVO tunnel s which provides entropy for |oad balancing traffic on the
core routers. VXLAN [RFC7348] is an exanple of NVO tunnel type that
uses the source UDP port to provide entropy.

4.1. Fl ow Label

The use of the Flow Label and its signaling is described in
[1-D.ietf-bess-rfc7432bis] section 18.1. The ingress PE pushes the
Fl ow Label only on EVPN-encapsul ated known uni cast packets that are
forwarded to egress PEs which previously advertised their Flow Label
support by setting the F-bit in their Inclusive Milticast Ethernet
Tag routes. Wen programring the data path for a given MAC, the

i ngress PE nust therefore enable the use of the Flow Label if the
MAC/ | P Advertisenment route originated fromthe sane PE that
advertised the Inclusive Miulticast Ethernet Tag route with the F-bit
set. To achieve this, the ingress PE correlates the MAC/ I P
Advertisenment route and the Inclusive Milticast Ethernet Tag route
based on their nmatching Route Distinguishers.

The Fl ow Label MJST be preserved by the Border Routers when they
recei ve EVPN-encapsul at ed packets contai ning a Fl ow Label, to ensure
that EVPN packets for the sanme flow are forwarded foll owi ng the sane
path w thin each donain.

4.2. Control Wrd

The signaling of the Control Word in the Inclusive Milticast Ethernet
Tag routes (C-bit) is described in [I-D.ietf-bess-rfc7432bis] section
7.11. As in the case described in Section 4.1, when a Border Router
rewites the next hops of the MAC/ I P Advertisenent and | nclusive

Mul ticast Ethernet Tag routes, the ingress PE needs to identify the
egress PE based on the matching Route Distinguisher of the two
routes. Also, if included in the received EVPN encapsul at ed packets,
the Control Word MJIST be preserved by the Border Routers so that no
packet reordering happens for flows forwarded into an adj acent

domai n.
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4.3. Source UDP port

If ingress and egress PEs use NVO tunnels [RFC8365], i.e., IP
tunnels, the ingress PE typically encodes a per-flow hash value into
the the outer tunnel source UDP port of the EVPN encapsul ated
packets. Exanples of tunnel types that use the outer source UDP port
as an entropy field include VXLAN, GENEVE, or MPLSoUDP. The Border
Rout ers between the ingress and egress PEs MJST preserve the val ue of
the source UDP port so that EVPN-encapsul ated packets for the same
flow are forwarded foll owing the same path within each domain.

5. Inter-Domain Option-B and Layer-2 MIU

In the same way the support for Flow Label or Control Wrd is
signal ed, the egress PE s supported |layer-2 MU (Maxi num Tr ansfer
Unit) is indicated in the Layer-2 MIU field of the EVPN Layer-2
Attributes extended community advertised along with the Inclusive

Mul ticast Ethernet Tag route ([I-D.ietf-bess-rfc7432bis], section
7.11.1). The Border Router(s) between ingress an egress PEs do not
modi fy any of the advertised attributes, and therefore the |ayer-2
MIU val ue is propagated end to end up to the ingress PE. In general,
the layer-2 MIU configured in all PEs attached to the same EVPN
service SHOULD match, irrespective of the domamin where they reside
In case MIUs are different in the different domains,
[I-D.ietf-bess-rfc7432bis] allows the signaling a | ayer-2 MIU of zero
fromthe egress PE, which is not checked at the ingress PE and
ensures the EVPN destination is properly programmed at this ingress
PE.

6. E-Tree Considerations

[ RFC8317], or Ethernet-Tree in EVPN networks, describes two areas
that are inpacted by the presence of an Inter-Domain Option-B Border
Rout er between ingress and egress PEs: the use of conposite tunnels
for BUMtraffic and the egress PE filtering of BUMtraffic originated
froma Leaf Attachment Circuit.

6.1. E-Tree Conposite Tunnels

A conposite tunnel is tunnel type used by the Root PE to

simul taneously indicate a P2MP tunnel in the transmt direction and
an Ingress Replication tunnel in the receive direction for BUM
traffic. For this reason, an Inclusive Milticast Ethernet Tag route
for a conposite tunnel conprises both, a downstream all ocated EVPN

| abel for Ingress replication, and a P2MP tunnel identifier. The
EVPN | abel is extracted by the Border Router and programred in the
Forwardi ng I nformati on Base, as described in Section 2.1.1 bullet
"d". Since the Ingress Replication procedures apply, the Border
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Rout er generates a valid new | abel that is encoded in the (conposite
type) PMSI Tunnel Attribute of the route readvertised to the adjacent
domain. Also, as described in Section 2.1.1, the segnentation
procedures in [ RFC9572] are foll owed for the encoded P2MP tunnel in
the same PMSI Tunnel Attribute.

6.2. Egress Filtering of BUM Traffic Originated froma Leaf Attachnent
Crcuit

E- Tree operation in EVPN networks requires filtering traffic that
originates fromLeaf Attachnent Crcuits. Wile the ingress PE can
deci de whether to forward known unicast |leaf traffic based on whether
the destinati on MAC address belongs to a Leaf Attachment Circuit, the
filtering of BUMtraffic nust be perforned by the egress PE. To
enable this, the egress PE advertises a Leaf Label along with an

Et hernet A-D per ES route (with an ESI value of zero). The egress PE
then relies on the ingress PE to include this Leaf Label when sending
Leaf -originated BuUMtraffic [ RFC8317].

If ingress and egress PEs are located in different domai ns of an

I nter-Domain Option-B network, the ingress PE cannot correlate the
received Inclusive Milticast Ethernet Tag route and A-D per ES route
(which carries the Leaf Label) as being advertised by the same egress
PE. Due to this limtation in identifying the egress PE s Leaf

Label, the ingress PE is unable to push the Leaf Label bel ow the EVPN
mul ticast |abel for a given egress PE. The issue is illustrated in

Fi gure 5.
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Figure 5: EVPN Inter-Domain Option-B and Leaf BUMfiltering

Suppose the egress PEs and ingress PE are in a different domains, as
shown in Figure 5, and that |-PE3 needs to forward EVPN encapsul at ed

BUMtraffic fromLeaf CEl, using Ingress Replication. |-PE3 receives
Inclusive Milticast Ethernet Tag routes and A-D per ES routes from
the two egress PEs, however, |-PE3 is unable to determ ne which Leaf

Label to push when sendi ng EVPN-encapsul ated BUMtraffic to E-PEl1 or
E-PE2. This issue arises because the A-D per ES routes can no | onger
be associated with their corresponding I nclusive Milticast routes
based on the next hop, since all four routes in the exanple are
received fromthe same next hop. This section proposes severa
solutions to address the issue. An inplenentation followi ng this
speci fication SHOULD use the Egress PE ldentifier solution

Section 6.2.1 and MAY use the Domai n-wi de Common Bl ock Leaf Labe
solution Section 6.2.2 or the Source MAC-Based Egress filtering

sol ution Section 6.2.3.
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6.2.1. ldentification of the PE of Oigin based on the Egress PE
Identifier

A way to solve the issue with E-Tree and the egress filtering of Leaf
BUMtraffic is to identify and correlate the Inclusive Milticast

Et hernet Tag routes and A-D per ES routes (with ESI of zero) that
were originated by the same egress PE. To achieve this, the nethod
in Section 3.2.2 can be used.

In this case, however, the identification process is applied to
correlate Inclusive Miulticast Ethernet Tag routes with A-D per ES
routes, rather than correlating MAC/I P Advertisenment routes with A-D
per ES routes. To identify an Inclusive Milticast Ethernet Tag route
and an A-D per ES route advertised by the same egress PE, the
Inclusive Miulticast Ethernet Tag route Originating I P and the Egress
PE lIdentifier in the A-D per ES route MJST natch.

6.2.2. Domain-wi de Commpn Bl ock Leaf Label s

The use of Leaf Labels allocated froma Domai n-wi de Conmon Bl ock
(DCB) and the sanme Leaf |abel value used by all the PEs attached to
the E-Tree EVPN service sinplify the procedures. In this approach,
all egress PEs advertise the sane Leaf label in their A-D per ES
routes for ESI of zero, and this Label value matches the | ocal Leaf
| abel on the ingress PE.

The ingress PE can then programthe allocated Leaf |abel for all the
destination egress PEs, without needing to correlate the received
Inclusive Miulticast and A-D per ES routes. This approach assunes all
PEs in the Broadcast Donmin allocate the sane Leaf label. |If the

i ngress PE detects any inconsistency in the signaled Leaf |abel -
meani ng that at |east one PE of the Broadcast Domain advertises a
different |abel than the local Leaf |abel - the ingress PE SHOULD NOT
programthe Leaf |abel when sending traffic to the egress PEs.

6.2.3. Source MAC based Egress Filtering

Anot her potential solution is to use source MAC- based egress
filtering, instead of Leaf |abel-based egress filtering for EVPN
encapsul ated BUMtraffic. |If the ingress PE receives two or nore A-D
per ES routes (with ESI of zero) with the sane next hop, then it does
not program any of the received Leaf |abels and forwards EVPN
encapsul at ed BUM packets with the EVPN | abel and wi t hout any Leaf

| abel . Assumi ng that the ingress PE has previously advertised the

| ocal Leaf MAC addresses, when the BUM packets get to the egress PE,
a source MAC | ookup in the MAC-VRF will determne if the BUM packet
is comng froma Leaf or a Root Attachnent Circuit.
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Taki ng the exanple shown in Figure 5, 1-PE3 advertises CE1l’s MAC as a
Leaf MAC in a route type 2, and hence CE1l’s MAC is progranmed in
E-PE1 and E-PE2 as Leaf. Since |-PE3 receives two A-D per ES routes
(with ESI of zero) fromthe sane next hop, |-PE3 deternmines that it
cannot programthe received Leaf |abels, and therefore |-PE3 forwards
BUM packets from CEL1 to E-PEL1L and E-PE2 with their correspondi ng
Inclusive Milticast |labels and without any Leaf | abel

When the packets arrive at the egress PEs, E-PEl and E-PE2 performa
source MAC lookup in their MAC-VRFs. Since CE1l’ s MAC is marked as a
Leaf MAC, E-PEl and E-PE2 can filter the packets correctly. For
exanple, E-PE2 forwards the traffic only to CE22 (root) and not to
CE21 (Il eaf).

7. Inter-Domain Option-B and PBB- EVPN

Provi der Backbone Bridgi ng EVPN [ RFC7623] is al so supported in Inter-
Domai n Option-B. The followi ng considerations apply:

*  PBB- EVPN does not have any of the issues described in Section 3.
This is due to the fact that PBB-EVPN nulti-hom ng procedures do
not rely on Ethernet A-D per ES or per EVI routes at all.

*  PBB- EVPN does not have any of the issues described in Section 6
either, for the sane reason. For E-Tree egress filtering of the
EVPN- encapsul at ed BUM packets (so that they are only forwarded to
| ocal Root Attachnent Circuits and not Leaf Attachment Circuits),
PBB- EVPN relies on the source B-MAC identification at the egress
PE. The procedures are not inpacted by the presence of a Border
Rout er between ingress and egress PEs.

* Also, this docunment assunes that the [I-D.ietf-bess-rfc7432bi s]
procedures to signal Flow Label, Control Wrd or Layer-2 MU, do
not apply to PBB-EVPN networks, hence there are no issues derived
fromthose conponents.

8. Security Considerations

The sol utions described here are nostly based on existing
specifications, and as such, this docunent inherits the security
consi derations detailed in each of the normative reference docunents.

In addition, this specification defines a new identifier for egress
PEs, conveyed by nmeans of the Egress PE ldentifier sub-TLV. This
identifier is used to uniquely identify the egress PE and to support
the procedures described in this docunent. Because the Egress PE
Identifier sub-TLV directly influences route correlation and
forwardi ng behavior, its integrity is critical. An attacker capable
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10.

11.

12.

of intercepting EVPN routes and nodi fying the Egress PE Identifier
sub- TLV coul d di srupt the procedures specified in this docunent. For
exanple, altering the identifier may result in incorrect route
association, msdirected traffic, failure of mass withdraw
procedures, or unintended traffic drops. Therefore, the nechani sns
used to distribute EVPN routes carrying the Egress PE Identifier sub-
TLV need to provi de adequate protection against route tanpering,
including the use of existing BGP security nechanisns and transport
protection where applicabl e.

| ANA Consi der ati ons

I ANA is requested to allocate a new Sub-TLV code point fromthe "BGP
Tunnel Encapsul ation Attribute Sub-TLVsS" registry under the "Border
Gat eway Protocol (BGP) Tunnel Encapsul ation” grouping. The value is
requested to be allocated fromthe 1-63 range, which requires

" St andards Action".

Val ue Descri ption Ref er ence

TBDxx Egress PE ldentifier [ Thi s docunent]
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Annex - The EVPN I nstance RD sol ution

For compl eteness, this section docunents an alternative solution for
correlating A-D per-ES routes with other EVPN routes that was

di scussed in earlier versions of this docunment. Although this is not
the solution specified in this docunment, it is included in this annex
because sone inpl enentati ons make use of it.

This solution is based on the E-PEs using the sane Route

Di stinguisher on A-D per ES routes and routes type 2 or 5. The A-D
per ES routes are normally advertised per <ES, EVI-set>, where an

EVI -set is a group of EVPN Instances, each represented by a different
route target included in the route. Because of this, the A-D per ES
route cannot use the Route Distinguisher of an existing VRF on the
PE, but instead requires a unique Route Distinguisher that is not
assigned to any EVPN Instance (instantiated in a VRF). However,
suppose each EVI-set is conposed of only a single EVI. 1In this case,
the A-D per ES routes are advertised per <ES, EVI>, resulting in a
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13.

13.

separate A-D per ES route for each EVPN Instance (or VRF). Under
this nmodel, the A-D per ES routes can now use the Route Distinguisher
assigned to the corresponding EVPN Instance (or VRF), which is the
sanme Route Distinguisher used by the Type 2 or Type 5 routes for that
EVI .

If that is the case, now the A-D per ES routes can use the Route

Di stingui sher assigned to the EVPN I nstance (or VRF), which is the
same one used by the routes type 2 or 5 for the EVI. Since A-D per
ES routes are - with this solution - advertised per <ES, EVI>, this
is really a "mass withdraw per EVI" solution, simlar to the one
described in Section 3.2 in terms of efficiency. However, the
advantage of this solution is that the A-D per ES routes are

REQUI RED, while A-D per EVI routes are OPTI ONAL
[1-D.ietf-bess-rfc7432bis] and nmay not be used in a given EVI.
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