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1. Introduction

Traditional encryption typically uses the |IPSec nethod, involving conplex IKE pro

tocol interactions. I1PSec primarily enploys the IKE (Internet Key Exchange) protocol to n

egotiate keys and SAs (Security Associations). IKE is divided into two phases. In Phase 1
of IKE, the two communicating

Qu, et al. Expi res Septenber, 2026 [ Page 2]
I nternet-Draft I Pv6 Quantum Key Negoti ation April 2026

parties exchange identity information and al gorithns supported with each other, u
se Diffie-Hellman (DH) for key exchange to generate a shared key, and establish a bidirec
tional |KE SA security channel, which includes encryption algorithms, verification algori

thms, lifetimes, etc., these will be provided to subsequent |KE Phase 2 negotiations. In
| KE Phase 2, based on the | KE SA established, |PSec paraneters are negotiated, such as ES
P/ AH, encryption/verification algorithnms, lifetimes, etc. The key material generated in P

hase 1 is used to derive the I PSec SA key, which is used for data protection.

Once the data streamto be protected by encryption is determ ned, each party in c
omuni cati on establishes a pair of inbound and outbound | PSec SAs for data encryption and
decryption. The data is encapsul ated using | PSec SA (either ESP or AH) and transmtted i
n the transport node or tunnel node configured. To ensure security, |IPSEC SAs need to be

updated regul arly based on the tinme or nunber of bytes of encrypted data set.

According to the principles of IKE, in the first phase of |IKE negotiation, a synm
etric key shared between the two conmunicating parties is generated using the Diffie-Hel
man public-key nechanism During the calculation of the symmetric key, the two comruni cat
ing parties pre-agree on two public paraneters: a large prine nunber p and a primtive ro
ot (generator) g from nodul o-p. Each party uses their private confidential random i nteger

a and b respectively to conpute public values A and B, and sends A and B to the other pa
rty through the network. The two comuni cating parties then calculate the shared key K ba
sed on the received A/B fromeach other. Based on this principle, the private values a, b

and the shared key K are never transmitted through the network. Therefore, in non-quantu



m conputing scenarios, even if an attacker intercepts p, g, A and B, it is difficult to
reverse-engineer a, b, or Kfromthis informati on because it requires solving the discret
e logarithm problem which is hard to achieve with traditional conputing but can be easi
y solved with quantum conputing. Thus, in |IPv6 applications, it is necessary to address t
he insecurity of the DH algorithmin generating symretric keys and also to provide encryp
tion comunication capabilities for future 10T and ot her |ightweight protocol termnals.
This is where quantum encryption conputing comes into play.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. I Pv6 Quantum Encryption Process
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In the scenario of | Pv6 data quantum encryption transmni ssion, Quantum Key Distrib
ution (QKD) networks can be used to generate symmetric keys. The |IPv6 transni ssion networ
k adopts the |1 Pv6 extension header to lightly synchronize and negoti ate keys between the
two parties of

encrypted communi cati on, thereby conpleting secure and reliable
encrypted conmuni cati on

I Pv6 transm ssion network and Quantum Key Distribution (QKD) network work in col
aboration. At network terminal devices A and B, correspondi ng quantum key server (QKS) ar
e respectively present to apply for and distribute keys. Network term nal devices and qua
ntum key servers ((@KSs) can have a one-to-one relationship or a nmany-to-one rel ationship,

as shown in Figure 1 bel ow

Terminal A -------- (IPv6 Network) ---------- Term nal B
| |
N R B
<Key application,distribution> <Key application,distribution>
I I
I I
QKS ---smemmmneo (QKD) ---=mmmmmmmmmnns QXS

Figure 1 1 Pv6 quantum key encryption transm ssion network
3. I Pv6 Key Acquisition and Managenent

An inmportant prerequisite for |1 Pv6 conmunication devices to conduct quantum encry
pted conmunication is to obtain quantum keys fromthe QKD network and effectively manage
the obtained keys. After |1Pv6 conmunication term nals acquire quantum keys, they perform
classification managenent and |ifecycl e nmanagenent of the quantum keys locally to neet th
e key requirenents for different authentication and encryption nmethods during comruni cati
on.

3.1. I Pv6 Quantum Key Acqui sition

The password application system APP on terminal confirnms the user’s identity with
the aut hentication and authorization center and applies for an identity credential from
t he quantum key server. Then, the APP obtains the quantum key based on the identity crede
ntial. The APPs on the sender and receiver can obtain quantum keys corresponding to the k
ey topic (Topic), sender QKS(Quantum Key Server) identifier, URl of the sender APP, rece
ver (XS identifier, and URI of the receiver APP. Keys can be obtained online or offline.

The 1 Pv6 network term nal and QKD network use multiple nethods to ensure security
when transmitting keys. First, the quantum key distribution system
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remai ns physically isolated fromthe user’s business system Second, when the enc
ryption application system (APP) connects to the quantum key server (QKS), HITPS (Wb-sty
le interface) or TLS/SSL (binary-style interface) is used to provide confidentiality and
integrity protection for data transmtted between them Third, when the APP is limted by
its own storage, conputing resources, etc., and cannot use HITPS or SSL to conmunicate
securely with the quantum key service system key data can be protected at the applicatio
n layer. That is, when the APP and the quantum key server transmt key data (quantum keys
or user keys), confidentiality and integrity protection of the key data are provided.

The term nal device obtaining quantum keys fromthe Quantum Key Distribution (QKD
) network, as well as the security guarantees for obtaining quantum keys, are outside the
scope of this docunent.

3.2. I Pv6 Quantum Key Managenent

After the APP on the I Pv6 comunication term nal obtains quantum keys from QKD, i
t is necessary to manage the keys in a reasonable and effective manner. At the sane tine,
to neet the requirenents of authentication and encryption, each quantum key al so needs t
o derive authentication keys and quantum keys.

3.2.1. Key Pool Structure and Storage

The quantum key pool is maintained by |IPv6 termi nal devices (or gateway d
evi ces), and each original quantum key record contai ns:

Table 1 Original Quantum Key Poo

| Index | KEYID | Oiginal Key | Key Status |

I ndex Key index number, which is the sequential index of
the key stored in the key pool. It takes natural numnbe
rs
1, 2, 3, etc., in order. A natural nunber sequence is

obt ai ned by calculating the KEYID in the key pool, and

the keys are arranged in ascending order of their
nat ural nunber sequence and stored sequentially in the

key pool. The Index is the sequential number of this
ordered storage.

KEYI D Uni que key identifier, with a length of 8-16 bytes. Th

KEYID is derived fromthe Quantum Key Ti cket (CKT),
which is provided by the QKD system The (KT contai ns

uni que attributes of the quantum key (such as generati
on

time, channel 1D, key length), ensuring that the KEYID
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is globally unique and unpredictabl e, thereby avoiding
the risk of key identifier |eakage.

Oiginal Key The original key generated by (KD, with a | ength of
16- 32 bhytes.

Key Status Idle (unused), Pending (negotiating), Active (bound and
in use).



Two subkeys are derived fromeach original quantum key (corresponding to
KEYI D) :

Aut hentication Key (AuthKey): Used for integrity verification of the AH e
xt ensi on header (e.g., HVAC SHA256).

Encryption Key (EncKey): Used for symretric encryption of the ESP extensi
on header (e.g., AES-256-GCM.

Term nal devices or gateway devices mmintain an association table. Throug
h the KEYID of the original key, the derived Aut hKey and EncKey can be directly queri ed,
as shown in the follow ng table:

Tabl e 2 Key Associ ation Rel ationship

e m m e e e e e e e e e e e e e e e e e e e e eeee e +

| KEYID | Oiginal Key | AuthKey | EncKey |

o m m e e e e e e e e e e e e e e e e e e e e mem e +

KEYI D 8-16 bytes. Unique Identifier for the Key generated
based on XT.

Original Key 16-32 bytes. Oiginal Key generated by QKD.
Aut hKey 16- 32 bytes. Derived Authentication Key.
EncKey 16- 32 bytes. Derived Encryption Key.

Al'l keys, including original keys, authentication keys, and encryption ke
ys, are stored in an encrypted form

The specific derivation nmethod of the keys is outside the scope of this d

ocunent .

3.2.2. Key Status Managenent

(1) The Key Status is Defined as Fol | ows:

a. Original Key Status:
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I dl e: Not assigned or not under negotiation, can be selected for use.
Pendi ng: Negoti ati on has been initiated but not confirned.

Active: Already bound to a conmmuni cation session (such as | Psec SA).

b. Derived Key Status:
I dl e: Derivation is conplete but not bound for use.
Active: Already bound to a specific protocol (such as AH or ESP).

Expi red: Exceeded |ifecycle or destroyed.

(2) Key Status Transition Rule:

The key state transition rules when using only the encryption key are as
follows in the table bel ow

Table 3 Key Status Transition Rule 1



i on keys are as
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| | Original Key | Derived | Derived

| Event | Status | Authentication | Encryption

| | | Key Status | Key Status

e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e m e mmm = =
| Key Cenerated | Idle (Initial) | Idle (Derived) | Idle (Derived)
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm - -
| Key Negoti ation,| Pending | Idle (Derived) | Idle (Derived)

| for Encryption |

e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e mmm = =
| Negotiation | Active | Idle (Derived) | Active

| Confirmed | | (Protocol Bound)
e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m e e mmm = =
| Used up or | Expired (Destroy)| Expired (Destroy)| Expired (Destroy),|
| Expired | | |

Fem e e e e e e e e mcmesmemsememmsmsmmemsmesmemesmemsmemmsmmsmsmmemsmesmeme-m-smemememsmmam—————=

The key state transition rules when using both authentication and encrypt

follows in the table bel ow
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Table 4 Key Status Transition Rule 2
| | Original Key | Derived | Derived
| Event | Status | Authentication | Encryption
| | | Key Status | Key Status
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm - -
| Key Cenerated | ldle (Initial) | Idle (Derived) | Idle (Derived)
e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e m e mmm = =
| Key Negoti ation,| Pending | Idle (Derived) | Idle (Derived)
| Aut hentication |
| and Encryption | | |
e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m e e mmm = =
| Negotiation | Active | Active | Active
| Confirned | | (Protocol Bound) | (Protocol Bound)
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm - -
| Used up or | Expired (Destroy)| Expired (Destroy)| Expired (Destroy))|
| Expired | | |
e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e mmm = =

(3) Key Status Update Mechani sm

After each negotiation or destruction operation, the term nal

device or g



at eway device updates the status field in the key associated rel ationship table. The rece
i ver synchronously updates the | ocal key pool status after confirmng the derived key sta
t us.

For exanple, when an IPv6 ternminal initiates a key negotiation, the origi
nal key status changes fromldle to Pending, and the derived key status is Idle. After th
e negotiation is confirmed, the original key status changes to Active, and the derived ke
y status changes to Active, indicating that the derived key has been bound to the IPv6 en
crypted conmuni cati on session. To enhance the security of encrypted conmunication, a one-t
ime pad is typically used. So once the key is used up or expires, the original key and de
rived keys are destroyed.

4. 1 Pv6 Key Synchroni zation Process
4.1. |1Pv6 Key Synchroni zation Process

I n quantum encryption systens, the two comruni cating parties in an | Pv6 network p
erform encrypted conmmuni cation after they obtain keys fromthe
Quantum Key Distribution (QKD) network. This process relies on the strict consi st
ency of the key status between the two communi cating parties. Al though the QKD network ca
n ensure that the keys sent to both parties are synchronized, the two parties still need
to performa synchronization before comunication. Especially in scenarios of nulti-point
mut ual comuni cati on, each comunicating party can only choose an idle key to
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initiate a key negotiation and proceed with the next step of encrypted transniss
on by synchroni zing their respective key usage situations. Wthout the synchronization st
ep, the follow ng i ssues may ari se:

I nconsi stent key status: Quantum keys generated by QKD devices typically have a
ifecycle (e.g., limted by a time w ndow or usage count). |If one party has already consum
ed the key while the other still considers it available, this will lead to encryption fa
lure or the risk of key reuse.

Key availability verification: QKD keys may becone invalid due to channel noi se,
fail ed eavesdroppi ng detection, or storage anonmlies. The synchroni zati on process can con
firmthe availability of keys, preventing the use of unreliable keys.

Resi stance to quantum conputing attacks: The unconditional security of KD keys r
equires themto be used for only one encryption. Synchronization ensures both parties str
ictly adhere to the "one-tinme pad’ principle, preventing key reuse.

After the | Pv6 comrunication term nal has obtai ned the key resource pool from QKD
, both comunicating parties need to synchroni ze the status of keys in each other’s loca
key pools. Both parties need to synchronize the three states of each key:

I dl e(val ue 00): Generated but not activated

Pendi ng(val ue 01): The key is being negotiated but not yet ready

Active(value 10): The key is currently being used for encrypted comunication

Bot h comuni cating parties need to generate a key status conparison table. In an
ewy initiated conmunication process, only keys where both parties are in the Idle state
can be used. Assunming the communicating parties are A and B, each has 10 keys obtained fr
om QKD in their respective key pools. A synchronization table is generated through status

synchroni zati on as foll ows:

Tabl e 5 Key Pool Status Synchronization

T N +
| Key | ndex | Key Status on Device A | Key Status on Device B |
o m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me - +
| 1 | Idle (00) | Pendi ng(01) |
. +
| 2 | Active (00) | I dl e (00) |
T NN +

| 3 | Pendi ng(01) | Idle (00) |



| 4-10 | I dl e (00) | I dl e (00)
. +
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According to the status in the key synchroni zation table, the first three keys st
atus between the two communicating parties are inconsistent. There are seven keys avail ab
le for use in this encryption communi cati on, which can be selected fromnunbers 4 to 10.
When negotiating key in the next phase, key number 4 can be prioritized as the negotiatio
n key in sequence.

The quantum key synchroni zati on process between the two comruni cation parties A a
nd Bis as follows:

participant A as Initiator
partici pant B as Responder

A->>B: REQ SYNC (A sends its key status to B by carrying a status bitnmap of keys
in the |ocal key pool)

B- >>A: ACK_AVAI LABLE (B sends its own key status bitmap to A after confirm ng the
key status of A has been received)

4.2. |1Pv6 Key Synchroni zati on Packet Encapsul ation

The synchroni zation of key status is perforned at both ends of |Pv6 encrypted com
muni cation. Key status information only needs to be processed by the destination node of
the packet, so IPv6 DOH (Destination Options Header) is used to carry key status infornmat
ion. If the packet is encapsulated with HBH (Hop-by-Hop Options Header) or RH (Routing He
ader), this DOH is encapsul ated after them According to the definition in RFC 8200, The
Destination Options header is identified by a Next Header value of 60 in the imrediately
precedi ng header and has the follow ng format:

B i aT T e e o S o S S S I T et sl o ST S S S S S S

| Next Header | Hdr Ext Len | |

B el I T R S il il ol siE I R SR S +

I I
Opt i ons

B T S i T s i i e e SEI S
Figure 2 | Pv6 DOH format

Next Header 8-bit selector. ldentifies the type of header
i medi ately followi ng the Destination Options
header .

Hdr Ext Len 8-bit unsigned integer. Length of the

Destination Options header in 8-octet units,
not including the first 8 octets.
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Opt i ons Variable-1ength field, of length such that the

conmpl ete Destination Options header is an
integer multiple of 8 octets long. Contains
one or nore TLV-encoded opti ons.

According to the definition in RFC 8200, the options in Destination Options hea
der (DOH) of |Pv6 extension header carry a variabl e nunber of "options" that are type-len
gth-value (TLV) encoded in the follow ng format:

ik ol I L S S T S T i I



| Option Type | Opt Data Len | Option Data
R i el S i S S e i i i e
Figure 3 IPv6 DOH Options TLV format

Option Type 8-bit identifier of the type of option.
Represents the quantum key message option,
recomrended val ue 0x50 (binary 0101 0000). The
hi ghest two bits "01' indicate 'discard the
packet if the processing | Pv6 node does not
recogni ze the Option Type', and third-highest-
order bit of the Option Type "0 indicates 'the
Option Data does not change en route’.

Opt Data Len 8-bit unsigned integer. Length of the Option
Data field of this option, in octets.

Option Data Variabl e-length field. Option-Type-specific
dat a.

Option Data is used to inplenent key status synchroni zati on. The encapsul ation fo
rmat of REQ SYNC and ACK AVAI LABLE nessages is as follows:

T i T S e e e o o i R S

| | &K Msg Type | Key Ofset |

i e e R e T o e i i i S SR SR S S

I I

X Status Bitmap

I I

i e e R e o o e i ol S N B S

Figure 4 | Pv6 Quantum Key Synchroni zati on Message Encapsul ati on

XK Msg Type 8-bit identifier of the type of QK nessage. Message
type specifying the quantum key, with defined
format:

0x00: Quantum Key Status Synchroni zati on Request
0x01: Quantum Key Status Synchronization

Response
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0x02: Quantum Key Negoti ati on Request
0x03: Quantum Key Negotiation Confirnmation
0x04- OXFF: Reserved

Key O f set Key offset, with a value range of 0-255. This is
used to specify which batch of keys in the key poo
the synchroni zed key belongs to. Wen there are a
| arge nunber of keys, it is inpossible to send the
status of all keys in a single nessage. Therefore,
keys need to be sent in batches, and this key of fset
is carried in the synchronization nessage. According
to the key generation speed and the frequency of
quant um key repl acenent every 10 seconds, the key
pool of both conmunication parties usually does not
exceed 1 nmillion keys. Each key requires 2 bits to
represent its status, so 100,000 keys require
200, 000 bits (25KB) to represent their statuses.
Usi ng DEFLATE conpressi on can reduce 25KB to
3, 000-5, 000 bytes, which neets the MIU requirenents
of an I Pv6 packet. Therefore, each synchronization
message can send the status of 100,000 keys for
grouped synchroni zati on. When the Offset in the
synchroni zati on message is to N, the batch of keys
sent this time starts from 10*N + 1.



X Status Bitmap Quantum Key Status Bitmap. The REQ SYNC nessage
carries the requester’s key status bitmap, and the
ACK_AVAI LABLE nmessage carries the responder’s key
status bit map.

The total length of the bitmap is determ ned by the nunber of keys in the key poo
|. Each key requires 2 bits to identify its status, so n keys need a 2*n bit length to re
present their statuses. Taking 10 keys as an exanple, the bitmap length for their key sta
tuses is 20 bits (10 keys * 2 bits per key). To nmamintain overall 8-byte alignhnment of the
DOH header, 4 bits need to be padded and set to O, resulting in a total bitmap | ength of
3 bytes (24 bits). The keys are arranged fromhigh to | ow bit positions, corresponding se
quentially to KEY1l through KEY10, with each group of 2 bits representing the status of on
e key:

00:1dle

01: Pendi ng

10: Acti ve

11: I nvalid or blank key
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Tabl e 6 Exanpl e of Key Pool Status Identifier
| index 1 kevip | Status on Device A | Status on Device Bl
T T kevioa T Teendingon 1 idie(oo) )
T ke T Tlaieony 1 pending(on) |
C s T ke ) Thetivero) 1 active(ioy 1
T 2 Tkeipe ) kending(oy | Pending(on) |
ST e e 1 Taeon 0 aecon
S T  Tkeioo 1 Tdeoy 1 Tldetony )
LT keine 1T Taeo T Tlatetony )
ST Tkenoe 1 Taeon 0 aecon
T T T Tkeinx 1 Taeoy T Tlatetony )
T T ey T Tdeon) 1 Tidleqony )
o m m m e e o e e e o e e e e e e e e e e e e e e e e e e e e e e e eem—— oo +

So the bitmap of 10 keys, fromhigh bit to low bit, corresponds to 1 to 10 of ind
ex, which is 01001001 00000000 0000. After padding to the required

nurmber of bits, it becomes 01001001 00000000 00000000, which converts to hexadec
mal as 0x49 0x00 0x00.

5. I Pv6 Key Negotiation Process

5.1. IPv6 Key Negotiation Process

Key synchroni zati on addresses the problem of sharing key status. To further deter
m ne the specific keys used by both comrunicating parties, key negotiation is still requi

red, with its core purpose is:

Key sel ection and bi nding: Both conmunicating parties may obtain nultiple keys fr
om QKD devices (e.g., keys generated in different time w ndows). The negotiation process



bi nds quantum keys with security paranmeters (such as SPlI, protocol configuration) in |IPv6
ext ensi on headers (e.g., AHESP) to form executabl e encryption rules.

Secure Session establishnment: The negotiati on process needs to bind the quantum k
ey with security paranmeters (SPlI, protocol configuration) in |IPv6 extension headers (such
as AH ESP), form ng executabl e encryption rules.
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Prevention of man-in-the-niddle interference: Key negotiation transmits key ident
ifiers (such as quantum key tickets QKT) through a secure channel (e.g., an encrypted cla
ssical signaling channel), ensuring that the key is not tanpered with or replaced by thir
d parties during use.

After the two parties in |IPv6 encrypted comruni cati on conpl ete quantum key synchr

oni zation and share a consistent key status table, specific encryption key negotiation is

performed through the | Pv6 packet extension header DOH. The negoti ati on needs to conpl et
e the foll owi ng steps:

1. Key Selection: The communi cati on sender dynanically selects a quantum key t hat
both parties are in the Idle state.

2. Key Binding: Bind the sel ected quantum key with the current communi cati on sess

The quantum key negotiation process between A and B is as foll ows:
a. Participant A as the sender
b. Participant B as the receiver
c. Sender A --> Receiver B: REQ NEGOTI ATE (carrying the I NDEX of the key that is
idle for both A and B)
alt KEYIDis valid
Receiver B --> Sender A: CONFI RM NEGOTI ATE (success)
else KEYIDis invalid
Receiver B --> Sender A: CONFI RM_NEGOTI ATE (failure + error code)
end

STQ ™o

Assum ng after quantum key synchroni zati on between A and B, the quantum key synch
roni zation status tables maintained by A and B are as follows. The sender A will select t
he key with ID 4 to initiate the key negotiation process with receiver B

Tabl e 7 Exanpl e of Quantum Key Synchroni zation Status

o m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me - +
| Key | ndex | Key Status on Device A | Key Status on Device |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meee e +
| 1 | Idle (00) | Pendi ng(01) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +
| 2 | Active (00) | I dl e (00) |
o m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me - +
| 3 | Pendi ng(01) | Idle (00) |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meee e +
| 4-10 | I dl e (00) | I dl e (00) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +

5.2. 1 Pv6 Key Negotiation Packet Encapsul ati on
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(1) REQ NEGOTI ATE Message

Key negotiation is performed at both ends of |Pv6 encrypted comruni cation

Key negotiation nmessages only need to be processed by the destinati on node of the packe

t, so IPv6 DOH (Destination Options Header) can be used to carry the negotiated key infor
mation. Additionally, if the packet is encapsul ated with HBH (Hop-by-Hop Opti ons Header)



or RH (Routing Header),

ns header (DOH) of

Qu, et al.

Internet-Draft

this DOH is encapsul ated after them

According to the definition in RFC 8200, the options in Destination Optio
| Pv6 extension header carry a variable nunmber of "options" that are ty
pe-1engt h-value (TLV) encoded in the follow ng fornmat:

ik ol I L S S T S T i I

| Option Type | Opt Data Len | Option Data

R i el S i S S e i i i e

Figure 5 IPv6 DOH Options TLV fornat

Option Type 8-bit identifier of the type of option.

Represents the quantum key message option,
recomrended val ue 0x50 (binary 0101 0000). The

hi ghest two bits "01' indicate 'discard the
packet if the processing | Pv6 node does not
recogni ze the Option Type', and third-highest-
order bit of the Option Type "0 indicates 'the

Option Data does not change en route’.

Opt Data Len 8-bit unsigned integer. Length of the Option
Data field of this option, in octets.

Option Data Vari able-length field. Option-Type-specific
dat a.

Option data is used to inplenent key negotiation. The encapsul ation fornma
t of the REQ _NEGOTI ATE nessage is as follows:

i S S T i S S e e i S S S S

| &K Msg Type | Reserved |

T T S i U S S SR R T ok T

Key I ndex (4 bytes) |

i e e R e o e e b i S I N S S
Auth Al g | Enc Al g | Ti mest anp |
B i s T T i i o S o T Ji I

Ti mest anp | Optional TLV Fields(Variable-Ien)|

i i i T i I S i e s o o i i
Figure 6 | Pv6 Quantum Key negoti ati on request Message Encapsul ation

XK Msg Type 8-bit identifier of the type of K nessage.
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0x00:
0x01:

0x02:
0x03:

Message type specifying the quantum key, with
defined format:
Quantum Key St atus Synchroni zati on Request
Quantum Key Status Synchroni zation

Response
Quant um Key Negoti ati on Request
Quantum Key Negotiation Confirmation

0x04- OxFF: Reserved

Reser ved 8-bit reserved field. The default value is zero

used for future alignment expansion.

Key | ndex 4-byte key index value. A globally unique

identifier used for quantum key authenti cati on.

Auth Al g 8-bit unsigned integer. Represents the

aut henti cation al gorithm
and the algorithmvalue is as foll ows:



on

Q,

0x01: Quant um Aut henti cati on Prot ocol
0x02: HVAC- SHA256
0x03: OTP based on quantum random nunbers

Enc Al g 8-bit unsigned integer. Represents the encrypti

algorithm and the algorithmvalue is as foll ow

0x01: AES- 256- GCM
0x02: Quantum saf e al gorithm Kyber-1024

Ti mest anp 4-byte UTC tinmestanp or nonotonically increasin

sequence nunber, used for anti-replay protectio

Optional TLV Fields Variable-length optional TLV field, using the
standard Type-Lengt h-Val ue structure, which
supports backward conpatibility:

i R i i S e e S R i i i R
TLV Type | Lengt h | Val ue

ik ol I L S S T S T i I
Figure 7 Type-Length-Value Structure
Future supported TLV types that can be expanded to incl ude:
0x01: Key Survival Time (4 bytes integer, unit: seconds)
0x02: Quant um random nunber seed (vari abl e | ength)

0x03: Quant um Channel D (8 bytes)

et al. Expi res Septenber, 2026 [ Page 16]

I nternet-Draft I Pv6 Quantum Key Negoti ation April 2026

(2) CONFI RM _NEGOTI ATE Message

The encapsul ation format of CONFI RM NEGOTI ATE packet is as follows:

i T s i o S i i S R I S I S S S M
| | &K Msg Type | St at us |
B T S i T s i i e e SEI S
| Ti mestanp ECHOQ( 4 byt es) |
R i T I e T S S e S TR S T e i I S e S e e e e o o
Figure 8 | Pv6 Quantum Key negoti ati on confirm Message Encapsul ation

XK Msg Type 8-bit, identifier of the type of QK message.
Message type specifying the quantum key, with
defined format:

0x00: Quantum Key Status Synchroni zati on Request
0x01: Quantum Key Status Synchroni zati on Response
0x02: Quantum Key Negoti ati on Request

0x03: Quantum Key Negotiation Confirmation

0x04- OXFF: Reserved

St at us 8-bit unsigned integer, It represents the.
speci fic quantum key negotiation result, wth
the foll owi ng val ues:

0x00: Success (Key has been bound)

0x01: Invalid KEYID (QKT does not exist)

0x02: The key status is not Ildle

0x03: HMAC verification fail

0x04: Tinmestanp expired (exceeded tinme w ndow)



Ti mest anp ECHO 4-byte. Return the tinmestanp in the REQ NEGOTI ATE
message as is, for anti-replay association.

After the | Pv6 conmmunication terninal obtains a quantumkey from QKD, an aut henti
cation key and an encryption key are derived based on the key using the sane algorithm T
herefore, during key negotiation, only the original quantum key KEYI D needs to be negotia
ted. Both parties find the correspondi ng authentication and encrypti on keys based on the
origi nal quantum key KEYID to perform encrypted comruni cation. The specific authenticatio
n and encryption encapsul ati on processing procedures are not within the scope of this pap
er.

6. | ANA Consi derati ons

In the IPv6 Destination Options Header (DOH), the allocation of Option Type follo
ws the unified managenent of | ANA (Internet Assigned Nunbers Authority). The following is
a conprehensive description of well-known used Option Types and the avail abl e range for

appl i cations.

Qu, et al. Expi res Sept enber, 2026 [ Page 17]
I nternet-Draft I Pv6 Quantum Key Negoti ation April 2026
Table 8 Option Types wel |l -known Used in DCOH
T T .. +
| Option Type | Narme | Pur pose Descri ption | Source

| (Hexadeci mal ) | | | Standard|
o o m o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mo oo +
| 0x00 | Padl | Fill 1-byte gap, | RFC 8200|

| | | Pur pose Description | |
T T TN +
| 0x01 | PadN | Fill N-byte (The Length | RFC 8200

| | | field specifies the length) | |
o o m o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mo oo +
| 0x04 | Tunnel | Tunnel encapsul ation infor- | RFC 2473

| | Encapsul ation| mation(such as |Pv6-in-1Pv6) | |
T T e +
| 0x05 | Rout er | Notify the router that special | RFC 2711]

| | Al ert | handling is required(e.g., RSVP) | |
o o m o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mo oo +
| 0x08 | CALI PSO | Network architecture with | RFC 5570

| | | support for nulti-Ievel | |
| | | security | abel s| | |

o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +
| 0xC9 | Home | Home Address used to identify | RFC 6275

| | Addr ess | nobile nodes in Mbile |Pv6 | |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meee—o o +
| 0x8B | Junbo | Support for ultra-Iarge payl oads| RFC 2675]|

| | | exceedi ng 65535 bytes (requires | |
| | | hop- by-hop opti on headers) | |

Not e: Sone Option types (such as Padl/ PadN) are shared basic types used by both D
H and t he Hop-by-Hop Options Header (HBH).

The nessage for synchroni zing and negotiating quantum keys in |IPv6 network requir
es an Option Type. According to the functional requirements of the message, the highest t
hree bits are set to 010, so Ox50 is applied to I ANA as the Option Type.

7. Security Considerations

| Pv6 quantum key communication itself is an inmportant nmeans of data security conm
uni cation. The technical solution described in this document can be regarded as an enhanc
enment of the security and reliability of data conmmunication based on quantum encryption t
echnol ogy.

The 1 Pv6 network term nal and the QKD network use nultiple nmethods to ensure secu
rity when transmtting keys, as described in the | Pv6 quantum key acqui sition



Qu, et al. Expi res Septenber, 2026 [ Page 18]
I nternet-Draft | Pv6 Quantum Key Negoti ation April 2026
8. References

8.1. Normative References

[ RFC8200] S. Deering, R Hinden " Internet Protocol, Version 6 (lIPv6) Specificati
on", STD 86, RFC 8200, DO 10.17487/RFC8200, July 2017, < https://ww.rfc-editor.org/info
[ rfc8200>.

8.2. Informative References

TBD

9. Acknow edgnent s

The authors gratefully acknow edge the many hel pful suggestions of the nenbers of

the XXX Worki ng Group, the End-to-End Protocols research group, and the Internet commun

ty

at large

The authors would like to thank the following for their valuable contributions of

this document:

Aut hors’ Addr esses

Q,
I nt

Jiew Qu

Pi peChi na

Emai | : quj w@i pechi na. com cn

Li ang Chen

Pi peChi na

Emai | : chenl i angl4@i pechi na. com cn

Ji andong Zhang
Chi na Acadeny of Information and Comuni cati ons Technol ogy

Emai | : zhangj i andong@ai ct. ac. cn

Zheng Wi

Pi peChi na

Emai | : wei zheng@i pechi na. com cn

Kun Xu

Pi peChi na

Emai | : xukun@i pechi na. com cn

et al. Expi res Septenber, 2026 [ Page 19]
ernet-Draft I Pv6 Quantum Key Negoti ation April 2026
Hao Tang

Chi na Acadeny of Information and Comuni cati ons Technol ogy

Emai | : tanghao@ai ct. ac. cn

Li Wang

Pi peChi na

Emai | : wangl i @i pechi na. com cn



Zi gi ng Vang
Pi peChi na

Emai | : wangzq30@i pechi na. com cn

Yuchen Ji ang
Pi peChi na

Enmai | : jiangyc02@i pechi na.com cn

Pei chun Yuan
Pi peChi na

Enmai | : yuanpc@i pechi na. com cn

Yuehao Quo
Pi peChi na

Emai | : guoyhO9@i pechi na. com cn

Q ushi Feng
Pi peChi na
Emai | : fenggs01@i pechi na. com cn
Qu, et al. Expi res Septenber, 2026 [ Page 20]

I nternet-Draft | Pv6 Quantum Key Negoti ation April 2026



