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Abst r act

Thi s docunent addresses inconsistencies observed in the handling of
the Recursion Desired (RD) flag in DNS queries by various DNS

resol ver inplenmentations, particularly when the RD flag is cleared
(set to 0). Such inconsistencies have been shown to be exploitable,

| eading to potent Denial of Service (DoS) anplification attacks.

Thi s docunent provides clear gui dance and recomrendati ons for DNS
resol ver (including forwardi ng and recursive resol vers) behavi or when
processing queries with different RD flag settings. The goal is to
enhance DNS security, nmitigate specific anmplification attack vectors,
and ensure nore predictable and robust DNS operations.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 January 2026
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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I ntroduction
1. The Recursion Desired (RD) Flag

The Domain Nane System (DNS) is a hierarchical and distributed nam ng
system for conputers, services, or other resources connected to the
Internet or a private network. DNS queries contain a one-bit field
known as the Recursion Desired (RD) flag. As defined in [ RFC1034]
and [ RFC1035], this flag directs the name server receiving the query:

* |f RDis set (1), and the queried nane server supports recursive
queries, it is directed to pursue the query recursively. That is,
the nane server should take responsibility for resolving the query
and returning the final answer.

* |f RDis cleared (0), and the nane server does not support
recursive queries, or recursion is not desired for this specific
query, the nanme server should return an answer based on its own
data (e.g., fromits cache or authoritative zones) wi thout
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1.

1.3.

2

contacting other nane servers. |If the name server does not have
the information locally, it should return a response indicating
that, which mght include referrals to other nane servers

Cbserved Vul nerabilities

Recent research, such as the "TsuKing" attack [XU2023], has

hi ghl i ghted that a significant nunber of DNS resol vers, including
open resolvers and forwardi ng devices, do not strictly adhere to the
i ntended semantics of the RD flag, particularly when it is cleared
(RD=0). Specific problenmatic behaviors include:

* Resolvers perforning recursive | ookups or forwarding queries
upstream even when the incom ng query has RD=0.

* DNS forwarders nodifying the RD flag, for exanple, by changing an
incomng RD=0 to RD=1 in the query forwarded upstream

These devi ations from standard behavior create vulnerabilities that
can be exploited for various purposes, nost notably for constructing
Deni al of Service (DoS) anplification attacks. |In such attacks, |ike
the DNSCHAI N and DNSLOOP variants described in [ XU2023], attackers

| everage these incorrect RD flag handling behaviors to coordinate
multiple resolvers into anplifying query traffic towards a victim
The vulnerability of perform ng recursion when RD=0 was identified as
a key factor (terned "V1" in [XU2023]) enabling these attacks. The
study al so noted that sone w dely-used DNS software and public DNS
servi ces exhibited these behaviors under certain configurations.

Pur pose of this Docunent
The purpose of this docunent is to:

* Reiterate and clarify the expected behavior of DNS resol vers
(including recursive resolvers and DNS forwarders) concerning the
RD f | ag.

* Provide explicit operational guidance to pronote consistent
i mpl ement ati on and depl oynent of RD flag handling.

* Mtigate the security risks associated with incorrect RD fl ag
processi ng, thereby reducing the attack surface for certain types
of DNS anplification attacks.

Thi s docunent ainms to update or clarify existing guidance in
[ RFC1034] and [ RFC1035] by providing nore explicit behaviora
requirenents for resolvers
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2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent uses the follow ng terns:

DNS Resol ver:
A programthat acts as a client to the DNS system issuing queries
and processing responses. Resolvers can be stub resol vers,
recursive resol vers, or forwarders

Recursi ve Resol ver:
A resolver that, upon receiving a query for which it does not have
an answer, will itself query other nane servers to find the
answer .

DNS For war der
A resolver that, upon receiving a query it cannot answer fromits
cache, forwards the query to a configured upstreamrecursive
resol ver.

St ub Resol ver:
A miniml resolver that relies on an upstreamrecursive resolver
to performthe bulk of the resolution work

Aut horitative Server:
A name server that holds the definitive data for a particul ar
zone.

Iterative Query:
A query node where a nanme server, if it does not have the answer,
returns a referral to other nane servers that are nore
authoritative for the queried nane. The querier then issues
queries to these referred servers.

Recursive Query:
A query node where the querier requests the nane server to perform
the full resolution process and return the final answer.

RD Fl ag:
The "Recursion Desired"” bit in the DNS query header
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3. Problem Description: Inconsistent RD Fl ag Handl i ng

The core issue addressed by this docunment is the inconsistent and
often incorrect handling of the RD flag by DNS resol vers, especially
when RD=0. This inconsistency deviates fromthe original intent of
the DNS protocol and introduces security vulnerabilities.

3.1. Recursive Behavior for RD=0 Queries

As highlighted in [ XU2023], a notabl e nunber of DNS resol vers,

i ncluding both recursive resolvers and forwarders, exhibit recursive
behavi or even when presented with a query where the RD flag is
cleared (RD=0). |Instead of responding solely fromlocal data (cache
or authoritative zones), these resolvers proceed to query other name
servers or forward the query upstream effectively ignoring the RD=0
directive. This behavior is problenmatic because:

* |t violates the expectation of the querying client, which nay have
cleared the RD flag specifically to prevent recursion (e.g., for
di agnostic purposes or to query a local cache).

* |t allows these resolvers to be unwillingly drafted into attack
architectures, as denonstrated by the DNSCHAI N and DNSLOOP att acks
[ XU2023], where chains or |oops of resolvers are forned by
exploiting this RD=0 recursion

3.2. RD Flag Mdification by Forwarders

Anot her probl emati c behavi or observed, particularly in some DNS
forwardi ng devices [ XU2023] (e.g., certain configurations of
RouterQS), is the nodification of the RD flag. Specifically, a
forwarder mght receive a query with RD=0, but when it forwards this
query to its upstreamrecursive resolver, it sets the RDflag to 1.
This action fundanentally changes the nature of the query as

percei ved by the upstreamresol ver and contributes to the

vul nerabilities described above. |t forces recursion where none was
requested by the original querier

4. Recommended Behavi or for RD Fl ag Processing
4.1. Ceneral Principles

Al'l DNS resolvers (recursive resolvers, forwarders, and stub

resol vers that mght inplenment caching or forwarding |ogic) MJST
inspect the RD flag in incomng queries. The decision to perform
recursion, forward a query, or performiterative queries MJIST be

i nfluenced by the state of the RD flag in the incomng query and the
resol ver’s configured role and policy.
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4. 2.

Queries with RD=1 (Recursion Desired)

Thi s section describes behavior for queries where the RD flag is set
(RD-1) .

*

4. 3.

Recursive Resolvers: If a resolver is configured to provide
recursive service and receives a query with RD=1, it SHOULD
attenpt to resolve the query fully. This typically involves
performng iterative queries to authoritative name servers as
needed, or consulting its cache. |If the resolver is not
configured to provide recursive service to the querier, or if a

| ocal policy prevents recursion for the specific query or querier,
it MAY return a response w th RCODE=REFUSED.

DNS Forwarders: If a DNS forwarder receives a query with RD=1 that
it cannot answer fromits | ocal cache, it SHOULD forward the query
to one of its configured upstreamrecursive resolvers. The
forwarded query MUST al so have the RD flag set to 1.

Authoritative Servers: An authoritative server receiving a query
with RD=1 MAY ignore the RD flag and respond based on its
authoritative data for the zone. It is not obligated to perform
recursion. |If it is not authoritative for the queried nane and
does not support recursion, it typically returns a referral or an
error.

Queries with RD=0 (Recursion Not Desired)

Thi s section describes the REQU RED behavi or for queries where the RD
flag is cleared (RD=0). This is the critical area for nitigating the
vul nerabilities discussed.

4. 3.

Recur si ve Resol vers

When a recursive resolver (i.e., a resolver configured and capabl e of
performng recursion, but not acting as a sinple forwarder for this
specific query) receives a query w th RD=0:

1.

The resol ver MJST attenpt to answer the query using only locally
available information. Locally available information includes:

* |ts cache.

* Local zone data if the resolver is also authoritative for the
queried name or has been configured with | ocal zone data.
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2. The resolver MUST NOT forward the query to other recursive
resolvers (unless it is acting as a designated forwarder as per
Section 4.3.2, and even then, specific rules apply).

3. The resolver MJUST NOT performiterative queries to external
authoritative name servers for this query.

4. 1If the answer is not available fromlocally available
i nformation:

* |f the nanme is known to not exist (e.g., froma cached
NXDOVAI N or a negative cache entry conpliant with [ RFC2308]),
the resol ver SHOULD return a response w th RCODE=NXDOVAI N.

* (Otherw se, the resolver SHOULD return a response w th RCODE=0
(NoError) and an enpty answer section.

* Under certain policy conditions, it MAY return RCODE=REFUSED.
The intent is that an RD=0 query to a recursive resolver probes its
| ocal know edge wi t hout causing external network activity for
resol ution.
4.3.2. DNS Forwarders

When a DNS forwarder receives a query wth RD=0:

1. The forwarder SHOULD first attenpt to answer the query fromits

| ocal cache, if one exists and is consulted. |If a satisfactory
answer is found in the cache, it SHOULD be returned to the
queri er.

2. If the query cannot be answered fromits |ocal cache:

*  The forwarder MJUST NOT forward the query to its configured
upstreamrecursive resolver(s) with the RD flag set to 1.
This directly addresses the probl ematic behavi or of sone
forwarders nodifying the RD flag fromO to 1.

* |deally, a forwarder receiving an RD=0 query that msses its
cache SHOULD behave |ike a recursive resolver as described in
Section 4.3.1 (i.e., return an answer based purely on its
| ocal state, typically an enpty NoError response or NXDOVAI N
i f known, and not forward the query at all). This is the
RECOMVENDED behavi or .
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* |f, due to a specific and explicit local configuration policy
(e.g., a transparent proxying setup where the forwarder’s role
is strictly to pass queries to a specific upstream w thout
| ocal resolution capabilities beyond caching), a forwarder
*does* forward a query that it originally received w th RD=0,
the forwarded query sent to the upstreamresol ver MJUST al so
have the RD flag set to 0. The forwarder MJST NOT change the
RD flag fromO to 1.

The primary goal for forwarders handling RD=0 queries is to prevent
themfrominitiating or propagating recursion that was not requested
by the original querier

4,.3.3. Authoritative Servers

Aut horitative nane servers typically answer queries based on their
zone data, regardless of the RD flag's setting. An authoritative
server receiving a query with RD=0 SHOULD respond with data fromits
authoritative zones if the queried nane falls within them It MY
ignore the RD=0 flag in the sense that its primary function is to
provide authoritative answers, not to performrecursion. |If it is
not authoritative for the queried nane, it should respond as it
normal ly would (e.g., with a referral or an error |ike NXDOVAIN if
the domai n exists but the name does not).

5. Security Considerations

The recomendations in this docunent are crucial for mtigating
certain DNS-based anplification attacks, such as those described in

[ XU2023] (DNSCHAI N and DNSLOOP). Strict adherence to the specified
handl i ng of RD=0 queries by recursive resolvers and forwarders breaks
the chains or |oops that these attacks rely on, as resolvers will no
| onger perform or request recursion when explicitly told not to.

Incorrect handling of the RD=0 flag, specifically:

* Recursive resolvers performng iterative queries or forwarding
when RD=0.

* Forwarders forwardi ng RD=0 queries as RD=1 queri es.
can lead to resolvers being unwillingly co-opted into distributed
anplification attacks. By followi ng the normative requirenents in

Section 4.3, inplementers and operators can significantly reduce the
attack surface of the DNS infrastructure related to these vectors.
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7.

7.

7.

Failure to inplenment negative caching ([ RFC2308]) appropriately can
exacerbate i ssues when RD=0 queries are m shandl ed, as resolvers

m ght repeatedly attenpt to resol ve unresol vabl e nanes. Wile not
directly about RD flag handling, robust negative caching is a

conpl enentary nechani smfor overall DNS health and can indirectly
limt the inpact of some m sbehaviors. The TsuKing paper [XU2023]
al so identified "no negative caching" (V2) as a contributing factor
in the effectiveness of their attacks.

Qperators of DNS resol vers should ensure their software is conpliant
with the behaviors described herein and configure their resolvers
according to these best practices.
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