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Abst ract

The Domai n Name System (DNS) relies on caching to function
efficiently. However, DNS cache poi soning remains a significant
threat. The "bailiwick” rule is a fundanental security mechani sm

i ntended to prevent resolvers fromcaching out-of-bailiw ck data sent
by malicious or misconfigured authoritative servers. Current DNS

st andards provi de high-1evel guidance on bailiw ck checking but |ack
specific algorithnmic definitions, |eading to inconsistent

i mpl ement ati ons across different DNS software. These inconsistencies
can be exploited, particularly in DNS servers that operate in
mul ti pl e nodes, such as Conditional DNS Servers (CDNS), which nay act
as both recursive resolvers and forwarders and often share a common
cache.

Thi s docunent specifies enhanced and nore precise rules for bailiw ck
checking in DNS resol vers, including those operating as forwarders or
CDNS. The goal is to provide clearer guidelines for inplenenters,
reduce the attack surface for cache poisoning, and inprove the
overall security and robustness of the DNS infrastructure. The
recommendati ons herein are informed by recent research highlighting
vul nerabilities in existing bailiw ck inplenentations.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.1. Motivation

Bailiw ck checking is a critical defense nechanismin the DNS
designed to ensure that a DNS server only accepts and caches data for
whi ch the responding server is authoritative. As defined in

[ RFC1034] and [RFC1035], authoritative nameservers should not return
data for zones they do not nanage. Resolvers are expected to enforce
this by discarding "unsolicited" or out-of-bailiw ck data.

However, the precise algorithns for bailiw ck checking are not
rigorously defined in existing standards, |eading to diverse
interpretations and inplenentations by DNS software vendors. Recent
research, such as "The Mgi not Line: Attacking the Boundary of DNS
Caching Protection" [ MAG NOTDNS], has exposed vul nerabilities
stemmi ng fromthese inconsistencies. These vulnerabilities can allow
attackers to inject malicious records into a resolver’s cache,
potentially hijacking entire DNS zones, including Top-Level Donains
(TLDs).

Condi tional DNS Servers (CDNS), which conbi ne recursive resol ver and
forwarder functionalities and often share a gl obal cache, present a
particul ar chall enge. Waknesses in the bailiw ck checks of one nobde
(e.g., forwarding) can be exploited to poison the cache used by

anot her, nore secure node (e.g., recursive resolution).

Thi s docunent aims to address these issues by providing nore explicit
and robust rules for bailiw ck checking. The goal is to foster nore
consi stent and secure inplenentations across DNS resol ver software,
thereby strengthening the overall resilience of the DNS ecosystem
agai nst cache poi soni ng attacks.

1.2. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

1.3. Term nol ogy
Thi s docunent uses standard DNS term nol ogy as defined in [ RFC1034],
[ RFC1035], and [RFC8499]. The following terns are central to this
docunent :

Bai |l i wi ck:
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The scope of authority a naneserver has. Data is considered "in-
bailiwick" if it pertains to the zone(s) for which the responding
naneserver is authoritative in the context of the original query.

Qut - of - Bai | i wi ck:
Data that is not within the bailiw ck of the responding
nameserver.

Q NAME:
The domain nanme in the question section of the current query being
processed by the resol ver.

Q TYPE:
The type of the resource record (RR) in the question section of
the current query.

Q ZONE:
The cl osest ancestor zone for which the resolver has (or believes
it has) authoritative nameserver information relevant to Q NAME
This zone defines the current bailiw ck against which i ncom ng
response records are checked. The determination of QZONE is
critical and is further detailed in Section 3.2.

RR (Resource Record):
A single record in a DNS response. RR NAME is the owner nane of
the resource record. RR TYPE is the type of the resource record.
RR. DATA is the data content of the resource record.

CDNS (Conditional DNS Server):
A DNS server configured to act as both a recursive resolver and a
forwarder simultaneously, often directing queries to different
upstream servers or resolving themdifferently based on the
queried domain nane. CDNS inplenentations typically use distinct
sets of zones:

$Z_R$ (Recursive DNS Zones): The set of domain nanmes for which the
CDNS is configured to performrecursive resol ution.

$Z_F$ (Forwardi ng DNS Zones): The set of donmin names for which
the CDNS is configured to forward queries to specific upstream
f or war der s.

De

egati on:

The process by which a naneserver for a parent zone indicates the
aut horitative nameservers for a child zone, typically via NS
records.

Ref erral :
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A DNS response from a naneserver that does not have the
authoritative answer for a query but provides NS records (and
potentially glue records) pointing to nanmeservers that are
authoritative for a zone closer to the Q NAVE

Sanitize Records
The process of examining each RRin a DNS response to deternine if
it is in-bailiwi ck and should be processed and potentially cached.

2. Background: Bailiw ck Checking and its Chall enges
2.1. Current Understanding of Bailiw ck

The concept of bailiwick is fundanental to DNS security. [RFCL034]
states that naneservers should not add RRs to the additional section
unless they are "closely related to an RRin the answer or authority
sections". Mirre generally, data returned by a nameserver shoul d be
within the scope of the zones for which it holds authority, relative
to the query that was made. Resolvers are expected to discard data
that violates this principle [ RFC2181].

The primary goal of bailiw ck checking is to prevent a nalicious
naneserver authoritative for exanple.comfromproviding (and a
resol ver from caching) records for other-exanple.net, or worse, for
TLDs or the root zone.

2.2. (Qbserved I nplenentation Inconsistencies

Despite the long-standing principle of bailiwick, its inplenentation
varies. The [ MAG NOTDNS] study highlights several critical areas of
i nconsi stency and vul nerability:

1. QZONE Initialization: In forwarding node, sonme DNS software
initializes QZONE to overly broad zones (e.g., the root zone
".") or an ancestor of Q NAME that is too high in the DNS
hi erarchy. This effectively weakens or nullifies bailiw ck
checks for records in the authority and additional sections, as
al most any record woul d appear to be "in-bailiwick"” relative to
the root. This is referred to as V1 in [ MAG NOTDNS] .

2. CNAME Chasing Logic: Flaws in how bailiw ck context is maintained
or re-evaluated during CNAME chasing can lead to vulnerabilities
where a resolver is tricked into accepting out-of- bailiw ck data
for the CNAME target. This is referred to as V2 in [ MAG NOTDNS]
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3.

3.

3. Shared Cache in CDNS: Wen recursive and forwarding nodes in a
CDNS share a gl obal cache, data cached via the potentially weaker
bailiw ck checks of the forwarding node can pollute the cache for
the recursive node

These inconsi stenci es underscore the need for nore precise normative
gui dance

3. Conditional DNS Servers (CDNS)

1.

CDNS are increasingly common in enterprise networks and | SP
infrastructure. They offer flexible query routing, allow ng

organi zations to resolve internal domains locally while forwarding
external domains to public resolvers, or to inplenment split-horizon
DNS, content delivery optim zations, or security policies.

The dual nature of CDNS, coupled with shared cachi ng, nmakes them a
prinme target if bailiw ck checks are inconsistent between nodes. An
attacker might exploit a vulnerability in the forwarding path’s
bailiwick logic to inject malicious data that subsequently affects
recursive resolution for other clients or other domains.

Nor mati ve Requirenents for Bailiw ck Checking
General Principles

The foll owi ng general principles MIST be applied by DNS resol vers
when processi ng responses and consi dering records for caching:

GPl:
A resol ver MJUST NOT cache any RR froma response if that RRis
determned to be out-of-bailiw ck according to the rules specified
in this docunent.

GP2:
The bailiw ck checks applied to data received in forwardi ng node
MJST be at | east as stringent as those applied in recursive
resolution node if the forwarded data can be stored in a cache
that is also accessible by the recursive resolution process.

GP3:
The Q ZONE for a query is established at the tinme the query is
sent and is used to validate the response. It represents the zone
for which the queried upstream server is considered authoritative
in the context of the current Q NAME
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3.2. Determining the Query Zone (Q ZONE)

The correct deternmination of Q ZONE is paramount for effective
bai | i wi ck checki ng.

3.2.1. Recursive Resolution Mde

When a resolver is performng recursive resolution and is about to
send a query for QNAME to a set of selected authoritative
nameservers:

RRML:
Q ZONE MUST be set to the nane of the zone for which the sel ected
upstream nanmeservers are authoritative. This is typically the
cl osest ancestor of Q NAME (or Q NAME itself) for which the
resol ver has NS records in its cache, or the root zone (".") if no
closer NS records are avail abl e.

3.2.2. Forwardi ng Mde

VWhen a resolver is configured to forward queries for domains within a
specific forwarding zone ($Z_F$) to a designated set of upstream
f or war der s:

FML:
If the QNAME falls within a configured forwardi ng zone $Z F$
(e.g., QNAME is host.internal.exanple.comand $Z F$ is
i nternal . exanpl e.com, then Q ZONE for the query sent to the
upstream forwarder SHOULD be set to that $Z F$
(i nternal.exanpl e.cony.

FMR:
If the resolver is acting as a general - purpose forwarder (e.g.,
forwarding all queries for which it is not authoritative itself)
and is configured to forward to a specific recursive resol ver
(e.g., a public DNS service), Q ZONE SHOULD be consi dered the root
zone ("."). However, if this forwarder caches responses and that
cache is shared with a recursive resolution conponent (as in a
CDNS), this broad Q ZONE definition is insufficient. See
Section 4 for CDNS-specific rules.

FMB:

Qu & Li Expi res 20 January 2026 [ Page 7]



I nternet-Draft Enhanced Bai |l i wi ck Checki ng July 2025

A resolver in forwarding node, especially if part of a CDNS that
shares its cache with a recursive component, MJST NOT initialize
Q ZONE to the root zone (".") or an overly broad ancestor if a
nmore specific zone context (like a configured $Z F$) is avail able
for QNAME. Relying on an upstreamrecursive resolver to perform
all bailiw ck checks is NOT SUFFICIENT if the forwarding resol ver
itself caches the results in a shared cache.

F\4.
If a forwarder forwards to an authoritative server directly (not a
recursive resolver), Q ZONE MJIST be the zone for which that
authoritative server is believed to be authoritative for Q NAME

3.3. Sanitizing Records in a Response
Upon receiving a response (R) to a query (Q, each RRin the answer,
authority, and additional sections of R MJUST be checked agai nst
Q ZONE.

3.3.1. Answer Section

AS1:
For an RRin the answer section to be considered in-bailiw ck:

a. RR NAME MJST be equal to Q NAME (or an alias of Q NAME if
CNAMES/ DNAMEs are invol ved, see Section 3.4).

b. RR TYPE MUST be equal to Q TYPE (unless Q TYPE is ANY or
CNAME/ DNAME processing is occurring).

c. |If RRTYPE is CNAME or DNAME, specific CNAME/ DNAME processing
rules apply (see Section 3.4 and [ RFC6672]).

AS2:
Records in the answer section that do not nmeet these criteria MJST
be di scarded and NOT cached, unless they are part of a valid
CNAME/ DNAME chain | eading to the Q NAME.

3.3.2. Authority Section

The authority section typically contains NS records for del egations
or SOA records for negative answers.

Aut hS1:

For an NS record in the authority section (RRTYPE is NS) to be
consi dered in-bailiw ck:
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3.

3.

a. RR NAME (the zone being del egated) MJST be a sub-domain of
Q ZONE, or QZONE itself. (e.g., if QZONE is "exanple.cont,
RR. NAME can be "sub. exanpl e. com’ or "exanpl e.cont).

b. Q NAME MJST be a sub-domain of RR NAME, or RR NAME itself.
(e.g., if RR NAME is "sub. exanple.conl, Q NAME can be
"host . sub. exanpl e. comt' or "sub. exanpl e.con').

c. An NS record for QZONE itself (RR NAME equals Q ZONE) is
consi dered in-bailiw ck.

d. NS records for zones that are not superdomains of or equal t

25

(o]

Q NAME are generally out-of-bailiwick for positive responses, but

may be relevant for referrals if they are closer to Q NAME than
Q ZONE.

Aut hS2:
More precisely, for an NS record (RR NAVE, RR DATA points to
NSDNAME) in the authority section of a response froma server

authoritative for Q ZONE, where the query was for Q NAME: The NS

record is in-bailiwick if RR NAME is an ancestor of Q NAME (or
Q NAME itself) and RR NAME is a descendant of Q ZONE (or Q ZONE
itself). Exanple: Q NAME = www. sub. exanpl e.com Q ZONE =
exanmple.com An NS record for sub.exanple.comis in-bailiw ck.
An NS record for exanple.comis in-bailiwick. An NS record for
comis NOT in-bailiwick if provided by the exanple.com server.

Aut hS3:
For an SOA record in the authority section (typically for negati
answers or NXDOMAIN), RR NAME MJUST be a superdonmi n of or equal
Q NAME, and al so a subdomain of or equal to Q ZONE

Aut h$4:
Records in the authority section that do not neet these criteria
MUST be di scarded and NOT cached. This prevents the Vi
vul nerability where a response for attacker.com (Q NAME) with
Q ZONE set to . could inject an NS record for com into the
authority section.

3. Additional Section
The additional section typically contains address records (A AAAA)
for naneservers listed in the authority or answer sections (glue

records), or other records deened hel pful by the authoritative
server.

AddS1:
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For an RRin the additional section to be considered in-
bail i w ck:

a. It MIST be "closely related" to an RRthat is itself in-
bailiwick in the answer or authority sections. "C osely rel ated"
typically means RR NAME is the RDATA of an in- bailiwick NS record
(glue for a naneserver nane) or an in- bailiwick MK or SRV record.

b. Specifically for glue records (A AAAA for an NSDNAME appeari ng
in an in-bailiwick NS record’ s RDATA): RR NAME (the naneserver’s
nane) MJUST be within the zone being del egated by that NS record
(i.e., a sub-domain of or equal to the owner nane of the NS
record) or within Q ZONE. due for out-of-zone nanmeservers is
perm ssible but the address records thenselves are only
authoritative if they are also within Q ZONE. Non-authoritative
glue may be cached but should be treated with | ower trust

[ RFC2181] .

AddS2:
Records in the additional section that are not closely related to
in-bailiw ck records in other sections, or whose RR NAME is not
justified by Q ZONE or a valid del egation, MJST be discarded and
NOT cached.

3.4. CNAME Chasing

VWhen a resolver receives a CNAME (or DNAME) record in response to a
query for Q NAME:

CN1:
The CNAME/ DNAME record itself MJST be validated as per
Section 3.3.1. (i.e., RR NAME nust match Q NAME).

CN2:
The resolver then initiates a new query for the canonical nane
(the target of the CNAME/DNAME). The Q ZONE for this new query
MUST be deterni ned based on the new Q NAME (the canoni cal nane) as
per rules in Section 3.2.1. It MJST NOT sinply inherit the Q ZONE
of the original query if the canonical name falls into a different
bai | i wi ck context.

CNS:
Resol vers MJST validate the entire CNAME chain. Each CNAME in the
chain nust point to a nane for which the subsequent CNAME or the
final answer is in-bailiwick with respect to the Q ZONE
established for that specific |ookup in the chain. This prevents
exploitation of CNAMEs to inject unrelated data (addressing V2
from[ MAG NOTDNS] ) .
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4. Bailiw ck Checking in Conditional DNS Servers (CDNS)
4.1. Cache Interaction and Integrity

CDNS often use a shared gl obal cache for records obtained via both
recursive resolution and forwarding. This presents a significant
risk if bailiwi ck checks for forwarded data are weaker.

CDNS1:
If a CDNS shares a cache between its recursive resol ver conponent
and its forwardi ng conmponent, any RR considered for caching froma
forwarded response MJUST undergo bailiw ck checks that are at |east
as stringent as those defined for recursive resolution node
(Section 3.2.1 and Section 3.3).

CDNS2:
Specifically, when a response is received froman upstream
forwarder, and Q NAME was part of a $Z F$:

a. Q ZONE for validating this response MJUST NOT be assuned to be
"." by default if the cache is shared.

b. Q ZONE SHOULD be determ ned based on the specific $Z F$ that
Q NAME natched, or based on know edge of the upstream forwarder’s
authoritative scope if the forwarder is not a full recursive
resol ver itself.

c. |If the upstreamforwarder is a recursive resolver, the CDNS
MAY rely on the upstreamresolver’s bailiw ck checks ONLY I F the
CDNS itself does not cache the response or if its caching is
strictly partitioned fromthe recursive resolver’s cache. |If
cached in a shared manner, the CDNS MJST re-validate.

CDNS3:
To prevent the V1 vulnerability in CDNS, if QNAME is in $Z F$ and
Q ZONE is determined (e.g., as $Z F$ itself or an ancestor),
records in the authority and additional sections of the response
fromthe forwarder MJUST be validated against this Q ZONE as per
Section 3.3.2 and Section 3.3.3. For exanple, if $Z F$ is
corp. exanpl e.com and a query for printer.corp.exanple.comis
forwarded, the response MUST NOT be all owed to cache an NS record
for .comin the authority section if Q ZONE was effectively
cor p. exanpl e. com
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4.2. Forwarding Fall back Considerations

Sone CDNS i npl enent a fall back nmechani smwhere if a forwarded query
fails (e.g., timeout), the CDNS nmight attenpt to resolve it
recursively.

CDNS4:
If a query originally intended for forwarding (in $Z F$) falls
back to recursive resolution, the recursive resol ution process
MUST determine its Q ZONE and apply bailiw ck checks
i ndependently, as per Section 3.2.1 and Section 3.3. It MJST NOT
carry over any relaxed bailiw ck assunptions fromthe fail ed
forwardi ng attenpt.

5. Security Considerations

The enhanced bailiw ck checking rules specified in this docunent are
intended to mtigate several DNS cache poisoning attack vectors,
particularly those identified in [ MAG NOTDNS] that exploit

anbi guities or weaknesses in current bailiw ck inplenmentations.

By requiring a nore precise determ nation of Q ZONE, especially in
forwardi ng node and within CDNS, these rules nake it harder for an
attacker to inject out-of-bailiwick NS records for parent zones (like
TLDs) or unrelated zones. Stricter validation of authority and

addi tional section records based on a correctly scoped Q ZONE i s key.

Proper CNAME chain validation with appropriate Q ZONE adj ustnents at
each step hel ps prevent attacks that | everage CNAMES to introduce
mal i ci ous data for the canonical target.

For CDNS, ensuring that data entering a shared cache from forwarding
operations is subject to rigorous bailiw ck checks equivalent to
those in recursive node is crucial to prevent cross-npde cache

pol I ution.

Wil e these nmeasures significantly inprove resilience against certain
cache poi soning techni ques, they do not replace the need for DNSSEC
([ RFC4033], [ RFC4034], [RFC4035]). DNSSEC provides cryptographic
assurance of data origin and integrity and remains the nost robust
def ense agai nst cache poisoning. The rules in this docunent provide
defense-in-depth and are particularly inportant for zones that are
not DNSSEC-signed or for resolvers that do not validate DNSSEC

si gnat ur es.
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I mpl enent ati on of these stricter rules nmay cause sonme currently
accepted (but technically out-of-bailiw ck) data from m sconfi gured
authoritative servers to be rejected. This is generally desirable
for security but operators should be aware of potential conpatibility
i ssues with non-conpliant servers during rollout.

6. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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