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Abstract

Thi s docunent defines a standard profile for Traffic Origin

Aut hori zations (TOAs), a Cryptographic Message Syntax (CMS) protected
content type for use with the Resource Public Key Infrastructure
(RPKI). A TOA is a digitally signed object that provides a means of
verifying that an | P address bl ock hol der has authorized an

Aut ononobus System (AS) to originate traffic using source |P addresses
within the address bl ock.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 8174 [ RFC8174].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 May 2026.
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1.

I nt roducti on

Source Address Validation (SAV) ains to detect and discard data
packets that use a spoofed source |IP address. The fundanenta

concept of the current practice is directionality: for data packets
using a given source |P address, only those comng froma specific
direction are considered legitimte. BCP84 [RFC8704] introduces a
more structured direction-based logic, i.e., identifying the incom ng
directions for traffic of a given source AS and determ ning the
source prefix space that the AS is authorized to use

To support such validation, a nechanismis needed to allow entities
to verify that an AS has been authorized to originate traffic using
one or nmore prefixes as the source |IP address. One of the main
challenges is that the current infrastructure for validating the
right to originate traffic with a given source address has so far
been built alnpost entirely on top of mechani snms designed to validate
the right to originate routing information for destination-based
routing. In nost cases, where the two use cases overlap, this
approach works reasonably well. However, when the traffic origin
diverges fromthe route origin, anmbiguity and m salignment arise
bet ween the intended use case and the nechani sns bei ng appli ed.

The purpose of a Traffic Oigin Authorization (TOA) is to explicitly
authorize an ASto originate traffic using a given prefix as a source
address, even when that AS is not authorized to originate any BGP
routes to that prefix. A TOA provides a clear separation between the
authorization to originate routing information and the authorization
to originate data traffic.

This distinction is particularly inportant in scenarios where traffic
is unidirectional and there is no need to attract return traffic via
route announcenents, or where the return traffic is intentionally
directed to another |ocation. Exanples include Content Delivery

Net wor ks (CDNs) using Direct Server Return (DSR) (see
[I-D.ietf-savnet-inter-domai n-problemstatenent]), |IP multicast, and
traffic sourced with internal -use prefixes

The TOA nmakes use of the tenplate for RPKI digitally signed object

[ RFC6488], which defines a Cryptographic Message Syntax (CMS) w apper
[ RFC5652] for a generic validation procedure for RPKI signed objects.
Therefore, to conplete the specification of the TOA (see Section 4 of
[ RFC6488]), this document defines:

* The ODthat identifies the signed object as being a TOA. (This
O D appears within the eContent Type in the encapContentlnfo object
as well as the content-type signed attribute in the signerinfo
obj ect.)
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* The ASN. 1 syntax for the TOA eContent. (This is the payload that
specifies the ASes being authorized to originate traffic as well
as the prefixes that the ASes may use as the source | P address.)
The TOA eContent is ASN. 1 encoded using the D stingui shed Encodi ng
Rul es (DER) [ X. 690].

* Additional steps required to validate TOAs (in addition to the
val idation steps specified in [ RFC6488]).

The content of a TOA identifies a |list of one or nore ASes that have
been aut horized by the I P address block holder to originate traffic
and a list of one or nore | P address prefixes within the address

bl ock that will be used as the source IP address. The |IP address

bl ock hol der can register one or nore TOAs to authorize which ASes
can originate traffic using specific prefixes within the block as the
source | P address. By registering TOAs, |P address bl ock hol ders can
prevent their source | P addresses from being forged by unauthorized
ASes, while allowing legitinmte but non-announcing ASes to originate
traffic. AS operators can |everage TOAs to inprove the accuracy and
robust ness of SAV, thereby enhancing protection against source
address spoofing attacks.

2. The TOA Content Type

The content-type for a TOA is defined as id-ct-trafficOigi nAuthz and
has the nunerical value of 1.2.840.113549.1.9.16.1. TBD.

This O D MJUST appear within both the eContent Type in the
encapContentl nfo object and the content-type signed attribute in the
signerinfo object (see [RFC6488]).

3. The TOA eContent

The content of a TOA identifies a |list of one or nore ASes that have
been aut horized by the address block holder to originate traffic and
a list of one or nore | P address prefixes within the address bl ock
that will be used as the source IP address. A TOAis formally
defined as:

RPKI - TOA- 2025
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) smne(16) nod(0)
i d- mod- r pki TOA- 2025(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

I MPORTS

Qn, et al. Expires 7 May 2026 [ Page 4]



I nternet-Draft Traffic Origin Authorization Noverber 2025

CONTENT- TYPE
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- in [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sm nme(16) nodul es(0) id-nod-cns-2009(58) } ;

ct-trafficOriginAttestati on CONTENT-TYPE :: =
{ TYPE TrafficOiginAttestation
| DENTI FI ED BY id-ct-trafficOrigi nAuthz }

id-ct-trafficOriginAuthz OBJECT IDENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) id-sminme(16) id-ct(1) trafficOiginAuthz(TBD) }

TrafficOriginAttestation ::= SEQUENCE {
version [0] | NTEGER DEFAULT O,
asSet ASSet ,

i paddr Bl ocks SEQUENCE (SI ZE(1..2)) OF TQAI PAddressFam |y }

ASSet ::= SEQUENCE (SIZE(1..10000)) OF ASID
ASID ::= I NTEGER (0. .4294967295)
TOAI PAddressFam |y :: = SEQUENCE {

addressFani |y ADDRESS- FAM LY. &afi ({AddressFam |ySet}),

addr esses ADDRESS- FAM LY. &Addr esses

({Addr essFanmi | ySet } { @ddressFam | y}) }

ADDRESS- FAM LY ::= CLASS {

&af i OCTET STRING (SI ZE(2)) UNI QUE,

&Addr esses

} WTH SYNTAX { AFl &afi ADDRESSES &Addresses }

Addr essFam | ySet ADDRESS- FAM LY :: =
{ addressFanmi |yl Pv4 | addressFam |yl Pv6 }

addressFam | yl Pv4 ADDRESS- FAM LY :: =

{ AFl afi-I|Pv4 ADDRESSES TOAAddressesl Pv4 }
addressFam | yl Pv6 ADDRESS- FAM LY :: =

{ AFl afi-IPv6 ADDRESSES TOAAddressesl| Pv6 }

afi -1 Pv4d OCTET STRING ::
afi-1Pv6 OCTET STRING ::

"0001' H
"0002' H

TOAAddr essesl Pv4 ::
TOAAddr essesl| Pv6 ::

SEQUENCE (SI ZE(1.. MAX)) OF TOAI PAddress{ub- | Pv4}
SEQUENCE (SI ZE(1..MAX)) OF TOAI PAddr ess{ ub- | Pv6}

ub-1Pv4 | NTEGER : :
ub-1Pv6 | NTEGER ::

32
128
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TQAI PAddress {I NTEGER: ub} ::= BIT STRI NG (SI ZE(O. . ub))

END

3.1. The version El enent
The version nunber of the TrafficOriginAttestation entry MJST be O.

3.2. The asSet El enent
The asSet el ement contains a set of AS nunbers that are authorized to
originate traffic using source | P addresses within the given IP
address prefixes.

3.3. The i paddrBl ocks El enent
The i paddr Bl ocks el ement encodes the set of | P address prefixes that
the specified set of AS nunbers is authorized to use as source
addresses when originating traffic.

3.3.1. TOAI PAddressFam |y
Wthin the TOAl PAddressFanmily structure, the addressFanily el enent
contains the Address Family ldentifier (AFl) of an |IP address famly.
Each addressFanily MJST be either 0001 or 0002. There MJST be only
one instance of TOAI PAddressFanily per unique AFl in the TOA

The addresses field contains IP prefixes as a sequence of type
TOAI PAddr ess.

3.3.2. TOAl PAddress

This elenment is of type BIT STRING and represents a single |IP address
prefix [ RFC3779].

4, TOA Validation

To validate a TOA, the Relying Party (RP) MJST performall the
val i dation checks specified in [ RFC6488] as well as the foll ow ng
addi tional specific validation steps:

* The | P address del egation extension [RFC3779] is present in the
end-entity (EE) certificate (contained within the TOA), and every
| P address prefix in the TOA payload is contained within the set
of I P addresses specified by the EE certificate's |IP address
del egati on extensi on.
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* The EE certificate' s | P address del egati on extensi on MJST NOT
contain "inherit" elements as described in [ RFC3779].

* The Autononous Systemidentifier del egation extension described in
[ RFC3779] is not used in TOAs and MUST NOT be present in the EE
certificate.

* The TOA content fully conforms with all requirenents specified in
Sections 2 and 3.

If any of the above checks fail, the TOA MJST be considered invalid
and an error SHOULD be | ogged.

5. Security Considerations

The security considerations of [RFC6481], [RFC6485], [RFC6488], and
[ RFC9582] also apply to the TOA object.

6. Operational Reconmendati ons

Operators shoul d exerci se care when deciding to register a Traffic
Oigin Authorization (TOA). A TQAis prinmarily useful in scenarios
where the traffic origin AS and the route origin AS differ. 1In such
cases, registering a TOA provides the necessary authorization for
traffic origination while avoiding anmbiguity between routing and
traffic authorization

Conversely, when the sane AS is both authorized to originate routes
(via an existing ROA) and to originate traffic froma given prefix,
creating an duplicated TOA woul d add unnecessary storage and
transm ssion overhead in the RPKI system

Therefore, operators are RECOMWENDED to foll ow these practices:

*  (Operators SHOULD NOT register a TOA that is identical to or
covered by an existing ROA unless there are valid operationa
reasons.

* TOA registrations SHOULD be periodically reviewed and updated to
reflect current operational practices.

Anot her operational consideration concerns situations where a prefix
hol der has already signed a ROA for an AS and intends to register a
TOA that covers multiple ASes and prefixes. For exanple, suppose a
prefix hol der has an existing ROA {AS1, Prefix1l} and wi shes to create
a TOA { (ASl, AS2, AS3), (Prefixl, Prefix2, Prefix3) }. In this case,
the portion {AS1, Prefixl} is already covered by the ROA and is
therefore redundant within the TOA. A straightforward way to avoid
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redundancy would be to split the TOA into snaller objects, such as {
(AS1), (Prefix2, Prefix3) } and { (AS2, AS3), (Prefixl, Prefix2,
Prefix3) }. However, doing so may unnecessarily increase operational
conpl exity and managenent overhead. Therefore, it is RECOWENDED to
regi ster a single consolidated TOA covering all rel evant ASes and
prefixes. The existence of an overl appi ng ROA does not invalidate
the TOA but shoul d be understood in its respective scope: the ROA
aut horizes route origin, while the TOA authorizes traffic origin.

Thi s approach maintains clear senmantics between routing and traffic
aut hori zation while mnimzing operational burden.

Fol |l owi ng these reconmendati ons m ni m zes overhead on the RPKI system
whil e ensuring that TOAs are depl oyed effectively to enhance Source
Address Validation (SAV).

7. Enhancing SAV with TOAs

Wthout TOAs, current SAV mechanisms (e.g., BAR-SAV
[I-D.ietf-sidrops-bar-sav]) typically use BGP data, ROAs, or IRR
route objects to determine the legitimte source | P address space of
a given AS. However, due to the asymmetry between prefixes used as
the source I P address and prefixes advertised into the routing system
(as nentioned in Section 1), using BGP data, ROAs, and IRR route
objects to perform SAV will cause inproper blocks (i.e., blocking
legitimate data packets).

By registering TOAs, |IP address bl ock hol ders can prevent their
source | P addresses from being forged by unauthorized ASes, while
allowing legitimte but non-announcing ASes to originate traffic. AS
operators can | everage TOAs to inprove the accuracy and robustness of
SAV, thereby enhancing protection agai nst source address spoofing

att acks.

Di scussion: Wen different ASes are authorized for overl apping
prefixes (e.g., there are two TOAs { AS1, 1.2.0.0/20 } and { AS2,
1.2.0.0/24 }), does SAV consider both AS1 and AS2 authorized to
source traffic fromthe nore specific prefix (1.2.0.0/24), or only
AS2? In the current context, both AS1 and AS2 coul d be interpreted
as authorized for the nore specific prefix. |If the intent is to
restrict AS1 fromthe nore specific prefix, the first TOA could be
nmodi fied to explicitly exclude the nore specific prefix.

8. Summary of Discussions

This section is to be renmoved before publishing as an RFC
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9

9

9

Recent discussions on the SAVNET mailing |ist have consi dered whether
it would be feasible to create a special ROA for an AS that is not
authorized to originate a route to a given prefix, as an alternative
to inplenenting TOA. Doing so would require extendi ng ROAs or
overloading their semantics to cover this use case. The TOA authors
consulted ASN. 1 experts on this approach, who strongly advised
against it. Oher participants also recommended agai nst overl oadi ng
ROA semantics. Accordingly, the current consensus anong the TOA

aut hors and several SAVNET participants is that defining a dedicated
TOA obj ect represents a nore appropriate and robust sol ution

Sone di scussions have al so proposed creating a conventional ROA for
such scenarios, even though the AS is not authorized to originate
routes to the given prefix. However, our analysis indicates that
registering such a ROA introduces additional risks of forged-origin
hi jacki ng: an attacker could inpersonate the AS listed in the ROA and
announce a BGP route that woul d be considered RPKI-vali d.

Fundamental |y, the choice of how to authorize the traffic origin
rests with the prefix holder . If the prefix holder wishes ROAs to
include only ASes authorized to originate routes to its prefix, there
is aclear need to register a TOA to authorize other ASes to source
traffic fromthe prefix. Conversely, if the prefix holder is
unconcer ned about forged-origin hijacking or other potential risks,
they may instead choose to register a conventional ROA

| ANA Consi derati ons
1. SM Security for SIMME CMS Content Type (1.2.840.113549.1.9.16.1)

I ANA is requested to allocate the following in the "SM Security for
S/'M ME CMS Content Type (1.2.840.113549.1.9.16.1)" registry:

[S sty e sl e s
| Decimal | Description | Reference |
| TBD | id-ct-trafficOriginAuthz | draft-qin-savnet-toa

B Lt +

Table 1
2. RPKI Signed bjects Registry
Pl ease add an itemfor the TOA file extension to the RPKI Signed

hj ect registry (https://ww.iana. org/assi gnnents/rpki/
r pki . xht ml #si gned- obj ects) as foll ows:
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| Narre | OD | Reference |
[} e ———— Ll —————————————_——————————_—_ Ll U
| Traffic | 1.2.840.113549.1.9.16.1. TBD | draft-qgin-savnet-toa |
|Origin | |
| Aut hori zation | | |
. T T re e domemmemeeeemeaeeaaas +

Table 2

9.3. File Extension

9. 4.

9.5.

Qn

Pl ease add an itemfor the TOA file extension to the "RPKI Repository
Nanme Schene" registry created by [ RFC6481] as foll ows:

B s ety ooy s s

| Filenane Extension | RPKI Object | Reference |

| .toa | Traffic Origin | draft-qin-savnet-toa |

| | Authorization | |

o e e e o e T +
Tabl e 3

SM Security for SIM M Mdul e Identifier
(1.2.840.113549.1.9.16.0)

I ANA is requested to allocate the following in the "SM Security for
S/'M ME Modul e Identifier (1.2.840.113549.1.9.16.0)" registry:

B ety ey ety o}

| Decimal | Description | Reference |

B ety sl s s e sty

| TBD | id--rpki TOA-2025 | draft-qin-savnet-toa |

L I i T ) I I I I +
Tabl e 4

Medi a Type Registry

The 1 ANA is requested to register the nedia type application/rpki-toa
in the "Media Type" registry as foll ows:
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Type name: application
Subt ype nane: rpki-toa
Requi red paraneters: N A
Optional parameters: NA
Encodi ng consi derations: binary
Security considerations: Carries an RPKI TOA. This nedia type contains no active content.
See Section 5 of draft-qin-savnet-toa for further information.
Interoperability considerations: None
Publ i shed specification: draft-qin-savnet-toa
Applications that use this nedia type: RPKI operators
Addi tional information:
Content: This nmedia type is a signed object, as defined in [ RFC6488], which contains a
payl oad of a list of prefixes and an AS identifier as defined in draft-qin-savnet-toa.
Magi ¢ nunber (s): None
File extension(s): .toa
Maci ntosh file type code(s): None
Person & emmil address to contact for further infornation:
Lancheng Q n <gi nl c@mil . zgcl ab. edu. cn>
I nt ended usage: COVMON
Restrictions on usage: None
Change controller: |ETF
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