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Abstract

Source address validation (SAV) ains to avoid inproper blocking of
legitimate traffic while maintaining directionality. Existing SAV
mechani sms conmmonly rely on ingress allowist filters on interfaces
facing customer or |ateral peer Autonompbus Systens (ASes), which can
result in inproper blocking when the allowist is inconplete. This
docunent anal yzes this issue and describes an alternative ingress SAV
approach based on a bl ocklist of prefixes exclusively associated with
the provider cone. Network operators nmay sel ect either approach
based on their operational context.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 2 July 2026

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Qn, et al. Expires 2 July 2026 [ Page 1]



Internet-Draft Bi cone SAV Decenber 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . 2
1.1. Requirenents Language . 3
2. Termnology . . e 3
3. I nproper Block Vhen the AIIomArst is Inconplete . 4
4. Allowist-based and Bl ockli st-based SAV Approaches 6
5. CGoals of Bicone SAV . .o . 7
6. Blocklist CGeneration 7
6.1. Key ldea 7
6.2. Ceneration Procedure . 8
6.3. Increnmental and Parti al Deploynent of ASPAs Lo . 9
6.4. Increnental and Partial Deploynment of ROAs and TOAs . 9
7. Implenentation and Operations Considerations . . . . . . . . 10
7.1. Meeting the Goals . . . . . . . . . . . . . . .. .. .. 10
7.2. Storage Overhead . . . A
7.3. Inplenmentation and Cperatlons Reconnendatlons B A
8. Security Considerations . . . . . . . . . . . . . . . . . .. 12
9. |1ANA Considerations . . . . . . . . . . . . . . . . . . ... 12
10. Acknow edgenents . . . . . . . . . . . . . . . . . . . ... 122
11. References . . . e 4
11.1. Nornmative References T 4
11.2. Informative References . . . . . . . . . . . . . . . . . 12
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 14
1. Introduction

Sour ce address spoofing remains one of the nost serious security
threats to today’ s Internet. It is a primary attack vector for

| arge-scal e Distributed Denial -of-Service (DDoS) attacks and is
widely used in reflective DDoS scenarios. To nmitigate source address
spoofing, a nunber of Source Address Validation (SAV) sol utions have
been proposed, including BCP38 [ RFC2827] and BCP84 [ RFC3704]

[ RFC8704]. A fundanmental design objective of SAV nmechanisnms is to

m nimze inproper blocking, that is, blocking legitimate traffic,
whil e preserving directionality, as discussed in
[1-D.ietf-savnet-inter-domai n-problemstatenent] and [ RFC8704].
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Exi sting advanced SAV nechani snms, such as EFP-uRPF [ RFC8704] and BAR-
SAV [I-D.ietf-sidrops-bar-sav], typically construct ingress SAV
allowist filters on interfaces facing customer or |ateral peer

Aut ononobus Systens (ASes). These allowists are generated using
information related to the custonmer cone of the validating AS. Under
an allowist-based approach, an interface permts inconm ng data
packets only if their source addresses are covered by the allowist.
Consequently, the allowist is required to include all prefixes

bel onging to the correspondi ng custoner cone. |If the allowist is
inconplete, legitimate traffic fromthe custoner cone may be

i mproperly bl ocked.

To address this limtation, this docunent explores an alternative SAV
approach based on constructing ingress SAV blocklist filters. The
proposed bl ocklist contains prefixes that exclusively belong to the
provi der cone, referred to as provider-cone-use-only prefixes.

Unlike an allowist, the blocklist is not required to be conplete.
Instead, it ainms to include as nmany prefixes that can be confidently
identified as bel onging exclusively to the provider cone as possible.
When a bl ockli st-based SAV nechanismis applied, inconm ng data
packets with source addresses covered by the blocklist are bl ocked.

In practice, network operators may choose between bl ockli st-based and
all ow i st-based SAV nechani sns based on their operationa
requi renents, deploynent constraints, and risk considerations.

Readers are encouraged to be famliar with
[1-D.ietf-savnet-inter-domai n-problemstatenent], [RFC8704],
[I-D.ietf-sidrops-aspa-profile], [RFC6482],
[I-D.ietf-sidrops-aspa-verification], and [I-D.gi n-savnet-toa].

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Term nol ogy
I mproper Bl ock: The validation results that the packets with
l egitimate source addresses are bl ocked inproperly due to inaccurate
SAV filters.
I nproper Permit: The validation results that the packets with

illegitimte source addresses are permtted inproperly due to
i naccurate SAV filters
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Provi der Cone: The set of ASes an AS can reach by using only
Cust omer -t o- Provi der (C2P) 1i nks.

Custonmer Cone: The set of ASes an AS can reach by using only
Provi der-to- Custoner (P2C) I|inks.

3. Inproper Block Wien the Allowist is Inconplete

The fundanental idea of existing allowist-based SAV solutions is to
generate an ingress allowist using information related to the
custoner cone of a custoner or |lateral peer AS. Specifically, these
mechani sns identify prefixes belonging to the correspondi ng cust omner
cone and pernit only data packets with source addresses drawn from
these prefixes on the interface facing that customer or |ateral peer
AS. This is based on the assunption that data packets received from
a customer or |ateral peer AS are expected to use source addresses
bel onging to the custoner cone of that AS, unless a route |eak occurs
[ RFC7908] .

Limted propagation of prefixes or the presence of hidden prefixes
can result in an inconplete allowist, which may in turn lead to

i mproper bl ocking (see

[1-D.ietf-savnet-inter-donai n-problemstatenent]).

P1[ AS5 AS3 ASI]
P2[ AS5 AS3 ASl]

R R + (P2P/ P2C) +--------- +
| AS4 A< + AS5 |
Hommmee - + Hommmee - +
I\ I\
P1 and P2 not / ! P1[ AS3 AS1]
propagated / ! P2[ AS3 AS1]
(c2p) / / (Cc2P)
R + R +
| AS2 | | AS3 |
S + S +
I\ A
P1[ AS1] NO_EXPORT \ I P1[ AS1]
P2[ AS1] NO_EXPORT \ I P2[ AS1]
(Cc2P) \ / (Cc2P)
Hommmee - +
| AS1 |
Fommm e +

P1, P2 (prefixes originated)

Figure 1: An exanple of limted propagation of prefixes in the
cust omer cone
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aut horized to originate routes for prefix P3, it legitimately sends
data packets using source addresses in prefix P3 as a result of DSR
If AS4 applies an allowist on the AS4AS2 interface, the allowi st
will not include prefix P3. Therefore, the allowist filter on the
AS4AS2 interface will inproperly block data packets with source
addresses in prefix P3.

More recent SAV nmechani sms, such as BAR- SAV
[I-D.ietf-sidrops-bar-sav], additionally |everage Autononous System
Provi der Authorization (ASPA) [I-D.ietf-sidrops-aspa-profile] and
Route Origin Authorization (ROA) [RFC6482] related to the custoner
cone to construct a nore robust allowist. Traffic Oigin

Aut hori zation (TOA) [I-D.qgin-savnet-toa] can further inprove

all owist conpl eteness in hidden-prefix scenarios. However, such
authoritative informati on may be missing due to partial deploynent,
operational constraints, or increnental adoption. Wen sone ASes or
prefixes |lack ASPAs, ROAs, or TOAs, the resulting allowist may stil
be inconpl ete.

In summary, due to the inherent conplexity of inter-domain routing,
SAV nechanisns that rely on allowist filters on interfaces facing
custoner or lateral peer ASes nay fail to identify all prefixes

bel onging to the correspondi ng custoner cone. |In such cases, an
inconplete allowist can | ead to inproper blocking of legitimate
traffic.

4. Al owist-based and Bl ocklist-based SAV Approaches

As discussed in Section 3, allowist-based SAV nechani sns nmay

i nproperly block legitimte traffic when authoritative information is
m ssing or inconplete. NMore generally, ingress SAV mechani sms can be
categori zed as allowist-based or blocklist-based, depending on how
authoritative information is used in filtering decisions.

An allow i st-based approach permits inconm ng packets only when their
source addresses are explicitly authorized by avail able authoritative
informati on. When the authoritative information is conplete, an

all ow i st-based approach introduces neither inproper bl ocking nor

i mproper admits. However, when authoritative information is m ssing,
legitimate traffic may be inproperly bl ocked.

A bl ockli st-based approach, in contrast, permits incom ng packets by
default and bl ocks only those packets whose source addresses are
explicitly identified as unauthorized by authoritative information

As a result, a blocklist-based approach does not inproperly block
legitimate traffic when authoritative information is mssing, but may
result in inproper adnmits if unauthorized source addresses are not
covered by the bl ocklist.
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Therefore, when authoritative information is inconplete, allowist-
based and bl ockl i st-based approaches represent different trade-offs.
Al'l ow i st-based approaches prioritize mnimzing inproper permts at
the risk of inproper blocking, whereas bl ocklist-based approaches
prioritize avoiding inproper blocking at the risk of inproper
permts.

5. GCGoals of Bicone SAV

Bi cone SAV ains to provide robust ingress source address validation
on interfaces facing custonmer or |ateral peer ASes by appropriately
sel ecting between allowist-based and bl ocklist-based filtering. |Its
design goals are as foll ows:

1. Avoiding inproper blocks. Bicone SAV prioritizes avoiding the
bl ocking of legitimte data packets received from custoner or
| ateral peer ASes. Wen authoritative information is
insufficient to construct a conplete allowist, Bicone SAV
prefers mechani snms that avoid inproper bl ocking.

2. Miintaining directionality. Bicone SAV seeks to preserve
directionality in ingress filtering in order to effectively
i dentify source-spoofed data packets. Wen sufficient
authoritative information is available, stricter filtering can be
applied to i nprove spoofing detection.

6. Bl ockl i st Generation

This section describes how to generate a bl ocklist using BGP UPDATE
messages, ASPAs, ROAs, and TOAs associated with the provider cone.

6.1. Key ldea

The provider cone of an AS is defined as the set of ASes that the AS
can reach by traversing only Custoner-to-Provider (C2P) links. In
the absence of route | eaks [ RFC7908], prefixes associated with ASes
in the provider cone are not expected to be used as source addresses
in data packets received fromcustoner or |ateral peer ASes.
Accordingly, the blocklist consists of prefixes that belong to the
provi der cone.

When the blocklist is applied on an interface facing a custoner or
| ateral peer AS, data packets received on that interface are
discarded if their source addresses match any prefix in the

bl ockli st.
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To construct such a blocklist, an AS first identifies the ASes in its
provi der cone using ASPAs and AS- PATH information carried in BGP
UPDATE nessages. It then identifies prefixes associated with these
ASes using ROAs and TOAs [I-D.gin-savnet-toa]. Prefixes that also
belong to the AS s custonmer cone are subsequently renoved from

consi derati on.

G ven the inherent uncertainty in determ ning whether a prefix

bel ongs to the custoner cone, as discussed in Section 3, a
conservative strategy is to retain only prefixes that are exclusively
associated with the provider cone. By blocking traffic that uses
these prefixes as source addresses, the resulting bl ocklist-based SAV
filter can nmtigate the inproper blocking issues observed in

all owist-based SAV filters, while still preserving directionality.

6.2. Ceneration Procedure

A detail ed description of blocklist generation procedure is as
fol | ows:

1. Create the set of all directly connected Provider ASNs. Call it
AS-set Z(1).

2. Create the set of all unique AS PATHs in Adj-RIBs-In of all
i nterfaces facing Providers.

3. For each unique AS PATH with N (N>1) ASNs, i.e., [ASN {1},
ASN {2}, ..., ASN {i}, ASN {i+1}, ..., ASN {N}] where ASN{i} is
the ith ASNin AS PATH and the first ASN (i.e., ASN{1}) is a
directly connected Provider ASN. |If all unique AS_PATHs have
been processed, go to Step 8.

4. Let i = N

5. Decrement i to i-1.

6. If ASN {i} authorizes ASN {i+1} as a Provider in ASN {i}'s ASPA
or ASN {i+1} is a Tier-1 AS, ASNs from ASN {1} to ASN {i +1}
(i.e., ASN {1}, ASN {2}, ..., ASN {i}, and ASN {i+1}) are

included in AS-set Z(1) and go to Step 3.
7. If i ==1, goto Step 3. Else, goto Step 5.
8. Let k = 1.

9. Increment k to k+1.
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10. Create AS-set Z(k) of ASNs that are not in AS-set Z(k-1) but are
aut hori zed as Providers in ASPAs of any ASN in AS-set Z(k-1).

11. If AS-set Z(k) is null, then set k_ max = k-1 and go to Step 12
El se, formthe union of AS-set Z(k) and AS-set Z(k-1) as AS-set
Z(k) and go to Step 9.

12. Select all ROAs and TOAs in which the authorized origin ASNis
in AS-set Z(k_max). Formthe union of the sets of prefixes in
the selected ROAs and TOAs. Call it Prefix-set S

13. For each unique Prefix P in Prefix-set S, check origin ASNs of
Prefix P by using all ROAs and TOAs. If all unique Prefixes in
Prefi x-set S have been processed, go to Step 15

14. For each prefix of Prefix P and its sub prefixes, if the prefix
has at |east one origin ASN not in AS-set Z(k _max), renove the
prefix fromPrefix-set S. Go to Step 13

15. Apply Prefix-set S as a blocklist on interfaces facing a
customer or |ateral peer AS.

6.3. Increnental and Partial Deploynent of ASPAs

Under incremental and partial deploynent of ASPAs, an AS may be
unable to fully identify all ASes in its provider cone. As a result,
the resulting blocklist may not include all prefixes associated with
the provider cone. Nevertheless, an inconplete blocklist does not

|l ead to i nproper blocking of legitimate traffic. Instead, it can
still filter source-spoofed packets whose source addresses fal

within the identified subset of provider-cone prefixes. Therefore,
even with partial ASPA depl oynment, the blocklist can provide

i medi ate i ncrenental benefits w thout introducing additiona
operational risk

6.4. Increnental and Partial Deploynent of ROAs and TOAs

Thi s docunent does not use BGP UPDATE nessages as a data source for
determ ning the source address space associated with an AS. As

di scussed in Section 3, BGP informati on may be inconplete due to
limted propagati on or hidden prefixes, which can | ead to inproper
bl ocki ng when used for SAV filtering. |Instead, this docunment relies
on Route Origin Authorizations (ROAs) [ RFC6482] and Traffic Oigin
Aut hori zations (TQOAs) [I-D.qgin-savnet-toa] as authoritative
information for identifying source address space. Because ROAs and
TOAs are explicitly registered by prefix holders and are i ndependent
of BGP propagati on behavior, they are not affected by the invisible
scenarios described in Section 3.

Qn, et al. Expires 2 July 2026 [ Page 9]



Internet-Draft Bi cone SAV Decenber 2025

Under incremental and partial deploynent, ROAs and TOAs may be

m ssing for some prefixes. |If a prefix does not have any
corresponding ROA or TOA, it will not be included in the generated

bl ocklist. Consequently, mssing ROAs or TOAs do not result in

i mproper blocking of legitimate traffic, although they may reduce the
ef fecti veness of bl ocking spoofed packets.

Thi s docunent assumes correct operational practice by prefix hol ders:
once ROAs or TOAs are registered for a prefix, the registration is
conpl ete and accurately reflects all legitinmate route origins or
traffic origins for that prefix.

7. Inplenmentation and Operations Considerations

Net wor k operators may choose to deploy either allowist or blocklist
filters on interfaces facing different customer or |ateral peer ASes,
dependi ng on their operational requirenents and depl oynent

condi tions.

7.1. Meeting the Goals

Avoi di ng i nproper blocking is a primary operational objective, as
discarding legitinate traffic can cause severe service disruption
Subject to this constraint, SAV nmechani snms shoul d al so nminimze

i mproper admits to inprove protection against source address
spoof i ng.

When an allowist deployed on an interface is known to be conplete,

it introduces neither inproper blocks nor inproper admits. However,
if allowist conpleteness cannot be reliably ensured, for exanple due
to hidden prefixes in the custonmer cone or nissing authoritative

i nformati on, deploying an allowist may |ead to inproper bl ocking of
legitimate traffic and thus fail to neet the primary objective. In
contrast, a blocklist does not result in inproper blocking caused by
m ssing authoritative information, although it may all ow sone spoofed
traffic when inconplete.
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Accordingly, when an allowlist on an interface is known to be

compl ete, network operators are advised to use the allowist.

O herwi se, deploying a blocklist is recormended to avoid potentia

i mproper blocking. For small ISPs with relatively small custoner
cones, deternmning allowist conpleteness is generally easier, as
fewer ASes are involved and routing relationships tend to be sinpler.
For exanple, operators may directly confirmw th a customer or

| ateral peer AS whether all ASes in its customer cone have depl oyed

the required authoritative information. |In contrast, for large | SPs
wi th extensive custoner cones, determining allowist conpleteness is
significantly nore challenging. |In such cases, if the conpl eteness

of the allowlist cannot be reliably determ ned, deploying a blockli st
i s reconmmended.

7.2. Storage Overhead

Deploying allowist or blocklist filters requires additional nenory
resources, such as ternary content-addressable nmenory (TCAM, on |line
cards. Network operators should therefore consider storage overhead
when sel ecting between allowists and blocklists. |In general, a
small ISP tends to generate a smaller allowist and a | arger

bl ocklist, while a large ISP tends to generate a larger allowist and
a smal l er bl ocklist.

One approach to reduci ng nenory consunption is to maintain the
original list in the control plane and install only an aggregated
list in the data plane. For exanple, if the original |ist contains
prefixes P1 and P2, and Pl is a |less-specific prefix of P2, only P1
needs to be installed in the data pl ane.

7.3. Inplenentation and Operations Reconmendati ons

For an interface facing a custoner or |ateral peer AS, the follow ng
operational guidance appli es:

1. |If the network operator can deternmne that the allowist covers
all prefixes of the correspondi ng custoner cone, deploying an
allowist on the interface is recormended, as a conplete
all owist introduces neither inproper blocks nor inproper
permts.
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2. If the network operator cannot reliably deternine the
compl eteness of the allowist, deploying a blocklist is
recomrended in order to avoid inproper blocking. |In such cases,

operators are encouraged to consider using the blocklist in
conjunction with Loose uRPF [ RFC3704] to inprove spoofed traffic
mtigation. Loose uRPF can be used to filter packets with
unal | ocated or unroutabl e source addresses, while the bl ockli st
focuses on filtering packets whose source addresses are
associated with the provider cone.

Net wor k operators may further refine the bl ocklist based on |oca
know edge. For exanple, operators may add speci al - purpose prefixes
that are not expected to be used as source addresses in data packets,
such as those listed in the 1 ANA | Pv4 Speci al - Purpose Address

Regi stry [1 ANA].

8. Security Considerations
The security considerations described in [ RFC8704],
[I-D.ietf-sidrops-bar-sav], [I-D.ietf-sidrops-aspa-profile],
[ RFC6482], and [I-D.ietf-sidrops-aspa-verification] also applies to
t hi s docunent.
9. | ANA Consi derations
Thi s docunent has no | ANA requirenents
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