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Abst ract

Source Address Validation (SAV) prevents source address spoofing.

Thi s docunent explains that SAVNET relies on authoritative
information. It also describes howto handle m ssing or conflicting
data. The guidance mnim zes inproper blocks and i nproper pernits
whi | e supporting reliable SAV enforcenent.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction .

1.1. Requirenents Language .
What Constitutes Authoritative | nforrratl on
VWhen Authoritative Information Is Mssing .
When Aut horitative Sources Conflict
Di scussi on and Next Steps . e
Security and Qperational Considerations .
| ANA Consi derations .
Ref er ences

8 1. Nornmtive Ref erences

8.2. Informative References

Aut hors’ Addr esses

NGO hWN
ONNNNOTUDWWN

1. Introduction
Source Address Validation (SAV) prevents source address spoofing and
enforces BCP38 [ RFC2827], BCP84 [ RFC3704], and [RFC8704]. Networks
rely on authoritative information to determ ne which source addresses
are legitimate. However, networks nay encounter situations where
this information is missing or conflicting.

Thi s docunent provides a conceptual framework for understandi ng
authoritative information in the context of SAVNET, i ncluding:

*  \What constitutes authoritative informati on and whi ch sources can
be trusted.

* How networ ks shoul d handl e mi ssing authoritative information.
* How to reconcile conflicting authoritative sources.

* The role of non-authoritative information as a reference in
contextual or policy-based decisions.

Qn & Li Expires 28 May 2026 [ Page 2]



Internet-Draft Authoritative Information Considerations Novenber 2025

By clarifying these principles, the document ains to guide the design
and operation of SAV mechani sms that are both secure and
operationally reliable, while mnimzing inproper blocks and i nproper
permts.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. What Constitutes Authoritative Information

Aut horitative information determ nes which source addresses are
legitimate. To be considered authoritative, information should neet
the followi ng criteria:

* (Organi zational authority: The source nust be maintained by an
entity that has recognized authority over the rel evant prefixes or
net wor ks.

* Verifiability: The source nmust provide a nmechanismto verify its
correctness and authenticity, such as cryptographic validation.

* Tinmeliness: The information nust reflect the current operationa
state and be updated pronptly to avoid reliance on stale or
out dat ed dat a.

* Integrity and security: The source nust be resistant to
unaut hori zed nodi fications or tanpering.

Based on these criteria, authoritative information in SAVNET
typically includes:

* RPKI objects: Cryptographically verifiable objects such as ROAs
(Route Origin Authorizations) [RFC9582], ASPAs (Autononobus System
Provi der Authorizations) [I-D.ietf-sidrops-aspa-profile], and TOAs
(Traffic Origin Authorizations) [I-D.qgin-sidrops-toa] that provide
explicit assertions about origin authorization or transit
aut hori zati on.

* Local or static configuration: Operator-defined rules specifying

source address perm ssions for hosts, non-BGP custoner networks,
or external ASes.
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Note on routing information: Routing information fromintra-domain or

i nter-domain protocols (e.g., IGP, BGP) may indicate reachabl e
prefixes and their origins, but it cannot be considered authoritative
by itself because it may include unauthorized or forged routes. |If

routing information is used to derive SAV rules, it should be
val i dat ed—such as via RPKI-based Route Origin Validation (ROV)—before
being treated as a trusted source.

By defining authoritative information in this way, SAV nechani sns can
rely on sources that provide sufficient guarantees of correctness,
integrity, and tineliness, reducing the risk of inproper blocks or

i mproper permts in filtering.

3. Wen Authoritative Information Is M ssing

Net wor ks may encounter situations where authoritative information
about a particular prefix or source entity is unavailable. Such
situations can arise for various reasons, including:

* The relevant RPKI objects (e.g., ROAs, ASPAs, TOAs) do not exi st
or have not yet been published.

* Local configuration has not been defined for a newy connected
host, non-BGP customer network, or external AS.

VWhen authoritative information is m ssing, a network nust deci de how
to handle traffic fromthe correspondi ng source addresses. Severa
approaches can be consi der ed:

* Conservative approach: Treat the source addresses as unauthorized
and block traffic. This ninimzes the risk of accepting spoofed
packets but may lead to legitimate traffic being dropped.

* Perm ssive approach: Allow traffic fromthe source addresses by
default. This avoids accidental disruption of legitinmate
conmmuni cations but increases the risk of accepting spoofed
packets.

* Contextual or policy-based approach: Apply | ocal policies or
heuristics to deternmine the appropriate action. In this approach,
networ ks may use non-authoritative informati on—such as routing
information, historical traffic patterns, or operationa
context —as a reference to make infornmed decisions. This allows
the network to bal ance security and operational continuity when
authoritative information is mssing, while still avoiding
treating non-authoritative sources as fully trusted.
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The choi ce of approach depends on the operational environment, risk
tol erance, and the expected reliability of other sources of
authoritative informati on. Networks shoul d docunent their chosen
strategy and ensure consi stency across edge interfaces to maintain
predi ctabl e and secure SAV behavi or.

Note: Only information that nmeets the criteria for authoritative
sources—verifiable, secure, tinely, and maintained by an entity with
recogni zed aut hority—should be used to nmake definitive filtering
decisions. Mssing authoritative information highlights the

i mportance of having fallback strategi es to bal ance security and
operational continuity.

4. \Wen Authoritative Sources Conflict

Net wor ks may encounter situations where nultiple sources of
authoritative information provide overl apping or apparently
conflicting statenents about the legitinmcy of a source address or
prefix. Such conflicts can arise, for exanple, when

* Different RPKI objects (ROAs, ASPAs, TQAs) provide overl apping
assertions for the sanme prefix.

* Local or static configurations overlap with information from other
aut horitative sources.

Net wor ks shoul d treat all authoritative sources as equally credible
and nerge information fromall sources. Any address or prefix

aut hori zed by at | east one source should be considered legitinmate.
Thi s approach ensures that no legitimte source address is
incorrectly bl ocked, reducing inproper blocks while maintaining
reliable SAV enforcenent.

Fal | back and reference to non-authoritative information: Wen
authoritative information is inconplete or nmissing, non-authoritative
i nformati on—such as routing data—nmay be used as a reference within a
contextual or policy-based approach (see Section 3) to help inform
deci sions, but it cannot be relied upon as definitive.

5. Discussion and Next Steps
Thi s docunent provides a conceptual framework for understandi ng
authoritative information in SAVNET, addressing scenari os where

information is missing or conflicting. The follow ng points
hi ghl i ght key consi derati ons for SAV design and operati ons:
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* Definition of authoritative information: Networks nust rely on
sources that are verifiable, secure, tinely, and maintai ned by
recogni zed authorities, such as RPKI objects (ROAs, ASPAs, TOAs),
SAV-specific signaling with security guarantees, or operator-
defined local/static configuration

* Handling missing informati on: Wen authoritative information is
unavai l abl e, fallback strategi es—conservative, perm ssive, or
cont extual / pol i cy-based using non-authoritative information as
ref erence—shoul d be defi ned.

* Conflict resolution: Conflicting authoritative sources should be
merged to ensure all authorized prefixes and source addresses are
pr eserved.

* (Open questions: Additional work nmay include defining authoritative
attributes in greater detail, coordinating with other working
groups (e.g., GROWN OSPAW5) for operational guidance, and
speci fyi ng mechani sms to securely exchange SAV-specific signaling
i nformati on.

This framework provides a foundation for discussion and
st andardi zati on of SAV nechanisns that rely on authoritative
i nformati on, ensuring both security and operational reliability.

6. Security and Operational Considerations

Rel i abl e SAV enforcenent depends on correct identification of

| egitimate source addresses. |naccurate, mssing, or conflicting
authoritative information can |ead to operational and security risks,
i ncl udi ng:

* Inproper blocks: Legitimate traffic is bl ocked, potentially
di srupting services.

* Inproper pernmits: Spoofed or unauthorized traffic is accepted,
increasing vulnerability to attacks.

Mtigation strategies include:

* Validation and cross-checking: Ensure authoritative sources are
consi stent and verifiabl e.

* Timely updates and nonitoring: Miintain freshness of authoritative
information to avoid reliance on stal e data.
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8.

8.

8.

* Docunentation and operational procedures: Cearly define policies
for mssing, inaccurate, or conflicting authoritative information,
i ncludi ng fall back handl i ng.

* Fal | back and reference nechani sns: Non-authoritative infornmation
(e.g., routing data) may be used as a reference in contextual or
pol i cy-based approaches but nust never be treated as definitive.

* Merge strategy for conflicts: Al authoritative sources should be
conbi ned, ensuring that any prefix or source address authorized by
at | east one source is accepted, mnimzing inproper bl ocks.

By i npl enenting these practices, networks can maintain reliable SAV
enforcement whil e reduci ng both security and operational risks. This
approach enphasi zes using authoritative information wherever possible
and | everagi ng non-authoritative data only as a reference when
necessary.

I ANA Consi derations
Thi s docunent does not request any | ANA allocations.
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