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Abst ract

Thi s docunent defines a benchmarki ng nmet hodol ogy for eval uati ng RPK
Relying Party (RP) inplementations in controlled | aboratory
environnments. The nethodol ogy focuses on whether RP inplenentations
correctly performrequired validation steps and on the perfornmance of
these operations. RP inplenentations are treated as bl ack boxes,
enabl i ng consistent and objective assessnent based on externally
observabl e behavi or rather than internal design or inplenentation
details.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng docunments as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft docunments valid for a maxi mum of six nonths
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material or to cite themother than as "work in progress."
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docunent authors. Al rights reserved.
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1. I nt roduction

The Resource Public Key Infrastructure (RPKI) [RFC6480] provides a
framework for cryptographically securing Internet routing by allow ng
Relying Parties (RPs) to validate Route Origin Authorizations (ROAs)
and other RPKI objects. Relying Party inplenmentations are expected
to conply with the requirenents defined in [ RFC8897].
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Currently, there is no standardi zed net hodol ogy to eval uat e whet her
an RP inplenentation correctly satisfies these requirenments. In
addition, the processing performance of RPs, such as the tine
required to validate objects and generate validated ROA payl oads
(VRPs), has not been systenmmtically measured.

Thi s docunent defines a benchmarki ng nmet hodol ogy for Relying Parties
that addresses both functional correctness and processing
performance. Specifically, the methodol ogy provides:

1. Functional correctness tests to evaluate conpliance with the
requi renents of [RFC8897].

2. Performance tests to neasure the total processing tinme from
object retrieval to VRP generation

The net hodol ogy is intended to support inplenenters and operators in
eval uati ng and conparing RP behavior under controlled conditions.
The remai nder of this docunment is structured as foll ows:

* Section 4 defines the functional correctness and perfornmance
tests.

* Section 5 defines the format for reporting test results.
1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Relying Party Overview

A Relying Party (RP) in the Resource Public Key Infrastructure (RPKI)
is responsible for retrieving, validating, and naking avail abl e RPK
objects to support secure route validation. [RFC3897] specifies the
expect ed behavi or of RPs, which includes:

* (bject Retrieval: obtaining RPKI objects from Publication Points
(PPs) and keepi ng them up-to-date.

* (bject syntax Validation: checking DER encodi ng, syntax, and

structural correctness of RPKI objects, including certificates,
CRLs, ROAs, and manifests.
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* Certification Path Validation: constructing and validating
certificate chains fromthe Trust Anchor to each |eaf certificate.

* Signed hject Signature Validation: verifying digital signatures
of RPKI objects.

* Mani fest Processing: ensuring conpleteness and integrity of
publ i shed obj ects.

After validation, the RP produces a Validated Payload for use in
routing systens. These functions ensure that only valid and trusted
RPKI obj ects influence routing decisions.

3. Test Setup

This section defines the test setup. The System Under Test (SUT)
(i.e., the RP software) is treated as a black box. No interna
configuration or inplenentation behavior of the RP software is
mandat ed. The test setup focuses on providing controlled inputs and
observing RP outputs to enabl e reproduci bl e and conparabl e

measur enent s.

3.1. Test Environnment

In this nethodol ogy, the Tester consists of the Servers and the
Controller. Together, they generate the test conditions, trigger
events, and support observation of the SUT for functional and
performance evaluation. The SUT itself is evaluated for correctness
and efficiency in processing RPKI objects.

e T Y +
| Controller |
T +
I I
% %
. + . +
SUT ---> Servers
o m e e e oo - + o m e e e oo - +

Figure 1: Test environnent
To ensure neani ngful testing, the environment shoul d incl ude:
* At |east one Trust Anchor (TA)

* One or nore subordinate certificate authorities (CAs) certificates
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The test environment should support multiple RPKI transport protocols
for object retrieval, including Rsync [ RSYNC], RRDP [ RFC8182], or
Eric [I1-D.ietf-sidrops-rpki-erik-protocol].

System Under Test and Servers

The System Under Test (SUT) is an RPKI Relying Party inplenentation
that retrieves RPKI objects, validates them and generates the
val i dat ed ROA payl oad (VRP).

The Servers shoul d i ncl ude:

* Publication Point (PP) servers which host objects signed by CAs.
Each PP server contains ROAs, manifests, CRLs, and certificates
necessary for the tests.

* Additional conponents required by specific RPKI transport
protocols. For exanple, Erik Relays
[1-D.ietf-sidrops-rpki-erik-protocol].

hj ects can be added, nodified, or removed. Existing tools (e.g.,
[Barry]) can be used to inplenment and manage the test environnent.

Controller

The controller orchestrates the entire testing process. 1In Figure 1
the arrows fromthe Controller to both the SUT and Servers represent
the flow of control information.

For the SUT, the controller controls the start and end of tests, and
handl es t he parsing and processing of test results.

For the servers, the controller handl es content changes to ensure
that the RP sees one set of files during a validation run and a
different set during the next run

RPKI Rel yi ng Party Benchnarking Tests

hj ect Retrieval Correctness
oj ective: To eval uate whether the SUT correctly synchroni zes RPK
objects fromthe configured PP servers. This test focuses on

verifying successful repository synchronization regardl ess of the
specific transport protocol used by the SUT.
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Procedure: The PP servers and all RPKI objects are correctly
configured prior to the test. The SUT is configured with the URl of
TA, and the repository synchronization update interval is set to a
fixed value (e.g., 10 m nutes).

The foll owi ng steps are perforned:

1. Initialize the SUT with an enpty | ocal repository cache (cold
start).

2. Start the SUT and allow it to performrepository synchronization
with the configured PP servers.

3. Verify that the SUT retrieves all RPKI objects available fromthe
PP servers.

4. After the initial synchronization conpletes, update the
repository contents on the PP servers (e.g., publish new objects
or update existing objects).

5. Wit for one synchronization update interval.

6. Verify that the SUT retrieves the updated repository contents
fromthe PP servers.

Expected results: After the cold start synchronization, the SUT
retrieve all RPKI objects available fromthe configured PP servers.
After the repository contents are updated, the SUT synchronize the
updat ed objects within one synchronization update interval.

4.2. (Object Syntax Validation Correctness
Thi s section eval uates whether the System Under Test (SUT) correctly
performs syntax validation for RPKI objects. The SUT is expected to
perform syntax checks according to the rel evant specifications and
detect objects that do not conformto the defined syntax
requirenents.

The syntax requirenments for different RPKI objects are defined in the
fol |l owi ng specifications:

* Certificate and CRL: [RFC5280] and [ RFC6487]
* Manifest: [RFC6488] and [ RFC9286]

* ROA: [RFC6488] and [ RFC9592]
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For each object type, test objects that violate specific syntax
requi renents are constructed and published in the repository. The
SUT behavior is then observed to determ ne whether the syntax
validation is correctly perforned.

4.2.1. DER Decoding
4.2.1.1. Processing Valid DER

oj ective: To evaluate whether the SUT correctly decodes RPKI objects
that use valid Distinguished Encodi ng Rul es (DER) encodi ng.

Pr ocedur e:

1. Publish a set of RPKI objects with valid DER encodi ng on the PP
servers.

2. Start the SUT and allow it to synchronize the repository
contents.

3. Verify that the SUT retrieves the objects and attenpts to process
t hem

4. Verify that the SUT successfully decodes the objects with valid
DER encodi ng.

Expected results: The SUT successfully decode RPKI objects that use
val i d DER encodi ng.

4.2.1.2. Handling Invalid DER

hj ective: To eval uate whether the SUT correctly detects and rejects
RPKI objects that contain invalid DER encodi ng.

Pr ocedur e:

1. Publish a set of RPKI objects containing malformed DER encodi ng
on the PP servers.

2. Start the SUT and allow it to synchronize the repository
contents.

3. Verify that the SUT retrieves the nal fornmed objects.
4. Verify that the SUT attenpts to decode the objects.

Expected results: The SUT successfully detect DER decoding errors in
objects with mal forned encodi ng and reject those objects.
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4.2.2. Certificate Syntax Validation

hj ective: To eval uate whether the SUT correctly performs syntax
validation for certificates according to Section 3.1 of [RFC8897].

Procedure: 1. Construct certificate objects that violate specific
syntax requirenents defined in Section 7.2 of [RFC6487]. 2. Each
test certificate SHOULD viol ate one syntax requirenent at a time
(e.g., mssing mandatory fields, invalid field values, incorrect
extensions, or malformed structures). 3. Publish these nal forned
certificate objects on the PP servers. 4. Start the SUT and allow it
to synchronize the repository contents. 5. Verify that the SUT
retrieves the certificate objects and perforns syntax validation

Expected Results: If a certificate violates the syntax requirenents,
the SUT is able to detect the syntax error

4.2.3. CRL Syntax Validation

hj ective: To eval uate whether the SUT correctly performs syntax
validation for CRLs according to Section 3.2 of [RFC8897].

Pr ocedur e:

1. Construct CRL objects that violate specific syntax requirenents
defined in [ RFC5280] and [ RFC6487].

2. Each test CRL SHOULD viol ate one syntax requirenent at a tine.
3. Publish these nmal formed CRL objects on the PP servers.

4. Start the SUT and allow it to synchronize the repository
contents.

5. Verify that the SUT retrieves the CRL objects and perforns syntax
val i dati on.

Expected Results: If a CRL violates the syntax requirenments, the SUT
is able to detect the syntax error

4.2.4. Manifest Syntax Validation

oj ective: To eval uate whether the SUT correctly perfornms syntax
validation for Manifest according to Section 4.2.1 of [RFC8897].

Procedure 1. Construct manifest objects that violate specific syntax

requirenents defined in [ RFC6488] and [ RFC9286]. 2. Each test
mani f est SHOULD vi ol ate one syntax requirenment at a tine. 3. Publish
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these mal formed nani fest objects on the PP servers. 4. Start the SUT
and allow it to synchronize the repository contents. 5. Verify that
the SUT retrieves the mani fest objects and perfornms syntax

val i dati on.

Expected Results: If a manifest violates the syntax requirenents, the
SUT is able to detect the syntax error.

4.2.5. ROA Syntax Validation

oj ective: To eval uate whether the SUT correctly perforns syntax
validation for Manifest according to Section 4.2.2 of [RFC8897].

Pr ocedur e:

1. Construct ROA objects that violate specific syntax requirenents
defined in [ RFC6488] and [ RFC9582].

2. Each test ROA SHOULD vi ol ate one syntax requirenent at a tinme.
3. Publish these mal formed ROA objects on the PP servers.

4. Start the SUT and allow it to synchronize the repository
contents.

5. Verify that the SUT retrieves the ROA objects and performnms syntax
val i dati on.

Expected Results: If a nmanifest violates the syntax requirenents, the
SUT is able to detect the syntax error.

4.3. Certification Path Validation Correctness
oj ective: To evaluate whether the SUT correctly perforns
certification path validation and detects certification paths that
violate the requirenents defined in Section 3.2 of [RFC8897].

Pr ocedur e:

1. Construct RPKI object sets whose associated certification paths
viol ate specific requirenents defined in [ RFC6487].

2. Each test case SHOULD i ntroduce one violation at a tinme in the
certification path.

3. Examples of such violations include, but are not limted to:
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* Invalid certification path structure, where the subject of a
certificate does not match the issuer of the next certificate
in the certification path.

* Invalid certificate signature, where the certificate cannot be
verified using the issuer’ s public key.

* Resource extension violation, where the resources listed in a
child certificate are not enconpassed by the resources |listed
in the parent certificate.

4. Publish these certificates on the PP servers

5. Start the SUT and allow it to synchronize the repository
contents.

6. Verify that the SUT retrieves the certificates and perforns
certification path validation.

Expected Results: If the certification path violates the
requirenents, the SUT is able to detect the validation failure and
reject the affected objects.

4.4. Signed Object Signature Validation Correctness

oj ective: To eval uate whether the SUT correctly verifies the digita

signatures of RPKI signed objects using the correspondi ng public keys

in the associated certificates

Procedure:

1. Construct a set of valid RPKI signed objects (e.g., Manifests,
ROAs) whose signatures correctly match their associated
certificates.

2. Publish these objects on the PP servers.

3. Start the SUT and allow it to synchronize the repository
contents.

4. Verify that the SUT retrieves the objects and perforns signature
val i dati on.

5. Construct a set of signed objects whose signatures are
intentionally invalid (e.g., the object content is nodified after
signing or the signature does not match the corresponding
certificate).
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6. Publish these mal formed objects on the PP servers.
7. Trigger repository synchronization on the SUT

8. Verify that the SUT perforns signature validation for the
retrieved objects.

Expected Results The SUT verifies the digital signature of each
retrieved signed object using the correspondi ng public key contained

in the associated certificate. |If the signature is invalid, the SUT
is able to detect the signature verification failure and reject the
obj ect .

4.5. Manifest Processing Correctness

Thi s section eval uates whether the SUT correctly uses manifests to
verify the integrity and conpl eteness of RPKI repository objects.

Mani fests are expected to be used to:

* Verify that the content of each RPKI object matches the hash
listed in the manifest.

* Verify that all objects listed in the manifest exist in the
repository and that there are no extra objects not declared in the
mani f est .

4.5.1. Manifest Hash-M smatch Check

oj ective: To eval uate whether the SUT detects when the content of a

retrieved RPKI object does not match the hash declared in its

associ at ed mani f est.

Pr ocedur e:

1. Construct a set of RPKI objects (e.g., ROAs) and a correspondi ng
mani f est .

2. Mdify the content of one or nore objects after the manifest has
been generated, so that the object hash no | onger matches the
hash listed in the manifest.

3. Publish the manifest and the nodified objects on the PP servers.

4. Start the SUT and allow it to synchronize the repository
contents.
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5. Verify that the SUT retrieves the nanifest and the associated
obj ects, and perforns the hash-m smatch check

Expected Results: The SUT is able to detects any objects whose
content does not nmatch the hash declared in the manifest.

4.5.2. Mani fest Object-M smatch Check

oj ective: To eval uate whether the SUT detects when the objects
listed in a manifest are mssing fromor extra in the repository.

Procedure
1. Construct a manifest that lists a set of RPKI objects.

2. Publish the manifest and a nodified set of objects on the PP
servers where

* Sone objects declared in the manifest are missing fromthe
repository, and/or

* Extra objects exist in the repository that are not declared in
the manifest.

3. Start the SUT and allow it to synchronize the repository
contents.

4. Verify that the SUT retrieves the nanifest and perforns object-
m smat ch checki ng.

Expected Results The SUT is able to detect any di screpanci es between
the objects declared in the mani fest and the objects present in the
repository.

4.6. Processing Tine test
oj ective: To nmeasure the end-to-end processing tinme of the SUT, from
the monent it begins processing retrieved RPKI objects to the nonent
the validated ROA payload is generated. This includes all validation
steps such as DER decodi ng, object syntax validation, certification
path validation, signature verification, and mani fest usage checks.
Procedure:

1. Alowthe SUT to synchronize with a test repository containing a
predefined set of RPKI objects.

Qn, et al. Expires 16 Septenber 2026 [ Page 12]



Internet-Draft BM for RPKI RP March 2026
2. Start the SUT and record the tinmestanp at the nonment it begins
processing the repository objects.

3. Allowthe SUT to conplete the full validation pipeline, including
all functional steps.

4. Record the tinestanp at the nmonment the SUT produces the final
val i dat ed ROA payl oad (VRP).

5. Calculate the total processing tine as the difference between the
start and end ti nestanps.

6. Repeat the test for different repository sizes and object types
to eval uate performance under varying | oad conditions.

5. Report For mat
This section defines the format for reporting the results of RPKI
Relying Party benchmarking tests. The format is concise and suitable

for docunenting both functional correctness and performance results.

System Under Test (SUT) Information: - RP inplenmentation nane and
version

Test Repository Information:
*  Number of objects and object types used in the test
Functional Correctness Test Results:
* (bject Retrieval Correctness: pass/fail
* DER Decodi ng Correctness:

- Valid DER Decodi ng: pass/fail Invalid DER Handling: pass/fail
* (bject Syntax Validation Correctness:

- Certificate: pass/fail

- CRL: pass/fail

- Manifest: pass/fail

- ROA pass/fail

* Certification Path Validation Correctness: pass/fail
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* Signed Object Signature Validation Correctness: Invalid Signature:
pass/ f ai
* ©Mani fest Usage Correctness:
- Hash-M smatch Check: pass/fai
- (Object-Msmatch Check: pass/fai
Performance Test Results:
* Processing Tinme Performance Test:
- Repository size
- Nunber of objects

- Total processing tine fromstart of object fetching to
generation of validated ROA payl oad

Not es:

* Functional correctness tests report pass/fail based on whether the
SUT correctly performs all validation checks required by the
rel evant specifications. A test passes only if all applicable
validation requirenments are correctly enforced

* Performance tests report total processing tine only, as defined
above.

6. Security Considerations
Thi s docunent defines benchmarki ng net hodol ogi es for RPKI RP
i npl ementations in controlled | aboratory environments using dedi cated
address space and constrai ned resources. No additional security
considerations are identified within the scope of this document.
7. | ANA Consi derations
Thi s docunent has no | ANA requests.
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