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Abst ract

Thi s docunent defines an extension for the Internet Key Exchange
Protocol Version 2 (IKEv2) to support negotiation at the tine of
initial Child Security Association (SA) establishing of Key Exchange
(KE) method that could be used in subsequent rekeys of this SA
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1. Introduction

The | KEv2 [ RFC7296] protocol uses the Key Exchange (KE) payload to
perform an epheneral key exchange. During an | KEv2 rekey operations,
a new KE payload is used to create a new epheneral key, resulting in
Perfect Forward Secrecy (PFS)

A Child Security Association (SA) optionally uses its own PFS
settings by including its own KE payl oad and |ist of acceptable Key
Exchange nmethods. During Child SA rekeys, KE payl oads of acceptable
Key Exchange nethods are exchanged to create PFS

The Initial Exchanges establish both an IKE SA and a Child SA using
the Key Exchange net hod negotiated for the I|KE SA. Thus, after the
Initial exchanges, the peers are not aware of each other PFS
requirenents for the existing Child SA. It is conmon practice to
either not performPFS for Child SAs, or to only performthe same KE
met hods for both the IKE SA and all Child SAs. The situation is even
nmore conpl ex when Post - Quantum Key Exchange met hods are used that

m ght contain nmultiple KE payl oads, which nmight not all be desired
for rekeying the Initial Child SA. It is currently not possible to
know the desired PFS configuration for rekey of the initial Child SA
The peers find out about this problemonly at the first Child SA
rekey, which can be substantially (several hours) later than initia
Child SA is created.

Thi s docunent defines a nmethod for peers to negotiate a Key Exchange

met hod that is conpliant with peers’ Child SA PFS policy at the tine
an initial Child SA is being established.
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1.1. Ternminology and Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

The docunent uses a term™initial Child SA" to refer to a Child SA
created in the | KE_ AUTH exchange. A Child SA created in the
CREATE_CHI LD_SA exchange cannot be considered as "initial Child SA"
even if it is the first ever Child SA created in the |KE SA (e.g., in
case of childless | KE SA [ RFC6023]).

2. Pr ot ocol Overvi ew

In KEv2, when an IKE SA is created, an initial Child SAis also
created as described in [RFC7296]. Negotiation of the Child SA
parameters for the initial Child SAis different than for any other
Child SA. In particular, since the | KE_AUTH exchange does not
contain Key Exchange (KE) payl oads, key exchange method for initial
Child SA cannot be negotiated. Section 1.2 of [RFC7296] states that
the SA payloads in the | KE AUTH exchange cannot contain Transform
Type 4 (Key Exchange Method) with any val ue other than NONE (and t hat
[ RFC7296] reconmends inplenmentations to omit the whole transform
substructure if its TransformID is NONE). This is the only
difference in the negotiation of Child SA paranmeters between the

| KE_AUTH (for initial Child SA) and the CREATE CH LD SA (for al
other Child SA) exchanges.

In order to allow peers to negotiate the Key Exchange nethod for use
in successive rekey operations during initial |KE exchanges, this
docunent allows supporting peers to negotiate key exchange nethod (or
met hods in case of multiple key exchanges [ RFC9370]) in the | KE_AUTH
exchange as they would do it in the CREATE CH LD SA exchange. Note,
that this negotiation does not affect the way session keys are
derived for an initial Child SA and is only purposed for agreeing on
the mutual ly acceptabl e key exchange nethod for successive rekey of
initial Child SA

3. Protocol Details

To be able to use this extensions peers first need to negotiate
support for it. This is done in the KE_ SA IN T exchange by
exchangi ng new notification CH LD SA PFS | NFO SUPPORTED (<TBA>). The
Protocol ID and SPI Size fields of this notification are set to 0,
the Notification Data is enpty. The initiator wishing to use this
extension includes this notification in the IKEESA INT request. |If
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the responder receives the CH LD SA PFS | NFO SUPPORTED and supports
this extension, it sends this notification back in the response.

I f peers successfully exchanged the CH LD SA PFS | NFO SUPPORTED
notification in the IKE SAINT exchange then the initiator MAY

i nclude the Key Exchange Method (KE) transform(s) that it is wishing
to use for subsequent rekey operations according to its Child SA PFS
policy in the SA payload in the | KE AUTH exchange. Additional Key
Exchange Method (AKE*) transforns are also included if the initiator
proposes nultiple key exchanges [ RFC9370]. The responder sel ects one
of the proposed KE (and each of AKE*, if present) transform according
toits Child SA PFS policy and returns back its selection in the
response along with transfornms of other types, as specified in
Section 2.7 of [RFC7296]. |If the responder fails to find nmutually
acceptabl e set of transfornms then it returns the NO PROPCSAL_CHOSEN
notification and the initial Child SAis not created, as defined in
Section 2.7 of [RFC7296].

Note that this extension may cause initial Child SAto fail even when
it would be created if peers didn't use this extension (in situation
when no peer’s Child SA PFS policies have no nutually acceptabl e key
exchange nethods). For this reason, if any of the peers does not
intends to rekey the initial Child SA (e.g., it plans to create a
short-lived Child SA), then this peer SHOULD NOT negoti ate support
for this extension in the IKE_SA INIT exchange, so that the extension
i s not used.

The negoti ated key exchange net hod al ong with additional key exchange
met hods (if any) are not used in the key derivation for the initial
Child SA. Instead, peers keep this information for |ater use. Wen
one of the peers wishes to rekey the initial Child SA it SHOULD
propose the negotiated KE transform and AKE* transforms (if they were
negotiated) in the SA payload in the CREATE CH LD SA exchange. In
this case the proposing host can be sure that the peer supports this
key exchange net hod and these additional key exchange nethods (if
any). Note, that other KE (and AKE*) transforns MAY additionally be
proposed in this case, for exanple when the Child SA PFS policy has
been updat ed.

4. Operational Considerations

This docunent is a result of cases from operational experience that
have shown peers can run into broken |IPsec connections at rekey tine.
These are not obvious to the administrators as these usually do not
sit around for a few hours to wait and see if the rekey process

wor ked successfully. The nethod defined in this docunent results in
i medi ate negotiation failure that can be repaired before taking the
| Psec connection into production
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During rekey, the cryptographic strength of a rekeyed Child SA SHOULD
remain at |east as strong as the Child SA being rekeyed. |In practice
this often neans the negotiated algorithns remain the same. But some
depl oynents use stronger settings for the |KE SA conpared to its
Child SAs, which neans technically the initial Child SA uses a
stronger KE nethod than for rekeys. The negotiation of KE nethod
during initial Child SA establishing exposes such settings to the
peers at the tine IKE SA is being created, and peers can at that tine
accept or reject the child proposal. Once the KE nethod is
negotiated during initial Child SA establishing, rekey proposals
using this nmethod are guaranteed to be acceptable to both parties.

Depl oyments with a | arge nunmber of Child SAs often use no PFS for
their Child SAs. It is conputationally nuch cheaper to establish the
| arge number of Child SAs and then inmediately rekey the | KE SA

This nmethod can also be used if the peer’'s Child SA KE nethods are
unacceptable. |If both peers accept the KE nethod of 0 (NONE), it can
decide to rekey the Child SA without PFS and i nmediately rekey the

| KE SA using its accepted KE method to gain PFS on the Child SA

5. Security Considerations

Thi s docunent introduces no new security considerations, as it only
causes an increased awareness of peer capabilities with respect to KE
met hods.

6. Inplenentation Status

[Note to RFC Editor: Please renove this section and the reference to
[ RFC7942] before publication.]

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.
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According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmamde the inplenmented protocols nore nature.

It is up to the individual working groups to use this information as
they see fit".

Aut hors are requested to add a note to the RFC Editor at the top of
this section, advising the Editor to renove the entire section before
publication, as well as the reference to [ RFC7942].

7. | ANA Consi derations

Thi s docunent defines one new | KEv2 Notify Message Type payl oad for
the 1ANA "I KEv2 Notify Message Status Types" registry.

Val ue Notify Message Status Type Ref erence

TBA CHI LD_SA PFS_| NFO_SUPPCORTED [this docunent]
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