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Abst r act

Thi s docunent defines the CH LD PFS I NFO Notify Message Status Type
Payl oad for the Internet Key Exchange Protocol Version 2 (IKEv2) to
support exchanging the policy settings for the Perfect Forward
Secrecy (PFS) and which Key Exchange (KE) method(s) setting of the
initial Child SA that are expected to be used during Child SA rekey.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The | KEv2 [ RFC7296] protocol uses the Keying Exchange (KE) payl oad,
formerly known as the Diffie-Hell man G oup Transform payload to
create an epheneral | KE connection. During an |KE rekey, a new KE
payl oad is used to create a new epheneral |KE connection, resulting
in Perfect Forward Secrecy (PFS)

A Child SA optionally uses its own PFS settings by including its own
KE payl oad and |ist of acceptabl e Keying Exchange met hods. During
Child SA rekeys, KE payl oads of acceptabl e Keyi ng Exchange net hods
are exchanged to create PFS

The Initial Exchanges establish both an | KE SA and a Child SA using
the Keyi ng Exchange nmethod negotiated for the | KE SA. Thus, after
the Initial Exchange, the peers are not aware of each others PFS
requirenents for the existing Child SA. It is conmobn practise to
either not performPFS for Child SAs, or to only performthe sane KE
met hods for both the |KE SA and all Child SAs. The situation is even
nmor e conpl ex when Post - Quantum Key Exchange net hods are used htat

m ght contain multiple KE payl oads, which might not all be desired
for rekeying the Initial Child SA. It is currently not possible to
know the desired PFS configuration for rekey of the initial Child SA
The peers find out about this problemonly at the first Child SA
rekey, which is typically 1 to 8 hours |ater

Thi s docunent introduces the CH LD PFS I NFO Notify payload to

exchange this information during the estaliblisment of the initia
Child SA
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

1.2. Payl oad For mat
Al multi-octet fields representing integers are laid out in big
endi an order (also known as "nost significant byte first", or
"network byte order").

2. CH LD PFS INFO Notify Status Message Payl oad

1 2 3
01234567890123456789012345678901
S e e T +
! Next Payload !C! RESERVED ! Payl oad Length !
T T o e e e e e e e e e e aa o - +
! Protocol ID ! SPI Si ze ! Notify Message Type !
S S . +
I Transform Type| REQUI RED? | Child Key Exchange Met hod
S R T e +
o e e e e e e e e e e aa o - + ------------------------------- +

* The Critical Flag (C) MJST NOT be set.

* Protocol ID (1 octet) - MJIST be 0. MIST be ignored if not O.

* SPI Size (1 octet) - MJST be 0. MJIST be ignored if not O.

* Notify Status Message Type (2 octets) - set to [ TBD1]

* list of one or nore Child Key Exchange Met hods

Each all owed or mandatory Child Key Exchange Method, and its
Transform Type for which it is valid. These differ based on the Key

Exchange it is used in.

Each entry is four octets. |If the KE list payload is a not a
multiple of four, the entire payl oad MJST be ignored.

The REQUIRED fields contains O for ALLONED and 1 for MANDATORY.
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3. Usage of the CHI LD _PFS_I NFO Notify

The CH LD PFS I NFO Notify payload is sent during the (last) | KE _AUTH
exchange.

Any peer MAY send the CH LD PFS I NFO Notify payload to informthe
peer of its acceptable PFS settings. |If a peer receives no

CHI LD _PFS I NFO during the | KE_AUTH exchange, it MJST continue w t hout
any error condition. This mght result in a NO PROPOSAL_CHCSEN error
during rekey time later when the initial Child SA fails to rekey.

When creating additional Child SA's using the CREATE CH LD _SA
Exchange, the Exchange al ready negotiations all the required KEs and
the results can be renenbered to apply to future rekey events for
this Child SA and CH LD PFS_|I NFO MUST NOT be used.

If PFS is conpletely disallowed for the initial Child SA the KE |ist
contains only the Transform Type with value 4, the REQU RED set to 1
( MANDATORY) and the Child Key Exchange Method set to the value O

( NONE) .

If PFSis optional for the initial Child SA but allowed, the KE |i st
contains at |east one entry for Transform Type with value 4, with one
value (e.g. 19 for "256-bit random ECP group") with REQU RED set to
OPTI ONAL (0).

If PFS is mandatory for the initial Child SA, the KE |ist contains at
| east one entry for Transform Type with value 4, with one value (e.g.
19 for "256-bit random ECP group”) with REQU RED set to MANDATORY

(1).

To support PFS requiring additional Child Key Exchange Met hods,
additional allowed Child Key Exchange Methods for Additional Key
Exchange Transform Types are specified that can be set to MANDATORY
or OPTIONAL. Every Transform Type ID with Key Exchange Method entry
inthe list of Child Key Exchange Met hods MJST have been used during
the initial IKE SA/ Child SA establishnment and MJUST NOT contain the
val ue NONE (0).

Note that the Additional Key Exchange nethod order MJUST renmin the
same, but the specific Transform Type nunber in the range 6-12 m ght
be different if an Additional Key Exchange nethod was used
specifically for the KE SA but not desired for the initial Child SA
rekey.

If the Child Key Exchange Method |ist contains any val ues (known or

unkown) that were not used during the initial IKE SA/ Child SA
establishment, or any values which it is unwilling to use for PFS, it
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MUST fail the Child SA. This nmeans an Initial Responder MJST return
NO_PROPOSAL_CHOSEN (and maintain the 1KE SA). An Initial Initiator
MUST i mredi ately send a DELETE notify for the Child SA (not the IKE
SA). This behavi our ensures that inconptabile peers will imrediately
fail the initial Child SA and won't only later on during rekey fai
the Child SA

4. QOperational Considerations

This docunent is a result of Operational Considers that have shown
peers can run into broken | Psec connections at rekey tinme. These are
not obvious to the administrators as these usually do not sit around
for a few hours to wait and see if the rekey process worked
successfully. The CH LD PFS INFO results in inmedi ate negotiation
failure that can be repaired before taking the IPsec connection into
producti on.

During rekey, the cryptographic strength of a rekeyed Child SA SHOULD
remain at least as strong as the Child SA being rekeyed. |In practise
this means the negotiated algorithns remain the sane. But sone

depl oynents use stronger settings for the IKE SA conpared to its
Child SAs, which neans technically the initial Child SA uses a
stronger KE nethod than for rekeys. The CH LD PFS | NFO payl oad
exposes such settings to the peers during the Initial Exchanges, and
peers can at that tine accept or reject the child proposal. Once the
Initial Child SA containing CH LD PFS INFO is accepted, rekey
proposal s are guaranteed to be acceptable to both parties. For
exanple, an I KE SA coul d be using KE nethod 15 (3072-bit MODP) and
specify in the CHHLD PFS INFO that it accepts KE nethod 14 (2048-bit
MODP) for this Child SA rekey.

Depl oyments with a | arge nunmber of Child SAs often use no PFS for
their Child SAs. It is conputationally nmuch cheaper to establish the
| arge nunber of Child SAs and then inmediately rekey the | KE SA

This nmethod can also be used if the peer’s Child SA KE nethods are
unacceptable. |If both peers accept the KE nethod of 0 (NONE), it can
decide to rekey the Child SA without PFS and i nmediately rekey the

I KE SA using its accepted KE net hod.

5. Security Considerations
Thi s docunent introduces no new security considerations, as it only

causes an increased awareness of peer capabilities with respect to KE
met hods.
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1.

I mpl ement ati on Status

[Note to RFC Editor: Please renove this section and the reference to
[ RFC6982] before publication.]

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenment by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experimentation
and feedback that have nmamde the inplenmented protocols nore nature.

It is up to the individual working groups to use this information as
they see fit".

Aut hors are requested to add a note to the RFC Editor at the top of
this section, advising the Editor to renove the entire section before
publication, as well as the reference to [ RFC7942].

Li breswan

Organi zation: The Li breswan Proj ect

Nane: https://1ibreswan. org/

Description: An initial IKE inplenmentation using the Private Use
val ue 40961 for the Notify payl oad

Level of maturity: Beta

Coverage: Inplenents the draft’s exanple reasons
Li censing: GPLv2

I mpl enent ati on experience: TBD

Contact: Libreswan Devel oprment: swan-dev@i breswan. org
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7. | ANA Consi derati ons

Thi s docunent defines one new | KEv2 Notify Message Type payl oad for
the 1ANA "I KEv2 Notify Message Types - Status Types" registry.

Val ue Notify Type Messages - Status Types Ref erence

[ TBD1] CH LD _PFS_I NFO [this docunent]
Figure 1
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