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Abstract

This draft consider Path MU (PMIU) al ogorithms and issues in QUC
applications. Fistly, a passive probing approach is adopted to

di scover the PMIU. The process of discovering the PMIU is not
performed separately, but is performed sinultaneously in the actual
appl i cation data conmmuni cati on. A probe packet is defined newy using
1- RTT packet which includes actual application data as well as a
short packet header and a PING EXT frame. Until the optinal PMIU is
di scovered, the size of the probe packet is changed according to the
size of the PMIU candi date. Secondly, a PMIU bl ack hol e problemin
secure and reliable transport protocol is discussed and a possible
solution can be suggested from existing researches. Thirdly, PMIU

i ssues for nedia delivery over UDP, such as WbRTC and nedi a over
QUIC (MQ are discussed.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 8 January 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

P.S. Kim Expires 8 January 2026 [ Page 1]



Internet-Draft PMIU Al gorithnms and Issues in QU C Applications July 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction .
1.1. Requirenents Language .o
2. Passive Probing for PMIUD mnth QUIC
.1. Active Probing for PMIUD with QUIC
.2. A New PMIU Probe Packet
.2. Passive Probing . .
3 Resol vi ng PMIu Bl ack HoIe Problem . .
4. Path MIU Di scussion for Media Dellvery over UDP .
5. | ANA Consi derations . . .o
6
7.

NDNDN

Security Considerations
Ref er ences
Aut hors’ Addr esses

QOWOOWONNOUITR,WWN

=

1. Introduction

A PMIU Di scovery (PMIUD) is a standardi zed technique in conputer
net wor ki ng for determ ning the PMIU size on the network path between
two I P hosts, usually with the goal of avoiding IP fragnentation for
| Pv4[ RFC1191] and for | Pv6[ RFC8201]. Wen a packet too large for the
path was sent, the PMIUD expects to receive a Packet Too Big (PTB)
message. However, there are nultiple reasons why a PTB nessage mi ght
not arrive at the sender.

Therefore, the PMIUD for the Packetization Layer (PL) that selects
the size of I P packets is specified recently in [RFC8899]. RFC8899
wor ks wi thout a signal fromthe network and covers generic PL
protocol s such as QU C of [RFCI000]. Meanwhil e, [ UDP-PMIUD]

compl enent s RFC38899 by specifying how a UDP Options sender inplenents
Dat agram PL PMTUD( DPLPMIUD). 1t all ows a datagram application to

di scover the largest size of datagramthat can be sent across a

speci fic network path. However, [RFC8899] does not contain details
about how to discovery for the optiml PMIU

Recently, therefore, [Q PMIUD] conpl enments RFC8899 by presenting a

di scovery algorithmwith QU C. Using the discovery algorithmw th a
set of possible PMIU candi dates and their possible probing sequences,
the optimal PMIU i s obtained. However, to discover the optinml PMIU,
sone probe packets which have no semantic value night be injecting
into network, which is called active probing or active measurenent.
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The active probing approach can increase a network | oad and perturb
t he networ k.

Based on [Q PMIUD] and [ UDP-PMIUD], this draft consider an
alternative PMIUD for QU C. To discover the optinal PMIU, the passive
probi ng approach is adopted. The process of discovering the optinal
PMIU is not carried out separately, but is carried out sinultaneously
in the actual application data conmmuni cation. A probe packet is
defined newWy using 1-RTT packet which includes actual application
data as well as a short packet header and a PING EXT franme. The

PI NG EXT frame is also defined newy. Until the optinal PMIU is

di scovered, the size of the probe packet is changed according to the
size of the PMIU candi date. A sinple discovery algorithmusing only
the PMIU candi date sequence with linear upward is described in this
draft. Other rather conplex discovery algorithns that consider
various PMIU candi date sequences will be dealt with in the future

Meanwhi l e, in classical PMIU di scovery, a PMIU bl ack hol e probl em
could arise when the PTB nessages are not sent back to the sender for
some reason. As an extrene case such as the secure and reliable
transport protocol QU C, a sender that trusts only cryptographically
secured information will not use PTB nessages. Thus, a possible
solution can be suggested from existing researches.

Moreover, recently, Media over QU C(MbQ is being designed to handle
real -time conmmuni cati on and nedia stream ng over QU C [ MOQT]. PMIub
in the context of MbQ involves determ ning the MU of the network
pat h between a client and server to avoid packet fragnmentation. This
ensures efficient and reliable nedia delivery over QUC, whichis a
fast and efficient transport protocol. Therefore, PMIU issues for
medi a delivery over UDP, such as WbRTC and MbQ are di scussed

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2. Passive Probing for PMIUD with QU C

The specification of QU Cin RFCI000 recomrends to use the PMIub
framewor k of RFC8899. RFC 8899 DPLPMIUD has the foll owi ng phases:

- Base: Send the probe in its basic size first. QU C assunes that
the specified 1280 bytes pass, so it starts fromthe next phase.

- Search: Search for candidate PMIUs whil e sendi ng probes. Once the
optimal PMIU is detected, proceed to the next phase.
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- Search Conplete: Since PMIU nmay change due to route changes, check
if it is still optinmal.

There are three possible ways to create a PMIU probe packet as
fol | ows[ RFC8899] :

- Probing using paddi ng data
- Probing using application data and paddi ng data
- Probing using application data

[ UDP- PMTUD] descri bes "Probe Packets that include Application Data"
to inplenent "Probing using application data" of [RFC8899].

However, RFC8899 does not contain details about how to discovery for
the optimal PMIU.

2.1. Active Probing for PMIUD with QU C[ Q PMIuD

[ @ PMIUD] conpl enments the specification, RFC8899, by presenting a

di scovery algorithmwith QU C Froma practical point of view it

m ght be a good choice to consider only a set of common PMIU val ues.
However, the PMIU val ue may usual ly change over time. Thus,

[ @ PMIUD] considers a set of possible PMIU candi dates. PMIU

candi dates are val ues every 4 bytes from 1280 bytes to 1500 bytes.
Then, a discovery algorithmis proposed, which probes one PMIU
candidate after the other. This neans, it starts the probe for the
next candi date not before the probe for the current candi date either
succeeded or failed. Then endpoint uses this discovery algorithmthat
repeat edly chooses PMIU candi dates to probe.

The candi date sequence is required to specify the order in which the
di scovery al gorithm probes PMIU candi dates. The endpoi nt must choose
a PMIU candi date | arger than the | argest successfully probed

candi date and smaller than any other probed candidate with a | ost
probe packet. Seven candi date sequences are consi dered, eval uated,
and conpared in [ Q PMIuD .

To probe one PMIU candi date, according to RFC9000, the endpoint

buil ds a probe packet with a short packet header, a PING frame and
PADDI NG frames. The endpoint controls the size of the probe packet by
the nunber of PADDI NG franmes, whose size is one byte each. The PING
frame makes the packet ack-eliciting.

However, to discover the optimal PMIU, sone probe packets which have
no semantic value mght be injecting into network, which is thus
call ed active neasurenment or active probing. This active probing
approach can increase a network | oad and perturb the network.
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2.2. A New PMIU Probe Packet (1-RTT packet format)
(1) Probe packet format for active probing [ Q PMIUD]

| P header + UDP header + Short header (QUI C header) + PING frame +
PADDI NG f r anes

The size of the probe packet is controlled by the nunmber of PADDI NG
frames.

(2) Probe packet format for passive probing

In this drfat, a probe packet is defined newy using 1-RTT packet
i ncludi ng actual application data as well as a PING EXT frane as
fol |l ows:

| P header + UDP header + Short header (QUI C Header) +
PI NG EXT frame + Actual application data

- PING_EXT frane (defined new y)
. Frame Type Nane : PI NG EXT
Type Val ue : 0x20
The PI NG EXT franme nakes the packet ack-eliciting. In addition,
the PING EXT frane indicates that the current 1-RTT packet is
now di scovering the optimal PMIU as well as transmitting actua
appl i cation data.

- Application data
Actual application data controls the size of the probe packet
by a multiple of four bytes.

The size of probe packet is changed according to PMIU candi dates as
fol | ows:

1280 + increnmental where, for exanple, increnental can be a
mul tiple of four as shown in [Q PMIUD .

2. 3. Passive Probing

Thr ough the new probe packet, it is possible not only to discovery
the optimal PMIU, but also to transmt actual application data. That
is, to discover the optinmal PMIU size and carry actual application
data, the endpoint expand the payl oad of all UDP datagrans.

(1) A simple algorithmfor discovering the optiml PMIU

As specified in RFCO000, QU C nmust send QUI C packets with the
smal | est al |l owed naxi mum dat agram si ze when validating a path during
connection initiation or mgration. Thus, the endpoint sets the probe
packet initially to the snallest allowed nmaxi mum dat agram si ze of
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1280 bytes including actual application data as well as a short
packet header, a PI NG EXT frane.

As nentioned, until the optimal PMIU is di scovered, the size of the
probe packet is changed successively according to the size of the
PMIU candi date. The size of the probe packet is controlled with the
size of actual application data. The size of actual application data
is amultiple of four.

In the active probing approach [ Q PMIUD], the endpoint uses a sinple
di scovery algorithmthat repeatedly chooses PMIU candi dates to probe.
Thus, seven PMIU candi date sequences are consi dered and each

candi dat e sequence specifies the order in which the discovery

al gorithm probes PMIU candi dates. In addition, four nmetrics such as
nunber of probed PMIU candi dates, tine to di scover the optinmal PMIU
network | oad, average PMIU estimati on are defined for performance
eval uati ons of seven sequences.

However, because the process of discovering the optimal PMIU is
carried out sinultaneously in the actual application data
communi cati on, only the PMIU candi date sequence with |inear upward
is adopted first in this draft. The |inear upward sequence sel ects
one candidate after the other froma list of candidates in ascending
order, starting with the second one (the first one was probed with
the small est all owed maxi mum dat agram si ze of 1280 bytes). O her

rat her conpl ex di scovery approaches that consider various PMIU

candi date sequence will be dealt with in the future

Until the optinmal PMIU is discovered, the endpoint repeats a series
of probing steps. In absence of a PTB nessage, the discovery

al gorithm considers a probe for a PMIU candidate as failed, only if
the probe packet of the size of the candidate were detected as | ost.
A probe for a PMIU candi date that fails, lets all other probes for

| arger candidates fail as well. Therefore, the optimal PMIU is the
PMIU candi date that succeeded just before the failure.

(2) Discovery completion and PMIU cache

VWhen the algorithmdeterm nes that it has di scovered the optim
PMIU, the endpoint termi nates the probing. Then, the endpoint sets
the 1-RTT packet finally to the optinal datagram size using the

opti mal PMTU di scovered. From now on, the 1-RTT packet does not
include a PING EXT frame. QU C can cache the optinmal PMIU di scovered
and use it for future connections to the sane endpoint.

(3) O her rather conplex discovery algorithns

O her rather conplex discovery algorithns that consider various PMIU
candi date sequences will be dealt with in the future.
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3.

Resol ving PMIU Bl ack Hol e Probl em

Cl assical PMIU di scovery is subject to protocol failures. One failure
ari ses when traffic using a packet size |arger than the actual PMIU
is black-holed. That is, all datagrans |arger than the actual PMIU
are di scarded, which is known as PMIU bl ack hole problem This could
ari se when the PTB nessages are not sent back to the sender for sone
reason. In extreme cases, such as the secure and reliable transport
protocol QUIC, a sender who only trusts encrypted security
information will not use PTB nessages.

The nmain idea of [RFC8899] is to prevent an endpoint from

uni ntentionally sendi ng packets that are too big by linmiting

their size using a PMIU estimation that is equal or smaller than the
actual PMIU. The di scovery begins with a PMIU search that provides
successively increasing estinmates of the actual PMIU. This process
does not require PTB nessages. However, a PMIU can change. A decrease
in PMIU may cause the endpoint to transmt packets that are too

| arge. [ RFC8899] does not describe howto detect this without a PTB
message

Recently, [Q PMIUBH] presents a new paraneterizable PTB detection
algorithmfor a secure and reliable transport protocol that does not
depend on PTB nessages. [ Q@ PMIUBH chooses QUIC as an exanple to
illustrate howto integrate the new paraneterizable PTB detection
algorithminto a transport protocol and el aborate it with different
par aneter values using the QU C simul ation nmodel. Therefore, this new
PTB detection algorithmcan be a solution to the PMIU bl ack hol e
problemin QU C

Additionally, when applying QUC in an |IPv6 environment, the new | Pv6
Hop- by-Hop (HBH) Option, which is used to record or cache the m ni mum
PMIU al ong the forwardi ng path between the source and desti nation
hosts, can be a solution. The concept of recording or caching the

m ni mum PMITU was origi nated by [ O PMIUD] and standardi zed by

[ RFC9268] .

Pat h MIU Di scussion for Media Delivery over UDP

MbQ and WebRTC are both designed to handle real -time conmuni cati on
and nedi a stream ng over UDP [ MOQT] [ RFC8835]. However, they cater to
different use cases and architectural preferences, with distinct
desi gn phil osophi es and trade-offs.

WebRTC is a nmonolithic architecture designed for peer-to-peer-video
tel ephony, with a lot conplexity under the hood but less flexibility
for video stream configuration[ RFC8835]. Additional requirenents for
STUN and TURN servers make depl oynents chal | engi ng.
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6

MoQ i s based a nodul ar architecture based on nodern standard
technol ogi es |i ke WebTransport, HITP/ 3, and QU CJMOQT]. MQ is a set
of protocols designed to provide a |owlatency, high-quality nedia
delivery solution, especially for streaming. It |everages QU C s
efficiency and reliability for nmedia ingest and distribution

Wth regard to PMIU, there is a requirenent for WbRTC Peer-to- Peer
(P2P) data channels between two browsers[ RFC 8831]. The WebRTC dat a
channel transport protocol should avoid IP fragnmentation. It ust
support Path MIU (PMrU) discovery and nust not rely on | CVWP or

| CMPv6 bei ng generated or being passed back, especially for PMIUD.
WebRTC typically assunes a smaller MU of 1200 bytes, and PMIUD hel ps
ensure that packets stay within this size, even when traversing
networks with varying MU settings. WebRTC often uses a | ower MIU
(around 1200 bytes) than the standard Et hernet MIU (1500 bytes) to
ensure conpatibility with various network environments, including VPN
tunnel s and encryption |ayers. WbRTC | everages PMIUD to dynanically
adj ust packet sizes, ensuring efficient and reliable comunication
even when the underlying network has varying MIU settings.

In addition, even in point-to-point RTP sessions, this also allows
senders to piggyback audio nedia in the same UDP packet as video
medi a, for exanple, and also allows QU C receivers to piggyback QU C
ACK frames on any QUI C packets being transmtted in the other

di rection.

PMIUD i n the context of MQ involves deternining the MU of the
networ k path between a client and server to avoid packet
fragnmentation. This ensures efficient and reliable nedia delivery
over QU C, which is a fast and efficient transport protocol. MQ
utilizes QUIC s ability to deternine the optimal PMIU, even within
the application data stream for |owlatency and high-quality

st ream ng.

By determining the optimal PMIU, MQ can ensure that packets are sent
in the |argest possible size without fragnentation, |leading to

i mproved perfornmance, especially for high-speed internet connections
i ke 5G

MbQ can i npl enent PMIUD t hrough various al gorithms, including the
passi ve probing where the actual application data is used to discover
the PMIU. This nmeans that PMIUD can be perforned in parallel wth
data transm ssion, reducing overhead.

I ANA Consi derati ons
This nmeno includes no request to | ANA

Security Considerations
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The sane security considerations as those described in RFC7880 will
apply to this docunent.

7. References

[ RFC1191] Mogul, J. and S. Deering, "Path MrU di scovery", RFC 1191,
DO 10.17487/ RFC1191, Novenber 1990,
<https://www. rfc-editor.org/info/rfcl191>.

[ RFC8201] McCann, J., S. Deering, J. Mgul, R Hinden, Ed. "Path MIuU
Di scovery for | P version 6", RFC 8201,
DA 10.17487/ RFC8201, July 2017,
<https://www. rfc-editor.org/info/rfc8201>.

[ RFC8831] Jesup, R, S. Loreto, M Tuxen, "WDbRTC Data Channel s",
RFC 8831, DO 10.17487/ RFC8831, January 2021,
<https://www. rfc-editor.org/info/rfc8831>.

[ RFC8899] Fairhurst, G, T. Jones, M Tuxen, |. Rungeler, T. VolKker,
"Packeti zation Layer Path MIU Di scovery for Datagram
Transports”, RFC 8899, DA 10.17487/ RFC8899, Septenber
2020, <https://ww.rfc-editor.org/info/rfc8899>.

[ RFC9000] J. lyengar, Ed., M Thonson, Ed., "QU C. A UDP-Based
Mul ti pl exed and Secure Transport", RFC 9000,
DA 10. 17487/ RFCO000, May 2021,
<https://www.rfc-editor.org/info/rfc9000>.

[ RFC8835] H. Alvestrand, "Transports for WbRTC', RFC 8835,
DO 10.17487/ RFC8835, January 2021,
<https://ww. rfc-editor.org/info/rfc8835>.

[ UDP- PMTUD]
Work in Progress, Internet-Draft,
draft-ietf-tsvwg-udp-options-dpl pntud-15, 20 February
2025, <https://ww.ietf.org/archivel/id/draft-ietf-tsvwg-
udp- opti ons-dpl pnt ud- 15. t xt >.

[ MOQT]
Work in Progress, Internet-Draft,
draft-ietf-nog-transport-12, 23 June 2025,
<https://ww.ietf.org/archive/id/draft-ietf-mnmog-transport
-12. txt>.

[ @ PMTUD]

Timo Vol ker, M chael Tuxen, "The search of the path MIuU
with QU C', EPIQ "' 21: Proceedings of the 2021 Workshop

on Evol ution, Performance and Interoperability of QU C,
Decenber 2021

P.S. Kim Expires 8 January 2026 [ Page 9]



Internet-Draft

[ @ PMIUBH|

[ O PMTUD]

[ RFC9268]

Aut hors’ Addre

PMIU Al gorithns and |Issues in QU C Applications July 2025

Ti mo Vol ker, M chael Tuxen, "Packet Too Big Detection and
its Integration into QU C', 2023 16th International

Conf erence on Signal Processing and Comruni cation System
(I CSPCS), Septenber 2023

Expired, Internet-Draft, draft-|ee-optinal-detect-pntu-00,
8 COctober 2002, <https://datatracker.ietf.org/doc/draft-
| ee-opti mal - det ect - pnt u>.

B. Hinden, G Fairhurs, "IPv6 M ninum Path MU Hop- by- Hop
Option", RFC 9268, August 2022, <https://datatracker.ietf.
org/ doc/ rfc9268/ >.

Sses

Pyung Soo Kim

Tech Uni ver
Si heung, Gy
Sout h Kor ea
Enmai | : pski

P.S. Kim

sity of Korea
eonggi

m@ ukor ea. ac. kr

Expires 8 January 2026 [ Page 10]



