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Abst ract

Thi s docunent describes the Distributed Congestion Mtigation (DCV
mechani smusing the Interior Gateway Protocols (I1GPs) such as IS 1S

[ RFC1195], OSPFv2 [ RFC2328], or OSPFv3 [ RFC5340]. DCMis a tactical,
di stributed nmechani sm designed to nitigate network congestion by
offloading traffic to an alternate, congestion-free paths. DCMis
fully integrated in | GPs.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 Novenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Net work capacity planning is a proactive strategy to deal with the
network congestion. Even with the proper capacity planning, network
congestion arises fromoversubscription, link or node failures, and
fromthe shifting traffic patterns. DCM provides a reactive,
distributed nmechanismto nitigate |ocal congestion by |everaging the
interface utilization nonitoring, IGP |ink adm nistrative groups

[ RFC8919], [RFC8920], and Fl ex-Al go [ RFC9350] path conputation and

f orwar di ng.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.
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3.

Ter mi nol ogy
ABR  Area Border Router.
ASBR:  Aut ononpus System Border Router.
DCM Distributed Congestion Mtigation.
FAD: Flex-algo Definition [ RFC9350].
OFA: O floading Flex-Algo, used for traffic offloading.

Congestion Affinity: Administrative group used to exclude congested
I'inks fromthe OFA topol ogy.

High Uilization Affinity: Admnistrative group used to signal high
utilization and prevent additional offload traffic.

Congestion Threshold: The utilization level at which a link is
mar ked wi th Congestion affinity. Traffic offloading is initiated
for the local Iink.
Non- Congesti on Threshold: The utilization level at which the
addi tional offloading on the link stops. |If no traffic is
of fl oaded fromthe local link, the Congestion affinity is renpved.

High Utilization Threshold: The utilization level at which a link is
marked with Hgh Utilization affinity to stabilize the |oad.

Restore Threshold: The utilization |evel at which traffic
restoration is initiated.

Low Utilization Threshold: The utilization |evel used to renove Hi gh
Uilization affinity.

LSP: Link State Packet.
LSA: Li nk State Advertisenent.
DCM Requi renent s

DCM ains to offload traffic fromthe locally congested |inks. Some
of the requirenents of DCM are |listed bel ow

* DCM of fl oaded traffic MJST avoid any congested |ink.

* DCM of fl oaded traffic MJUST NOT create new congestion in the
net wor k.
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*  DCM MJST support multiple congested links in the network

* O floaded traffic MAY be protected via LFA [ RFC5286] or TI-LFA
[ RFC9855]. A microl oop avoi dance MAY be used for the of fl oaded
traffic.

Control Pl ane

DCM provi sions a dedicated OFA. COFA's FAD is set to exclude the
Congestion affinity. Any |link declared congested MJST be excl uded
fromthe OFA topol ogy by setting the Congestion affinity. This
allows the OFA to natively route traffic around all congested I|inks.

OFA is only used to carry the offl oaded traffic.

DCM can be used to offload AlgorithmO traffic or traffic of any

Fl ex- Al go, which is not used as OFAitself. |If the DCMis used for
Flex-al go traffic, the OFA on top of using the Congestion affinity
exclude rule, SHOULD inherit the FAD algorithmtype, constraints, and
metric type fromthe original Flex-algo for which the DCMis done

Mul tiple OFAs can coexist inside the | GP area.
Local Congestion Mnitoring and Detection

DCM utilizes precise congestion nmonitoring and detecti on nechani sns
for the local interfaces on the router. Some of the characteristics
of such nmonitoring are:

* Interface output rates are collected periodically and are
statistically adjusted to avoid oscillations and ensure stability.
An Exponential Weighted Myving Average (EWMA) is an exanpl e of
such adjustnents, used for smpothing the output rate sanples.

* Trend nonitoring may optionally be enpl oyed to enhance detection
performance. Wien an upward trend is detected, a nore aggressive
wei ghting may be applied to react faster to significant changes,
thereby preventing or minimzing any traffic drop. Stabilization
wi ndows and trend threshol ds can be used to detect and confirm
sustai ned upward trends in the link utilization

* Some noise filtering is required for short-duration utilization
spi kes.

* A nore granular traffic rate data, |ike per destination prefix or
per flow, MAY be collected to find out the destinations that are
significantly contributing to the |ocal congestion
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Traffic O fl oadi ng and Restoring

Traffic offloading is performed to divert the traffic onto the
shortest path that avoids any congested |inks. The offloading
process adheres to the followi ng principles:

*

Only traffic fromlocally congested interfaces are offl oaded at
each node

O fl oadi ng MUST NOT be done for Flex-algo that is used as OFA

O fl oading MJUST NOT be done if there is no valid path to the
destination node in the OFA topol ogy.

Addi tional offloading MJST NOT be done, if the path to the
destination node in the OFA topology crosses any link that is
advertised with the High Utilization Affinity.

The offload path is calculated for each prefix individually.

Any destination with the primary path over the |ocally congested
link is eligible for offloading. Ofloading my be subject to
user-defined filtering.

A nore granular traffic rate data, |ike per destination prefix or
per flow, MAY be used to decide which traffic is offl oaded

Traffic is diverted using the Unequal Cost Multi-Path (UCMP)
across the primary path and the offload path.

O floading and restoring is executed progressively in periodic
iterations, utilizing a jittered del ay between each step, to
ensure network stability.

At each iteration, a small increnent of traffic (e.g., 5% is
of fl oaded or restored.

The specific anount of traffic to be offloaded is cal cul ated based
on the | owest capacity link identified on the path fromthe
of fl oadi ng node to the destination node inside the OFA

O floading starts when the Congestion Threshold is exceeded on the
Il ocal interface. Additional offloading ceases when the
utilization on the local interface drops bel ow Non- Congesti on

Thr eshol d.
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* |f the calculated OFA path fromthe offl oadi ng node to the

destination node changes (i.e., any topol ogical nodification
affecting the end-to-end path) while traffic for a prefix destined
to that node is being actively offloaded, the offloading for that
prefix MUST be term nated. The offloading process for that prefix
MUST then be re-initiated fromthe initial state, follow ng the
standard iterative process.

* Restoration of the offloaded traffic to the primary path starts
when the utilization on the local interface drops bel ow the
Restore Threshold. Restoration ceases when the utilization on the
| ocal interface exceeds the Non-congestion threshold, or if al
traffic is restored.

O fl oaded Traffic Forwarding

Ofloaded traffic is routed via OFA paths, requiring the swtching of
the traffic’'s algorithmto the OFA. The forwardi ng behavior is
defined as foll ows:

* In the MPLS network (intra-area): The top |abel is replaced by the
OFA | abel of the destination node.

* In the MPLS networks (inter-areal/inter-domain): The OFA | abel of
the destinati on ABR/ ASBR i s pushed on top of the |abel stack.

* In the SRv6 networks: The nechani smrequires the push of the OFA
node SID (e.g., uN, END) of the destination node. Alternatively,
an adjacency SID (e.g., UA, END-X) of the penultinmate hop of the
destination node towards the destination node itself in the OFA
topol ogy may be used, to avoid the presence of multiple |ocal SIDs
at the destination node.

Gscill ati on Avoi dance

To limt the likelihood of oscillations, DCMuses two affinity-based
signals based on link utilization thresholds as illustrated bel ow
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Utilization (%

90 |------- | Congestion Threshol d
| | if (>=) Set Congestion Affinity,
| | Start of fl oadi ng
80 |------- | Non-congestion threshold
| | if (<=) Unset Congestion Affinity,
| | St op additional offl oading
70 | ------- | High utilization threshold
| | if (>=) Mark High Utilization

60 |------- | Restore Threshold
| | if (<=) Start restoring traffic

50 |------- | Low utilization threshold
| | if (<=) Unmark Hi gh Uilization

The logic of the two affinities is as foll ows:

*

10.

Congestion Affinity: Renoves the link fromthe OFA topol ogy. Any
of fl oaded traffic, local or renpte, is renoved fromthe |ink.

High Uilization Affinity: Signals routers in the area to stop
sendi ng new offload traffic to the link without inpacting existing
of floaded traffic. Traffic that has al ready been of fl oaded over
the link can stay there.

Cscillation Mtigation

While the affinity-based signaling described in Section 9 effectively
mtigates large-scale oscillations, localized instabilities may still
occur due to the follow ng:

*

El ephant Flows: If UCWP hashing results in a high-bandw dth fl ow
being steered onto an offload path, it may trigger secondary
congestion on that path.

Si mul taneous O floading: In a distributed environment, nultiple
routers may simultaneously detect congestion and initiate

of floading for their locally congested links, |eading to rapid,
coordinated shifts in traffic patterns that exceed the network’s
convergence stability.
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11.

To address these scenarios, inplenmentations MIST enpl oy a danping
mechani sm for prefix-specific offl oadi ng:

* Path Change Monitoring: Routers SHOULD nonitor the frequency of
OFA path changes for each prefix. |f the path changes nore than N
times within a defined interval T, the router SHOULD suppress
further offloading for that prefix.

* Exponential Backoff: To further enhance stability, an exponenti al
backoff mechani sm MAY be applied, increasing the duration for
whi ch of fl oading is suppressed each tinme the threshold is
exceeded. This ensures that prefixes causing persistent path
churn are excluded fromthe DCM process until the network state
stabilizes.

I npl enent ati on Scope and Di scretion

Wil e this docunent defines the nandatory protocol behaviors required
to ensure interoperability and network stability, certain aspects of
the DCM nechanismare left to the inplenentation.

1. Mandatory Requirenents

I mpl ement ati ons MUST adhere to the following rules to ensure the
integrity of the DCM mechani sm

* OFA Topol ogy Excl usion: The OFA FAD MJUST excl ude Congesti on
Affinity.

* High UWilization Affinity Signaling: Routers MJST interpret the
H gh Uilization Affinity as a signal to cease sending new of fl oad
traffic to the link, while allow ng existing offloaded traffic to
persi st to avoid unnecessary churning.

* Routers participating in the OFA MJST nonitor the local |inks
utilization and advertise the Congestion Affinity when the
Congestion Threshold is exceeded. They MJST stop advertising the
Congestion Affinity if the utilization drops bel ow t he Non-
Congestion Threshold and there is no traffic that is locally
of fl oaded fromthe |ink.

* Routers participating in the OFA MJST nonitor the local I|inks
utilization and advertise the High Uilization Affinity when the
High Utilization Threshold is exceeded. They MJST stop
advertising the High Utilization Affinity if the utilization drops
bel ow the Low Utilization Threshol d.
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* Advertising the Congestion and High Utilization Affinities is
subject to the standard throttling used by the inplementation when
generating the LSP, or LSA update.

* The setting of the Congestion and High Utilization affinities
SHOULD be performed nore aggressively than the unsetting. Setting
of these affinities is a protective nmeasure agai nst inm nent
performance degradation; therefore, it SHOULD be prioritized to
prevent congestion. |nplenmentations MAY use immedi ate (un-
snoot hed) utilization sanples, or nore aggressive statistical
adjustnents for setting these affinities. Conversely, unsetting
these affinity is a restoration neasure to return to optinal
routing. A nore cautious approach to unsetting is recomrended to
ensure the link has stabilized and usage of the snpot hed,
statistically adjusted utilization value is reconmended.

* Algorithm Constraints: Ofloading MIJST NOT be perforned for any
Fl ex-Al go that is currently designated as an OFA

11.2. I nplenmentation-Specific Decisions

I npl enent ati ons have the discretion to define the operationa
heuristics that trigger the protocol mechani sns, including:

* Congestion Detection Logic: The specific statistical nethods used
for link utilization adjustnent (e.g., EWMA, trend analysis, or
noise filtering) are inplementation-dependent.

* Threshol d Tuning: The specific values for Congestion, Non-
Congestion, Hgh Utilization, Restore, and Low Uilization
threshol ds are operational paraneters that should be tuned based
on network-specific capacity, stability and performance
requirenents.

* Ofload G anularity: The iterative process, including the size of
traffic increnents, is left to the inplenenter to optimnize for
network stability.

* (Ofload Interval: The offload interval SHOULD be set to a val ue
| arger than the sumof the tine required for the nodes in the
network to detect high utilization or congestion, the tine
required to advertise the link affinities (including the LSP/LSA
throttling), and the tinme required for those affinities to
propagat e across the network, plus sonme additional time to ensure
network stability.
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11.

12.

13.

14.

15.

* Filtering Policies: Wiile the protocol provides the nechanismfor
of fl oadi ng, the policy governing which prefixes or traffic classes
are eligible for offloading is a | ocal configuration choice.

3. Depl oynent Consi derations

DCM can be depl oyed increnmentally in the network. Legacy routers,
that do not support DCM MJST not participate in the OFA

DCM does not need to be enabled on all routers in the network.
However, it must be enabled on all routers along the specific path
towards the egress node, starting fromthe point where DCMis being
used. To successfully offload traffic, the offl oad path nust be
contiguous. |If any router along the path towards the egress node

| acks DCM enabl ement, the OFA path may not be avail abl e.

I ANA Consi derations
Thi s docunent nakes no requests of | ANA
Security Considerations

DCM relies on standard IS-1S, OSPF, and CSPFv3 fl oodi ng nechani smis.

I mpl enent ati ons MJUST ensure that affinity configuration is consistent
between routers participating in the DCMinsi de the area and

prot ect ed agai nst unaut horized nodification, as malicious

mani pul ation could lead to traffic drops or suboptimal routing.
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