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Abst r act
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operati on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 Cctober 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Przygi enda & Li Expires 8 Cctober 2026 [ Page 1]



I nternet-Draft ISI'S Hierarchical SNPs April 2026

Tabl e of Contents

1. Introduction 2
2. Dynanmc Part|t|on|ng .o e e e e 3

2.1. Denser Packing and Repacklng e e e e e e 4
3. Hash Function for a Fragnent 5

4. Fast, Increnmental, Self-lnverse Fbshlng Functlon for F}aénenf

Ranges 6

5. Procedures . . . 6
5.1. HSNP Support hbgotlat|on .o e e e e e e 6
5.2. Advertising and Rece|V|ng HSNPs e e e e e 7
6. HSNP PDU For mat e 8
7. Exanple . . . . e e e 9
8. 1S1S Scale Envelope CbnS|derat|ons . 0]
9. Further Considerations . . . I
9.1. Maxi num Advi sabl e Hash vaerage e I
9.2. Hash Collision Probabilities . . . . . . . . . . . . . . 12
9.3. Inpact of Packet Losses . . . . . 13
9.4. Deconpression and Cachlng/Cbnparlson Cpt|n1zat|ons .
10. Security Considerations . . . ... . 14
11. 1ANA Section . . . . . . . . . . . . . . . . . . . . . ... 14
12. Contributors . . . . . . . . . . . . . . . . . . . .. ... 14
13. Acknow edgenent . . . . . . . . . . . . . . . . . . . . . .. 14
14. References . . v
14.1. Nornmative References .
14.2. Informative References . . . . . 15
Appendi x A.  Reference | nplenentation of SIP Fragnent Fbshlng . . 15
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 17

1. Introduction

The document introduces an optional new type of SNP called the

Hi erarchical SNP (HSNP). It conpresses traditional CSNP exchanges
into a Merkle tree-like structure [ MERKLE], enabling faster
synchroni zati on of | arge databases and adjacency information while
reduci ng the overhead of regular CSNP exchanges during steady state
operation. By conbining parallel flooding, CSNP exchanges, and HSNP-
based conpression, database resynchronizati on can be accel erated
because fewer packets (not the entire CSNP set) need to be exchanged
to fix inconsistencies. Using HSNPs al so reduces unnecessary

fl oodi ng and comuni cation overhead, while still detecting m smatched
fragments nore efficiently than full CSNP exchanges.

To maintain a consistent framework, we initially treat each CSNP
entry for an LSP as equivalent to a "as good as perfect”, though

rat her long, Merkle hash. |In other words, in the first step, the LSP
I D, sequence nunber, and checksum act as a "perfect fragnent hash".
The CSNPs then serve as the "bottoni of the Merkle tree conceptually
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speaking. We include the fragnent’s PDU Il ength to add nore entropy
in the next step. |In this step we conpute a [SIPHASH over the
fragment’s description to create a shorter fragnent-|evel nerkle
hash. Those hashes are never transmitted in packets, since doing so
woul d effectively duplicate CSNP functionality. However, the hash
that conbines all fragment hashes of a node beconmes a "node Merkle
hash". G oups of such node hashes can then be summarized again into
a "node range Merkle hash", created by hashing the individual node
hashes together. For the node and node range hashes, we switch from
[SIPHASH to a different hashing nmethod, as explained in Section 4.
The resulting hierarchy of hashes enables validation of |arge LSDB
synchroni zations using far fewer packets than relying solely on
CSNPs. Al though these hashes sumari ze ranges recursively, the

resul ting exchange, dependi ng on range ni smatches, resenbles a
[SKIP]-1ike process rather than maintaining a fixed tree structure in
every exchange.

This docunent |limts itself for practical purposes to LSDB sizes of
the order of 1E6 fragnents and further considerations necessary to
prevent overly garrul ous exchanges of hashes covering smaller and
smal l er sets of fragments. More details on the targeted 1S-1S
envel ope can be found in Section 8 and further considerations

revol ving around these assunptions are sumarized in Section 9.

2. Dynamic Partitioning

In practical ternms, the nobst interesting problemis figuring out how
to divide the database into groups of |eaf nodes (each representing a
set of fragnents) that both conpress the data effectively conpared to
standard CSNPs and renmin as stable as possible. |If the fragnent
boundari es wi thin each hash keep changi ng, nei ghboring systens wl|l
need to recal cul ate their hashes instead of reusing cached ones from
their own Merkle tree, which adds unnecessary conputation. The
subdi vi si on should al so create enough "bins" to handl e any
distribution of fragment IDs across the network. This hel ps avoid
pat hol ogi cal cases where all fragnents mght end up in a single hash,
such as when e.g. a hashing function degrades. Ideally, when a hash
m smat ch occurs, it should take only one or two packets, w th hashes
for smaller fragnent groups or regular CSNPs, to fix the difference.
Reducing 1/0O and/or conputation directly inproves how quickly the
systens synchroni ze.

To begin, in IS-1S networks we can fit just under 100 PSNP entries
into the typical 1500-byte MIU frame. This is the consequence of
each CSNP entry including the Node I D, Fragnent nunber, Sequence
nunber, Checksum and Lifetine fields -- totaling 7 + 1 + 4 + 2 + 2 =
16 bytes per entry.
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[ SI PHASH hashes, as shown in Figure 2, take up 6 + 6 + 8 = 20 bytes
each, which neans that about 70 such hashes fit into a single packet.
A nore detail ed explanation of why a 64-bit [SIPHASH and the
resulting hash sizes were chosen is provided in Section 9. 2.

These linits formthe basis for the recormended partitioning and
packi ng strategies discussed |ater.

At the | owest conpression level, it is optimal to generate a single
CSNP packet on a mismatch in a hash. To achieve this, the first-

| evel hashes should initially group about 80 LSP fragnments together,
with exceptions handled |ater. There is no need to maximze this
initial packing.

As the LSDB grows, it is better to | eave some flexibility ("slack")
in how fragnents are grouped. This increases the likelihood that
both sides of an adjacency will rmaintain the sanme |eaf-1evel packing,
even during flooding transitions, and prevents the ranges from
shifting constantly.

The packi ng process al ways pl aces all fragnents belonging to the same
system and its pseudonodes within a single node Merkle hash. This
hash nmay occasionally exceed the recomrended size of 80 fragnents.

When it conmes to node range hashes a hash is considered "full" when
addi ng the next systems fragments would go beyond this limt.

Unl ess, of course, the leaf is still enpty.

At that point, any range hash can be folded into a higher-level, |ess

speci fic range hash. However, whenever a msmatch occurs at any
| evel, the process nust disaggregate the hash and send the
correspondi ng small er, nmore specific range or node hash instead.

2.1. Denser Packing and Repacki ng

To tal k nmeani ngfully about node range hashes, we will refer to hashes
that cover a wi der range of nodes as |ess specific, and to those
covering only a subset of that range as nore specific.

Instead or in addition to the "first |evel"™ packing a system can
decide to pack "nore densely". In such a node, the HSNP may incl ude
hashes that cover a nmuch larger range than the first-1evel hashes
How thi s denser packing is inplemented is left up to the specific

i mpl ement ati on.

A good general approach is to increase packing density in parts of
t he dat abase that have not changed, where no hash m smatches have
been observed, or when it is reasonable to assunme that the nei ghbor
al ready holds a nostly synchroni zed dat abase.
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As a secondary consideration, it would be useful for efficient,
cache-based i npl enentations for both sides to agree on the ranges of
Mer kl e hashes advertised. This would rmake caching of merkle nodes
much nore effective. However, while this idea seens viable in
theory, inplenenting it across a |large nunber of interfaces would
effectively require a gl obal synchronization protocol - sonething
inpractical in a network where nodes are constantly addi ng, renoving,
and updating fragnents asynchronously. These ongoi ng changes
continually affect what the "optimal" hash ranges are. And with
enough churn, such a range negotiation protocol m ght never converge
at all.

Al ternatively, providing a fast way to reconstruct the interna
Merkl e hash for a m smatched range coul d reduce the need for perfect
range alignment. For exanple, in the proposed packi ng schene, nodes
al ways agree on system | D boundaries. By maintaining a Merkle hash
per system | D, a node can quickly reconpute the required hashes
whenever received ranges differ fromits cached ones - even in
networks with a | arge nunmber of nodes.

It is still highly preferable for advertised Merkle hash ranges to
align on system | D boundaries as much as possible - especially at the
top level. Under stable conditions, these top-level Mrkle hashes

significantly reduce the anount of CSNP exchange required, nininizing
bot h packet vol ume and processi ng over head.

Even though a fully stable network could, in theory, be represented
by a single hash covering the entire LSDB, doing so is neither
desirabl e nor beneficial. Since an HSNP packet nust be sent anyway,
it is much better to fill it with around 70 node range hashes. This
approach limts the amount of deconpression required if a collision
occurs within one of those ranges and al so reduces the risk of hash
collisions, as discussed in Section 9. 2.

In summary, a node shoul d avoid conpressing beyond the point where a
single HSNP covers the entire database. |Ideally, one HSNP should
contain at nost about (MU / Node Range Hash Entry Size) hashes - or
fewer - to keep collision probabilities |ow, as described in detai
in Section 9. 2.

3. Hash Function for a Fragnent

Each fragnment generates a 64-bit siphash-1-3 [SIPHASH . The salt key
is given in Appendix A

In case the fragment hash generates a zero value the value MJST be
replaced with constant of value 1.
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5.

5

To validate correctness of an inplenentation a reference hash is
given in Figure 1.

Hash Variant: Siphash-1-3:64Bits
Fragment | D: 0101:0101: 0000. 01-01
Seq# $0001

Csum $0001

Len: 0512

Hash $6EB348F808C9AE4E

Figure 1
Fast, Incremental, Self-Ilnverse Hashing Function for Fragnent Ranges

Si nce | arge-scal e depl oynents nust conpute significant nunbers of
hashes over sets of frequently changing fragnents, it is highly
desirable to use a specialized hash function that supports fast

i ncremental updates when fragnents are added, renoved, or when their
checksunms change

Once hashes are built over sets of fragments, it is desirable to
support very fast splitting and nergi ng of such sets, especially when
two hashes differ in which fragnents they contain.

Deeper consi derations on such hashes can be found in [HASHES] but our
design space is sinplified due to irrel evance of security involved

The hash for a set of fragnments is conputed using a very fast XOR
over their fragment hashes. This nmakes it straightforward to update
the hash when a | eaf is added, renoved, or its checksum changes. As
a result, less specific ranges can quickly derive their hash by

XOR ing the hashes of all included, nmore specific ranges, when those
are avail abl e.

Procedures
1. HSNP Support Negotiation

Il H of nodes supporting this extension MJIST include in IIH a new TLV
that will indicate support for reception of HSNPs. All nodes on the
adj acency MJST advertise the TLV on their |l Hs, otherwi se HSNPs are
not used. Observe that a node may very well just receive and process

the HSNPs and answer them always wi th CSNPs necessary al though this
is obviously | ess beneficial than fully supporting sendi ng and
recei ving of HSNPs.

Przygi enda & Li Expires 8 Cctober 2026 [ Page 6]



I nternet-Draft ISI'S Hierarchical SNPs April 2026

5.2. Advertising and Receivi ng HSNPs

Advertising standard CSNPs is extended with HSNP adverti senents when
this feature is supported. Since both CSNPs and HSNPs carry range
information in their headers, they can be freely nixed, depending on
whi ch | evel of fragnent "conpression" best fits the situation. In
practice, sufficiently specific range m snatches will naturally fal
back to CSNP exchanges or flooding to resolve remaining differences.

The ranges MJUST be sorted based on Range Start System ID. The ranges
MAY overlap albeit it is highly undesirable.

Any node IDs that are not covered by the ranges in a packet - either
because there are gaps between the advertised ranges, or between
those ranges and the HSNP's Start and End System | Ds - MJST be
treated as missing. Consequently, if a node detects that it holds
Mer kl e hashes for LSPs that are not covered by a received HSNP, it
MJUST behave as it would in the same situation with a CSNP, nanely by
fl ooding the m ssing LSPs.

As with CSNPs, an HSNP whose first range covers the first node in the
dat abase MUST use 0000. 0000. 0000 as the start systemID in its packet
range so that mssing nodes can be detected. The same rule applies
at the other end of the database: an HSNP whose range covers the |ast
node MJUST indicate this in a way that allows detection of any m ssing
trailing nodes.

When a node receives an HSNP where any of the contai ned hashes does
not match after reconputation or conparison, it MJST i nmediately send
HSNPs wi t h Merkl e hashes covering the m smatched ranges. These new
hashes MJUST be nore specific than the range where the m smatch

occurr ed.

Al ternatively, instead of nore specific HSNP hashes, a node MNAY
choose to send correspondi ng CSNPs, PSNPs, or flood the m snatched
LSPs directly. Sending CSNPs or flooding i mediately may be
preferabl e when the mismatch affects only a small number of LSPs.

If there is a msmatch - or no conputation available - for a hash
covering just a single node (with its pseudonodes), or for a hash
spanni ng fewer fragnents than a full CSNP PDU, then CSNPs covering
all fragnments of the node and its pseudonodes MUST be sent.

Al ternatively, the node MAY choose to flood those specific fragnents
directly instead.
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6. HSNP PDU For nat

The HSNP PDU format closely follows the CSNP format. |nstead of CSNP
entries, it carries the correspondi ng Merkl e hashes - which cover
exactly the sane fragnments that woul d appear in CSNP packets. The
Start and End System | Ds excl ude pseudonode bytes, as those are
inmplicitly included within the ranges.

e +
| PDU Lengt h |
T e +
| Source ID |
T +
| Start System | D |
e +
| End System ID |
T T +
| Vari abl e Length Fields |
T +

The Start and End System I Ds use the standard ID | ength and indicate
the range of fragments covered by the HSNP, just |like CSNPs do. The
key difference is that all pseudonodes of the systens within this
range are inplicitly included (inplying as well that all fragments of
the range are included). Both the Start and End System I Ds are

i nclusive, neaning fragnents fromboth endpoints are part of the
range.

The variable length fields are a sorted sequence of Node Range Hash
Entries in the follow ng format.

oo m o e e e e e e e e e e e e e e e e e e meao— o +
| Range Start System |ID |
o m e e e e e e e e e e e e e e e e e eemem e +
| Range End System | D |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| Mer kl e Hash |
oo m o e e e e e e e e e e e e e e e e e e meao— o +

Range of LSPs that are included in the hash. Range Start and Range
End System ID are inclusive, i.e. the fragnents of both the start
and the end system I D are contained within the range.

Mer kl e hash consists of 8 bytes of the 64-bit conputed hash of all
fragnments covered by the range.
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This makes an entry in typical deploynment scenarios 6 + 6 + 8 = 20
bytes | ong and hence about 70 hashes fit into a typical MU .

Ranges MJUST be sorted on Start System | D.
7. Exanple

An exanple will clarify things further. Consider an LSDB with 512
nodes, each having a system | D of 1000.0000.00<2 digits node-id> and
hol ding 32 fragnents nunbered 0 - 31. W skip uneven node
identifiers to create intentional "holes" in the nunbering. The
pseudonode byte is treated sinply as part of the systemID, since it
doesn’t affect the scheme itself.

In a stable state, reasonabl e conpression can deliver 128 "first-
order" | eaves - each containing fragnents from?2 systens (64
fragments total) - requiring roughly 512 / (2 * 70) ~ 4 packets. The
first of these "first-order" packets would | ook approximately like
this:

e +
| Start System | D: 0000.0000. 0000 |
T T +
| End System | D: 0000. 0000. 00A0 | // 80 ranges covering 160 nodes
T +
oo m o e e e e e e e e e e e e e e e e e e meao— o +
| Start System I D: 1000.0000. 0000 |
T +
| End System | D: 1000. 0000. 0002 | /1 64 fragments over 2 systens
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| Mer kl e Hash |
oo m o e e e e e e e e e e e e e e e e e e meao— o +

o m m e e e e e e e e e e e e e e e e mee oo +
| End System ID: 1000. 0000. 00A0 |
T +
| Mer kl e Hash | // 64 fragnents over 2 systens
o m e e e e e e e e e e e e e e e eee e +

Fi gure 2
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8.

Based on | ocal decisions, a node can further conpress HSNPs until -
in the nost extrene case - it sends just one packet full of hashes.
In our exanple with 512 nodes, this divides them across 70 hashes
(assum ng equal fragnent counts for sinplicity), resulting in about 8
nodes per hash (equivalent to 8 * 32 fragnents). The resulting
packet would | ook Iike this:

| “Start System D 0000.0000.0000 )
| End System D FFFE FFEF FFFE )
| Start System D 1000.0000.0000 )
| End systemiD  1000.0000.0010 )
T erk e resn T )
o m m e e e e e e e e e e e e e e e e eeeo—— oo +
| Start System | D: 1000.0000. 01FO |
| End System 1D 1000.0000.0200 )
T erk e tesn T )
o m m e e e e e e e e e e e e e e e e eeeo—— oo +
Figure 3

I S-1S Scal e Envel ope Consi derati ons

HSNPs provi de negligible benefit in small networks with only tens of
nodes and hundreds of fragments. Perfect flooding would
theoretically suffice at any scale (though history shows this is too
optinmistic), and even CSNPs represent under such assunptions protoco
overhead only - yet they have significantly contributed to IS-1S
stability in real deploynents

As networks grow | arger, the costs of link flaps, node restarts, and
peri odi c CSNP exchanges increase substantially. HSNPs can
significantly extend IS-1S scalability in these scenari os.
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9

9

To push IS-ISto its practical limts, we nust account for flooding
rates driven by fragnent refreshes and LSDB synchroni zation. Path
comput ation inpacts can be deferred - bare pathol ogi cal scenarios -
by using danpening and parallelization, and thus we focus on
realistic scenarios in the order of 50,000 nodes and 1 million
fragnments.

At maxi mum configured lifetime, this generates ~15 packets/second per
interface fromrefreshes (1M 65K fragnments/second), plus ~10,000 CSNP
packets for full LSDB sync.

Achi evi ng a nodest 120-second sync requires ~80 CSNPs/second, and
across 16,000 interfaces, that represents a peak of 1.5 nmillion
packet s/ second - far beyond current fast-flooding capabilities. W
di sregard here further techniques like
[ID.draft-ietf-lsr-distoptflood-11], especially since they do not

i mprove CSNP scal e.

Wth maxi mum HSNP conpressi on, however, sync overhead drops to
roughly one additional packet beyond refresh floodi ng, |eaving
~250, 000 packets/second (15 * 16K) to be handl ed by fast floodi ng and
flood reduction techniques - a challenging but feasible target.

The consi derations above nake it clear that conbining fast fl ooding,
flood reduction, and HSNP features will be essential in extending IS
IS scalability as deploynments continue to grow | arger.

Furt her Consi derations
1. Maxi nrum Advi sabl e Hash Cover age

Al t hough the nechani sm can theoretically use a single Merkle hash to
represent an arbitrarily |arge database, such an approach is not
advisable. Instead, it is far preferable to limt hash coverage so
that at mninmumone full HSNP packet is required.

In practice, limting conpression so that a naxi num of about a dozen
HSNP packets covers the entire database is usually sufficient. For
exanple, a single maximally conpressed HSNP packet for a 1,000 -
fragnment dat abase covers ~140 fragnents per hash. Allowi ng for nore
HSNP packets (e.g., 10 instead of 100 CSNPs) still provides a 10x
conpression factor, reduces di saggregati on needs during LSDB changes,
and further lowers the already negligible collision risk (which in 1K
sized LSDB i s however vanishingly small with a single hash already).
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9.2. Hash Collision Probabilities

Even with CSNPs or PSNPs, |1S-1S has a corner case where LSDB
synchroni zation can fail - particularly during node restarts. In
sinmple terns, if a new fragnent has the same sequence nunber and
different content but an identical 16-bit Fletcher checksum the
collision goes undetected until the fragment expires.

Assum ng Fl etcher checksuns are uniformy distributed (even with

m nor content changes), the collision probability for that case is
1/2**16 ~ 0.0015% This baseline enabl es neani ngful conparisons with
HSNP Fl et cher collision probabilities.

HSNP uses 64-bit [SIPHASH over what is essentially PSNP data for a
fragment plus the fragment’s IS-1S length. The key concern is the
probability that two fragnents - covered by the sanme hash - generate
the sane hash sinultaneously. This would cause both fragnents to

"di sappear"” due to the XOR checksum nature. Collisions occurring for
fragments in different node range hashes are irrel evant.

One m ght argue that XORing different sets of hashes could produce
the sane result, but the probability of two distinct sets having

i dentical nodulo-1 suns across all 64 bits is vanishingly small.
This scenario is not considered further

Collision probability analysis is conplex for the general case,
though the birthday paradox gives a rough estimate of 0.18% collision
|ikelihood for 48-bit hashes in a 1M - sized set. For 64-bit hashes
this intuitively reduces to ~0.000,002,7% To reflect reality better
than sinply relying on statistical assunptions, we instead rely on
extensive sinulations that mirror real-world conditions.

These simul ati ons nodel 50, 000- node networks with 1M fragnents,
assuning node IDs differ by only 3 bytes, maxi mumfragnment |ifetines,
random pr ot ocol checksuns on fragnent refresh, and packet |ength
changes in just 5% of refreshes to reflect network stability.

Results are derived from 32 networks running for 2 years each
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Across 64 years of sinulation and resulting 36E9 refreshes of al
fragments, we observed a total of 142 collisions for 48 bits variant
of [SIPHASH on the whole set or roughly ~0.000, 000, 4% nuch | ower
than birthday paradox prediction. However, assum ng a single HSNP
packet covering the whol e database only 3 collisions of those matter
- a probability of ~0.000, 000,008% or roughly 1 occurrence per 20
years. These collisions have an average lifetinme of about 10 hours.
These rates are orders of magnitude | ower than the birthday paradox
predi ctions, |ikely because node IDs act as a consistent "salt,"
effectively pre-partitioning the probability space. This would be
arguably "good enough" by a long stretch

Nevert hel ess, on further investigation of [SIPHASH using the
standard 64 bits 1-3 variant simulations over the same scenario
generate *no* collisions that can be detected. Measuring the CPU
cost of 48-bit variant vs. 64-bit variant or even 64-bit variant of
traditional fletcher checksumis delivering negligible differences of
|l ow single digit percent when using nmodern inplementation techniques.
Thus, 64-bit [SIPHASH 1-3 variant has been chosen and should
represent a very safe margin for even nuch | arger sizes of databases.

Utimately, a highly conservative (not to say paranoid)

i npl ementation can sinply nonitor the LSDB for colliding fragnent
hashes and exclude them fromthe same HSNP hash. This forces

recei ving nodes to use separate collision-free hashes instead. Such
an approach conpletely elimnates any risk of synchronization m sses
when usi ng HSNPs.

O her techniques are possible, such as slowy wal ki ng the dat abase
and sending CSNPs. However, for a 1M fragnent database that
generates 10,000 such CSNP packets, the chance of this detecting a
collision during its 10-hour window is likely extrenely small.

9.3. Inpact of Packet Losses

Hashes covering | arge nunbers of fragments are nore vulnerable to
packet | osses, as each |ost packet affects a nmuch larger portion of
the LSDB during synchronization. |Inplenentations can choose HSNP
node ranges freely, but shoul d bal ance maxi num conpressi on agai nst
"good enough" conpression that reduces both collision risk and

vul nerability to unavoi dabl e packet drops.
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9.4.

10.

11.

12.

13.

14.

14.

Deconpr essi on and Cachi ng/ Conpari son Qptim zati ons

As nentioned earlier, nodes can use various strategies to accelerate
deconpressi on. For exanple, LSPs m ssing fromHSNPs (those not
covered by any ranges) are clearly absent and can be i mredi ately
reflooded. Similarly, snmall mismatched Merkle ranges can trigger

i mmedi ate CSNPs, PSNPs, or direct flooding.

Cachi ng of hashes can be applied at many levels. The sinplest and
nost useful approach is maintaining a hash for all fragnents of a
node and its pseudonodes, though other granularities work equally
well. Even when adjusting for changes - such as receiving a range <
A - B > while having cached < A- B & next-after-B > - the cached
hash can be quickly updated by sinply XORing out the next-after-B
node Merkl e hash.

Security Considerations
TBD

I ANA Secti on
TBD

Contributors
TBD

Acknowl edgenent

Peopl e have been tal ki ng about "conpressing CSNPs" for a very |ong
time, reportedly going back to when Radia Perl man and an i nsommi ac
Dave Katz were wal king the halls discussing it. Recent attenpts to
scal e the protocol nuch further have made it worthwhile to turn this
idea into a standardi zed, practical engineering solution

Les G nsberg identified several unresolved issues and contri buted
alternative ideas to the draft.

Job Snijders initiated discussion of [SIPHASH being likely a better
solution that traditional fletcher checksumm ng of the fragnents.
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Appendi x A.  Reference |Inplenentation of SIP Fragnment Hashing
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<CODE BEG NS>
pub fn fragment hash(
fragmenti d: &SharedFragnment| D,
fragnment cont ent: &Fragnent Cont ent,
vari ant: Opti on<HSNPFr agnent HashVari ant >,
size: Opti on<HSNPS| ze>
) -> HSNPHash {
let nid = fragmentid. node. node_i d(). O;
| et pnodebe = fragmentid. pnode. 0.to_be_bytes();
| et seqnrbe = fragnmentcontent.seqnr.0.to_be bytes();
|l et fragmentnrbe = fragnentid.fragnmentnr.0.to_be bytes();
| et csunbe = fragnentcontent.isis_checksum 0.to_be bytes();
l et lenbe = fragnmentcontent.isis_pdu_length.0.to_be_bytes();

let nut rotate_in_primary = nid.iter().chain(
csunbe.iter (). chain(
seqnrbe.iter().chain(
f ragnment nr be
Liter()
.chain(lenbe.iter().chain(pnodebe.iter())),
),
),

| et size = size.unw ap_or (HSNPSi ze: : LI BRARY_HSNP_SI ZE)
| et variant = variant.unw ap_or ( HSNPFr agment HashVari ant : : LI BRARY_HSNP_FRAGVENT _HAS

mat ch variant {
HSNPFr agnent HashVari ant : : Si phash => {

let key =1, 2, 3, 4, 5 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16u8];
I et nmut hasher = SipHasher13::new w th_key(&key);
let mut sl = [Ou8; 16];
rotate_in_primary

-map(|v] *v)

.collect_slice_checked(&ut sl[..]);
hasher. wite(&sl);
let r = hasher.finish();
mat ch size {

HSNPSi ze:: 64Bits => {

r.into()
1

HSNPSi ze:: _48Bits => {
let hin=1r " (r >> 48),
(hin & Oxffff_ffff_ffff).into()

<CODE ENDS>
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