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Abst r act

The docunent introduces an optional, new type of SNPs call ed

Hi erarchical SNP (HSNP) that can conpress the traditional CSNPs
exchange into a variant of nerkle tree, hence allow ng to support
very | arge databases and adjacency nunbers. Such an approach shoul d
|l ead in case of inconsistencies to much faster re-synchronization
since only a subset of packets conpared to full scale CSNP exchange
is necessary to correct the entropy present.
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1. I nt roduction

The docunent introduces an optional, new type of SNPs call ed

Hi erarchical SNP (HSNP) that can conpress the traditional CSNPs
exchange into a variant of nerkle tree [ MERKLE] and skip lists
[SKIP], hence allowi ng to support very | arge databases and adj acency
nunbers. Such an approach should |l ead in case of inconsistencies to
much faster re-synchronization since only a subset of packets
conpared to full scale CSNP exchange is necessary to correct the
entropy present.
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Al t hough the scheme can be applied recursively to the point where a
singl e merkl e hash represents the whol e dat abase, for practica
purposes a two |l evel tree allows conpression for LSDB sizes of the
1E5 order and hence the docunent linmts itself in exanples to such
magni tudes. Further considerations nentioned in Section 6 seemto
make this limt practically prudent.

We call CSNP entries of LSPs the zero |l evel nmerkle hash (where we
basically use Isp id, seg# and checksum as "hash") and the hash
summari zing a set of those first level nerkle hash and so on
recursively.

2. Suggested Dynami c Leaf Partitioning

Practically speaking, the npst interesting problemis the correct
subdi vi si on of the database into first |evel collection of |eaf nodes
(CSNP entries) that on one hand can provide a good conpression, on
the ot her hand the subdivision changes as little as possible.

O herwi se the neighbors receiving the informati on may have to
reconput e the hashes rather than relying on a cache representing its
own nerkle tree. The subdivision should al so produce enough "bins"
no matter the distribution of the fragnent IDs in the network. This
is inportant to prevent such things as packing of all the fragnents
into a single checksum when e.g. a hash function degenerates. And

i deally, a hash mismatch shoul d produce not nore than a single packet
or two with [ower |evel checksuns or CSNPs to optim ze re-convergence
whil e mi ni m zi ng amount of packets exchanged.

To start with, in IS-1S networks we can fit into the prevailing 1500
byt es sonmewhat |ess than 100 of zero level entries for the
foreseeable future. This is the consequence of CSNP entries
consuming LSP ID + Fragment + Seq# + CSUM + Lifetime | ength which
anounts to 8 + 2 + 2 + 2 = 14 bytes each

Subsequently, first and higher |evel hashes will occupy (as shown in
Figure 2) the length of 7 + 7 + 4 = 18 bytes per hash and hence
around 80 of those hashes fit into a packet.

Those considerations lead to the suggested partitioning and packing
schene bel ow.

To start with, as stated, it is desirable to produce one packet on a
nmss on the merkle hash of first |evel |eaf and hence such | eaves
will pack initially 80 LSP fragnments with exceptions following later.
We do not try to maxim ze the "initial packing". LSDB may grow and
to nmaxim ze the chances of sane "l eaf packing" on both sides of an
adj acency, even during flooding transitions, some "slack" is

advi sabl e.
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At higher levels, to begin with 60 hashes should be sumuarized by a
hi gher | evel hash for the sane reason

The packing will always put all fragnents of a systeminto sane |eaf
(whi ch of course can exceed the advi sable 80 fragnents sonetines) and
a first order leaf will be considered "full" if addition of next
System I D fragments woul d exceed this size (except obviously, when
the leaf is enpty).

2.1. Repacking

During flooding transitions the databases on different nodes may be
obviously different for some period of time. As stated, even in such
situations it is beneficial for efficient inplenmentations using
caching to agree on both sides on the ranges of the Merkl e hashes
advertised. O alternately, have a fast way to reconstruct the
internal nerkle hash for a range. E.g., in the suggested packing
schene, since the nodes will always agree on the "system|D"
boundary, a nerkle hash per system|ID can be easily kept and if the
recei ved ranges do not agree with cached ranges the necessary nerkle
hash reconputed very quickly. As exanple, in first |evel the worst
case of 2 | eaves containing ~80 nodes each and "intersecting" the
cached internal ranges an inplenentation will have to nmerkl e hash
about 160 hashes (one per System|ID) to validate the received val ue.

Qoviously, it is still highly preferred for the ranges on adverti sed
mer kl e hashes to agree on their system|ID ranges precisely and it is
of nobst inportance at the top level. Under stable conditions those

are the nmerkle hashes reducing the CSNP exchange to mininal anpunt of
packets and processing effort.

To settle on the sane ranges in HSNPs an inplementation of the
suggest ed packing should let a |l eaf that drops under 50% occupancy
"start robbing" systemIDs from"left" of the next leaf until the
current leaf neets the "full condition". This is of course a
recursive action that may ultimtely generate | ess | eaves, renove
sone and in a recursive fashion lead to the sane "greedy robbery from
the left" in the next Ievel up. The "left" is colloquial here for
starting with | owest System I Ds under normal sorting criteria. On
the other end of the spectruma |eaf that holds nore than 150% of
usual capacity (i.e. 80 * 1.5 LSPs or 60 * 1.5 Hashes) shoul d be
preferably split into two | eaves unless it holds a single SystemID
with nmore than 80 fragments. Splitting the |eaves may cause a
repacking at a higher level again in a recursive fashion

The rebal anci ng of ranges to agree across all nodes and hence reduce

hashing load is a trade-off in terns of possibly |arge reconputation
vs. suffering a penalty of reconputing sonme hashes on di sagreeing
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ranges on every exchange. Qher solutions are of course possible
such as internal caches that keep the reconputed hashes for the
nei ghbor’ s ranges.

Precise splitting/nerging algorithns agreed upon increase the

I'i keli hood of nodes ending up on precisely same ranges. A possibly
sinmpler idea to discuss is to sinply "repack" the whole thing on some
bal ance violations or periodically. Another idea is to sinply use
ISIS fragment sliding but this may lead in worst case to first |eve
checksumming a single fragnment over tine.

Overall, different partitioning and packi ng approaches are possible
but if systemID as natural partition is not used, this will likely
change the packet format since the partition boundaries wll
necessarily reflect which of the fragnments are covered by the hashes.
Al t hough, given that ordering of fragnents has to be preserved it is
hard to i magi ne anything else but start and end consisting of
fragment | Ds.

3. Fast, incremental, self-inverse hashing function

Since we need to generate massive anmobunt of hashes over sets of ever-
changing fragnents it is very desirable to use a specialized hash
function that provides nmeans for very fast incremental adjustnent of
hash result on fragments arriving, aging out or changing their
checksunms. Also, splitting or nmerging of |eaves should allowto
generate first and hi gher order hashes very quickly.

Deeper consi derations on such hashes can be found in [HASHES] but our
design space is sinplified due to irrel evance of security involved

We use a large prinme nunmber constant to prime all hashes.

The hash function is a very fast XOR operation which incorporates the

system | Ds, checksuns and nunbering of fragnents. It is 64 bits |long
for simplicity. Synbol << is used for rotation (not shift) to the
left.

A hash of a first order leaf is nothing but (where all used val ues
are converted to 64 bit values first with any renmai ning hi gh order
bits zero’ed out) the usual XOR(hash, (systemid-of-fragment + 1) <<
fragment#) foll owed by XOR(hash, (fragment# + 1) << 32 | (fragment-
seg# + 1) << 16 | (fragment-csum + 1)) for all contained fragnents .
Qovi ously, such an operation can be easily reversed to yield the
previ ous hash with the fragment renmoved which allows for very fast
renoval , addition of fragnents and updates of the relevant fields.

Appendi x A includes reference code of the introduced hashing.
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Exanpl e of adding nmultiple fragnents and renoving those (in different
order) which yields ultimately the same initial hash is found bel ow

Initial Hash: CDDC72CF

Addi ng Fragnent 0100. 0000. 0000.00 #: 0 CSUM 1 SEQNR O
Hash after Addition 10001CDDD72CC

Addi ng Fragnent 0100. 0000. 0000.00 #: 1 CSUM 2 SEQNR 1
Hash after Addition 1010003CDDF72CE

Addi ng Fragnment 0200.0000.0000.00 #: 1 CSUM 3 SEQNR: 2
Hash after Additi on 3010001CDDC72CB

Renovi ng Fragnent 0100. 0000. 0000.00 # 0 CSUM 1 SEQNR O
Hash after Renpbval 3000000CDDD72C8

Renovi ng Fragnent 0100. 0000. 0000.00 #: 1 CSUM 2 SEQNR 1
Hash after Renpval 2000002CDDF72CA

Renovi ng Fragment 0200. 0000. 0000.00 # 1 CSUM 3 SEQNR. 2
Hash after Renobval CDDC72CF

Figure 1

A hash of second order leaf is nothing but XOR of all the hashes of
all the contained first order |eaves. Again, this allows to update
the hash when addi ng, renoving a |leaf or changing its checksumin a
very fast and sinple manner. The packing of second order |eaves is
determ ned by how many first order hashes can be fitted into a PDU
normal |y and based on Section 4 we can set a second order |eaf size
to 70. This will cause a mismatch in the hash of a 2nd order leaf to
advertise roughly a PDU full of first order |eaves

Utimately, and fairly obviously, third order hash uses second order
hash logic to keep its hash. This all means that every time a first
order | eaf changes the contai ned systemI|Ds for sone reason the
mer kl e hashes will have to be readjusted recursively in according 2nd
and third order leaves. This is in itself nothing particular since
_any_ change on first order |eaf hash forces change on second order
and consequently third order |eaf hash. This is how Merkle trees
work after all.

A first exanple will serve well here. We limt ourselves in the
exanples to consideration of a LSDB with 512 nodes with system
identifiers of 1000.0000.00 <2 digits node-id> each holding 32
fragments nunbered 0 to 31. W |eave the uneven node identifiers out
to have sonme "holes" in the nunbering to hit sone corner cases in
further exanples. W disregard the pseudo node byte as sinply

anot her byte of systemidentifier since it does not contribute
further details to the scheme and use value 0 in further text.
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In a stable state we can expect the followi ng 128 first order |eaves
(each holding 2 systems worth of fragments) generating three packets.
And as | ogical consequence two single second order |eaves. First of

the three first order packets will ook roughly Iike this

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

| Start System I D: 0000.0000.0000. 00 |

oo m o e e e e e e e e e e e e e e e e e e meao— o +

| End System|D: 0000. 0000. 00A0. 00 | // 80 hashes for 160 systens
o m e e e e e e e e e e e e e e e e e eemem e +

| HSNP Level: 0 I

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

| Start System I D: 1000.0000. 0000. 00 |

oo m o e e e e e e e e e e e e e e e e e e meao— o +

| End System | D: 1000. 0000. 0002. 00 | /1 64 fragnments over 2 systens
o m e e e e e e e e e e e e e e e e e eemem e +

| Mer kl e Hash |

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

| ind System 1D 1000, 0000, 00RD. 00 )
T erk e s T \
T +
Figure 2
The 2nd order packet will look like this
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T +
| Start System I D: 0000.0000.0000. 00 |
O +
| End System|ID.  FFFF. FFFF. FFFF. FF |
T T ™ +
| HSNP Level: 1 |
T +
| Start System I D: 1000.0000.0000. 00 |
O +
| End System|D: 1000. 0000. 00A0. 00 |
T T ™ +
| Mer kl e Hash |
T +
| Start System I D: 1000. 0000. 00A2. 00 |
O +
| End System|D: 1000. 0000. 0200. 00 |
T T ™ +
| Mer kl e Hash |
T +
Figure 3

4. HSNP PDU For nat

HSNP PDU Format foll ows closely CSNP format where instead of CSNP
entries the accordi ng nerkl e hashes are propagat ed.

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| PDU Lengt h |
oo m o e e e e e e e e e e e e e e e e e e meao— o +
| Source ID |
T +
| Start System I D |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| End System I D |
oo m o e e e e e e e e e e e e e e e e e e meao— o +
| HSNP Level |
T +
| Vari abl e Length Fields |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

Start and End System I Ds are or the usual ID Length + 1 byte length
and indicate, just |like CSNP do, the range that the HSNP covers.
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HSNP | evel consists of 1 byte of level with O indicating "first |evel
hashes".

The variable length fields are a sorted sequence of covered ranges in
the follow ng format

T T +
| Start System ID |
T +
| End System ID |
Fe e e ieeiiiiiiaaciciaaassseiaaaasaaan +
| Mer kl e Hash |
T e +

End System I D LSPs are included in the hash.

Mer kl e hash consists of 4 bytes of the 64-bit conmputed hash with
upper and | ower 4 bytes XOR ed together.

This makes an entry in typical deploynment scenarios 7 + 7 + 4 = 18
bytes | ong.

5.  Procedures
5.1. Maxi mum supported | evel negotiation in IIH

Il H of nodes supporting this extension MJIST include in IIH a new TLV
that will indicate support for reception of HSNPs. Additionally, the
TLV will carry the maxi mum | evel of HSNPs that the node will
advertise. Each node MJST pick the mininumof advertised |evels on
the adjacency and use that for the HSNPs it will advertise. All
nodes on the adjacency MJST advertise the TLV on their |IHs,

ot herwi se HSNPs are not used.

5.2. Advertising HSNPs

Advertising normal CSNPs is replaced with advertisenment of HSNPs at

hi ghest negotiated | evel. Under nornal stable network condition this
wi |l be enough to maintain database integrity across all nodes with a
m ni mum of transm ssion and processing.

In case a node receives HSNPs where the nmerkl e hash ranges are not
the sane, the node MJST either to conmpute and verify the hashes over
the ranges indicated or disaggregate the overl apped ranges to a | ower
| evel HSNPs. The disaggregation is |less preferred since in case of
range m smatches over all |evels and both sides using this strategy
this can lead to a ’'ping-pong’ ending with CSNPs ultinately.
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A node receiving an HSNP where the hash recei ved does not match on
reconputati on or conparison the result on its own LSDB SHOULD send

i medi ately HSNPs of one | evel below with the Merkle hashes for the
ranges where the hash mismatch was detected. Alternately, a node NAY
choose to i medi ately send accordi ng CSNPs, PSNPs or fl ood the LSPs
that have been detected as not matching the nerkle hashes. Sending
CSNPs may be preferable if the msmatch covers relatively few LSPs.

In case a node detects that it holds Merkle hashes for LSPs that are
not covered by the received HSNP (start and end range and "hol es”

bet ween ranges can be used to detect that condition), it MJST trigger
the sane behavior as triggered by CSNP with this condition, i.e.
flood the mssing LSPs.

6. Further Considerations
6.1. |Inpact of Packet Losses

Many | evel s of aggregation will be nore susceptible to packet |osses
since each | oss covers a nmuch larger part of the LSDB. Additionally,
during di saggregati on where multiple HSNP | evel s nmust be triggered,
the loss will force a delay until the higher level HSNP is

r egener at ed.

6.2. Deconpression and Cachi ng/ Conpari son Optimn zations
As nentioned above a node may apply many strategies to speed up
deconpression. LSPs missing in HSNPs as not covered by ranges are
clearly "missing in action" and can be refl ooded, snall ranges where
merkl e m smat ched can generate CSNPs, PSNPs or |ead to fl ooding.
Cachi ng of hashes can be applied at many | evels since the nerkle
hashes suggested here are easily conmputed, even if certain el enents
must be renoved fromthem so e.g. on receiving a range <A -- B>
while the node already holds < A -- B & next-after-B> can be sinply
adj usted by renoving 'next-after-B nerkle hash defined in this
docunent fromthe cached result.

7. Security Considerations
TBD

8. | ANA Section

TBD
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<CODE BEG NS>
#[ derive(Eq, Partial Eq, Hash)]
struct |ncrenental Hash(u64);

const SEED: u64 = 0OxCDDC72CF

i mpl Default for Increnmental Hash {
fn default() -> Self {
I ncr enent al Hash( SEED)
}

}

i mpl I ncrement al Hash {
/1 takes arbitrary nunber of byte arrays
fn hash_in(&mt self, add: & u64]) {
for f in add {
self.0 ~= f;
}

}

fn hash_in_fragnment (&t self, sid: &System D

May 2025

fragment _nunber: Fragnent Nr,

fragnment: &Arc<Fragnent Content>) {

let len = 8. mn(sid.id.len());
let nut sidc: [u8; 8] =1[0; 8];

sidc[(8-1en) ..].copy_fromslice(&sid.id);
sidc.rotate |l eft(fragment_nunmber as _);

sel f.hash_in(& u64::frombe bytes(sidc) + 1]);

let frnr = f
let frsn = fragnent.seqnr as u64 + 1;
let frcs = fragnent.csumas u64 + 1

let hin = frnr << 32 | frsn << 16 | frcs;

sel f.hash_in(& hin]);
}

}
<CCDE ENDS>
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