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at https://milarchive.ietf.org/arch/browse/privacy-pass. Subscribe
at https://wwv ietf.org/mailman/listinfol/privacy-pass/.
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provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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1.

I nt roducti on

[ ARCH TECTURE] describes the Privacy Pass architecture, and

[ 1 SSUANCE] and [ AUTHSCHEME] descri be the issuance and redenption
protocols for basic Privacy Pass tokens, i.e., those conputed using
blind RSA signatures (as specified in [BLIND-RSA]) or verifiable
obl i vi ous pseudorandom functions (as specified in [VOPRFS]). These
protocols are widely deployed in practice for a variety of
appl i cations, including anonynous authentication for protocols such
as Oblivious HTTP [OHTTP] and the Distributed Aggregati on Protoco
[DAP]. While effective, these variants of Privacy Pass tokens are
limted in that each token can only be spent once. These are often
calle "one-tinme-use" tokens. This nmeans that applications which w sh
tolimt access to a given user, e.g., for the purposes of throttling
or rate limting them mnust issue one token for each redenption

The Anonynopus Rate-Limted Credential (ARC) cryptographic protocol,
as specified in [ARC], offers a nore scal abl e approach to rate
limting. In particular, ARC credentials can be issued once and then
presented (or redeermed) up to some fixed-amount of time for distinct,
per-origin presentation contexts. This nmeans that a Cient will only
be able to present a limted nunber of tokens associated with a given
cont ext .

Thi s docunent specifies the i ssuance and redenption protocols for
ARC. Section 2 describes notivation for this new type of token,
Section 4 presents an overview of the protocols, and the remnmai nder of
the docunent specifies the protocols thensel ves.

Mot i vati on

To denmpnstrate how ARC is useful, consider the case where a client

wi shes to keep its I P address private while accessing a service. The
client can hide its I P address using a proxy service or a VPN
However, doing so severely limts the client’s ability to access
services and content, since servers might not be able to enforce
their policies without a stable and unique client identifier

Wth one-tine-use tokens, the server can verify that each client
access neets a particular bar for attestation, i.e., the bar that is
enforced during issuance, but cannot be used by the server to rate
limt a specific client. This is because there is no nechanismin
the i ssuance protocol to link repeated Cient token requests in order
to apply rate-limting.

There are several use cases for rate-limting anonynous clients that
are common on the Internet. These routinely use client |IP address
tracki ng, anobng other characteristics, to inplenent rate-liniting.
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One exanple of this use case is rate-limting website accesses to a
client to help prevent abusive behavior. Operations that are
sensitive to abuse, such as account creation on a website or |ogging
into an account, often enploy rate-linmting as a defense-in-depth
strategy. Additional verification can be required by these pages
when a client exceeds a set rate-linit.

3. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses the terns Origin, Cient, Issuer, and Token as
defined in Section 2 of [ARCH TECTURE]. Moreover, the follow ng
additional terns are used throughout this docunent.

* lssuer Public Key: The public key (froma private-public key pair)
used by the Issuer for issuing and verifying Tokens.

* |ssuer Private Key: The private key (froma private-public key
pair) used by the Issuer for issuing and verifying Tokens.

Unl ess ot herwi se specified, this docunent encodes protocol messages
in TLS notation from Section 3 of [TLS13]. Moyreover, all constants
are in network byte order.

Encoding an integer to a sequence of bytes in network byte order is
descri bed using the function encode(n, v), where n is the nunmber of
bytes and v is the integer value. The function len(x) returns the
length in bytes of the byte string x.

4. Protocol Overview

The issuance and redenption protocols defined in this docunent are
built on the Anonynmous Rate-Limted Credential (ARC) protocol. In
contrast to the core Privacy Pass protocols which are one-tinme-use
anonynous credentials, ARC allows clients to turn a single credenti al
output from an issuance protocol into a fixed nunber of unlinkable

t okens, each of which are bound to sone agreed-upon public
presentation context.
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Wth ARC, Cdients receive TokenChall enge inputs fromthe redenption
protocol ([AUTHSCHEME], Section 2.1). |If they have a valid
credential for the designated Issuer, Clients can use the
TokenChal | enge to produce a single token for presentation

O herwise, Cients invoke the issuance protocol to obtain a

credential. This interaction is shown bel ow.
o e e e e e e e e e e e e e e e e e =

E S + S + | A + H---- oo - +
| dient | | Attester | | | Issuer | | Oigin |
Fo-o o oo - -+ +--mna +----+ | S s I g

| | eeeee- [EREEEEEEE | ------ !

I I I I

I Request ------------------ >+

| <-----mmmmam-- - TokenChal l enge --------------- +

I I I I
| <== Attestation ==>| | |
AT Credenti al Request ------- >| |
[ <--e----- Credenti al Response ------- + |
Credenti al Finalization | |
|
I
I

Credenti al Presentati on
R Request +Token --------------- >
R Response ------------------ +

Figure 1: Issuance and Redenption Overview

Simlar to the core Privacy Pass protocols, the TokenChall enge can be
interactive or non-interactive, and per-origin or cross-origin.

ARC is only conpatible with depl oynent nodels where the |Issuer and
Oigin are operated by the same entity (see Section 4 of

[ ARCH TECTURE] ), as tokens produced froma credential are not
publicly verifiable. The details of attestation are outside the
scope of the issuance protocol; see Section 4 of [ARCH TECTURE] for
i nformati on about how attestation can be inplenented in each of the
rel evant depl oynent nodel s.

The issuance and redenption protocols in this docunent are built on
[ ARC] .

5. Configuration
ARC | ssuers are configured with key material used for issuance and
token verification. Concretely, Issuers run the SetupServer function

from[ARC] to produce a private and public key, denoted skl and pkl
respectively.
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skl, pkl = SetupServer()

The Issuer Public Key ID, denoted issuer_key id, is conputed as the
SHA- 256 hash of the Issuer Public Key, i.e., issuer_key id = SHA-
256( pkl _serialized), where pkl _serialized is the serialized version
of pkl as described in Section 4.1 of [ARC.

6. Token Chal l enge Requirenents

The ARC protocol uses a nodified TokenChallenge structure fromthe
one specified in [ AUTHSCHEME]. |In particular, the updated
TokenChal | enge structure is as follows:

struct {
uint16_t token_type = OXESAC, /* Type ARC(P-256) */
opaque i ssuer_nane<l..2716-1>;
opaque redenption_cont ext <0..32>;
opaque origin_info<0..2"16-1>;
opaque credential _cont ext<0..32>;
} TokenChal | enge;

Wth the exception of credential _context, all fields are exactly as
specified in Section 2.1.1 of [AUTHSCHEME]. The credential context
field is defined as foll ows:

* "credential _context" is a field that is either 0 or 32 bytes,
prefixed with a single octet indicating the Iength (either 0 or
32). If value is non-enpty, it is a 32-byte val ue generated by
the origin that allows the origin to require that clients fetch
credentials bound to a specific context. Challenges with
credential _context values of invalid | engths MJST be ignored.

Simlar to the redenption_context field, the credential _context is
used to bind information to the credential. This mght be useful,
for exanple, to enforce sone expiration on the credential. Oigins
m ght do this by constructing credential _context as F(current tine
wi ndow), where F is a pseudorandom function. Semantically, this is
equi valent to the Origin asking the Client for a token froma
credential that is bound to "current tinme w ndow. "

OPEN | SSUE: gi ve nore gui dance about how to construct
credential _context and redenption_context depending on the
application’s needs.

In addition to this updated TokenChal |l enge, the HITP aut hentication
chal | enge al so SHOULD contain the follow ng additional attribute:
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* "rate-linmt", which contains a JSON nunber indicating the
presentation linmt to use for ARC

I npl enent ati on-specific steps: the client should store the Oigin-
provi ded i nput tokenChall enge so that when they receive a new

t okenChal | enge val ue, they can check if it has changed and which
fields are different. This will informthe client’s behavior - for
exanple, if credential _context is being used to enforce an expiration
on the credential, then if the credential context has changed, this
can pronpt the client to request a new credenti al

7. Credential |ssuance Protocol

| ssuers provide an Issuer Private and Public Key, denoted skl and pk
respectively, used to produce tokens as input to the protocol. See
Section 5 for how these keys are generat ed.

Clients provide the following as input to the issuance protocol

* lssuer Request URL: A URL identifying the location to which
i ssuance requests are sent. This can be a URL derived fromthe
"issuer-request-uri" value in the Issuer’s directory resource, or
it can be another Client-configured URL. The value of this
par anet er depends on the Cient configuration and depl oynent
nmodel . For exanple, in the "Joint Origin and |Issuer’ depl oynent
nmodel , the |Issuer Request URL might correspond to the Cient’s
configured Attester, and the Attester is configured to relay
requests to the Issuer

* |ssuer nanme: An identifier for the Issuer. This is typically a
host name that can be used to construct HITP requests to the
| ssuer.

* |ssuer Public Key: pkl, with a key identifier token key id
conput ed as described in Section 5.

G ven this configuration and these inputs, the two nessages exchanged
in this protocol to produce a credential are described bel ow

7.1. dient-to-Ilssuer Request
G ven Oigin-provided i nput tokenChall enge and the fixed-Iength
I ssuer Public Key ID issuer_key id, the Cient first creates a

credential request nessage using the CreateCredential Request function
from[ARC] as follows:
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request _context = concat (
encode(2, |en(tokenChallenge.issuer_nane)),
t okenChal | enge. i ssuer _nane,
encode(2, len(tokenChallenge.origin_info)),
t okenChal | enge. ori gi n_i nf o,
encode(2, |en(tokenChallenge.credential _context)),
t okenChal | enge. credenti al _cont ext,
i ssuer_key_id)
(clientSecrets, request) = CreateCredential Request (request_cont ext)

The Client then creates a Credential Request structure as follows:

struct {
uint16_t token_type = OXESAC, /* Type ARC(P-256) */
uint8 t truncated_issuer_key_id;
uint8 t encoded _request|[ Nrequest];

} Credenti al Request;

The structure fields are defined as foll ows:
* "token_type" is a 2-octet integer

* "truncated_ issuer_key id" is the |least significant byte of the
i ssuer_key id (Section 5) in network byte order (in other words,
the last 8 bits of issuer_key id). This value is truncated so
that |ssuers cannot use issuer_key id as a way of uniquely
identifying dients; see Section 9 and referenced information for
nmore details.

* "encoded request" is the Nrequest-octet request, conputed as the
serialization of the request value as defined in Section 4.2.1 of
[ ARC] .

The Cient then generates an HTTP POST request to send to the Issuer
Request URL, with the Credential Request as the content. The nedia
type for this request is "application/private-credential-request"”.
An exanpl e request for the Issuer Request URL
"https://issuer.exanpl e. net/request” is shown bel ow

PCST /request HITP/ 1.1

Host: issuer. exanpl e. net

Accept: application/private-credential -response
Cont ent - Type: application/private-credential -request
Content-Lengt h: <Length of Credenti al Request>

<Bytes containing the Credenti al Request >
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7.2. lssuer-to-Cient Response

Upon recei pt of the request, the Issuer validates the foll ow ng
condi tions:

* The Credenti al Request contains a supported token type equal to
val ue OxE5AC.

* The Credential Request.truncated_t oken_key id corresponds to the
truncated key ID of an Issuer Public Key, with correspondi ng
secret key skl, owned by the I|ssuer.

* The Credential Request. encoded_request is of the correct size
(Nrequest).

If any of these conditions is not net, the Issuer MIST return an HTTP
422 (Unprocessable Content) error to the client.

If these conditions are net, the Issuer then tries to deserialize
Credenti al Request . encoded_request according to Section 4.2.1 of
[ARC], yielding request. |If this fails, the Issuer MJST return an
HTTP 422 (Unprocessable Content) error to the client. Qherwise, if
the Issuer is willing to produce a credential for the dient, the

| ssuer conpl etes the issuance flow by an i ssuance response as

fol | ows:

response = CreateCredential Response(skl, pkl, request)

The |ssuer then creates a Credenti al Response structured as foll ows:

struct {
uint8_ t encoded_response[ Nresponse] ;

} Credenti al Response;

The structure fields are defined as foll ows:

* "encoded_response" is the Nresponse-octet encoded issuance
response nessage, conputed as the serialization of response as
specified in Section 4.2.2 of [ARC.

The |ssuer generates an HTTP response with status code 200 whose

content consists of Credential Response, with the content type set as
"application/private-credential -response".
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HTTP/ 1.1 200 &K
Cont ent - Type: application/private-credential -response
Content-Lengt h: <Length of Credenti al Response>

<Bytes containing the Credenti al Response>
7.3. Credential Finalization

Upon receipt, the dient handles the response and, if successful,
deserializes the content val ues Credenti al Response. encoded_response
according to Section 4.2.2 of [ARC] yielding response. |If
deserialization fails, the Cient aborts the protocol. G herwi se,
the Cdient processes the response as foll ows:

credential = FinalizeCredential (clientSecrets, pkl, request, response)

The Cient then saves the credential structure, associated with the
gi ven I ssuer Name, to use when produci ng Token values in response to
future token chall enges.

8. Token Redenption Protoco

The token redenption protocol takes as input TokenChal |l enge and
presentation lint values from [ AUTHSCHEME], Section 2.1; the
presentation linmt is sent as an additional attribute within the HTTP
chal l enge as described in Section 6. Cients use credentials from
the i ssuance protocol in producing tokens bound to the
TokenChal | enge. The process for producing a token in this way, as
well as verifying a resulting token, is described in the follow ng
secti ons.

8.1. Token Creation

G ven a TokenChal | enge val ue as input, denoted challenge, a
presentation linmt, denoted presentation |imt, and a previously
computed credential that is valid for the Issuer identifier in the
chal | enge, denoted credential, Clients conpute a credentia
presentation value as foll ows:
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presentati on_context = concat (

encode(2, len(challenge.issuer_nane)),

chal | enge. i ssuer_nane,

encode(2, len(challenge.origin_info)),

chal | enge. ori gi n_i nfo,

encode(2, len(challenge.redenption_context)),

chal | enge. redenpti on_cont ext,

i ssuer_key_id)
state = MakePresentationState(credential, presentation_context, presentation_limt)
newSt ate, nonce, presentation = Present(state)

Subsequent presentati ons MJUST use the updated state, denoted
newState. Reusing the original state will break the presentation
unlinkability properties of ARC, see Section 9

The resulting Token value is then constructed as foll ows:

struct {
uint16_t token_type = OXE5AC, /* Type ARC(P-256) */
uint32_t presentation_nonce;
uint8_ t chall enge_di gest[32];
uint8 t issuer_key id[Nd];
uint8 t presentation[ Npresentation];
} Token;

The structure fields are defined as foll ows:

* "token_type" is a 2-octet integer, in network byte order, equal to
OxE5AC

* "presentation_nonce" is a 4-octet integer, in network byte order,
equal to the nonce output from ARC

* "challenge_digest" is a 32-octet value containing the hash of the
ori gi nal TokenChal | enge, SHA-256( TokenChal |l enge).

* "jissuer_key id" is a Nid-octet identifier for the Issuer Public
Key, conmputed as defined in Section 5

* "presentation" is a Npresentation-octet presentation, set to the

serialized presentation value (see Section 4.3.2 of [ARC] for
serialiation details).

Yun, et al. Expires 1 August 2026 [ Page 11]



I nternet-Draft Privacy Pass |ssuance Protocol for ARC January 2026

8.2. Token Verification

G ven a deserialized presentation fromthe token, denoted
presentation and obtai ned by deserializing a presentation according
to Section 4.3.2 of [ARC], a presentation |limt, denoted
presentation_ |inmt, a fixed-length Issuer Public Key |ID, denoted

i ssuer_key id, a presentation nonce froma token, denoted nonce, and
the digest of a token challenge, denoted chall enge_digest, verifying
a Token requires invoking the VerifyPresentation function from
Section 4.3.3 of [ARC] in the follow ng ways:

request _context = concat (
encode(2, |en(tokenChallenge.issuer_nane)),
t okenChal | enge. i ssuer _nane,
encode(2, len(tokenChallenge.origin_info)),
t okenChal | enge. ori gi n_i nfo,
encode(2, |en(tokenChall enge.credential _context)),
t okenChal | enge. credenti al _cont ext,
i ssuer_key_id)

presentati on_context = concat (
encode(2, |en(tokenChallenge.issuer_nane)),
t okenChal | enge. i ssuer _nane,
encode(2, len(tokenChallenge.origin_info)),
t okenChal | enge. ori gi n_i nf o,
encode(2, |en(tokenChall enge.redenpti on_context)),
t okenChal | enge. r edenpti on_cont ext,
i ssuer_key id)

valid = VerifyPresentation(
skl ,
pkl,
request _cont ext,
presentation_cont ext,
nonce,
presentati on,
presentation_linit)

This function returns True if the Credential Token is valid, and Fal se
ot herwi se.

To prevent doubl e spending, the Origin SHOULD perform a check that
the tag output from VerifyPresentation has not previously been seen
It can do this by checking the tag agai nst previously seen tags. To
i mprove doubl e spend performance, the Origin can store and | ook up
tags corresponding to the associ ated request _context and

presentati on_context val ues.
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9. Security Considerations
Privacy considerations for tokens based on depl oynent details, such
as issuer configuration and issuer selection, are discussed in
Section 6.1 of [ARCH TECTURE]. Note that ARC requires a joint Oigin
and | ssuer configuration given that it is privately verifiable.
ARC offers Origin-Cient unlinkability, Issuer-Cient unlinkability,
and redenption context unlinkability, as described in Section 3.3 of
[ ARCH TECTURE], with one exception. Wile redenption context
unlinkability is achieved by re-randoni zing credentials every tine
they are presented as tokens, there is a reduction in the anonymty
set in the case of presentation nonce collisions, as detailed in
Section 7.2 of [ARC.

10. | ANA Consi derations
Thi s section docunents | ANA regi stry updates.

10.1. Privacy Pass Token Types Regi stry Updates

Thi s docunent updates the "Privacy Pass Token Type" Registry with the
followi ng entries.

*  Val ue: OxE5AC

*  Nane: ARC (P-256)

* Token Structure: As defined in Section 2.2 of [AUTHSCHEME]
* Token Key Encoding: Serialized as described in Section 5

* TokenChal | enge Structure: As defined in Section 2.1 of
[ AUTHSCHEME]

* Public Verifiability: N
* Public Metadata: N

* Private Metadata: N

* Nk: O (not applicable)

* Nd: 32

* Reference: This document

*  Notes: None
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10.2. Media Types

The following entries should be added to the | ANA "nedi a types”
registry

* "application/private-credential -request"”
* "application/private-credential -response"

The tenplates for these entries are |listed bel ow and the reference
shoul d be this RFC

10.2.1. "application/private-credential-request” nedia type

Type name: application
Subt ype nanme: private-credential -request
Required paraneters: NA
Optional paraneters: NA
Encodi ng consi derations: "binary"
Security considerations: see Section 9
Interoperability considerations: NA
Publ i shed specification: this specification
Applications that use this nmedia type: Applications that want to
i ssue or facilitate issuance of Privacy Pass tokens, including
Privacy Pass issuer applications thensel ves.
Fragment identifier considerations: NA
Addi tional information: Magic nunber(s): NA
Deprecated alias nanes for this type: NA
File extension(s): NA
Maci ntosh file type code(s): NA
Person and enmnil address to contact for further information: see Aut
hors’ Addresses section
I ntended usage: COMMVON
Restrictions on usage: NA
Aut hor: see Authors’ Addresses section
Change controller: |ETF

10.2.2. "application/private-credential -response” nedi a type

Type name: application

Subt ype nanme: private-credential -response

Required paraneters: NA

Optional parameters: NA

Encodi ng consi derations: "binary"

Security considerations: see Section 9

Interoperability considerations: NA

Publ i shed specification: this specification

Applications that use this nmedia type: Applications that want to
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11.

11.

i ssue or facilitate issuance of Privacy Pass tokens, including
Privacy Pass issuer applications thensel ves.
Fragnment identifier considerations: NA
Additional information: Magic nunber(s): NA
Deprecated alias nanes for this type: NA
File extension(s): NA
Maci ntosh file type code(s): NA
Person and emai|l address to contact for further information: see Aut
hors’ Addresses section
I nt ended usage: COMVON
Restrictions on usage: NA
Aut hor: see Authors’ Addresses section
Change controller: |ETF
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