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Abst r act

Thi s docunent describes the PRF protocol ("Prf is Reversed Frp"), a
I'i ghtwei ght, binary-Iength-prefixed TCP relay messagi ng protocol

PRF enabl es peer-to-peer tunneling of TCP connections through a
public m ddle relay node, originally designed for Mnecraft

mul ti pl ayer sessions behind NAT or firewall environnents. The
protocol defines three roles - Server, Client, and Mddle - and a set
of four wireframe nmessage types for roomregistration, connection
requests, worker handoff, and direct Mnecraft client handshake
par si ng.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 Novenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1.

1.

1.

I nt roducti on

PRF is a custom application-layer protocol that operates over raw TCP
sockets. It is designed to facilitate TCP port forwardi ng between
peers that cannot directly connect to each other due to network
constraints, such as Network Address Translation (NAT) or firewall
restrictions. A publicly accessible middle relay node brokers
connecti ons between a Server (which hosts a service) and a Cient
(which wi shes to access that service).

The protocol does not provide encryption, authentication, or
integrity protection. It is intended for use in trusted or |owrisk
envi ronments where the prinmary concern is connectivity rather than
confidentiality.

1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. Roles
The PRF protocol defines three distinct roles:

*Server (Mbde 1):* The party that hosts the actual service (e.g., a
M necraft server). It registers a roomidentifier with the Mddle
node and waits for inconmng Cient connections to be forwarded.

*Cient (Mbde 2):* The party that wi shes to access the Server’s
service. It sends a connection request to the M ddle node
specifying a roomidentifier.

*Mddle (Mbde 3):* A publicly accessible relay node that brokers
connecti ons between Servers and Cients. It maintains a nmapping
of roomidentifiers to registered Servers and pending Cient
connecti ons.

Pr ot ocol Overvi ew

PRF is a request-response protocol in which all conmunication flows
through the M ddle node. The Server registers with the Mddle and
then polls for pending Cient connections. The Cient sends a
connection request to the Mddle. Wen a dient is matched with a
Server, the Mddle assigns a Client Wrrker Identifier (CWID) and
notifies the Server. The Server then initiates a worker connection
back to the Mddle to claimthe Cient, after which a bidirectional
TCP tunnel is established.
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The protocol also defines a null-type node in which no type
identifier is sent. 1In this nmode, the Mddl e node inspects the raw
initial bytes of the TCP streamto determne routing. One recognized
payl oad format in this node is the Mnecraft client handshake packet,
maki ng the protocol conpatible with native Mnecraft clients without
requiring the PRF Client tool.

3. Wre Format
3.1. Byte Oder

Al multi-byte nuneric fields are transnmitted in network byte order
(bi g- endi an).

3.2. Primtive Types
3.2.1. Integer (int32)

A 32-bit signed integer encoded in 4 bytes, big-endian. The maxi num
val ue is 2,147, 483, 647.

3.2.2. String
A string is encoded as a | ength-prefixed sequence of UTF-8 bytes:

0 1 2 3

01234567890123456789012345678901
I i S T i i S e e S i e o
| Length (int32) |
O e i o R i i I R S e o
| Data (UTF-8 bytes) ... |
T i i I T T o s S O o o il S S S

The Length field specifies the nunber of UTF-8 bytes that follow
3.2.3. Byte Array (bytes)
A byte array is encoded identically to a String, with a 4-byte length
prefix followed by the raw bytes. Unlike String, the payload of a
byte array is not assunmed to be valid UTF-8.
4. Message Types
Every message sent to the Mddl e node begins with a type identifier
field, which is a length-prefixed string containing one of the

followi ng four values. The type identifier determ nes how the
remai nder of the nessage is parsed.
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4.1. Type "S" - Server Registration
4.1.1. Purpose

Sent by the Server to register a roomidentifier with the Mddle
node.

4.1. 2. For mat

0 1 2 3

01234567890123456789012345678901
i I s I i i S SR S S S
| Type Length (= 1) |
i T s i o S i i S R I S I S S S M
|  Type ("S") | Room I D Length |
B T S i T s i i e e SEI S
| | Room I D (UTF-8 bytes) ... |
+-

T S S e i S S s S SR S i S

The Type field is the UTF-8 string "S'. The RoomID is a UTF-8
string of at nost 30 bytes identifying the room

4.1.3. Response

Upon receiving a Type "S" nessage, the M ddl e node sends a response
string.

*Success vs. Failure:* The first character of the response string
determnes the outconme. A response beginning with > (U+003E)

i ndi cates success; any other response indicates failure. The

remai nder of the string is a server-defined, internationalized (i18n)
message that MAY be displayed to the user but MJUST NOT be used for
prot ocol -1 evel decision naking.

4.1.4. Reconnection

If the RoomID ends with the character v (U+t0076, case-insensitive)
and the roomIDis already registered, the Mddl e node evicts the
existing Server registration and replaces it with the new connecti on.
The evicted Server receives the string "EXIT" (without a |eading type
identifier) on its poll channel, indicating that it should terminate.

4.1.5. Polling
After successful registration, the Server enters a polling | oop. The

M ddl e node sends a String (without a leading type identifier) to the
Server at intervals of up to 5 seconds:
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* An enpty string (
takes no action.

* A non-enpty string is a CWID (dient Wrker ldentifier) of the
form C\&n>, where <n> is a decimal integer. The Server MJST spawn
a streanmer to handle this Cient connection by sending a Type "W
nmessage.

) serves as a keepalive signal; the Server

4.2. Type "C' - Cdient Connection Request
4.2.1. Purpose

Sent by the Cient to request a connection to a roomidentified by
its RoomID.

4.2. 2. For mat

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Type Length (= 1) |
B i s T T i i o S o T Ji I
Type ("C") | Room I D (String, max 30) |

T T S S e T o S U S SUp S SEp S SR S i

The Type field is the UTF-8 string "C'. The RoomID is the
identifier of the target room at mpst 30 bytes.

4.2.3. Response

Upon receiving a Type "C' nessage, the M ddl e node sends a response
string.

*Success vs. Failure:* The first character of the response string
determ nes the outconme. A response beginning with > (U+003E)

i ndi cates success; any other response indicates failure. The

remai nder of the string is a server-defined, internationalized (i18n)
message that MAY be displayed to the user but MUST NOT be used for
prot ocol -1 evel decision making.

If the response indicates success, the Cient SHOULD proceed to
establish a bidirectional tunnel.
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4.3. Type "W - Worker Handof f
4.3.1. Purpose

Sent by the Server’'s streamer to claima pending Cient connection.
4.3.2. Format

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Type Length (= 1) |
i e e R e T o e Sl o i Sl SR R S S
|  Type ("W) | CWID (String, max 30) |

e i S T S S T T S i S S S S

The Type field is the UTF-8 string "W. The CWID field is the
Client Worker ldentifier previously received fromthe Mddle during
pol I'i ng.

4.3.3. Response

Upon receiving a Type "W nessage, the M ddl e node sends a response
string.

*Success vs. Failure:* The first character of the response string
determ nes the outcome. A response beginning with > (U+003E)

i ndi cates success; any other response indicates failure. The

remai nder of the string is a server-defined, internationalized (i18n)
message that MAY be displayed to the user but MUST NOT be used for
prot ocol -1 evel decision making.

On success, a bidirectional tunnel is established between this
streaner’s socket and the corresponding Cient’'s socket. The
response nessage MAY contain the | P address of the connected dient
as informational text.

4.3.4. HAProxy PROXY Protocol Header
If the roomidentifier starts with the character V (U+0056, case-
insensitive), the Mddl e node prepends a HAProxy PROXY protocol
version 1 header [PROXY] to the Cient-to-Server direction of the
tunnel before bridging. The header has the follow ng format:

PROXY TCP4 <client-ip> 192.0.2.1 10000 10000\r\n
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Where <client-ip>is the actual |IP address of the Cient. The
destination address and port are placehol ders (192.0.2.1:10000).

Thi s mechanismallows the target service to obtain the real dient IP
addr ess.

4.4. Type null - Untyped Raw Stream | nspection
4.4.1. Purpose

When a connection arrives at the Mddle node without a | eadi ng type
identifier string, the Mddle enters an untyped raw stream i nspection
mode. Rather than rejecting the connection, the Mddle reads the
initial bytes fromthe TCP streamand attenpts to identify a

recogni zed payload format. |If a format is recognized, the Mddle
extracts routing information (the roomidentifier) and bridges the
connection; if not, the connection is termnated with an error.

This is not a general -purpose passthrough - it is a protocol -defined
extension point that allows PRF to interoperate with existing
application protocols without requiring a PRF-specific client. The
specific format described belowis the Mnecraft client handshake,
whi ch PRF happens to be conpatible with by design.

4.4.2. Recognized Format: M necraft Cient Handshake
The M necraft client handshake packet is one payl oad fornmat
recogni zed in the null-type node. When the Mddle identifies this
format, it extracts a roomidentifier fromthe Server Name |ndication
(SNI') hostnane carried in the packet.

The packet format is defined by the Mnecraft protocol. Wthin PRF,
the relevant fields are:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Total Packet Length (Varlnt) |
e L i i e e ki R S S
| Packet I D = 0x00 (Byte) |
i e e R e T o e e e b i o S R B S
| Prot ocol Version (Varlnt) |
B i s T T i i o S o T Ji I
| Server Nane Length (Varlnt) |
e s i i T i S wih it NI R SR S
| Server Nanme (UTF-8 bytes) ... |
i e e R e o o e o i o I R S T
| Port (Unsigned Short) |
B i s T T i i o S o T Ji I
| Next State (Varlnt) |
e L i i e e i o i R SR S

The Total Packet Length MJUST be at |east 10 bytes and at nost 100
bytes. The Packet I D MJST be 0x00 (Handshake). The Server Nane
Length MJUST be at | east 5.

4.4.3. Room | D Extraction
The M ddl e node extracts the subdomain fromthe Server Nane (SN)
host name by taking all characters before the first . (W002E)
character. For exanple, if the SNI is myroomrel ay. exanpl e.com the
extracted roomID is nmyroom

The full handshake packet is buffered and forwarded unnodified to the
target Server after the tunnel is established.

4.4.4. Failure Handling
If the roomI|D cannot be found, the M ddl e node sends a M necraft
Di sconnect/ Logi n packet (Packet 1D 0x00) to the Client with a JSON
reason string in the format:

{"text":"<reason>"}

This terminates the Client connection with an appropriate error
message di splayed in the Mnecraft client.

5. Prot ocol Constants

The foll owi ng constants are defined by the PRF protocol:
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| Constant | Val ue | Description |
[S pemmsfoms b bemsoms e eses s esos s ess s ese el bs e fes e fes e fespeessfe = ossesos s esoe s ese s s s s s e
| Maxi mum RoomID | 30 bytes | Maximum UTF-8 byte I ength of |
| Length | | a room server identifier |
RIS - e +
| Maxi mum Response | 100 bytes | Maxi mum UTF-8 byte length of |
| Length | | a Mddle response string |
o e e e o R o e e e e e e e e e e aa o - +
| Mninmm MC Packet | 10 bytes | M ninmum M necraft handshake |
| Length | | packet total length |
RIS - ' +
| Maxi mum MC Packet | 100 bytes | Maxi mum M necraft handshake |
| Length | | packet total |ength |
o e e e o R o e e e e e e e e e e aa o - +
| M ninmm Server | 5 bytes | Mninmm SNI hostnane | ength |
| Narme Length | |

Fememmemeeieeaaaaaa - e +
| Maxi mum Var | nt | 5 | Maxi mum bytes for a single |
| Bytes | | Varlnt encoding |
o e e e o R o e e e e e e e e e e aa o - +
| Poll Interval | 5 seconds | Interval at which the Server |
| | | polls for new CWI Ds |
RIS - ' +
| I'nitial Read | 5 seconds | Mddl e socket read timeout |
| Ti meout | | for type detection |
o e e e o R o e e e e e e e e e e aa o - +
| Reconnect Del ay | 10 | Delay before a Server |
| | seconds | reconnects after di sconnect |
RIS - e +
| Streamer Bridge | 10 | Delay before a M ddleStreaner |
| Del ay | seconds | begins bridging data |
o e e e o R o e e e e e e e e e e aa o - +
| CWID Prefix | "Cw | Prefix for Client Wrker |
| | | Identifiers |
RIS - e +
| PROXY destination | 192.0.2.1 | Placehol der destination IP in |
| address | | PROXY header |
o e e e o R o e e e e e e e e e e aa o - +
| PROXY destination | 10000 | Pl acehol der destination port |
| port | | in PROXY header |
R - e +

Table 1
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6. Protocol Flow
6.1. Server Registration and dient Connection

The followi ng diagramillustrates the normal protocol flow for a
Server registering and a dient connecting:

|--- "S" + roomd ------------ >| |
| <-- ">success" --------------- | |
I

|<-- "C" + roomd ------------- |

|

|

| | --- ">success" -------------- >|
| | |
| <-- "OW" (pOll) ---emmmmmmnn- | |
[== "W+ TOWD" e eemeoaae > |
| <-- ">success (<ip>)" --------- | |
| |
|<:::::::::::::::::: Bi di recti onal Tunnel ===================>
| (raw TCP rel ay) | (raw TCP rel ay) |

6.2. Untyped Raw Stream Inspection (e.g., Mnecraft dient)
Native dient M ddl e Server

--- MC Handshake ------------ >| |
(SNI: nyroomrel ay. exanpl e. com) | |

--- extracts room d="nyroont |

assigns CWID |

I

I

I

I___

[--- "OWD" (poOll) -=--mcmmmnn- >
[ <= "W + "OWD" -----ceaomaao- |
I
n
I

<================== Bj directional Tunnel ===================>
(handshake forwar ded) (handshake forwar ded) |
7. Security Considerations

The PRF protocol as defined in this docunent does not provide any
formof encryption, authentication, or integrity protection. All
data, including roomidentifiers, is transmtted in cleartext over
TCP. The follow ng security inplications should be considered:

* *Traffic Interception:* Any party on the network path can read all

tunnel ed data, including the roomidentifier and any application-
| ayer content.
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10.

* *Traffic Injection:* Wthout integrity protection, an attacker can
inject or nodify packets in transit.

* *Room I D Enuneration:* Roomidentifiers are transmtted in
cleartext and can be observed or guessed by an attacker, allow ng
unaut hori zed connection to a Server

* *No Server Authentication:* Cients have no cryptographic neans to
verify that they are connecting to the intended Server or through
a legitimte M ddl e node.

* *No Client Authentication:* Servers accept connections from any
Client that provides the correct roomidentifier

PRF is designed to provide no additional security guarantees beyond
those offered by the underlying transport. The protocol itself does
not perform encryption, authentication, content inspection, or access
control. Consequently, the overall security of a PRF-tunnel ed
connecti on depends entirely on the security properties of the
application-layer protocol carried within the tunnel

| mpl enent ati ons and depl oynents SHOULD ensure that the tunnel ed
protocol provides its own encryption and authentication if
confidentiality and integrity are required.

I ANA Consi derati ons
Thi s docunment has no | ANA acti ons.
--- back
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