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Abst ract

Thi s docunent specifies the Agent ldentity Protocol (AIP), a protocol
for verifiable, delegable identity for Al agent systens. AIP

i ntroduces | nvocation-Bound Capability Tokens (1BCTs) that bind
identity, authorization, scope constraints, and provenance into a
single cryptographic artifact. Two token nodes are defined: a
conpact node using JSON Wb Tokens (JWI) with Ed25519 signatures for
singl e-hop interactions, and a chai ned node using Biscuit tokens with
append-only bl ocks and Datal og policy evaluation for nulti-hop

del egati on chains. Protocol bindings are specified for the Model
Context Protocol (MCP), Agent-to-Agent Protocol (A2A), and generic
HTTP APls. The protocol addresses authentication gaps in current Al
agent infrastructure where a survey of approximtely 2,000 MCP
servers found all |acked authentication.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 28 Septenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1.

2
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I nt roducti on

Al agent systens are increasingly deployed in nmulti-agent
architectures where an orchestrator deconposes tasks and del egates
subt asks to specialist agents. The protocols enabling this

communi cation, notably the Mdel Context Protocol (MCP) and the
Agent -t o- Agent Protocol (A2A), solve the connectivity problembut do
not solve the identity problem

MCP provides no built-in authentication |ayer. A2A uses self-
declared identities with no attestati on mechanism QAuth 2.1,
recently added to MCP, covers single-hop client-to-server

aut henti cati on but does not address nulti-hop del egation chains.

When an orchestrator delegates to a specialist that calls a tool, the
del egation chain that led to the tool invocation is |ost.

AP fills this gap by introducing Invocation-Bound Capability Tokens
(I'BCTs) that answer four questions for every agent action: who
aut hori zed this action, through which del egation chain, wth what
constraints at each hop, and what was the outcone.
1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
ldentity Schene
Al P defines two identifier schemes for agent identity:
1. DNS-Based ldentifiers
DNS- based identifiers follow the format:
ai p: web: <domai n>/ <pat h>
Exanpl e: ai p: web: exanpl e. conf agent s/ resear ch- anal yst
DNS- based identifiers are suitable for long-lived agents with stable

domai n ownership. Identity docunents are resolved via HTTPS at a
wel | - known pat h.
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2.2. Self-Certifying Identifiers
ai p: key: ed25519: <nul t i base- encoded- publ i c- key>
Self-certifying identifiers derive identity fromthe public key
itself. They are suitable for epheneral agents that do not require
DNS infrastructure. The identifier is determ nistically conputed
fromthe Ed25519 public key using multibase encodi ng.

2.3. ldentity Docunent

Each agent with a DNS-based identifier MJST publish an identity
docunent at:

htt ps:// <domai n>/ . wel | - known/ ai p/ <pat h>. j son

The identity docunent is a JSON object containing:

* aip: Protocol version (MJST be "1.0")

* id: The agent’s AP identifier

* public_keys: Array of public key objects with validity w ndows
* npame: Hunman-readabl e agent nane

* del egation: Del egation preferences

* protocols: Supported protocol bindings

* docunent _signature: Ed25519 signhature over the canonicalized
docunent

* expires: Docurment expiration tinestanp
The docunment MJST be sel f-signed. Verification uses JSON
Canoni cal i zati on Scheme (JCS) [ RFC8785]: renove the
docunent _signature field, canonicalize the remaining JSON, and verify
the Ed25519 signature against a currently-valid public key.

3. Token Formats

Al P defines two token nodes that share a comon identity schene but
differ in delegation capability.
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3. 1

Conpact Mode (JWI)

Conpact mnode tokens are JSON Wb Tokens [RFC7519] signed with Ed25519
(EdDSA). They support single-hop interactions only.

Header :

{"al g": "EdADSA", "typ": "aip+tw"}

Cl ai ns:

*

iss: Issuer AIP identifier (REQU RED)

sub: Subject/holder AP identifier (REQU RED)

scope: Array of authorized capabilities (REQU RED)

budget usd: Authorization budget ceiling in USD ( REQUI RED)

max_dept h: Maxi num del egati on depth, 0 for no further del egation
( REQUI RED)

iat: Issued-at tinestanp (REQU RED)

exp: Expiration tinestanmp (REQU RED)

Token lifetime SHOULD be | ess than one hour. Both iss and sub MJUST
be valid AIP identifiers.

3. 2.

Chai ned Mode (Biscuit)

Chai ned nmode tokens use Biscuit [BISCUI T] tokens with append-only
bl ocks and Datal og policy evaluation. They support multi-hop
del egation with cryptographic scope attenuation.

A chai ned token consists of ordered bl ocks:

*

Bl ock O (Authority): Root identity, initial capabilities, budget,
max_depth, expiration. Signed by the root authority.

Bl ocks 1..N-1 (Del egation): Each block narrows scope. Contains
del egator, delegate, attenuated capabilities (as Biscuit right
facts), attenuated budget, and a non-enpty context field. Signed
by the del egator.

Bl ock N (Conpl etion, optional): Execution outcone. Contains
status, result_hash (SHA-256), verification_status, and optional
resource usage netrics. Signed by the executing agent.
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Scope Attenuation

Scope attenuation is a fundanental security property of AIP. At each
del egati on step, scope can only narrow or renmi n equal, never w den
Thi s applies across four dinensions:

* Tools: Child scope MIUST be a subset of parent scope
* Budget: Child budget MJST be | ess than or equal to parent budget
* Donmins: Child domains MUST be a subset of parent domains

* Time: Child expiration MIUST be | ess than or equal to parent
expiration

Verifiers MJST check attenuation at every hop in the del egation
chain. A wldcard (*) in the parent permts any specific value in
the child, but a specific value in the parent MJUST NOT widen to a
wildcard in the child.

Policy Profiles

Chai ned node tokens support three policy profiles of increasing
expr essi veness:

* Sinple: Tenplated rules requiring no Datal og know edge. The
I'ibrary generates canonical Datalog for tool allowists, budget
ceilings, delegation depth, and tinme expiry.

* Standard: Curated Datal og subset w thout recursion and with
bounded eval uati on

* Advanced: Full Datalog with a maxi num 1000 iteration Iimt. Opt-
in only.

Budget Semantics

Budget values in Al P tokens represent per-token authorization
ceilings, NOT running bal ances. A delegator asserts "I authorize up
to $X for this task" at delegation tine. The verifier checks that
the budget is non-negative but does NOT track cunul ative spendi ng.
Aggr egat e budget enforcenent is the responsibility of the
orchestration platformat runtinme. Conpletion blocks record actua
cost _usd for audit purposes.
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4. Protocol Bindings
4.1. MCP Bi ndi ng
Al P tokens are transported in MCP via the X-Al P-Token HTTP header
X- Al P- Token: <conpact - or-chai ned-t oken>
For tokens exceedi ng 4KB, token-by-reference is supported:
X- Al P- Token-Ref: https://issuer/.well-known/ ai p/tokens/<id>

MCP servers verify tokens in five steps: (1) extract token, (2)
verify signatures against issuer identity document, (3) check
requested tool against token scope, (4) validate chain constraints
for chained tokens, (5) inject verified identity into request

cont ext .

Ni ne error codes are defined with appropriate HTTP status mappi ngs:
401 for authentication failures (token_m ssing, token_malformed,
signature_invalid, identity_unresol vable, token_expired, key_revoked)
and 403 for authorization failures (scope_insufficient,

budget exceeded, depth_exceeded).

Servers declare AIP requirenents via the require_aip field in their
identity document’s protocols.ncp configuration

4.2. A2A Bi nding
In A2A interactions, AP tokens are transported in the
met adat a. ai p_token field of task subnissions. Agent cards are

extended with an aip_identity object containing the agent’s AP
identifier and docunent URL.

The A2A verification flow adds a sixth step: the calling agent
appends a del egation block with attenuated scope before sending the
task, and the receiving agent verifies that the final del egation
bl ock del egates to its own AP identifier.

4.3. HITP Binding

For generic HTTP APlIs not using MCP or A2A, tokens are transported
via the Authorization header with the Al P schene:

Aut hori zation: Al P <base64url - encoded-t oken>
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Token- by-reference uses the X-Al P-Token-Ref header with a 5-second
fetch tinmeout and SSRF protection (reject reference URLs outside
expect ed domain patterns).

5. Delegation Lifecycle
5.1. Bounded Depth

Bl ock O decl ares max_depth (default: 3). Each del egation bl ock
increments effective depth by 1. |If current depth equals max_depth
further delegation is forbidden. In conpact node, nmax_depth of 0
means the hol der MUST NOT del egate further

5.2. Del egati on Context

Each del egation bl ock MJUST include a non-enpty context field
contai ni ng a human-readabl e descri ption of the del egation purpose.
Verifiers MIST reject tokens with mssing or enpty context. This
requi renent ensures audit trail integrity.

5.3. Epheneral Agent Gants

For short-lived sub-agents, a parent agent generates an Ed25519
keypair, creates an aip:key: identifier, and appends a del egati on
bl ock with scoped capabilities and a short TTL (5 m nutes
RECOMVENDED). The parent’s identity docunment MAY set

del egation. al | ow_epheneral _grants to false to prevent this.

5.4. Key Rotation

DNS- based identifiers support zero-downtime key rotation through
overl apping validity wi ndows on public keys. A new key is published
with a future valid _fromtinmestanp. Both keys are valid during the
overlap period. Recomended rotation period is 90 days. Cache TTL
MJUST NOT exceed 5 m nutes.

Self-certifying identifiers cannot rotate keys; key rotation requires
identity replacement, which is acceptable for ephemeral agents.

5.5. Revocation

Al P prefers short-lived tokens over revocation infrastructure.
Conpact mnode tokens SHOULD have a TTL under 1 hour, making revocation
general |y unnecessary. For chai ned node, key revocation (renmoving a
key fromthe identity docunment) invalidates all tokens signed by that
key. Token-specific revocation via Certificate Revocation Lists is
deferred to v2.

Pr akash Expi res 28 Septenber 2026 [ Page 8]



I nt

6

6. 1.

6. 2.

6. 3.

ernet-Draft Al P March 2026

Provenance and Audit
Conpl eti on Bl ocks

A conpletion block is the final block in a chained token, signed by
the executing agent. It contains:

* status: REQU RED. One of "conpleted", "failed", or "partial”

* result_hash: REQU RED. SHA-256 hash of the output in fornmat
"sha256: <hex>".

* verification_status: REQU RED. One of "self_reported”,
"tool _verified", "peer_verified', or "human_verified"

* tokens_used: OPTIONAL. LLM tokens consuned.

* cost_usd: OPTIONAL. Actual cost incurred.

* duration_ns: OPTIONAL. Wall-clock execution tine.

* | dp_provenance_id: OPTIONAL. Back-link to LDP provenance record.
Verification Trust Levels

Al P defines three escalating trust levels for conpletion data:

* Level 1 (Self-Reported): Agent reports its own results with no
i ndependent verification. Default for trusted environnents.

* Level 2 (Counter-Signed): Delegator independently verifies the
result and appends a verification bl ock

* Level 3 (Third-Party Attested): External verifier (LDP peer, human
reviewer, or audit service) signs an attestation bl ock

Audit Tokens

A compl eted chai ned token with a conpl etion bl ock appended is a self-
contained audit artifact. It answers five questions without
requiring an external database: who authorized (Block 0), through
whom (del egati on bl ocks), what constraints (Datal og policies), what
happened (conpl etion bl ock), and whether it was verified
(verification_status). Audit tokens are tanper-evident, non-
repudi abl e, and verifiable offline using public keys fromidentity
docunents.

Pr akash Expi res 28 Septenber 2026 [ Page 9]



Internet-Draft Al P March 2026

7

7
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7

Security Considerations

This section addresses the security properties and threat nodel for
Al P.

1. Threat Model
AP is designed to resist the follow ng attack categories:

* Scope wi dening: An agent attenpts to exceed its del egated
capabilities. Prevented by cryptographi c scope attenuation
verification at each hop.

* Del egation depth violation: An agent attenpts to del egate beyond
the maxi num permtted depth. Prevented by depth tracking in each
del egati on bl ock.

* Token replay: A captured token is reused. Mtigated by short TTLs
(under 1 hour reconmended for conpact node).

* Token forgery: An attacker constructs a token w thout hol ding the
private key. Prevented by Ed25519 signature verification

* ldentity spoofing: An agent clains a false identity. Prevented by
i dentity document resolution and signature verification

* Audit evasion: An agent delegates with enpty context to avoid
audit trails. Prevented by mandatory non-enpty context on all
del egati on bl ocks.

2. Adversarial Evaluation

Experi mental eval uation across 600 adversarial attenpts in six attack
categories showed a 100% rejection rate. Two attack categories

(del egation depth violation and audit evasi on through enpty context)
are uni quely addressed by Al P's chained token structure and cannot be
detected by standard JWI depl oyments. Details are reported in the
compani on paper [ Al P- PAPER] .

3. Cryptographic Agility

Al P vl mandat es Ed25519 exclusively. No algorithmnegotiation is
supported. This is a deliberate design choice to elimnate downgrade
attacks and reduce inplenentation conmplexity. Future versions MAY

i ntroduce additional algorithms through the protocol version field.
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7.4. Transport Security
Identity docunent resolution and token-by-reference fetching MJST use
HTTPS. | npl enentati ons SHOULD enforce TLS 1.3 or later. Token-hby-
reference URLs MUST be val i dated agai nst expected dommin patterns to
prevent SSRF attacks. Fetch tinmeout SHOULD be 5 seconds.

8. | ANA Consi derations
Thi s docunent requests the following | ANA registrations:

8.1. HTTP Authentication Schene

Regi stration of the "AIP" HITP authentication scheme in the "HITP
Aut henti cati on Schene Registry":

*  Aut hentication Schenme Nanme: AP
* Reference: This docunent, Section 4.3
8.2. Well-Known URI

Regi stration of the "aip" well-known UR suffix in the "Wll-Known
URI s" registry:

* URI Suffix: aip
* Change Controller: |ETF
* Reference: This docunent, Section 2.3
8.3. Media Type
Regi stration of the "aip+tjwt" structured syntax suffix:
*  Type nane: application
*  Subtype nane: aip+jw
* Reference: This document, Section 3.1
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