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Abstract

Thi s docunent summari zes publicly available information on a range of
wi del y studied post-quantum cryptographic al gorithns, including Key
Encapsul ati on Mechani snms (KEMs) and digital signature schenes.

It aggregates paraneters and high-level security assunptions from

exi sting specifications and standardi zation efforts, serving as a
uni fied informational reference.

This docunment is purely informational. |t does not provide guidance,
recomrendati ons, or requirements regarding al gorithm sel ection,
depl oynent, or mgration strategies.

About Thi s Docunent

This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-prabel - pqui p- pgc-overvi ew .

Di scussion of this docunent takes place on the Post-Quantum Use In
Protocols Working Group mailing list (mailto:pgc@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/pgc/. Subscribe
at https://ww.ietf.org/mailman/listinfo/pqc/.

Source for this draft and an issue tracker can be found at
https://github. com | ucasprabel /draft-pqui p- pqc- over vi ew 00.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 20 Septenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roducti on

The energence of |arge-scal e quantum conputers poses a significant
threat to widely deployed asymretric cryptographic algorithns that
rely on integer factorization or discrete logarithms. In response,
the cryptographic comunity has devel oped post-quantum crypt ographic
(PQC) algorithms designed to resist attacks from both classical and
quant um adver sari es

Several standardization bodies, including NIST, |SO and others, have
been eval uating and standardi zi ng post-quantum al gorithnms for key
encapsul ati on nechani sns (KEMs) and digital signature schenes. As
these al gorithnms advance through various standardi zation processes,

i npl ementers and protocol designers need readily accessible reference
i nformati on about their paraneters, security properties, and
characteristics.

Thi s docunment provides a consolidated overview of w dely studied
post - quant um crypt ogr aphi ¢ al gorithms, based on publicly avail able
information. It aggregates paraneter sizes, security
classifications, and underlying hardness assunptions from existing
specifications and standardi zati on efforts. The infornmation
presented here is purely informational and does not constitute
recommendati ons or requirements for algorithm sel ection, deploynent
strategies, or mgration planning.

The docunent covers both KEM schemes (M.- KEM HQC, FrodoKEM NTRU
Classic McEliece) and signature schenes (M.- DSA, FN DSA, SLH DSA,
LMS, XMSS/ XMSSMMT), providing a unified reference to assi st

st akehol ders in navigating the | andscape of post-quantum

crypt ographi c al gorithns.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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This section recalls term nol ogy rel evant to post-quantum
cryptographic al gorithns and defines additional terns used throughout
this docunent.

_CRQC : A Cryptographically Relevant Quantum Conputer is a quantum
comput er powerful enough to break traditional asymretric
crypt ographi c al gorithns.

_Traditional Asymretric Cryptographic Algorithm: An asymetric
crypt ographic al gorithm based on integer factorisation, finite field
discrete logarithns, elliptic curve discrete |ogarithns, or related
mat hemati cal problens. They can al so be called classical or
conventional al gorithns.

_Post-Quantum Asymmetric Cryptographic Algorithm: An asynmmetric
crypt ographi c al gorithm whose security is intended to hol d agai nst
attacks using either classical or quantum conputational resources.
They can al so be call ed quantumresi stant or quantum safe al gorithns.

As with all cryptography, it always remains the case that attacks,

ei ther quantum or cl assical, may be found agai nst post-quantum
algorithms. Therefore it should not be assuned that just because an
algorithmis designed to provide post-quantum security it will not be
conprom sed. Post-Quantum Al gorithns are nanmed for their design

obj ective: security against an adversary with access to a CRQC, and
this classification will remain should an attack be found against it.

_IND-CCA2_: Indistinguishability under Adaptive Chosen-Ci phertext
Attack. It is the standard security notion for KEM schenes.

_EUF-CMA : Existential Unforgeability under Chosen-Message Attack.
It is the standard security notion for digital signature schenes.

_SUF-CMA : Strong Existential Unforgeability under Chosen-Message
Attack. It is a stronger security notion than EUF- CVA

3. Paraneter Sizes

This section is divided into tw subsections, one focused on Key
Encapsul ati on Mechani sm and the other on Signature schenes.

The "clained security level" in each table refers to the N ST Post -
Quantum Crypt ography Evaluation Criteria. W summarize this
classification in Table 1 below. Additional details are available at
[ R 8547].
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3.

3.

1.

1.

| Security Category | Attack Type | Exanple |
[ et ———————— e —_—————————————————————— _ppp—p—p—————r L
| 1 | Key search on a bl ock | AES-128 |
| | cipher with a 128-bit key | |
RIS Fom e e eeeaeeeieeaaaaaa. Ry +
| 2 | Collision search on a | SHA-256 |
| | 256-bit hash function | |
o e e e o o e e e e e TS +
| 3 | Key search on a bl ock | AES-192 |
| | cipher with a 192-bit key | |
RIS Fom e e eeeaeeeieeaaaaaa. Ry +
| 4 | Collision search on a | SHA3-384 |
| | 384-bit hash function | |
o e e e o o e e e e e TS +
| 5 | Key search on a bl ock | AES-256 |
| | cipher with a 256-bit key | |
RIS Fom e e eeeaeeeieeaaaaaa. Ry +

Table 1: N ST Post - Quantum Crypt ography C assification
Key Encapsul ati on Mechani sm (KEM Schenes

A Key Encapsul ati on Mechanism (KEM is a cryptographic prinitive that
can be used as a building block within a broader key establishnent
protocol. Wile KEMs are often enployed to achi eve the same end goal
as a traditional key exchange, they do not, by thenselves, define the
i nteractive procedures, nessage flows, or authentication steps that a
full key exchange protocol requires.

This distinction is particularly relevant for inplenenters and
devel opers to avoid confusion:

* A KEM provi des the nechani smfor securely deriving and
encapsul ati ng a shared secret.

* A Key Exchange Protocol defines the interaction between parties
that uses one or more KEMs (and possibly other primtives) to
securely establish a secret key in context.

1. M-KEM

M.-KEMis a structured lattice-based KEM and the first post-quantum
KEM st andardi zed by NIST. It is derived fromthe CRYSTALS-Kyber
submi ssion to NI ST PQC Standardi zation Project. The security of M-
KEM i s based on the conputational hardness of the Mdul e Learning
with Errors problem
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3 by

agenci es recommend a m ni mum of the

The NI ST specification of M.-KEM i s

e
| Scheme |
I I
I I
+o————————————+
| M-KEM512 |
I +
| M.-KEM 768 |
I +
| M.- KEM 1024

i i +

—=——=—=—====+4
Public |
Key |

I

————=—=—=—=—+
800 |

———————— +
1184 |

-------- +
1568 |

———————— +

===+
Private |
Key |

I
————=—=—=—=—=—+
1632 |
————————— +
2400 |
--------- +
3168 |
————————— +

def aul t,

same security |evel.

March 2026

and European security

avai | abl e at [ MLKEM SPEC] .

Table 2: M.-KEM Paraneter Sizes (in bytes)

‘===
| daimed |
| security |
| level |
‘=== =====4
| 1 I
S +
| 3 I
Fomm e e e oo +
| 5 |
N +

[ MLKEM SPEC] al so allows the use of a 64-byte seed to represent the

private key.

1. 2. HQC
HQC is a code-based KEMrel ying on the decisional Quasi-Cyclic
Syndr onme Decodi ng (QCSD) hardness assunpti on.
It has been selected for standardi zation by NI ST.
The HQC specification is available at [HQC SPEC .
[ ool el el s sl ool sl ]
| Scheme | Public | Private | C phertext | Shared | d ained
| | Key | Key | | Secret | security
I I I I I | level
B b e oo gy s, oo e e e e 3
| HQC-128 | 2249 | 2305 | 4433 | 64 | 1
S R S S R o
| HQC-192 | 4522 | 4586 | 8978 | 64 | 3
S Fommmmm - S S Fommmmm - e e e e e e e e e oo
| HQC-256 | 7245 | 7317 | 14421 | 64 | 5
Fommmm e o R Fommmm e o e R s
Tabl e 3: HQC Paraneter Sizes (in bytes)
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3.1. 3. Fr odoKEM

FrodoKEMis a lattice-based KEM whose security is based on the
Learning with Errors (LWE) hardness assunption. Unlike the
structured lattices of M.-KEM FrodoKEM uses unstructured |attices.

FrodoKEM i s bei ng standardized by 1SO, and it is nentioned in

gui dance published by several European security agencies

([ TNO. Handbook] , [ ANSSI. PQCM gration], [BSI.PQCM gration]). Some of
t hese agencies reconmend in particular the security levels 3 and 5.

The FrodoKEM specification is available at [ FRODOKEM SPEC]. It

i ncl udes variants using AES or SHAKE as underlying primtives.

I mpl enentations may differ in performance characteristics dependi ng
on avail abl e hardware support.

) ety pfe—p—p——_— ey Jljjj———(—(—(—r—r—— el b jj—t——t—
| Scheme | Public|Private| Ciphertext |Shared|d ained |
| | Key | Key | | Secret| security]
I I I I I |level |
+=-=—=——=—=——————-—-—————————4-—————4 -4 -=-—=—=———=——=—=——+4=-=—=—=——=—+4+===—=—====+
| FrodoKEM 640-AES | 9616 |19888 | 9720 | 16 | 1 |
I I +------ F------- Fo-m - - - - +------ F---- - - - +
| FrodoKEM 640- SHAKE | 9616 |19888 | 9720 | 16 |1 |
I I I +------ F---- - Fo-mm e e - - +------ F---- - - +
| FrodoKEM 976-AES | 15632 | 31296 | 15744 | 24 | 3 |
I I T +------ +------- F--m - - - - - +------ +-------- +
| FrodoKEM 976- SHAKE | 15632 | 31296 | 15744 | 24 | 3 |
I I +------ F------- Fo-m - - - - +------ F---- - - - +
| FrodoKEM 1344- AES | 21520 | 43088 | 21632 | 32 |5 |
I I I +------ F---- - Fo-mm e e - - +------ F---- - - +
| Fr odoKEM 1344- SHAKE | 21520 | 43088 | 21632 | 32 |5 |
I I T +------ +------- F--m - - - - - +------ +-------- +

Tabl e 4. FrodoKEM Par aneter Sizes (in bytes)
3.1.4. NTRU
NTRU is a structured |l attice-based KEM
It is being standardi zed by | SO

The NTRU specification is available at [NTRU. SPEC] .
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[ ool ooy oo s e e, ooy oo e e
| Scheme | Public| Private | Ciphertext | Shared | dainmed |
| | Key | Key | | Secret | security |
I I I I I | level I
B Tttty pljtp—p—t—r et ety e jffp——r" e jj—t—t——
| ntruhps2048509 | 699 | 935 | 699 | 32 | 1 |
I I I +------ F--- - - - - Fo-mm e e - - F---- - - I +
| ntruhps2048677 |930 | 1235 | 930 | 32 | 3 |
R I ] +------ I I I I I +
| ntruhps4096821 | 1230 | 1592 | 1230 | 32 | 5 |
I e I ] +------ L Fo-m - - - - F---- - - - I +
| ntruhrss701 | 1138 | 1452 | 1138 | 32 | 3 |
I I I +------ F--- - - - - Fo-mm e e - - F---- - - I +
| ntruhrss1373 |2401 | 2983 | 2401 | 32 | 5 |
R I ] +------ I I I I I +

Table 5: NTRU Paraneter Sizes (in bytes)
3.1.5. dassic MEiece

Classic McEliece is a code-based KEM based on the original MEliece
cryptosystem from 1978.

It is being standardi zed by | SO Sone European security agencies
recomend it with specific paraneter sets ([ TNO Handbook],

[BSI. PQCM gration]) while ANSSI doesn’'t reconmend it anynore

([ ANSSI . PQCVi ews] ).

Each security level includes a 'f’ variant that enables faster key
generation, but is internally nore conpl ex.

The Classic MEliece specification is available at
[ CLASSI CMCELI| ECE. SPEC] .
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Internet-Draft

3.

2.

PQC Al go Overvi ew

s el oot 1)
| Private | G phertext |
| Key I I
I I I
ety ety pff e p—t—t—
| 6492 | 96 |
I I
i R I +
| 6492 | 96 |
I I I
I I I
i e I Fommm e - - - +
| 13608 | 156 |
_+___I _____ +___I ________ +
| 13608 | 156 |
I I I
I I I
Bl e Fo-mm e e - - +
| 13932 | 208 |
I I
e R I +
| 13932 | 208 |
I I I
I I I
i R I +
| 13948 | 194 |
_+____I____+____I _______ +
| 13948 | 194 |
I I I
I I I
e R I I +
| 14120 | 208 |
_+____I____+____I _______ +
| 14120 | 208 |
I I I
I I I
e R I +

Shar ed
Secr et

March 2026
+==—————=———=+
| daimed |
| security |
| level |
R et peegy
| 1 I

I
R i +
| 1 I
I I
I I
R +
| 3 I

I
F--- - - +
| 3 I
I I
I I
R +
| 5 I

I
F--- - - +
| 5 I
I I
I I
R i +
| 5 I

I
I +
| 5 I
I I
I I
F--- - - +
| 5 I

I
R +
| 5 I
I I
I I
F--- - - +

Table 6: C assic-MEliece Paraneter Sizes (in bytes)

[ b S o e

| Schene | Public

| | Key

I I

[ ettty S

| A assi c- | 261120

| McEl i ece- 348864|

N Fomm e - o -

| A assi c- | 261120

| McEli ece- |

| 348864f |

IR R ppe——

| A assi c- | 524160

| MCEl i ece- 460896

R Fomm oo

| O assi c- | 524160

| MCEl i ece- |

| 460896f |

S T I p——

| A assi c- | 1044992

| MCEl i ece- 6688128|

S S SRR

| d assi c- | 1044992

| MCEl i ece- |

| 6688128f |

N Fomm e - o -

| A assi c- | 1047319

| McEl'i ece- 6960119

S I S .

| A assi c- | 1047319

| MCEl i ece- |

| 6960119f |

R Fomm oo

| d assic- | 1357824

| McEl i ece-8192128|

IR S T

| d assic- | 1357824

| MCEl i ece- |

| 8192128f |

S S SRR
Si gnat ure Schenes

Digital signatures are cryptographic primtives used to provide

authenticity, integrity,

Prabel, et al.
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In the context of post-quantum cryptography, signature schenes are
designed to remain secure agai nst adversaries w th quantum conputing
capabilities. They can be used in various scenarios, including

aut hentication of protocol nessages, code signing, and certificates,
and are often conbined with key establishnment nmechani sns in secure
communi cati on protocols.

3.2.1. M-DSA

M.-DSA is a structured |attice-based signature schenme, now
standardi zed by NIST. It is derived fromthe CRYSTALS-Dilithium
submi ssion to NI ST PQC Standardi zati on Project. The security of M-
DSA i s based on the conputational hardness of the Mdul e Learning
with Errors problemas well as the SelfTargetMsI S problem a variant
of the Modul e Short Integer Solution problem

Eur opean security agencies recomend at | east security |evel 3.

The NI ST specification of M.-DSA is avail able at [ MLDSA. SPEC] .

. S s e s e s e s el
| Schere | Public Key | Private | Signature | d ained

| | | Key | | security |evel |
B bbb e e e e e s s 3
| M.-DSA-44 | 1312 | 2560 | 2420 | 2 |
R R I R R +
| M.-DSA-65 | 1952 | 4032 | 3309 | 3 |
F-- - - - I i i i F-- - - - I I +
| M.-DSA-87 | 2592 | 4896 | 4627 | 5 |
I I I I I I +

Table 7: M.-DSA Parameter Sizes (in bytes)

[ MLDSA. SPEC] also allows to use a 32-bytes seed to represent the
private key.

3.2.2. FN-DSA

FN-DSA, formerly known as Falcon, is a lattice-based signature schene
that was selected by N ST for standardi zation.

FN-DSA relies on floating-point arithnmetic as part of its design, and
the specification is available at [ FNDSA. SPEC] .
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FN- DSA sighatures can be generated in two formats: conpressed
(Fal con-512 and Fal con-1024) and padded (Fal con-padded-512 and
Fal con- padded-1024). The conpressed version results in variabl e-
| ength signatures, shorter on average, while the padded version
ensures a constant signature size. |n Table 8, the indicated
variabl e-l ength signature size is a nmaxi num

[ s s el el oo ool ool oo el °)
| Scheme | Public | Private | Signature | d ainmed

| | Key | Key | | security |
I I I I | level I
[ s el el oo e el e et e e e
| Fal con-512 | 897 | 1281 | 752 | 1 |
I I R R I I I I I +
| Fal con- 1024 | 1793 | 2305 | 1462 | 5 |
I I I I S Fo-m - - I +
| Fal con-padded-512 | 897 | 1281 | 666 | 1 |
R I L I I I I +
| Fal con-padded-1024 | 1793 | 2305 | 1280 | 5 |
I I R R I I I I I +

Tabl e 8: FN-DSA Paranmeter Sizes (in bytes)
3.2.3. SLHDSA

SLH- DSA is a statel ess hash-based signature schene standardi zed by
NIST. It is derived fromthe SPHI NCS+ subnission to NI ST PQC
St andar di zati on Project.

Each security level offers two possible hash function fanmilies (SHA-2
or SHAKE), and for each famly, two specific variants: the 's' (smal
signature) variant and the 'f’ (fast generation) variant. Each
paraneter set defines choices affecting signature size and
performance characteristics

The NI ST specification of SLH DSA is avail able at [ SLHDSA. SPEC] .

Prabel, et al. Expi res 20 Sept enber 2026 [ Page 11]
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Clainmed |
security |
| evel |

Key

Table 9: SLH DSA Paraneter Sizes (in bytes)
3.2.4. LM

Lei ghton-M cali Signatures (LMS) is a stateful hash-based signature
schenme based on Merkle hash trees that uses Leighton-Mcali One-Tine
Signatures (LM OTS) as its conmponent one-tinme signature scheme. Wen
referring to specific parameter sets and algorithmidentifiers in the
foll owi ng tables, the hyphen is omtted (LMOIS) in accordance with
the nonencl ature established in NI ST SP 800-208 [LMs. SPEC] and RFC
8554 [ RFC8554]

It requires careful state nmanagenent.
[I-D.draft-ietf-pquip-hbs-state] provides guidance and security
consi derations on state managenent for stateful hash-based signature
schenes.

The NI ST specification of LM5s is available at [LMs. SPEC].

Prabel, et al. Expi res 20 Sept enber 2026 [ Page 12]
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3.2.4.1. LM with SHA-256

The signatures’ sizes for the LM5S_SHA256_M32_H{5, 10, 15, 20, 25}
signature schene depend on the choice of the underlying LMOTS schene
and in particular on the value of the Wnternitz paraneter W
Therefore, the signatures’ sizes of LM5s SHA256 M32 H{5, 10, 15, 20,
25} are given in a 4-element array where val ues correspond to the
value of W= 8, 4, 2, 1 in that order.

Prabel, et al. Expi res 20 Sept enber 2026 [ Page 13]
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Clainmed |
security |
| evel |

Key

Table 10: LM5 with SHA256 Paraneter Sizes (in bytes)
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3.2.4.2. LM with SHA-256/192

The signatures’ sizes for the LM5S_SHA256/ 192 M4 H5, 10, 15, 20, 25}
signature schene depend on the choice of the underlying LMOTS schene
and in particular on the value of the Wnternitz paraneter W
Therefore, the signatures’ sizes of LM5 SHA256/192 M4 H{5, 10, 15,
20, 25} are given in a 4-elenment array where val ues correspond to the
value of W= 8, 4, 2, 1 in that order.
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Clainmed |
security |
| evel |

Key

Table 11: LM5 with SHA256/192 Paraneter Sizes (in bytes)
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3.2.4.3. LM with SHAKE256/ 256

The signatures’ sizes for the LM5S SHAKE M32_H{5, 10, 15, 20, 25}
signature schene depend on the choice of the underlying LMOTS schene
and in particular on the value of the Wnternitz paraneter W
Therefore, the signatures’ sizes of LMs SHAKE M32 H{5, 10, 15, 20,
25} are given in a 4-element array where val ues correspond to the
value of W= 8, 4, 2, 1 in that order.

Prabel, et al. Expi res 20 Sept enber 2026 [ Page 17]
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=== —====+4
Clainmed |
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Table 12: LMs with SHAKE256/ 256 Paraneter Sizes (in bytes)
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3.2.4.4. LM with SHAKE256/ 192

The signatures’ sizes for the LM5S SHAKE M4 H{5, 10, 15, 20, 25}
signature schene depend on the choice of the underlying LMOTS schene
and in particular on the value of the Wnternitz paraneter W
Therefore, the signatures’ sizes of LMs SHAKE M24 H{5, 10, 15, 20,
25} are given in a 4-element array where val ues correspond to the
value of W= 8, 4, 2, 1 in that order.
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Clainmed |
security |
| evel |

Key

Table 13: LM5 with SHAKE256/ 192 Paraneter Sizes (in bytes)
3.2.5. XMSS / XMSSMMI
The eXtended Merkle Signature Scheme (XMSS) is a stateful hash-based
signature schene that uses WOIS+ for one-tine signatures, and is

based on Merkle hash trees. XMSS"MI is a variant that has nultiple
hash trees.
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It requires careful state nmanagenent.
[I-D.draft-ietf-pquip-hbs-state] provides gui dance and security
consi derati ons on state managenent for stateful hash-based signature
schenes.

The NI ST specification of XMSS is avail able at [ XMSS. SPEC] .

[ s s e s sl el el s ool oo ool °}
| Scheme | Public|Private| Signature | C ainmed

| | Key | Key | | security |
I I I I | level I
B oo e T gl Cs e g b pget b pej e pe g
| XMBS-SHA2 10 256 | 64 1373 | 2500 | 5 |
I I +------ F--- - I I I +
| XVBS-SHA2 16_256 | 64 2093 | 2692 | 5 |
I I +------ +------- Fo-m - - I +
| XVBS- SHA2 20 256 | 64 | 2573 | 2820 | 5 |
R I +------ F------- I I I +
| XMSSMT- SHA2 20/ 2_256 | 64 | 5998 | 4963 | 5 |
I I +------ F--- - I I I +
| XNMBSMT- SHA2 20/ 4_256 | 64 | 10938 | 9251 | 5 |
I I +------ +------- Fo-m - - I +
| XNMSSMT- SHA2 40/ 2_256 | 64 | 9600 | 5605 | 5 |
R I +------ F------- I I I +
| XMSSMT- SHA2_ 40/ 4_256 | 64 | 15252 | 9893 | 5 |
I I +------ F--- - I I I +
| XNVBSMT- SHA2 40/ 8_256 | 64 | 24516 | 18469 | 5 |
I I +------ +------- Fo-m - - I +
| XNMSSMT- SHA2 60/ 3_256 | 64 | 16629 | 8392 | 5 |
R I +------ F------- I I I +
| XVBSMT- SHA2_ 60/ 6_256 |64 | 24507 | 14824 | 5 |
I I +------ F--- - I I I +
| XMBSMT- SHA2 60/ 12_256 | 64 | 38095 | 27688 | 5 |
I I +------ +------- Fo-m - - I +
| XVBS-SHA2 10 192 | 48 | 1053 | 1492 | 3 |
R I +------ F------- I I I +
| XMSS-SHA2 16 192 | 48 | 1605 | 1636 | 3 |
I I +------ F--- - I I I +
| XVBS- SHA2 20 192 | 48 |1973 | 1732 | 3 |
I I +------ +------- Fo-m - - I +
| XVBS- SHAKE256_10 256 | 64 1373 | 2500 | 5 |
R I +------ F------- I I I +
| XVBS- SHAKE256_16_256 |64 2093 | 2692 | 5 |
I I +------ F--- - I I I +
| XVBS- SHAKE256_20 256 | 64 | 2573 | 2820 | 5 |
I I +------ +------- Fo-m - - I +
| XNMBSMT- SHAKE256 20/ 2_256 | 64 | 5998 | 4963 | 5 |
R I +------ F------- I I I +
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4.

1.

| XVBSMT- SHAKE256_20/4_256 |64 | 10938 | 9251 | 5 |
e e mmaa Fommm - Fommm e e - Fommm e +
| XVBSMT- SHAKE256_40/2_256 |64 | 9600 | 5605 | 5 |
oo e e e eeeao oo S - e e - o mmee oo - +
| XVBSMT- SHAKE256_40/4 256 |64 | 15252 | 9893 | 5 |
P E e Fome e e - e e +
| XVBSMT- SHAKE256_40/8_256 |64  |24516 | 18469 | 5 |
e e mmaa Fommm - Fommm e e - Fommm e +
| XVBSMT- SHAKE256_60/3_256 |64 | 16629 | 8392 | 5 |
oo e e e eeeao oo S - e e - o mmee oo - +
| XVBSMT- SHAKE256_60/ 6_256 |64 | 24507 | 14824 | 5 |
P E e Fome e e - e e +
| XVBSMT- SHAKE256_60/ 12_256 |64 | 38095 | 27688 | 5 |
e e maa Fommm - Fommm e e - Fommm e +
| XMBS- SHAKE256_10_ 192 | 48 | 1053 | 1492 | 3 |
oo e e eeeao oo S - e e - o mmee oo - +
| XVBS- SHAKE256_16_192 | 48 | 1605 | 1636 | 3 |
o E e Fome e e - e e +
| XVBS- SHAKE256_20 192 | 48 1973 | 1732 | 3 |
e e aa Fommm - Fommm e e - Fommm e +

Tabl e 14: XMBS Paraneter Sizes (in bytes)
Security Considerations
Quant um Vul ner abl e Asymmetric Cryptography

Table 15 gives a list of asymretric cryptographic schemes that are
vul nerabl e to quantum conputers and are planned to be deprecated and/
or disallowed in the future by various organi zati ons or security
agencies. In particular, N ST provides deprecation and di sal |l owance
timelines in [I R 8547].

The EU PQC Workstream al so published its roadmap for the transition
to post-quantum cryptography in [EU Roadmap]. It distinguishes

bet ween | ow, medi um and high quantumrisk |evels, and recomends
completing the PQC transition for high-risk use cases before 2031,
for mediumrisk use cases bhefore 2036, and for | owrisk use cases
bef ore 2036, as nuch as feasible.

Prabel, et al. Expi res 20 Sept enber 2026 [ Page 22]



I nternet-Draft PQC Al go Overvi ew March 2026

| Scheme | Hardness assunption | Disallowed (N ST) |
[ ety e ————————————————————————————_ Ll st 1
| ECDSA | Elliptic Curve Discrete Logarithm| after 2035 |
S I e S TRy +
| EADSA | Elliptic Curve Discrete Logarithm| after 2035 |
Fommmaa - T T T r e I IR +
| RSA | Factorisation | after 2035 |
Fomm oo o e e e e e e e e e e e e e o m o o e e e o +
| (ECQDH | (Elliptic Curve) Conputational/ | after 2035 |
| | Decisional DH | |
S e RIS +

Tabl e 15: Quantum Vul nerabl e Asymretric Cryptographi c Schenes
4.2. Quantum Safe Asynmetric Cryptography

Table 16 gives a brief sunmmary of the security properties of various
KEM al gori t hns.

[ bbb oo oo s oo el sy e e o
| Schere | SDO | Hardness | Security | Comments |
| | | assunption | Model | |
B b el e e s el e e e oot o}
| M.-KEM | NIST | Mydule LW | | ND-CCA2 | |
Fomm e e e oo F-- - - - o m e e e e e e e maaaoo- Fomm e e e oo Fomm e e e oo +
| FrodoKEM | 1SO | Unstructured LVE | I ND-CCA2 | |
N [ o e e e e e e e oo - N N +
| HQC | NIST | Decisional Quasi- | 1 ND-CCA2 | |
| | | Cyclic Syndrone | | |
| | | Decodi ng Problem | | |
Fomm e e e oo F-- - - - o m e e e e e e e maaaoo- Fomm e e e oo Fomm e e e oo +
| dassic | 1SO | Syndrone Decoding | I ND-CCA2 | |
| MEliece | | Problem Goppa | | |
| | | code recovery | | |
S T S . e S T S T +
| NTRU | 1SO | NTRU | | ND-CCA2 | |
Fomm e e e oo F-- - - - o m e e e e e e e maaaoo- Fomm e e e oo Fomm e e e oo +

Tabl e 16: Properties of KEM schenes

Table 17 gives a summary of the security properties of different
signature al gorithmns.
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[ oo oo ool s e el s s o}
| Scheme | SDO | Hardness | Security | Comments |
| | | assunption | Mbdel | |
[ gl -l fuf bt oo pue s pe gy s fu g pu gt oo pu g pu e poj o pjupj——r o
| M.-DSA | NI ST | Mdul e LVE, | SUF-CVA | |
| | | SelfTargetMsl S | | |
S IR Fomemm - I T e +
| FNN\DSA | NIST | SIS over NTRU | EUF-CMA | Uses floating |
| | | lattices | | point arithnetic |
R S —— [ R N oo o - +
| SLH-DSA | NI ST | Second-preinmage | SUF-CVA | |
| | | resistance | (*) | |
S IR Fomemm - I T e +
| LNMB | NIST | Collision | SUF-CVA | Need state |
| | | resistance | (*) | managenent |
R S —— [ R N oo o - +
| XMVBS | NIST | Collision | SUF-CVA | Need state |
| | | resistance | (*) | managenent |
S IR Fomemm - I T e +

Table 17: Properties of signatures schenes

(*) There is no known attack on the SUF-CVA security of those
schenes, which are widely believed to be SUF-CMA secure. However, no
formal proof exists yet.

4.3. Evolving Cryptanal ysis

Security anal ysis of post-quantum cryptographic schenmes is an area of
active research. The security levels indicated in this docunent
reflect current clains based on existing know edge. However, these
may evol ve as cryptanal ysis inproves.

4.4. Caveats for |Inplenmenters

The transition to post-quantum al gorithnms introduces several
techni cal aspects that differ fromtraditional asynmetric

crypt ogr aphy:

* Side-Channel Analysis: sone of the post-quantum schenes presented
in this docunent could present new surfaces for side-channel
attacks and the relative conplexity of their design could nake
constant-time inplementati ons nore chall engi ng.
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* State Managenent: stateful hash-based signatures (LMS and XMSS)
require the signer to maintain a persistent and accurate record of
used one-time keys. Failure to properly nanage this state can
|l ead to a catastrophic |oss of security for the private key. See
[I-D.draft-ietf-pquip-hbs-state] for nore details.

* Resource Constraints: the increased size of public keys, private
keys, and signatures/ciphertexts may inpact protocols with nmaxi mum
transm ssion unit (MIU) limtations or devices with restricted
menory and bandwi dt h.

5. | ANA Consi derati ons
Thi s docunment has no | ANA acti on.
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