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Abst ract

Thi s docunent provides general information (such as paraneter sizes,
security assunptions, and targeted security mnmpodel s) on a range of

wi del y studi ed post-quantum cryptographic algorithns, including Key
Encapsul ati on Mechani sns (KEMs) and digital signature schenes.

The cryptographi c schenes described in this docunment are anong those
recomrended by maj or security agenci es and/or standardization bodies,
and are believed to be secure agai nst Cryptographically Rel evant

Quant um Conput er (CRQC).

The goal of this document is to offer a high-level overview of these
schenes and their distinguishing features, to help inplenenters,

prot ocol designers, standards devel opers, and policymakers in
under st andi ng and sel ecting appropriate post-quantum cryptographic
primtives for use in protocols and systens.

By aggregating and presenting this information in a unified format,
this docunent aims to facilitate informed decision-nmaking and
interoperability during the migration to post-quantum cryptography,
and to encourage consistent practices when eval uati ng and depl oyi ng
PQC schenes in cryptographic protocols.

About This Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://exanpl e. coml LATEST. Status information for this docunent may
be found at https://datatracker.ietf.org/doc/draft-prabel - pqui p-pgc-
gui dance/ .

Di scussion of this docunent takes place on the Post-Quantum Use In
Protocols Wirking Group mailing list (rmailto:pgc@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/pgc/. Subscribe
at https://ww. ietf.org/ mail man/listinfo/pqc/.
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Source for this draft and an issue tracker can be found at
https://github. coml USER/ REPO

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 January 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent follows the term nology for post-quantum hybrid schenes
defined in [I-D.draft-ietf-pquip-pqt-hybrid-term nol ogy-04].

This section recalls some of this term nol ogy, but also adds other
definitions used throughout the whol e docunent:

_Traditional Asymretric Cryptographic Algorithm: An asymetric
cryptographlc al gorithm based on integer factorisation, finite field
discrete logarithns, elliptic curve discrete |ogarithns, or related
mat hemat i cal problenms. They can al so be called classical or
conventional al gorithns.

Post - Quant um Asymretri c Cryptographlc Algorithm: An asymetric
cryptographlc algorithmthat is intended to be secure agai nst attacks
usi ng quantum conmputers as well as classical conputers. They can
al so be called quantumresistant or quantum safe al gorithms.

As with all cryptography, it always renmmins the case that attacks,
either quantumor classical, may be found agai nst post-quantum
algorithms. Therefore it should not be assuned that just because an
algorithmis designed to provide post-quantum security it will not be
comprom sed. Should an attack be found agai nst a post-quantum
algorithm it is comonly still referred to as a post- quantum

al gorithmas they were designed to protect against an adversary wth
access to a CRQC and the labels are referring to the designed or
desired properties.
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_IND-CCA2_: Indistinguishability under Adaptive Chosen-Ci phertext
Attack. It is the standard security notion for KEM schenes.

_EUF-CMA : Existential Unforgeability under Chosen-Message Attack.
It is the standard security notion for digital signature schenes.

_SUF-CMA : Strong Existential Unforgeability under Chosen-Message
Attack. It is a stronger security notion than EUF- CVA

3. Paraneter Sizes

This section is divided into two different subsections, one focused
on Key Encapsul ati on Mechani sm and the other on signature schenes.

The "cl ained security level” in each table refers to the N ST Post -
Quantum Crypt ography Evaluation Criteria. W summarize this
classification in Table 1 below Additional details is available at
[1 R 8547].

| Security Category | Attack Type | Exanple |
[ et ————————— e ———————————————————————— Llppp—p——————
| 1 | Key search on a bl ock | AES-128 |
| | cipher with a 128-bit key | |
I IR T T +
| 2 | Collision search on a | SHA-256 |
| | 256-bit hash function | |
o e e e e oo o e e e e e e e oo TS +
| 3 | Key search on a bl ock | AES-192 |
| | cipher with a 192-bit key | |
I IR T T +
| 4 | Collision search on a | SHA3-384 |
| | 384-bit hash function | |
o e e e e oo o e e e e e e e oo TS +
| 5 | Key search on a bl ock | AES-256 |
| | cipher with a 256-bit key | |
I IR T T +

Table 1: N ST Post - Quantum Crypt ography C assification
3.1. Key Encapsul ati on Mechani sm (KEM Schenes
3.1.1. M-KEM
M.- KEM formerly known as CRYSTALS-Kyber, is a structured lattice-
based KEM the first PQC KEM standardi zed by NIST. The security of

M.- KEM i s based on the conputational hardness of the Mdul e Learning
with Errors problem
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NI ST recommends Security Level 3 by default, and European security
agenci es recommend a mni num of the same security |evel.

The NI ST specification of M.-KEM i s avail abl e at [ MLKEM SPEC] .

B ool Sl b e oo e e el e pes e peent b pe g
| Scheme | Public | Private | Ciphertext | Shared | dained |
| | Key | Key | | Secret | Security |
| | | | | | Level |
B S el el el Ll el ety s pee el
| M.-KEM 512 | 800 | 1632 | 768 | 32 | 1 |
I F----- - - R I F----- - - R +
| M.-KEM 768 | 1184 | 2400 | 1088 | 32 | 3 |
I +-------- I R +-------- R i +
| M.-KEM 1024 | 1568 | 2168 | 1568 | 32 | 5 |
i i +-------- +---- - - - I i +-------- F--- - - +

Table 2: M.-KEM Paraneter Sizes (in bytes)

[ MULKEM SPEC] also allows to use a 64 bytes seed to represent the
private key.

3.1.2. FrodoKEM

FrodoKEM is a lattice-based KEM whose security is based on the plain
Learning with Errors (LWE) hardness assunption, unlike M-KEM which
is based on structured lattices. This nakes FrodoKEM a nore
conservative KEM schene.

It is considered for standardization by 1SO and it is recommended by
Eur opean security agencies.

Each security level allows the choice between AES and SHAKE as the
underlying symretric primtive. The AES variant is beneficial on
devi ces with AES hardware accel eration, while the SHAKE vari ant
general ly provides better performance if hardware acceleration is not
avai | abl e.

The FrodoKEM specification is available at [ FRODOKEM SPEC] .
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3.

1.

B ool bt el e s e gy L pu e pen S peje e pe g
| Scheme | Public|Private| G phertext |Shared|d ainmed |
| | Key | Key | | Secret| Security]|
I I I I I | Level |
) ety pfe—p—p——_— ey Jljjj———(—(—(—r—r—— el b jj—t——t—
| FrodoKEM 640-AES | 9616 |19888 | 9720 | 16 |1 |
I I I +------ F---- - Fo-mm e e - - +------ F---- - - +
| FrodoKEM 640- SHAKE | 9616 |19888 | 9720 | 16 |1 |
I I R +------ I I I +------ I +
| FrodoKEM 976-AES | 15632 | 31296 | 15744 | 24 | 3 |
I I +------ F------- Fo-m - - - - +------ F---- - - - +
| FrodoKEM 976- SHAKE | 15632 |31296 | 15744 | 24 | 3 |
I I I +------ F---- - Fo-mm e e - - +------ F---- - - +
| FrodoKEM 1344- AES | 21520 | 43088 | 21632 | 32 |5 |
I I R +------ I I I +------ I +
| FrodoKEM 1344- SHAKE | 21520 | 43088 | 21632 | 32 |5 |
I I +------ F------- Fo-m - - - - +------ F---- - - - +

Tabl e 3: FrodoKEM Par aneter Sizes (in bytes)
3. Cassic MEiece

Classic MEliece is a conservative, code-based KEM based on the
original MEliece cryptosystemfrom 1978.

It requires larger key sizes conpared to the other KEMs di scussed
here, but relatively small ciphertext sizes.

Each security level includes an 'f’' variant that is nore conplex
internally than the 'non-f’ variant but enables faster key
gener ati on.

It has withstood extensive cryptanal ysis over several decades, and
several European security agenci es have expressed confidence inits
security. It is considered for standardization by |ISQO

The Cl assic MEliece specification is available at
[ CLASSI CMCELI ECE. SPEC] .
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Security

Level

Shared |
Secret |
I

G phert ext
I
I

Public | Private |
Key | Key
I

Schene

B ety ey plp——p—p—j—(—————— e ———" L—pjp———————

+

_t

| 1
I

| 32
I

| 261120 | 6492 | 96
I I I
348864f | | |

Cl assi c-
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I
g

_—t

I
+

| 524160 | 13608
I I

I

+
M| 1044992 | 13932 | 208
6 | I I

460896f

Cl assi c-
McEl i ece-

I
I
I
+

_t

| 5
I

| 32
I

cEl i ece-

Cl assi c-
688128

I
g

| 1044992 | 13932
| |
I

C assi c-
McEl i ece-
6688128f

I I

| |

I I
S

+
M| 1047319 | 13948
6 | I

I
|
I
+

cEli ece-

Cl assi c-
960119

+

_t

| 5
I

| 32
I

| 1047319 | 13948 | 194
I I I

Cl assi c-
McEl i ece-
6960119f

I
g

I
|
I
+

I
|
I
+

M| 1357824 | 14120
8 | I

cEli ece-
192128

Cl assic

I
|
I
+

T

I
+

+

| 1357824 | 14120
I I
I

Cl assi c-
McEl i ece-
8192128f

Table 4. C assic-MEliece Paraneter Sizes (in bytes)
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3.1.4. HQC

HQC i s a code-based KEMrelying on the decisional Quasi-Cyclic
Syndronme Decodi ng (QCSD) hardness assunpti on.

HQC of fers small public key and ci phertext sizes, although these are
| arger than those of M.-KEM

It will be standardi zed by N ST.

The HQC specification is available at [HQC SPEC] .

E b ooy s oo s s e s s o}
| Scheme | Public | Private | C phertext | Shared | d ained |
| | Key | Key | | Secret | Security |
I I I I I | Level I
B ety S pjgy e p——p—p——(—_— p——p———(——————r— Lty g ———(————————— o
| HQC-128 | 2249 | 2305 | 4433 | 64 | 1 |
Fo-m e - - I Fo-m e - - I I S I A ] +
| HQC-192 | 4522 | 4586 | 8978 | 64 | 3 |
F---- - - - +---- - - - F---- - - - R I +---- - - - i T +
| HQC-256 | 7245 | 7317 | 14421 | 64 | 5 |
L F-------- L I F-------- I I T +

Table 5: HQC Paraneter Sizes (in bytes)
3.1.5. NTRU

NTRU is a structured lattice-based KEM It has a long, well-
established history and has been widely anal yzed.

It is considered for standardization by |ISO

The NTRU specification is available at [NTRU. SPEC] .
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[ ool ooy oo s e e, ooy oo e e
| Scheme | Public| Private | C phertext | Shared | d ai nmed

| | Key | Key | | Secret | Security |
I I I I I | Level I
B Tttty pljtp—p—t—r et ety e jffp——r" e jj—t—t——
| ntruhps2048509 | 699 | 935 | 699 | 32 | 1 |
I I I +------ F--- - - - - Fo-mm e e - - F---- - - I +
| ntruhps2048677 |930 | 1235 | 930 | 32 | 3 |
R I ] +------ I I I I I +
| ntruhps4096821 | 1230 | 1592 | 1230 | 32 | 5 |
I e I ] +------ L Fo-m - - - - F---- - - - I +
| ntruhrss701 | 1138 | 1452 | 1138 | 32 | 3 |
I I I +------ F--- - - - - Fo-mm e e - - F---- - - I +
| ntruhrss1373 |2401 | 2983 | 2401 | 32 | 5 |
R I ] +------ I I I I I +

Table 6: NTRU Paraneter Sizes (in bytes)

3.2. Signature Schene

3.2.1. M-DSA
M.- DSA, formerly known as CRYSTALS-Dilithium is a structured
| atti ce-based signature scheme, now standardi zed by NI ST. The
security of M.-DSA is based on the conputational hardness of the
Modul e Learning with Errors problemas well as the SelfTargetMsI S
problem a variant of the Mdule Short Integer Solution problem
Eur opean security agenci es recomend at | east Security Level 3.

The NI ST specification of M.-DSA is avail abl e at [ MLDSA. SPEC] .

. S s e s e s e s el
| Schere | Public Key | Private | Signature | d ained |
| | | Key | | Security Level |
B bbb e e e e e s s 3
| M.-DSA-44 | 1312 | 2560 | 2420 | 2 |
R R I R R +
| M.-DSA-65 | 1952 | 4032 | 3309 | 3 |
F-- - - - I i i i F-- - - - I I +
| M.-DSA-87 | 2592 | 4896 | 4627 | 5 |
I I I I I I +

Table 7: M.-DSA Parameter Sizes (in bytes)

[ MLDSA. SPEC] also allows to use a 32 bytes seed to represent the
private key.
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3.2.2. FN-DSA

FN-DSA, formerly known as Falcon, is a lattice-based signature schene
that was selected by N ST for standardi zati on.

It relies on floating-point arithmetic, which is considered
chal l enging to inplenment securely, especially with respect to side-
channel attacks.

The Fal con specification is avail able at [FNDSA. SPEC] .

[ s el el oo e el e et e e e
| Scheme | Public | Private | Signature | Cained |
| | Key | Key | | Security |
| | | | | Level |
B e ety ety el s ety sty
| Fal con-512 | 897 | 1281 | 752 | 1 |
Feom e e e e m - - - F----- - - R I R +
| Fal con- 1024 | 1793 | 2305 | 1462 | 5 |
I il T I +-------- I R R i +
| Fal con-padded-512 | 897 | 1281 | 666 | 1 |
I i I R +-------- +---- - - - F-- - - - F--- - - +
| Fal con- padded- 1024 | 1793 | 2305 | 1280 | 5 |
Feom e e e e m - - - F----- - - R I R +

Tabl e 8: FN-DSA Parameter Sizes (in bytes)
3.2.3. SLH DSA

SLH DSA, formerly known as SPHI NCS+, is a statel ess hash-based
signature schene now standardi zed by NI ST.

Each security level offers two possible hash function famlies (SHA-2
or SHAKE) and for both, two specific variants. The 's’ variant has
smal | er signature sizes, while the 'f’ variant has faster signature
gener ati on.

The NI ST specification of SLH DSA is avail abl e at [ SLHDSA. SPEC] .
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Clainmed |
Security |
Level |

Key

Table 9: SLH DSA Paraneter Sizes (in bytes)

3.2.4. LM
Lei ghton-M cali Signatures (LMS) is a stateful hash-based signature
schene that uses LM OIS for one-tinme signhatures, and is based on
Mer kl e hash trees.
It requires careful state managenent.
[I-D.draft-ietf-pquip-hbs-state] provides guidance and security
consi derati ons on state managenent for stateful hash-based signature
schenes.

The NI ST specification of LM5S is available at [LMs. SPEC] .
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3.2.4.1. LM with SHA-256

The signatures’ sizes for the LM5S_SHA256_M32_H{5, 10, 15, 20, 25}

si gnature schene depends on the choice of the underlying LMOIS schene
and in particular on the value of the Wnternitz paraneter W
Therefore, the signatures’ sizes of LM5s SHA256 M32 H{5, 10, 15, 20,
25} are given in a 4-elements array where val ues correspond to the
value of W= 8, 4, 2, 1 in that order.
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[ oo ool s s e e sty oo e
| Scheme | Public | Private | Sighature | Cained |
| | Key | Key | | Security |
I I I I | Level I
g Pttt ety Pty ey ey by
| LMOTS_SHA256_N32_WL | 56 | 8504 | 8516 | x |
I I R I I I R +
| LMOTS_SHA256_N32_ W | 56 | 4280 | 4292 | x |
B +---- - - - R I F--- - - - F--- - - +
| LMOTS _SHA256_N32_W | 56 | 2168 | 2180 | x |
I i I I F-------- I I I +
| LMOTS SHA256_N32_ W8 | 56 | 1112 | 1124 | x

I I R I I I R +
| LMS_SHA256 MB2 H5 | 56 | 1796 | [1296, | 5 |
I I I | 2352, I I
I I I | 4464, I I
I I I | 8688] I I
Feom e e e e e e e - - F----- - - I I R +
| LMS_SHA256 MB2_H10 | 56 | 57348 | [1456, | 5 |
I I I | 2512, I I
I I I | 4624, I I
I I I | 8848] I I
I i I I F-------- I I I +
| LMS_SHA256 MB2_H15 | 56 | 1835012 | [1616, | 5 |
I I I | 2672, I I
I I I | 4784, I I
I I I | 9008] I I
T i +-------- I i F-- - - - F--- - - +
| LMS_SHA256_MB2 H20 | 56 | 58720260 | [1776, | 5 |
I I I | 2832, I I
I I I | 4944, I I
I I I | 9168] I I
B +---- - - - R I F--- - - - F--- - - +
| LMS_SHA256_MB2_H25 | 56 | 1879048196 | [1936, | 5 |
I I I | 2992, I I
I I I | 5104, I I
I I I | 9328] I I
R i I T R +-------- R R R i +

Table 10: LM5 with SHA256 Paraneter Sizes (in bytes)
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3.2.4.2. LM with SHA-256/192

The signatures’ sizes for the LM5S_SHA256/ 192 M4 H5, 10, 15, 20, 25}
si gnature schene depends on the choice of the underlying LMOIS schene
and in particular on the value of the Wnternitz paraneter W
Therefore, the signatures’ sizes of LM5 SHA256/192 M4 H{5, 10, 15,
20, 25} are given in a 4-elements array where val ues correspond to
the value of W= 8, 4, 2, 1 in that order.
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[ oo ool s s e e sty oo e
| Scheme | Public | Private | Sighature | Cained |
| | Key | Key | | Security |
I I I I | Level I
g Pttt ety Pty ey ey by
| LMOTS_SHA256_N24_WL | 56 | 4824 | 4828 | x |
I I R I I I R +
| LMOTS_SHA256_N24 W | 56 | 2448 | 2452 | x |
B +---- - - - R I F--- - - - F--- - - +
| LMOTS_SHA256_N24 WA | 56 | 1248 | 1251 | x |
I i I I F-------- I I I +
| LMOTS SHA256_N24 W8 | 56 | 648 | 652 | x |
I I R I I I R +
| LMS_SHA256 M4 H5 | 56 | 1796 | [784, | 5 |
I I I | 1384, I I
I I I | 2584, I I
I I I | 4960] I I
Feom e e e e e e e - - F----- - - I I R +
| LMS_SHA256 M24 H10 | 56 | 57348 | [904, | 5 |
I I I | 1504, I I
I I I | 2704, I I
I I I | 5080] I I
I i I I F-------- I I I +
| LMS_SHA256 M24 H15 | 56 | 1835012 | [1024, | 5 |
I I I | 1624, I I
I I I | 2824, I I
I I I | 5200] I I
T i +-------- I i F-- - - - F--- - - +
| LMS_SHA256 M4 H20 | 56 | 58720260 | [1144, | 5 |
I I I | 1744, I I
I I I | 2944, I I
I I I | 5320] I I
B +---- - - - R I F--- - - - F--- - - +
| LMS_SHA256_MR4 H25 | 56 | 1879048196 | [1264, | 5 |
I I I | 1864, I I
I I I | 3064, I I
I I I | 5440] I I
R i I T R +-------- R R R i +

Table 11: LM5 with SHA256/192 Paraneter Sizes (in bytes)
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3.2.4.3. LM with SHAKE256/ 256

The signatures’ sizes for the LM5S_SHA256_M32_H{5, 10, 15, 20, 25}

si gnature schene depends on the choice of the underlying LMOIS schene
and in particular on the value of the Wnternitz paraneter W
Therefore, the signatures’ sizes of LM5s SHA256 M32 H{5, 10, 15, 20,
25} are given in a 4-elements array where val ues correspond to the
value of W= 8, 4, 2, 1 in that order.
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B ooy el ool s e oo et o}
| Scheme | Public | Private | Signature | daimed |
| | Key | Key | | Security |
I I I I | Level I
B ety gy e ————— e ——(—————— = {p——_————
| LMOTS_SHAKE N32_WL | 56 | 8504 | 8516 | x |
R I I R I I I i R +
| LMOTS_SHAKE N32_ W2 | 56 | 4280 | 4292 | x |
I I R +---- - - - R I F-- - - - - - F--- - - +
| LMOTS_SHAKE N32_ WA | 56 | 2168 | 2180 | x |
T T R I F-------- I L i I +
| LMOTS_SHAKE N32_\W8 | 56 | 1112 | 1124 | x |
R I I R I I I i R +
| LMS_SHAKE MB2_H5 | 56 | 1796 | [1296, | 5 |
I I I | 2352, I I
I I I | 4464, I I
I I I | 8688] I I
Feom e e e e m - - - F----- - - I I R +
| LMS_SHAKE MB2_H10 | 56 | 57348 | [1456, | 5 |
I I I | 2512, I I
I I I | 4624, I I
I I I | 8848] I I
T T R I F-------- I L i I +
| LMS_SHAKE_MB2 H15 | 56 | 1835012 | [1616, | 5 |
I I I | 2672, I I
I I I | 4784, I I
I I I | 9008] I I
I i I R +-------- I i i i F--- - - +
| LMS_SHAKE MB2_H20 | 56 | 58720260 | [1776, | 5 |
I I I | 2832, I I
I I I | 4944, I I
I I I | 9168] I I
I I R +---- - - - R I F-- - - - - - F--- - - +
| LMS_SHAKE_MB2_H25 | 56 | 1879048196 | [1936, | 5 |
I I I | 2992, I I
I I I | 5104, I I
I I I | 9328] I I
I il T I +-------- R I R i +

Table 12: LMs with SHAKE256/ 256 Paraneter Sizes (in bytes)
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3.2.4.4. LM with SHAKE256/ 192

The signatures’ sizes for the LM5S_SHA256/ 192 M4 H5, 10, 15, 20, 25}
si gnature schene depends on the choice of the underlying LMOIS schene
and in particular on the value of the Wnternitz paraneter W
Therefore, the signatures’ sizes of LM5 SHA256/192 M4 H{5, 10, 15,
20, 25} are given in a 4-elements array where val ues correspond to
the value of W= 8, 4, 2, 1 in that order.
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B ooy el ool s e oo et o}
| Scheme | Public | Private | Signature | daimed |
| | Key | Key | | Security |
I I I I | Level I
B ety gy e ————— e ——(—————— = {p——_————
| LMOTS_SHAKE N24_WL | 56 | 4824 | 4828 | x |
R I I R I I I i R +
| LMOTS_SHAKE N24 W2 | 56 | 2448 | 2452 | x |
I I R +---- - - - R I F-- - - - - - F--- - - +
| LMOTS_SHAKE N24 WA | 56 | 1248 | 1252 | x |
T T R I F-------- I L i I +
| LMOTS_SHAKE N24 W8 | 56 | 648 | 652 | x |
R I I R I I I i R +
| LMS_SHAKE M4 H5 | 56 | 1796 | [784, | 5 |
I I I | 1384, I I
I I I | 2584, I I
I I I | 4960] I I
Feom e e e e m - - - F----- - - I I R +
| LMS_SHAKE _M24 H10 | 56 | 57348 | [904, | 5 |
I I I | 1504, I I
I I I | 2704, I I
I I I | 5080] I I
T T R I F-------- I L i I +
| LMS_SHAKE M24 H15 | 56 | 1835012 | [1024, | 5 |
I I I | 1624, I I
I I I | 2824, I I
I I I | 5200] I I
I i I R +-------- I i i i F--- - - +
| LMS_SHAKE_MR4 H20 | 56 | 58720260 | [1144, | 5 |
I I I | 1744, I I
I I I | 2944, I I
I I I | 5320] I I
I I R +---- - - - R I F-- - - - - - F--- - - +
| LMS_SHAKE_M24 H25 | 56 | 1879048196 | [1264, | 5 |
I I I | 1864, I I
I I I | 3064, I I
I I I | 5440] I I
I il T I +-------- R I R i +

Table 13: LM5 with SHAKE256/ 192 Paraneter Sizes (in bytes)
3.2.5. XMSS / XMSSMMI
The eXtended Merkle Signature Scheme (XMSS) is a stateful hash-based
signature schene that uses WOIS+ for one-tine signatures, and is

based on Merkle hash trees. XMSS"MI is a variant that has nultiple
hash trees.
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It requires careful state nmanagenent.
[I-D.draft-ietf-pquip-hbs-state] provides gui dance and security
consi derati ons on state managenent for stateful hash-based signature
schenes.

The NI ST specification of XMSS is avail able at [ XMSS. SPEC] .

[ s s e s sl el el s ool oo ool °}
| Scheme | Public|Private| Signature | C ainmed

| | Key | Key | | Security |
I I I I | Level I
B oo e T gl Cs e g b pget b pej e pe g
| XMBS-SHA2 10 256 | 64 1793 | 2500 | 5 |
I I +------ F--- - I I I +
| XVBS-SHA2 16_256 | 64 2093 | 2692 | 5 |
I I +------ +------- Fo-m - - I +
| XVBS- SHA2 20 256 | 64 | 2573 | 2820 | 5 |
R I +------ F------- I I I +
| XMSSMT- SHA2 20/ 2_256 | 64 | 5998 | 4963 | 5 |
I I +------ F--- - I I I +
| XNMBSMT- SHA2 20/ 4_256 | 64 | 10938 | 9251 | 5 |
I I +------ +------- Fo-m - - I +
| XNMSSMT- SHA2 40/ 2_256 | 64 | 9600 | 5605 | 5 |
R I +------ F------- I I I +
| XMSSMT- SHA2_ 40/ 4_256 | 64 | 15252 | 9893 | 5 |
I I +------ F--- - I I I +
| XNVBSMT- SHA2 40/ 8_256 | 64 | 24516 | 18469 | 5 |
I I +------ +------- Fo-m - - I +
| XNMSSMT- SHA2 60/ 3_256 | 64 | 16629 | 8392 | 5 |
R I +------ F------- I I I +
| XVBSMT- SHA2_ 60/ 6_256 |64 | 24507 | 14824 | 5 |
I I +------ F--- - I I I +
| XMBSMT- SHA2 60/ 12_256 | 64 | 38095 | 27688 | 5 |
I I +------ +------- Fo-m - - I +
| XVBS-SHA2 10 192 | 48 | 1053 | 1492 | 5 |
R I +------ F------- I I I +
| XMSS-SHA2 16 192 | 48 | 1605 | 1636 | 5 |
I I +------ F--- - I I I +
| XVBS- SHA2 20 192 | 48 |1973 | 1732 | 5 |
I I +------ +------- Fo-m - - I +
| XVBS- SHAKE256_10 256 | 64 1373 | 2500 | 5 |
R I +------ F------- I I I +
| XVBS- SHAKE256_16_256 |64 2093 | 2692 | 5 |
I I +------ F--- - I I I +
| XVBS- SHAKE256_20 256 | 64 | 2573 | 2820 | 5 |
I I +------ +------- Fo-m - - I +
| XNMBSMT- SHAKE256 20/ 2_256 | 64 | 5998 | 4963 | 5 |
R I +------ F------- I I I +
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4.

1.

| XVBSMT- SHAKE256_20/4_256 |64 | 10938 | 9251 | 5 |
e e mmaa Fommm - Fommm e e - Fommm e +
| XVBSMT- SHAKE256_40/2_256 |64 | 9600 | 5605 | 5 |
oo e e e eeeao oo S - e e - o mmee oo - +
| XVBSMT- SHAKE256_40/4 256 |64 | 15252 | 9893 | 5 |
P E e Fome e e - e e +
| XVBSMT- SHAKE256_40/8_256 |64  |24516 | 18469 | 5 |
e e mmaa Fommm - Fommm e e - Fommm e +
| XVBSMT- SHAKE256_60/3_256 |64  |24516 | 8392 | 5 |
oo e e e eeeao oo S - e e - o mmee oo - +
| XVBSMT- SHAKE256_60/ 6_256 |64 | 24507 | 14824 | 5 |
P E e Fome e e - e e +
| XVBSMT- SHAKE256_60/ 12_256 |64 | 38095 | 27688 | 5 |
e e maa Fommm - Fommm e e - Fommm e +
| XMBS- SHAKE256_10_ 192 | 48 | 1053 | 1492 | 5 |
oo e e eeeao oo S - e e - o mmee oo - +
| XVBS- SHAKE256_16_192 | 48 | 1605 | 1636 | 5 |
o E e Fome e e - e e +
| XVBS- SHAKE256_20 192 | 48 1973 | 1732 | 5 |
e e aa Fommm - Fommm e e - Fommm e +

Tabl e 14: XMBS Paraneter Sizes (in bytes)
Security Properties
Quant um Vul ner abl e Asymmetric Cryptography

Table 15 gives a list of asymretric cryptographic schemes that are
vul nerabl e to quantum conputers and are planned to be deprecated and/
or disallowed in the future by various organi zati ons or security
agencies. In particular, N ST provides deprecation and di sal |l owance
timelines in [I R 8547].

The EU PQC Workstream al so published its roadmap for the transition
to post-quantum cryptography in [EU Roadmap]. It distinguishes

bet ween | ow, medi um and high quantumrisk |evels, and recomends
completing the PQC transition for high-risk use cases before 2031,
for mediumrisk use cases bhefore 2036, and for | owrisk use cases
bef ore 2036, as nuch as feasible.
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Har dness assunpti on | Disallowed (N ST) |
[ ———————————————————_ Ll —_————(———————
Di screte Logarithm | after 2035 |
--------------------------- O
Di screte Logarithm | |
--------------------------- T
Fact ori sati on | |
--------------------------- T
Decisional Diffie Hellman | after 2035 |
--------------------------- O

Tabl e 15: Quantum Vul nerabl e Asymretric Cryptographic

Schenes

4.2. Quantum Safe Asynmetric Cryptography

Table 16 gives a brief sunmmary of the security properties of various

KEM al gori t hns.
[ e ——r
| Schere |
I I
‘===
| M-KEM |
Fomm e e e oo +
| FrodoKEM |
N +
| HQC I
I I
I I
Fomm e e e oo +
| dassic |
| MEliece |
I I
e +
| NTRU |
Fomm e e e oo +

ool oo oo oo sl e e pu gt
SDO | Hardness | Security Comment s |

| assunption | Model |

NI ST | Modul e LVE | 1 ND- CCA-2 XXX |
------ T T
I1SO | Unstructured LVE | | ND CCA2 XXX |
------ T e
NI ST | Decisional Quasi- | |ND CCA2 XXX |

| Cyclic Syndrone | |

| Decoding Problem | |
------ T T
I1SO | Syndrone Decoding | | ND CCA2 XXX |

| Problem Goppa | |

| code recovery | |
------ T
SO | NTRU | 1 ND- CCA2 XXX |
------ T T

Tabl e 16: Propeties of KEM schenes

FrodoKEM i s believed to have conservative security conpared to
schenes based on structured lattices |ike M-KEM or

NTRU.

Table 17 gives a summary of the security properties of different
signature al gorithns.
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[ oo b oo s s s
| SDO | Hardness | Security | Comments |
| | assunption | Mbdel | |
[ ety s fums s ey e ey e U
| NIST | Modul e LVE, | SUF-CVA | XXX |
| | SelfTargetMslS | | |
ommmo - Fom e S oo +
| NIST | SIS over NTRU | EUF-CMA | Uses floating |
| | lattices | | point arithnetic |
[ R N oo o - +
| NIST | Second-preimge | SUF-CMA | XXX |
| | resistance | | |
ommmo - Fom e S oo +
| NIST | Collision | EUF-CMA | Need state |
| | resistance | | managenent |
[ R N oo o - +
| NIST | Collision | EUF-CVA | Need state |
| | resistance | | managenent |
ommmo - Fom e S oo +

Table 17: Propeties of signatures schenes

signature schenes such as SLH DSA, LMS, and XMSS are
of fer nore conservative security conpared to lattice-

based schenes |i ke M.- DSA or FN- DSA.
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