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Abstract

Thi s docunent describes JSON Object Signing and Encryption (JOSE) and
CBOR nj ect Signing and Encryption (COSE) serializations for PQT
hybrid conposite signatures. The conposite al gorithns descri bed
conbi ne M.- DSA as the post-quantum conponent and either ECDSA or
EdDSA as the traditional component.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://exanmpl e. coml LATEST. Status information for this document may
be found at https://datatracker.ietf.org/doc/draft-prabel -jose-pqg-
conposi te-sigs/.

Di scussion of this docunent takes place on the Javascript hject
Si gning and Encryption Working Goup mailing |ist
(mailto:jose@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/jose/. Subscribe at
https://ww.ietf.org/mailman/listinfo/josel.

Source for this draft and an issue tracker can be found at
https://github. com | ucasprabel /draft-jose-pg-conposite-sigs.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The inpact of a potential Cryptographically Rel evant Quantum Conput er
(CRQC) on algorithns whose security is based on mathematical problens
such as integer factorisation or discrete logarithns over finite
fields or elliptic curves raises the need for new algorithms that are
perceived to be secure agai nst CRQC as well as classical conputers.
Such algorithms are called post-quantum while algorithnms based on
integer factorisation or discrete |logarithnms are called traditional

Wiile switching froma traditional algorithmto a post-quantum one
intends to strengthen the security against an adversary possessing a
quant um conputer, the lack of maturing time of post-quantum

al gorithms conpared to traditional algorithns raises uncertainty
about their security.

Thus, the joint use of a traditional algorithmand a post-quantum
algorithmin protocols represents a solution to this problem by
providing security as long as at |east one of the traditional or
post - quant um conponent s renmi ns secure.

Thi s docunent describes JSON Object Signing and Encryption (JOSE) and
CBOR nj ect Signing and Encryption (COSE) serializations for hybrid
conposite signatures. The conposite algorithns described conmbi ne M-
DSA as the post-quantum conponent and either ECDSA or EJDSA as the
tradi ti onal component.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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Thi s docunent follows the term nology for post-quantum hybrid schenes
defined in [I-D.draft-ietf-pquip-pqt-hybrid-term nol ogy].

This section recalls some of this termnology, but also adds other
definitions used throughout the whol e docunent:

"Asynmetric Traditional Cryptographic Al gorithn: An asymmetric
crypt ographi c al gorithm based on integer factorisation, finite field
discrete logarithnms, elliptic curve discrete |ogarithns, or related
mat hemati cal problens. A related nmathematical problemis one that
can be solved by solving the integer factorisation, finite field
discrete logarithmor elliptic curve discrete |ogarithm problem
Wiere there is little risk of confusion asymretric traditiona
cryptographic algorithns can also be referred to as traditiona
algorithnms for brevity.

"Post - Quantum Al gorithni: An asymretric cryptographic algorithmthat
is intended to be secure against attacks using quantum conputers as
wel |l as classical conputers. As with all cryptography, it always
remai ns the case that attacks, either quantum or classical, may be
found agai nst post-quantum algorithnms. Therefore it should not be
assuned that just because an algorithmis designed to provide post-
quantum security it will not be conproni sed

"Post - Quantum Traditional (PQ T) Hybrid Scheme": A nulti-algorithm
schene where at | east one component algorithmis a post-quantum
algorithmand at |east one is a traditional algorithm

"PQT Hybrid Digital Signature": A nulti-algorithmdigital signature
schene made up of two or nore conponent digital signature algorithns
where at | east one is a post-quantum algorithmand at |east one is a
traditional algorithm

"Conposite Algorithni: An algorithmwhich is a sequence of two
conponent al gorithns, as defined in
[I-D.draft-ietf-Ianps-pq-conposite-sigs].

"Conponent Al gorithni: Each cryptographic algorithmthat forms part
of a cryptographic schene.

3. AlgorithmKey Pair (AKP) Type

Thi s docunent nakes use of the Al gorithm Key Pair (AKP) type which is
defined in [I-D.draft-ietf-cose-dilithiuni.

As a remnder, the AKP type is used to express public and private

keys for use with algorithnms. The paranmeters for public and private
keys contain byte strings.
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Thi s docunment nakes use of the serialization routines defined in
[I-D.draft-ietf-Ianps-pqg-conposite-sigs] to obtain the byte string
encodi ngs of the conposite public and private keys.

The process to conpute JWK Thunbprint and COSE Key Thunbprint as
described in [RFC7638] and [ RFC9679] is detailed in
[I-D.draft-ietf-cose-dilithiuni.

4. Conposite Signature Al gorithm
The structures of the conposite keys and conposite signatures foll ow
an approach simlar to [I-D.draft-ietf-|anps-pg-conposite-sigs]. The
conmposite design is chosen so that conposite keys and signatures can
be used as a drop-in replacenent in JOSE / COSE object formats. This
section gives sone details about their construction.

4.1. Conposite Key Generation

Conposite public and private keys are generated by calling the key
generation functions of the two conmponent algorithnms and
concatenating the keys in an order given by the registered conposite
al gorithm

Conposite Public Key <- Public Key of the 1st Algorithm || Public Key
of the 2nd Al gorithm and

Conposite Private Key <- Private Key of the 1st Algorithm|| Private
Key of the 2nd Al gorithm

For the conposite al gorithns described in this docunment (M.-DSA with
ECDSA or EdDSA), the Key Ceneration process is as follows:

1. Generate component keys

m dsaSeed = Randon{ 32)
(mdsaPK, mdsaSK) = M.- DSA. KeyGen(m dsaSeed)

(tradPK, tradSK) = Trad. KeyGen()
2. Check for conponent key generation failure

if NOT (mdsaPK, mdsaSK) or NOT (tradPK, tradSK):
out put "Key generation error"

3. Serialize keys into conposite form

Conposite Public Key <- SerializePublicKey(m dsaPK, tradPK)
Conposite Private Key <- SerializePrivateKey(m dsaSK, tradSK)
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Thi s docunment nakes use of the serialization routines from
[I-D.draft-ietf-Ianps-pqg-conposite-sigs] to obtain the byte string
encodi ngs of the conposite public and private keys. These encodings
are then directly use with the AKP Key Type. For nore infornmation,
see the SerializePublicKey, DeserializePublicKey, SerializePrivateKey
and DeserializePrivateKey algorithns from
[I-D.draft-ietf-Ianps-pq-conposite-sigs].

Poi nt conpression for the ECDSA or EdDSA conponent is not perfornmed
for the AKP JSON Wb Key Type but can be perforned for the AKP COSE
Key Type.

In this docunent, as in [I-D.draft-ietf-cose-dilithiun, the M-DSA
private key MUST be a 32-bytes seed.

4.2. Conposite Sign

When signing a nmessage Mwith the conposite Sign algorithm the

si gnature conbi ner prepends a prefix as well as a domai n separator
val ue specific to the conposite algorithmused to bind the two
component signatures to the conposite algorithm and achi eve weak non-
separability, as defined in
[1-D.draft-ietf-pquip-hybrid-signature-spectruns].

It al so nmakes use of a signature random zer, in a simlar fashion to
[I-D.draft-ietf-Ianps-pq-comnmposite-sigs], in order to prevent
specific attacks unique to conposite signature schenes. More details
about the security benefits added by the use of a signature

random zer can be found in [I-D.draft-ietf-|anps-pg-conposite-sigs].
However, only the pure M.- DSA conponent algorithmis used internally.
A composite signature’s value MJST include the random zer and the two
signature conponents and the two conponents MJST be in the sane order
as the conponents fromthe correspondi ng signing key.

A conposite signature for the message Mis generated by:

* conputing a 32-byte random zer r;

* conputing the pre-hash of the nessage M

* concatenating the prefix, the domain separator, a byte 0x00, the
random zer and the pre-hash;

* encoding the resulting nessage;
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* calling the two signature conponent algorithns on this new
nessage;

* concatenating the random zer and the two output signatures.

For the conposite al gorithns described in this docunment (M.-DSA with
ECDSA or EdDSA), the signature process of a nessage Mis as foll ows:

M <- Prefix || Domain || Ox00 [| r || PH(M
M <- Encode(M)

sig 1 <- M.-DSA Sign(mdsaSK, M, ctx=Donmain)
sig_2 <- Trad.Sign(tradSK, M)

ConpositeSignature <- SerializeSignatureValue(r, sig_ 1, sig_2)

The serialization routines from
[I-D.draft-ietf-Ianps-pq-conposite-sigs] are again used to obtain the
byte string encodi ng of the conposite signhature. The

Serial i zeSi ghatureVal ue routine sinmply concatenates the random zer r,
the fixed-length M.-DSA signature value and the signature value from
the traditional algorithm For nore infornmation, see the

Serial i zeSi gnat ureVal ue and Deseri al i zeSi gnat ureVal ue al gorithns from
[I-D.draft-ietf-Ianps-pq-conposite-sigs].

The prefix "Prefix" string is defined as in
[I-D.draft-ietf-Ianps-pqg-conposite-sigs] as the byte encoding of the
string "ConpositeAl gorithnSi gnatures2025", which in hex is
436F6D706F73697465416C676F726974686D5369676E61747572657332303235. |t
can be used by a traditional verifier to detect if the conposite

si gnature has been stripped apart.

The domain separator "Domain" is defined in the sane way as
[I-D.draft-ietf-Ianps-pqg-conposite-sigs] as the DER encodi ng of the
QO D of the specific conposite algorithm The specific values can be
found in Table 4.

Simlarly to [I-D.draft-ietf-cose-dilithium which indicates that the
ctx paranmeter MJST be the enpty string, the application context
passed in to the conposite signature algorithm MJST be the enpty
string. To align with the structure of the
[I-D.draft-ietf-Ianps-pg-conposite-sigs] conbiner, the byte 0x00 is
appended in the nmessage M after the domain separator to indicate the
context has length 0. However, a second non-enpty context, defined
as the domain separator, is passed down into the underlying pure M-
DSA conponent algorithm to bind the Conposite-M.-DSA al gorithm used.
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Table 2 (resp. Table 3) indicates the pre-hash algorithnms to use for
JOSE (resp. COSE)

For JOSE (resp. COSE), M is base64url-encoded (resp. binary encoded)
bef ore signature conputations.

4.3. Conposite Verify

The Verify algorithm MIST validates a signature only if all component
signatures were successfully validated.

The verification process of a signature sig is as foll ows:
* separate the conposite public key into the conponent public keys;

* separate the conposite signature into the random zer and the 2
conmponent si gnat ures;

* conpute the message M fromthe nessage M whose signature is to be
verified;

* encode the resulting nessage M;
* verify each conponent signature.

(mdsaPK, tradPK) <- DeserializePublicKey(pk)
(r, sig_1l, sig_2) <- DeserializeSignatureVal ue(sig)

M <- Prefix || Domain || Ox00 || r || PH(M
M <- Encode(M)

if NOT M.-DSA. Verify(m dsaPK, M, ctx=Domain)
output "lInvalid signature"

if NOT Trad. Verify(tradPK, M)
output "lInvalid signature"

if all succeeded, then
output "Valid signature"

The Deseri al i zePubli cKey and DeserializeSi gnatureVal ue serialization
routines fromJ[Il-D.draft-ietf-|anps-pg-conposite-sigs] are used to
get the conponent public keys, the random zer r, and the conponent
signatures. For nore information, see the DeserializePublicKey and
Deseri al i zeSi gnat ur eVal ue al gorithnms from
[I-D.draft-ietf-Ianps-pq-comnposite-sigs].
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4. 4. Encoding Rul es

In each conbination, the byte streanms of the keys are directly
concatenated, and the byte streans of the signatures are directly
concatenated with the random zer r

Random zer r || Signature of the 1st Algorithm || Signature of the
2nd Al gorithm

Since all conbinations presented in this docunent start with the M-
DSA al gorithm and the key or signature sizes are fixed as defined in
[ FIPS. 204], it is unanbiguous to encode or decode a conposite key or
signature.

Table 1 lists sizes of the three paraneter sets of the M.-DSA

al gorithm

B oo e s s e ety e e e e o}
| | Private Key (seed) | Private | Public | Signature |
| | | Key | Key | Size |
. S s e e e e el
| M.-DSA-44 | 32 | 2560 | 1312 | 2420 |
I T T R I L i F-------- I +
| M.-DSA-65 | 32 | 4032 | 1952 | 3309 |
I R I I R I i I I +
| M.-DSA-87 | 32 | 4896 | 2592 | 4627 |
F--- - - - I I R F-- - - - - - +---- - - - F--- - - - +

Table 1: Sizes (in bytes) of keys and signatures of M.-DSA

Note that the seed is always 32 bytes, and that M-

DSA. KeyGen_internal from[FIPS.204] is called to produce the expanded
private key fromthe seed, whose size corresponds to the sizes of the
private key in the table above.

5. Conposite Signature Instantiations

The M.- DSA sighature schene supports three possible paraneter sets,
each of which corresponding to a specific security strength. See
[ FIPS. 204] for nore considerations on that matter

The traditional signature algorithmfor each conbination in Table 2
and Table 3 was chosen to match the security level of the M.-DSA
post - quant um conponent .

The [FI PS. 204] specification defines both pure and pre-hash nodes for

M.- DSA, referred to as "M.-DSA" and "HashM.- DSA" respectively. This
docunent only specifies a single node which is sinmlar in
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construction to HashM.-DSA, with the addition of a signature

randoni zer. Howev
composite |evel,
under | yi ng M.- DSA
5.

1. JCSE al gorithms

er,

primtive.

because the pre-hashing is done at the
only the pure M.-DSA algorithmis used as the

The following table defines a list of algorithns associated with
specific PQ T conbinations to be registered in [I ANA JOSE].

M.- DSA- 44- ES256

M.- DSA- 65- ES256

| M- DSA- 87- ES384

Prabel, et al.

M.- DSA- 65| ecdsa- wi t h- SHA256| SHA512
| with secp256ril |

| ML- DSA- 87| ecdsa-wi t h- SHA384| SHA512
|with secp384r1 |

| SHAS12

Expi res 23 February 2026

| Composite |
| Signature |
|with M- |
| DSA- 44 and |
| ECDSA usi ng|
| P-256 curve|
| and SHA256 |
+
| Conposite |
| Signature |
|with M- |
| DSA- 65 and |
| ECDSA usi ng|
| P-256 curve]|
| and SHA256 |
+
| Conposite |
| Si gnature |
|with M- |
| DSA-87 and |
| ECDSA usi ng|
| P-384 curve|
| and SHA384 |

| Composite |
| Signature |
|with M- |
| DSA- 44 and |
| Ed25519 |

| Composite |
| Signature |
|with M- |
| DSA- 65 and |
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| | | | | Ed25519 |
| ML- DSA- 87- Ed448 | ML- DSA- 87| Ed448 | SHAKE256| Conposite |
| | | | | Signature |
I I I I |with M- |
| | | | | DSA-87 and |
I I I I | Ed448 I
Table 2: JOSE Conposite Signature Al gorithms for M.-DSA
Exanpl es can be found in Appendix A 1.
5.2. CCsE al gorithms

The following table defines a |ist of algorithns associated with
specific PQ T conbinations to be registered in [|I ANA COSE].

[ oo ool s ooy oo e ooy oo
| Narmre | COSE Val ue | First | Second | Pre-Hash| Description |
| | | Al gorithmn Al gorithm | |
[ el Sl pu g pu gty oo pojfupj—pty T joj—pj—p—pj—r ojojpoj—p—j—t— _jojopojfopojfpj——_—_—r
| M_- DSA- | TBD | ML- DSA- 44| ecdsa- | SHA256 | Composite |
| 44- ES256 | (request | | with- | | Signhature |
| | assignnent | | SHA256 | | with M- |
| | -51) | | with | | DSA-44 and |
| | | | secp256r 1| | ECDSA using |
| | | | | P-256 curve |
| | | | | | and SHA256 |
S S S S S S +
| M- DSA- | TBD | M- DSA- 65| ecdsa- | SHA512 | Conposite |
| 65- ES256 | (request | | with- | | Signature |
| | assignnent | | SHA256 | | with M- |
| | -52) | | with | | DSA-65 and |
| | | | secp256r 1| | ECDSA using |
| | | | | | P-256 curve |
I I I I I | and SHA256
Fomm oo - Fomm e oo - B B Fomm e - o - o m e e e oo - +
| M- DSA- | TBD | M- DSA- 87| ecdsa- | SHA512 | Conmposite |
| 87- ES384 | (request | | Wi t h- | | Signature |
| | assignnent | | SHA384 | | with M- |
| | -53) | | with | | DSA-87 and |
| | | | secp384r 1| | ECDSA using |
| | | | | | P-384 curve |
| | | | | | and SHA384 |
TS R R R S SRR S +
| M_- DSA- | TBD | M- DSA- 87| Ed25519 | SHA512 | Composite |
| 44- Ed25519| (request | | | | Signature |

Prabel, et al. Expi res 23 February 2026 [ Page 11]
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o mmee oo - +
| M- DSA- |
| 65- Ed25519|
I I
I I
| |
o mmee oo - +
| M- DSA- |
| 87- Ed448 |
I I
I I
| |
o mmee oo - +

Tabl e 3: COSE Conposite Signhature Al gorithnms for

JOSE/ COSE Conposite Signatures

assi gnnent
- 54)

TBD
(request
assi gnnent
-55)

TBD
(request
assi gnnent
-56)

| ML- DSA- 87| Ed448

Exanpl es can be found in Appendix A 2.

conposite algorithm
[I-D.draft-ietf-Ianps-pqg-conposite-sigs].
are currently based on the prototyping O Ds assigned on the Entrust

5. 3.
Tabl e 4.
arc,
Prabel, et al.

I I
I I
| |
e +
| SHAS12 |
I I
I I
I I
| |
e +
| SHAKE256|
I I
I I
I I
| |
e +

Conposite Domain Separators for JOSE and COSE

Expi res 23 February 2026

August 2025

with M-
DSA- 87 and
Ed25519

Conposite
Si gnature
with M-
DSA- 65 and
Ed25519

Conposite
Si gnature
with M-
DSA- 87 and
Ed448

The JOSE and COSE conposite donain separators values are listed in

They are defined as the DER encoding of the O D of the specific
in order to reuse the same values as in
These dommi n separators

and they may change in future versions of the docunent.
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6

7

| "alg Header Parameter | Domain Separator (in Hex encoding) |
| M-DSA 44-ES256 | 060B6086480186FA6B50090103 )
| M-DSA 65-ES256 | 060B6086430186FABB50000108 ]
| M-DoAs7-ESsea | 060B6086480186FABB5000010C )
| M-DSA 44 Ed2s510 | 060B6086480186FABE0000102 )
| M-DSA 65 Ed2s519 | 060B6086430186FABB50000108 ]
| MDA o7 Edads | 060B6086480186FABBE000010E )
oo T +

Tabl e 4: JOSE/ COSE Conposite Domai n Separators
Security Considerations

The security considerations of [RFC7515], [RFC7517], [RFC9053] and
[ FIPS. 204] also apply to this docunent.

Al'l security issues that are pertinent to any cryptographic
application nust be addressed by JW5/ JWK agents. Protecting the
user’s private key and enpl oyi ng countermeasures to various attacks
constitute a priority.

For security properties and security issues related to the use of a
hybrid signature schenme, the user can refer to
[1-D.draft-ietf-pquip-hybrid-signature-spectruns]. For nore

i nformati on about hybrid conposite signature schenes and the
different hybrid conbinations that appear in this docunent, the user
can read [I-D.draft-ietf-Ianps-pqg-conposite-sigs]

Ed25519 and Ed448 ensure SUF security, which may renmain secure even
if M.-DSA is broken, at least until CRQCs energe. Applications that
prioritize SUF security may benefit fromusing themin conposite with
M.-DSA to mtigate risks if M-DSA is eventually broken.

In particular, to avoid key reuse, when generating a new conposite
key, the key generation functions for both conponent al gorithnms MJST
be executed. Conpliant parties MJST NOT use, inport or export
component keys that are used in other contexts, conbinations, or by
thensel ves as keys for standal one al gorithm use.

| ANA Consi der ati ons
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7.1. JCSE Al gorithms
The foll owi ng values of the JW5 "alg" (algorithm are requested to be
added to the "JSON Wb Signature and Encryption Al gorithns" registry.
They are represented following the registration tenplate provided in
[ RFC7518] .

7.1.1. M.-DSA- 44- ES256
* Al gorithm Name: M.- DSA- 44- ES256

* Al gorithm Description: Conposite Signature with M-DSA-44 and
ECDSA usi ng P-256 curve and SHA- 256

* Algorithm Usage Location(s): alg

* JOSE I npl enentation Requirenents: Optional

* Change Controller: |IETF

* Specification Docunment(s): n/a

* Algorithm Anal ysis Docunents(s): TBD
7.1.2. M- DSA-65- ES256

* Al gorithm Name: M.- DSA- 65- ES256

* Al gorithm Description: Conposite Signature with M.-DSA-65 and
ECDSA using P-256 curve and SHA- 256

* Al gorithm Usage Location(s): alg

* JOSE I npl enentation Requirenents: Optional

* Change Controller: |IETF

* Specification Docunent(s): n/a

* Algorithm Anal ysis Docunents(s): TBD
7.1.3. M.-DSA-87-ES384

* Al gorithm Name: M.- DSA- 87- ES384

* Algorithm Description: Conposite Signature with M.-DSA-87 and
ECDSA usi ng P-384 curve and SHA-384
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* Al gorithm Usage Location(s): alg

* JOSE Inpl ementati on Requirenments: Optional

* Change Controller: |IETF

* Specification Docunent(s): n/a

* Algorithm Anal ysis Documents(s): TBD
7.1.4. M- DSA- 44- Ed25519

* Algorithm Nanme: M.- DSA-44- Ed25519

* Algorithm Description: Composite Signature with M- DSA-44 and
Ed25519 using SHA-512

* Algorithm Usage Location(s): alg
* JOSE Inpl enentation Requirenments: Optional
* Change Controller: |ETF
* Specification Docunent(s): n/a
* Al gorithm Anal ysis Docunent (s): TBD
7.1.5. M- DSA- 65- Ed25519
* Al gorithm Name: M.- DSA- 65- Ed25519

* Al gorithm Description: Conposite Signature with M-DSA-65 and
Ed25519 using SHA-512

* Algorithm Usage Location(s): alg
* JOSE Inpl enentation Requirenments: Optional
* Change Controller: |IETF
* Specification Docunent(s): n/a
* Al gorithm Anal ysis Docunent (s): TBD
7.1.6. M.-DSA-87-Ed448

* Al gorithm Name: M.- DSA-87- Ed448
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* Al gorithm Description: Conposite Signature with M-DSA-87 and
Ed448 usi ng SHAKE- 256
* Algorithm Usage Location(s): alg
* JOSE I nplenmentation Requirenents: Optional
* Change Controller: IETF
* Specification Docunent(s): n/a
* Algorithm Anal ysis Docunent(s): TBD
7.2. COCSE Al gorithms
The foll owi ng values are requested to be added to the "CCSE
Al gorithns" registry. They are represented follow ng the
registration tenplate provided in [ RFCO053], [RFC9054].
7.2.1. M.-DSA-44- ES256
*  Name: M- DSA- 44- ES256
* Value: TBD (request assignment -51)

* Description: Conposite Sighature with M-DSA-44 and ECDSA using
P- 256 curve and SHA- 256

* Capabilities: [kty]
* Change Controller: IETF
* Reference: n/a
* Recommended: Yes
7.2.2. M- DSA-65- ES256
*  Name: M- DSA- 65- ES256
* Value: TBD (request assignment -52)

* Description: Conposite Sighature with M-DSA-65 and ECDSA using
P- 256 curve and SHA- 256

* Capabilities: [kty]

* Change Controller: |IETF
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* Reference: n/a
* Recommended: Yes
7.2.3. M.-DSA-87-ES384
* Name: M.- DSA- 87- ES384
* Value: TBD (request assignment -53)

* Description: Conposite Signature with M.-DSA-87 and ECDSA using
P- 384 curve and SHA- 384

* Capabilities: [kty]
* Change Controller: |ETF
* Reference: n/a
* Recommended: Yes
7.2.4. M- DSA- 44- Ed25519
* Name: M.- DSA- 44- Ed25519
* Value: TBD (request assignnent -54)

* Description: Conposite Signature with M.-DSA-44 and Ed25519 using
SHA- 512

* Capabilities: [kty]
* Change Controller: |IETF
* Reference: n/a
* Recommended: Yes
7.2.5. M.-DSA-65- Ed25519
* Name: M.- DSA- 65- Ed25519
* Value: TBD (request assignnent -55)

* Description: Conposite Signature with M-DSA-65 and Ed25519 using
SHA- 512

* Capabilities: [kty]
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* Change Controller: |IETF
* Reference: n/a
* Recommended: Yes
7.2.6. M.-DSA-87-Ed448
* Name: M.- DSA- 87- Ed448
* Value: TBD (request assignment -56)

* Description: Conposite Sighature with M.-DSA-87 and Ed448 using
SHAKE- 256

* Capabilities: [kty]
* Change Controller: |IETF
* Reference: n/a
* Recommended: Yes
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Appendi x A,  Exanpl es

A 1. JOSE
t,
"priv": "0000000000000000000000000000000000000000000000000000000000000000" ,
Ilj v\‘(":
"kid": "PL7f9- uTIKx0Q 21YdJ4zGEHPcHIqJINACA_f Lup8Vr E",
n kt yll : n AKPII ,

"al g": "M.-DSA-44- ES256",

"pub": "unH59k4Ruut Y- pxvu24Ush8YZD2r SVt HU5qRZsoBnBM: RPgrmu9VUNOVdt eXi 1zNl Xj ngJg_GAAxep
LgA00Vc 3l Q0bzRI Ku39VFD8Lhuk8l 0V- cFEJC- zn7 Ui hxi QUWUENDOFxe3x 1i xkKZ0j qngP3r Kr yx8t Sht cXyf ea64
QhT6XN e2SoMP6FVI BDxLHBQo2dw R sOk5a- XSQSu20TO HLoaWs Le8pBFLNF TDgkr awDEdZy xr 30SW AsHQXR
jcliVzZzuvwxYylzl 2STi P2vy_f TBaPenkl eynQzqPg70PCy XEE8bj nJbr f WKbNNN8438e6t HPI X4l 7z2Tuzz98YPhL
jt_d6EBdT4M dsYe- Y4KLyj aGHc Al Tkk90a5RhRWAB9TOz _t 1DSC3dvf KLUGXh8gd1BD6Fz5M gpF5N oaf nQEqD
SAAhr CXY4b- Y3y YJEdX4_dp3dRGIHG r WPngX4JG/71 Cnser 4f 8QGnDr i gi AzJYEXeS8LzUngg_0bx0l gv_KcyU5I
aLl SFOOxZSUsmEPvdSoDny AcV8pV44ghLt Avd29n0ehG2590Ri ht | j TWei u9Vv60al1N2t bZVI 5nmEqSK- 6_xZvNYAL
TCdzNct viweH24unV7U3wer 9XA9QBkvIVDVI4oKa@ KM CSM t eBIMRXWH GK7ddUg6F7GdQw- 3j 2M qdJvVKmBUP) Y
9r c1l Pgol 25- 0IxTu7nxd bJUH 4nbpevAN6Ny Z61 f hbj WIKI xkr EKZvQXs_ Yf 6cpXEwpl _ZJer i q1UCLXH pRkDw
dOY9VH3an4RdDl 2r 9vd | Wl KPNdh_5aF3j Lgn7PCi t 1TFNJAWCST | nc AXgAl gc Xl pRXdf Jk4bBi GB9GGccSyDh2Eg
XYdpG3XvNgGW 7npuSoNTE7W ybl Ak13UQuOAsdCbM uri Cdyf E73mvwj 15xgb07RZRQ FA FTrmFcl dZ90zDr WKD
bANNt v7KCKWNvoTuv64bY3Hi Ghj - NQ WeMyl Wpvr 4hr XcES8c9K3PqHWADZCOi | Ovl zFv4VBoc_wWMf Il cOrL_Sl o
aNFCNBAZZq- 2v5Il AgpJdTgVQx qJ_HVr aoSf cKy5g45p- qULunXj 6Jwq21f obQ KubBKKOZwe JFy JD7F4ACKXOr z- HI
v SHMCWV 9dVr RuCpJwOs0aVFbRqopDNhu446ngb4_EDYQMLt THMbz Pd_j KxRRDOsH75X8ZoTox FSpLBDbt dWeenx]j
- zBf 61 G Znmaet | KEBYJWC7QDQx 1A91pJVICEQi eCkol f TgkeQuePpl yu48g2FG3P1zj RF- kumhUTf Sj 05gS0Yi Z
QyOE1BMs6ML1EVUXXRSHC LHoy5nLYI 2Sj 4zj Vj YyxSHy PRPGGo9hwB34yWkz YNt PPG gXS_dNCpi _zRZwRY4| C&
Q hYTEW K1DnmbA tt vCA_ei QLdve3N GKLRI5kJA3bl CNOf zCDY- MBgnd1cWh8YVBI j Vkgt aoascj L9EywDgJdeHn
XK0eeOvUxHHNhXJVkNgci bn8O4ARQIpVUBOTSA- ui u675yt | j cBHC6kTvBA8prkj _4oypPd- F92YI JC741swkYQoel H
j 8r E- Thc MJKF7KgC5VORDZTRp8Hs ZSqgi Jcl Paouuxdl- 8Rxr i d3f XkE6p8bkr ysPYoxWEJgh7ZFsRCPDWK- y TeJw
FNOPKFP1j OF6Yt | Lf KSw- c4F8ZQHA - yc_gODi cy 7KmMADZgbTPO7e7gEVW WAMFRr ndj bDb9ZLZYWXLS8r dr hi ozb
esJyi gGscX- AdHzFdwpsHwee3Ah5] hQ vTsri hZzx0knr zXobgPR5Yf 8XkcqgLxDYVrc",

"privt: " AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA"

}

"jws": "eyJhbCGci O JNTCLEUOEt NDQ RVMYNTYi LCIr aWQ G JQTDAn0S11VEpLe DBRXz | x WARKNHpHRUNQYOh
kc Up OQUNKk X2ZMIXA4VNJFI n0. SXTi gJl zI GEgZGFuZ2Vyb3Vzl Gl1c2l uzZXNzLCBGcnmBkbywgZ29pbncgb3V0I H v
dXl gZ&@vci 4. DIGXY_VoL3f YHHXGgpMXl ypSZEooR _d4qj HpPlmaVEvU vZz2WDnt amaf sn- huxf kYUno40Q Ff UQ
Ej f MLPHy V1obWIO2 EPRNe3GB3YAGSPI h7s- OBK2CzDy3g_xFPFWNCPsaDW _aGLTIl Hlki bKKaKnazJ3j KKZORs- FB
Tki yQq_FUL1PNI HGgS5nSWDKI - QvzPbxEi SzhG GFXi HUVBI R4l EaoXwul 2Ri sg9_COc9pRz9J XaWFGNnk Un- z4W 3
Akt hQC3SCf kI awgUwhPZRCTOgbTa2ez8MKMummmez Uo_apf ml 1Lh- Jnb4l OPI or Dg2t j gaf pockcLVy- M cwpst bB6
zm vYPvuh8l ML1lagNvDbngE- k_dl i AJ51BQVAGE3QSOEg! KC- RO2p_S4L9SCv85aeWP7CAk SsRybBl 6gRVH _ cFkA
r dEBL6GBEF4AFcqUnT X 7vpVRp9t dvIW vVNRXVp98i Hr M i Mk PBsqaboGCl Lgy6RDnl 8N8SGYt AKUI Nr ¢ SpGhPDPj

aur awi s9bxdCol FFyf Li kyi Yl pZYXHypCf Ce6FX5TkZi 2cf FAvPMoa5- 9pSI ScM N 8NoUI 8QeMJUUsDChv T6I1 Pw- P
KIMXXY- KHCNORIU129CgAOxD9buFqg2zt f k2y ALu9zuM Ci 8f OXvGi f Hh4M_MB58mN) mXbX- pH1CGbl xG wzj XPi L20p
OTLMh- geEhAMB 150230 YkWHQs UoXHy gPCMCKRt JUBL5HgVgeq7VI APkyWk7X eqHZ i ul PONt t ekOvxwt nb8yk51
I Ns XQJPsFObl kor GGeDKGR4z J3sD3r 02hR12Ur yNAt B9j BL2HXvUdJCOI UMeb- _kbmmlLy_78UZsOUZTgCNE4RQ- 5
8Cy6WULT74Lx3qQIKi HU_kY8pgt CSsdhzHQUEPI CmyhhQ Gugl oenj SygKxUaQopPm GZk8f X- gEU_LGT5B80t Osk
f 7bO0af ERMye_PRTBr bSsezk@ 4Hj GhBUPsI R _i t nMly Lc VAf GGAWIpNXxVnevupol3x Mz 1Snf GQUxFf Kz1 RHoY9z



C84nf AYGAL2yi - r 2Uv3VWgDcdN8NLI9R4r f 1f zNdPKOMOY3heT- @QBo4nbHDMUt Uxznn_FI MoeFHx3nPeri | 2PLbOr |
z1 4BhOU | YI T5Rz1d- cRW UUlkcNDsBSX7h8AXEMksqOe Ca7E8xBQE HA2I g- 7nV TCM eY5PTEaV_Hr kG dhPUU
Ua_ hLzVWBGZOW 0XnJIxXWKYK]j R7TZTgUJDni Oat WNpASHduZMz ZQdY7sB8er YeUwz 794 R9sXb (¥ - w4l ceRpgj Ol
dxuDm2Gn3y ZOPCAp49Rf LIy AdMSPUot v X6Xf 8vf mXwY1PkMeahz78PdDvOGIPboj 5Ckot r sSEWHOr _ My OF j | QBRCY
805- SqalL4Q7Ed8BSMYDAg Td8RLNMBhf KCV30Zol cl V53kLdxAnE_| RLHW QF by El Er gLYWkgYI nt al LGbXuLVcAsv
00geoD8nFb8quPe3_- g4pJDQ 1gSocj 09T5KhXuNANTdj xUD2W r cun5T3Ny T- 2gT626BIJM M EH5f k- pGt PBM 06
8l RT4CGgshPRLAyf 8ncww6t OuvD- KGTLOAf LB8r Tt OZz3or ASTvuBAkdl xH2_Kr hHt t g0y AWPoJK87 Yb9Ney- 4V5nE
UeVH3Sej ci XO8NJFZ__zJ9aoagkdUT05] MuLf 8BWSYCQoDs PYEz GORQh41b4j w2T29N t npY3sxLnsaygyXY- L8cnV
i F7Q0t Qy3at auZj qzwp6J GO Ov CWHaWOS9SAFUQRSLI QFqVp_kOPNui gysM ZuZXZG9vJI35VAn00J _Ur r CaLgDbD
nDbl Pl 1F5SkvC- nFZL3ne&ABSD57Ng671 3DP6s- D 29QQLK- V31 uxsmil 7Aou6ZKs5EEU6HI0t cPgBdpi f RoOQLI a
4ChsQlwej t ekX9nFUsy LAEOHAWCOR! SYyt Cy GaED2At okel TXI PTIPFTBZr LMo7W/L5s_SCnCYz Pt gM A2s1 1Jvwn
f Tf 58_j kdf N4j np8DN75EQEh7QDP5ybOUonHYJhS9DSAMM- xA v_zUI A2_3cge2EDMBaDqt 8nKaaTPTL9K3z7g
zLD4r KCRoOF5QZy 7DKx541vhPNK7KL1eoi 9cBVYzgpT7z_41RBaPxexKa3ocZREUa2 GoQPS5QI Nk b Mk CaWWswk AEL m
2U2648v1vEDxPI 8l qCh7f 9LM G7c7xhUSeyPOvXs7QePSyzqgepj | 3NV7/H33g4LzN- 24DTHi H69af ur 7pQapf gW Pd
SCr Lt 6vJ1gpg2B6JbhezOMi ZHKhnFATALhx Oy 8JgQRGhZhWehpzKy69LgZT0aCz93WB83BGcup2M0i MQHFd62ndi
NXvkdFEomMXmAK12081 BTf xMa- Yr RsmApOl Li 9m j | NO 8Mvgw7y pJcws SUbNoKi | X YELf 4nP- Z8BZPi f xJFbOnpVD
TBj LR2ghFzz71 BUCz1zSbLXZ_ pa0SMJT9Jat AmRs1nmbOd5aRCFDy PMM 6f pc S4hnt q28W A- 03P1 OXLf 9Jw Vz_CG
CRYLI yJRBwdI E7j Nt qu5f NXVNkg4hPznXg5epAnFzXj 1- nd | voQlyMha9E6Z235Xb9_kg7- 8THP2J86WE_bSZaHy
mMIvX8k ¥ j 7UT8XY9wJKAeoONn68bXebqpzKBnQdogTgAdxcbRY8sI O- ZODAXNWZRI n129E2MBs VINr 0OXDVRcA1c208g
Q NkdwbpZhQ_bB6- FBz NCOVN7 EWI Xk 2EbKr WN7qTE69ydZA r RRgOF j 922G vw NFM eoQMIXB- Of CNZ_3KhB-Ji T
Ps QNdDDEW4ouVOgqi nPl | uULot zi 2zi YyQ RULI VuTkgWKd C3WQk q&i FWMBOQRunbui 94ubxCaQ Upsz GVRB1Sxy
eN3W2CRChbVOFATGKFRf | | t HYbwonnCp @ Ymnk EgX8ki JyV5w86i 1ZHI MWKt z XHBnEf WP pr YuOOCue3_8haQy Fw
MhHnRr S5i Kd03i eK2y7y5KFAny1ql Bj sU7Z3PznRd_aCsH3x6u7MRst Vuh_8Rf Lgf 11pUr wk20hF7KJ- f e Ezp-
quYvSYCVAI NHt - G Vt CMBTKHX L SnCv Xhk DKOG7hbK6kr mMADgLg_5gAFFyss MFWWKr | 40Tp7 AAWNVOAgGYY Tl qy_
xs7p8f | DBQOQNEuLoKmlz- wYJy41R0t UZHaCho7Hzv YAAAAAAAAAAAAAAAAAAAAAAAAAAAAADX 8r Ot wy Us 6V wwgx
3-9gw _0TKeQdl ynRzW Na8MIMTR- alpxX67V2By 7Qycf Of f r H73|l TOkLyGZ1Zd- Kj 1r nxsEc",

"raw_randomi zer": "0fd19763f5682f 77d81c75c6aa9317972a52644a2847f 778aa31e93f 599a544b",

"raw to_be_signed": "436f6d706f 73697465416c676f 726974686d5369676e6174757265733230323506
0b6086480186f a6b50090103000f d19763f 5682f 77d81c75c6aa9317972a52644a2847f 778aa31e93f 599a544
b15ab5eb43417274ea7e3e40bbd0eea7394cd3c5de78b7b931f 2dab08ee854148"

"raw_conposite_signature”: "0fd19763f5682f 77d81c75c6aa9317972a52644a2847f 778aa31e93f 599
a544bd496f 673d960e7b5a99a7ec9f e86ec5f 918521a383909457d44048df 3353¢c7¢95d686d6b8ed843d135ed
c60776001ba3e287bb3e3bc2b60b30f 2deOf f 114f 1703423ec6835a2f dalb54c81f 59226ca29a2a66b32778ca
299d11b3el414e48b242af c550bd4f 3481c6812e674960ca23e415ccf 6f 11224b3846ac615788751506547894
46a85f 0ba5d918ac83df ce73dab5lcf d257696146366c549f ecf 85bedc092d8500b74827e495ac2a53084f 6510
933a06d36b67b3f 0c28cba69ab6cd4al3f 6a97e62352elf 8999be0838f 228ac3836b63a%9a7e9alc91c2d5che33e
730a6¢bh5b07ace622f 60f bee87¢c94cd756a036f 0db9aal3e93f 765880279d4142f 006137412d04825282f 913b
6a7f 4b82f d482bf ce5a7963f b0b8912b11c9b065ea044cle3f dc16402b744dcbe8edc417815ca94990c7bbe95
51a7db5dbc95bebd53515d5a7df 221eb32b88c4243c1b2a69ba060882e0cba4439e5f 0df 12198b4029494dadc
4a94213c33e36aeadac22b3d6f 1746a25145¢c9f 229328982296585¢c7¢ca909f 09ee855f 94e4662d9c7c5e2f 3¢
cabae7ef 6948849¢325363f 0df 548bc41e31452c0c26ef 4f a20f c3e3ca3175d8f 8alc234e449535dbd0a000ec
43f 5bb85ab6ced7e4db200bbbdcee31f 0a2f 1f 397bce89f 1eleOcf ccdf 9f 263639976d7f a91f 519b9711a3c33
8d73e22f 6d293932cc9f e81e12100ce75b28db7d3f 62458742c5285¢c7¢ca03¢c2302291b4953c2f 91e056a7aaed
52003e4c9693b5f f 7aald9f e2b883f d36db5e90ebf 1¢2d9b9f 32939d4836c5ce24f b05d1b964a2b1867832864
78cc9decOf 7ae8dal4a75d94af 2340b41f 6304bd875ef 51d0b421431e6f ef e46e69b52f 2f f bf 1466cd14653802
344e1143df b9f 02cbac14d53ef 82f 1dea4092a21d4f e463cab0b424ac761cc7414e8f 2029b286143elae825al
e9a34b280ac54690a693e6f 86664f 1f 5f ea8453f 2c64f 907ca2dd2c91f edbdla7c444cc9ef cf 45306b6d2blec
e41ade078c684150f b0847f 8ad9cc7722dc5407c6e40c3daddsf 15667af ba9a35df 1328cf 54a67c6414c457ca
cc8447a18f 730bce267c0606e0bdb28beaf 652f dd5beaOdc74df 0dd7d478adf d5f ccd74f 2b430e63785e4f e43
7a389db1c3314b54c739e7f c520cab5el47c779cf 7ab888d8f 2db3ab233238061d14f c86084f 9473d5df 9c4568
9453591¢c343b01497eelf 005c4331b2adlef ce6bb13cc5005019f 1c0d8883eee6ed308c21e6393d311a57f 1eb
90289d84f 51451af e12f 35bc199396¢f 45e727159760a8d1ed36538142439e2d1ab7036903¢c1ddb9933365075
8eec07c7ab61e530cf bf 789867d0f 7db176d07f ec3895¢c791a608f 495dc6e0e6d869f 7¢99d0f 0b8a78f 517ch2
7201d3123d4a2dbd7e977f cbdf 997c18d4f 90c79a873ef c3dd0ef 38624f 6e88f 93ad4a2daecllblceaf f 326c8e
7e3950dd1098f 28e7e4aa68b2f 843b11df 0148¢c6030204ddf 112e60617ca095df 466821¢c955e7790b77102713
f 951d475ab41f 6f 212512ba8b6169206259ed6882c66d7b8b55¢c02cbe83a07a80f c9856f caae3dedf f f aae292
43423d604a8723a3d4f 92a15ee3409d3763c540f 6588adcba7e53dcdc93f b6813e99e8124c20chb441f 97e4f a9
1ad3c133f a3af 25453e0682c84f 44b0327f c9dcc30eadd2ebc3f 8ala62ce0l1f 2c1f 2b4ed399cf 7a2b0124ef b8
1024765c47dbf 2ab847b6dab4c8058f a092bced86f d35echbeel5e661147951f 749e8dc897d3c349159f f f cc9f
5aalaaa47544f 4e6532e2df f 16498090a03b0f 604cc639141be356f 88f 0d93dbd37f b66a58decc4b9ec6b2832
5d8f 8bf 1c9d5885ed0f 6d432ddab5ab998eacf 0a7a2469bd3af 096c47696392f 52e0552a4522¢c8405a95a7f 93
43cdba2832b0cf 99b995d91b9f 6f 277e55027a3427f 52bac268b8030e60db20f 9751794a4bc2f a71592f 79del
b80520f 9ecdabaee5dc33f ab3e0f f dbd410d4af 95de5bb1b26248ec0a2ee992aced4412ee87f 74b5c3ea05da62
7d1a0e40b21ae0686c435cl1c8ed7a45f d9¢552cc8b744d070160b4465498cad0b219a103d80b6891e2135e53d
3d4f 153059ach31bed654be6ef d20a6098ccf b60322036b08d49bf 09df 4df e7cf e391d7cde239e9f 06f 4337be
4440487b4033f 9c9b394a271d82614bd0d200cc3df b1la5bf f cd4200dbf ddc81ed840ccddaleab7c98a69a4cf



4cbf 4adf 3ee0ccbh0f 8ae4091a34179399cbb0cac79e35bel3cd2bb28bd5ea22f 5¢0556338294f bef f 3544168
f cbec4abb7alc6511146b61a840f 4b94093646ccc4e6964b090010b9b6536eb8f 2f d6f 103c4f 23¢c96a09bedf f
4b3081bb73bc615127b23f 4bd7b3b41e3d2cb3a9ea63237355ec7df 78382f 337edb80d31e21f af 5a7eeaf bas50
6a97e05be3dd482acbb7abc9d60a60d81e896e17b33969e26479219c5e1300b8713b2f 09810410859856eala7
32b2ebd2e0653d1a0b3f 77581f 3704672ea763bd88¢c40715deb699d88d5ef 91d144a265e600ad763bc2014df ¢
4c6be62b46c980a7420b8bd9bf 8e534e97c30cablef 2a49730b1251b3682a29716042df e263f e67c0593e27f 1
2456f 49a95434c18cb476821173cf b201502cf 5cd26cb5d9f e96b448c413f 496ad026dacd66e4e7796910850f
23cc988e9f abc4b8866b6adbc5a203ea373c8d172df f 49c3e573f c21824582e5¢c89441c1d944ee336daaeebf 3
5754d920e213f 3997ab97a90261735e3d7e9c6948be8389c8c85af 44e99db7e576f df e483bf bc4c73f 627ce96
13f 6d265alf 2993557f 2441f 8f b513f 1763dc092807a8d27ebc6d779baa9ccal06741da204e001dc5¢c6d163ch0
83be6740c0c4d5994629f 5dbd136301b1536bd170d545¢c035736d3c810b4d91dc1ba598502db07af 8507334 2f
5537b11675793611b2ab58deeadc4ebdc9d64622b47680e7e3f 76d86b6f c2534532d7a8430d5707ed1f 08d67f
dca841f 898933ec40d7430c4c38a2e574aa298f 948b942e8b738b6ce263242d454d6556e4e4a965dd0b755542
4a86e2217058139046e9dbba2f 78b9bc4e690f 94a6ccc63110754b1c9e377¢c3609109b54e1404c690545f 965b
4761bc289e60a943d626c241205f c922272579c3cea2d591¢930c5edcd71f c9847d5bcf 8e9ad8bb4382b9edf f
f21690c85c233271e746b4b988a774de278adb2ef 2e4a1409f 2d6a2018ec53b6773f 399177f 682b07df 1eaeec
c46cb55balf f c45f 2e07f 5d6952bc24db4845eca27e7ce790704ce9f aab98bd2602bc094d1edf 86990f 95b423
374calf 12d29¢2bd78640ca386eelb6caeadae658380babf e60005172b2c30559698aac8e0e4e9ec0030355a80
818c9396achf c6ceedf 1f 203050a10344b8bala9b5cf ec18272e35474b54647682868ec7cef 60000000000000
00000000000000000000000000000000f 1f 2b3adc3252ce95af 0c20c77f bd8308f f d1329e42a748ca64735a33
5af 0c2664d1f 9ad69c57ebb576072ed0c9c7d07df ac7ef 79533a42f 2199d5977e2a3d6b9b1b047",

"raw_conposi te_public_key": "ba71f 9f 64ellbaeb58f a9c6f bb6elde61f 18643dab495b47539a9166¢ca
0198131c44f 826bbd56e34e55db5e5e2d733485e39ea260f c6000c5ea4ba80d3455cde53b46f 34482aedf d545
0f c2elba4f 25d15f 9¢c144242f b39bb52287189030c50498e1717b7c758b190a6748ea9aa3f 7acaaf 2c7cb526e
d717c9f 79aeb84214f a5cd8ded92a0c3f a1558810f 12c7050a367708d196cd24e5af 974904aed8e4ce8872e86
96b0b7bca50e452cd7d30ea%9a4adac0311d672c6bde8496240b07431463708895cd9baf ¢31632d7397649388f
daf cbf 7d305a3de9a495eca7433a8f 83ba0f 0b25¢c413c6e39¢c96eb7d691b34d37ce37f leeadlcf 217e25ef 34e
ecf 3f 7c60f 84b8edf dde8405d4f 832576c61ef 98e0a2f 28dal87700953924f 686b94614705bcf 53d33f edd434
8edddbdf 28b5065e1f 20775043e85cf 931f 829179363al1a7e7404a838ec00086b0976386f €637¢c98244757e3f
769ddd4467471bf ad670f 9a05f 8246ee50a7bleaf 87f c4069c3ae2aa2033258117792f Obcd49e083f d1bc7496
abf f 29cc94e4868b21214ed316525399a610f bdd4a80e7c80715f 29578e2a84bb40bdddbd9of 47allb6e7dall8
alb658d359e8aef 55eb46b5376b5b655979984a922beebf c59bcd600d5309dccd72dbf 0787db8ba757b537¢cle
af d5¢c0f 50ea4bc9583549e2829a42c28cac248c96d78124c47159b18aedd754abal7b19d430f b78f 633ea9d26
f 54a9bd50f 8d8f 6b73594f 828976e7ea09¢53bbb9f 11a56c9507f b89b9%a5ebc037a37267a95f 85b8d64ca9719
2b10a66f 417b3f 61f e9ca57130a48f d925eae2ab5502d571¢8a51903¢1d398f 4c1f 76a7e11743976af dbc697f
23094a3cd761f f 9685de32e09f b3c28add453490300bc7¢c89dc01780096071722945775f 264e1b0623bcf 4619
€712c838761205d87691b75ef 360196cbb9e9b92a0d4c4ed62326e5024d77510b8ee2c7426cc22eae209dcof 1
3bdebbf 08f 5e7181bd3b459450b451a51539a715¢21d67dd330eb5970db00d9edbf b2822b036f al3baf eb86d8
dc78866e3f 8d43e53d78ccab595a6f af 886b5dc112f 1cf 4adcf a875800d90b48883af 97316f e1506873f c157e
570eachbf d222868d14234101966af b6bf 9940829253a953ada89f c756b6a849f 70acb9838e69f aa50bba75e3e
89c2adb57e86d088ab9b04a28e670709172243ec5e0008a5ceaf 3f 8722f 487302596f f d755ad1b82a49c34b34
69515b46aa290cd86ee38ea7a9be3f 103610335b531cca333ddf e32b14510f 4b07ef 95f c6684e8c454a92c10d
bb5d59c7a7c63f b305f €e881967d99e669eb632840582560bb403431d40f 75a4954908482278292821f 4ea91e4d
2e78f a48caee3c836146dcf d738d117e92e9a15137d28e8e6a4b4622650chb413504cbhb3a335d44beec5746¢c1c2
94b1e8cb99chb608d928f 8ce3563632¢c521f 23d13c61a8f 61c01df 8c96c7360db4f 3c68aabd2f dd342a62f f 345
9c116389421ab43e8584c45882b50e6e4e96db6f 0b8f de890d5dbf adcd88690b449e64240ddb2023747f 30836
3e301aa77757169f c6150628d5920b5aalablc8chf 44cbh00e025d7879d72b479e3af 5311¢785725590da9c89b
9f c3b8450769554eb44d203eba2bbaef 9cad2237011c2ead4def f 00f 299a48f f e28ca93ddf 85f 76608242ef 8d6
cc24610ale2078f cac4f 9385¢314905ecaa82e553916d94dla7clec652aa08897083daa2ebbl1775f bc471ae27
777d7904ea9f 1b92bcac3d8a3158426087b645b1108f 0d65f ec93789c053743cal4f d63d05e98b652df 2b9c 2f
f 9ce05f 1940703f f b273f 80e0e2732eca9960d981b4cf d3b7bb8045b3¢c3830546b9dd8db0dbf 592d961641d2f
caddael8a8cdb7ac2728a0lac717f 90eld1f 315dc29b07cle7b7021e638508af 4ecae2859c74927af 35e86e03
d1e587f c5e472a2f 10d856b7"

}
Figure 1: M.- DSA- 44- ES256
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I nternet-Draft JOSE/ COSE Conposite Signatures August 2025

{
"priv": "0000000000000000000000000000000000000000000000000000000000000000",
Ilj v\kll :
"kid": "4cT9QLVAUKI 8nmhuxi 0A9ZVi GLsDoySnT0ZdDr 4yHkyo",
" kt yIl : " AKPII ,

"al g": "M.- DSA-65- ES256",

"pub": "ksvJIn5Y1bQOTXGs_CGpl a7JpUNVBYdsci AvPof 6r RDBJQquL2619cl q7wlYH 22Zol | nH YsdAkeu
Ur 7mbJkxQl j g3- 2AzV- yy9INnf nDVOevk STAhNNT67RXbs0VaJkgCuf SbzkLudVD- _91GQqVa3nk4aKRgy- wD9PyZ
pOWLz P- opHXI OVOWZ067gal IN1h4gPbbOnvxxPWh7kPN2LDI Ozt _t Ixzr f vC1Pj FQMNSDCm | - Ju5X2zQx | XyJOTZ
SLQ Ct B2C7j dyoAvwr f t UXBFDKi sEl vgnmoKI wBks23f U0t f j hweOLVWKghG FQx8GGEBQ- zol 3e7P2EXnt | O f 4Kbg
Yg5u7Lwu848qwal t yTt 7EmMMRI j xVt h64wH VQ uy3GXnl ur caGo_gWj764qZnt eoPl SUAWWTDX292Sa071S7G sH
Fxue5l ydx| YvpVUu6dyf wuEXEubCovYM z_LJd5zNTKMvat dbBJg- Qd6JPuXznqclUYC3CccEXCLTOgg auB6EUJG
Ob_cy- 5bkECHN7W 4SDi pGNi g_ShzUkkot 5qSqPzZnd21 91 qqToi _0ep2nYLBB3ny3t eV21QpccoonBaGPt 57| 7f pz
hg7@zsJ4s@SuHRCzgQLux Yl Fx21VUt HAj nFDSoMOk Gyo4gH2weLR7- z59EPPN 51pl j yNef gCnMSkj r BPyz1wi E
T- uqgi 23f 8Bq2TVk1j mMUFxOndf LsU7SI S30W0zvwD_gvDexUFpM EQyL1- Y36kaTLj EWGC 2t x 1FTULt t Qx5Jpr yPW
61 WooKwsRMy Gpf Rl i YCi Ry QePYqi pZGox OHpv CWhCZI NAmeDY7HORXWAQEPi y CzRQQVWK O MVi wao6Jb7wZWhLNveb
wLJe QI XWink- gTEeQaMykVJobwDUi X- E_E7f SybVRTZXher Y1j r vZKh8C5G 5VADg5Vs319uN8- dVI LRyOd vj j xc
| msRcn6HEV Tvxd9MS71 Kngl 8BXI ghzgnTdgNGATpnDHPV8hy gqJWWKCI t BSSgY6 Ok Gki oMAMX| Zj Yq_Ya906AE7
WU_hudm wZnmQLExwt JWEI BdDxr UxA9L9JL3weNy QX ad t Pj XcheZi NBBbJTUxXwl YLnXt TIMOmHz MyGFFWKVKSN_A
| dHyv4yDzY9m t uQRf bQ_2K7r 5eDOL1Tj 8DZ- s8yXGr4MvBqOUvI gl INgNcbuPKLRPbSDoNOE3BYkf eDgi Ur Xy34a
5- vU- PKAWCs gAh539wJ UUBX qwl0V1Du7e THFKDI EMSFYwus bPhEX4ZTwoe THg- - 8Ysn4HCFW.QO0pf BCt eqv M/ M |
cWWF ThogcPsJb1lbEFVSc3nTzhk6Ln8J- Mol ySOY5nGBEt Vko_ W yeFsoDCW 4hqr gU7L- wwBvs CRSCY skH8I odi L
zj Oxnugi Kj WUXbYQ98x 1z SnB9dnPy5P3UNwwMdpebt R38NII - j up4Bzok0- JsaOe7EORZ8| d7k AgDVWA4K7BAXj c2
eD540Apwxs- VLGFVKXbQYYeDNG2t WL Xt 20- XezJqZVUl 6- | ZXsqc7Di j wNI nO3f T508ZAcLKUU zSI EXe8sl | Hax
j LoJ- oubRt | KKUbzWOHeyxmyZSx Yq@hSQ 4sheedGXIEYW - Y5DRgB- xpy- cf t xL10f dXI Uhe 1hWFBAOQU3b5xRY8
KCyt Ynf LhsFFAO49xhnax3vuunmlpJbCqTXpLur eoKg5PvW npFPBOP- ZWON35nmBz gbb3Z2V6U0r US5Dvy XTui ZOK2Z
1TxbaAd1OZMrgOcpuzewgueV- Nh_Uubl gNt 05RXCd7vgggqdXDUKAI W YegYl kDAwbGwl j xV8C02ggCc Sj 9UQPS1r
D5u0r LckAzsxyt y9Q@JsnKaOwWBEh7JIwe4Yob4x PVWAbJIf mB16avRgz Dx Xo5gnmY7t xdGFYHhI ol JKdhBU9h6f 0gt KE
t bi Uzhp4l V8 gAR8ri HE 71 LVEz6P537a4kL1r 5Fj f Df _yj JDBQry_kdWvDgaN n- M KK8eEN UO- qZGy0d 4bMzt N
bHXj f JUuSzapA- RqYf kqSLKgQUOWBNTDKhUK 73y qCU3TQDEKaGA0 Ts Pscy Mriru_8Q vUK8kbc- Xnxr WZ0BZJBj di
nzh2w Qvj bW ngFp40OMgY94_ t 1 USvvCUNJI YALRdyodl f Pf H5- avpxOCvBD6C7ZI Dy Q 6huGEQEAb6DP8YdW ZQ
8xY603DoEKKXkJWP6CI03nHFEd] _vcEbDQ WESDpcQFalf Rl i GUALj - sSEWj GASHy EBQATOcuW 4TLVzRPKAS 4t C
Xx1zyvhJbXQuOj f Oyf zVpCOhPun4n- xqK4Sx PBCeuJ Ok @ V®j DXWHApnj bAcr qj vedqVti 7ThuMXTLGugU2uoi hBwé
mequ_WBl OP2- XTEy Ryvxbv2t - zZ9V6GPt 1V9ceBukAO0OGM JqgD- q7NXFK8zhw7des| 5PZMXf 3nuVghJ3xdvAl zknm
5f 9RoqQs6_hqwPQEcc! q1MVEZ3yM.5hc99TDt ZW9gGkhROHs 3QIXXgP7bEqGFP- Hf TPnJsr GaT6Tj KP7qCxJIl cFKL
Ur 5AU_kxMJLeUysWN SGI9npxBvsyWLJur axZ3SSYI XAV2pD29U- wpi - Rr pFOEUG e3t h- 5QGywr 06e UDENNpI - hr
V- 5Jn2kyEZPSxCCr i Rf cSqgi RdyCnj R',

"priv': " AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA!

}

"jws": "eyJhbCci O JNTCLEWOEt N Ut RVMYNTYi LCIr aWg O | 0YLQBUTFWRWVr bDht aHV4aVWBOVpWAUAMEOR
veVNuVDBaZERyNH | a3l vi n0. SXTi gJI zI GEgZGFuZ2Vyb3Vzl Gl1lc2l uZXNz LCBGecnmBkbywgZ29pbntgb3VOI H v
dXl gZ&Xvci 4. - g7hBwk8gVgbzmNbgPbmnivt By 2nbZZRPOMTUM Rv SxpwSAI 7p5j | WEQCNu4l T9KOAIWZHXz c2G QI 5
i QG 1dTKxzMB@Q 0l aol k_YDHIA8ykPYWB03GvJoy1Xgw2BcMyysj Vnh4l @ VxsEeTkB3OpaW ZRz4f gqA4Qr5gh01
i OvWwMBkZVGLy 4EgO6SWy ZZ07Mrz 77t PPW LHRYsJyaX3T8MIH30gpo4KDLUUEGSL- | f KFYgLRGDY31yhMpNgDDZ
Cz9FgEudK406qcJmi0u52ZS8i 7f DGF10QrL14v7pJdi Skxf MONV5wWX _098ki ghpr PRK5D8CGAx TOZXHv RRal hu_JHG
uLl 3FsQHkgqYBi EEAU8PNHKk CpJ i ou9kANnhr i Hf t DzL- NBQLI N7Vj gnmJAGj ol xzxRUMEZT 4Q61 gUNWO3si - r BCeY1O
KX YQM SXhdbu5y 0728 WRNCuHA0N3NRbki NKt - uN2dCgndj Ga0XMA5s] dNUO4Adphj mi _hhx- Ft 0ZnSj 6J1 t KnRu
CcAt 8RV133Il GabhppCYnqgt Kyj 009SnK5k GXns4t pgxNMALT]j Zxi InwHvDc- 9_1gg_6Z9r khHBgnJELI w-t Mys2- FNx
X7bA6kayvgN_gcbR- f 4CoghpQl2denpKJI5es X5 XLVKRy8KOTzI | i COQHVbe KAhf CDOPC2KdBT2C9La- KhDEhADMz
Tl UG M Rn6_nBY66UAL- AAQVI zr 6Y4- GbuPDSONnr WV2ECsOby1FNZ_f pNHSROLFhEP3a2ZI 3waVWak9Q | xGkG j Vfy
2Yl OXLpsP1FQ wO7NEPyi nPwgSl uC32VEoApg6mBKLIr CM2HI K7AF9d_uYsM7i 8gj J4Qy SFZANJHF 630SWif UOHCO
A7HS52cCVachbOgzPci 17U2j qcHr nr 9eRW KpCt FvuRl CsRGTdOB1f J1awMnv16ZvbhXX5Bj yYq- ZI WOHA3K 7pVbW
eYt | WReB- vwmVwbT4oHdP- h3df PvYl MB61ul 3r 3r adi 1ChFhKYT1wW hW JOaDPLacqO2gN- 4sYqDbW23TnJKvh8Tf
8obxelMoX-j | 9skKt CM | D8r 7whxvVXH _EYCAgFt RQgXRO0pQz TxPnh58Unt 3__gznbL4yN YDACsked i i BYos(gl
7bqSe6 RVAKZpYCOATB_5VWi2nbUlkSqTkpFecr c- | 4WOGLKDO Qbk RBB3 G0z GKABoOUQXE xZz| _CZxZMgHOUTf r ZI Zuy
JSt cGKZr _Af Q 71 5NQE9bHxswhj vsf zdcY84CUdFni qx73Rb3i BnO_xaCca3zk CNBc U3Ax GEr Xbl UgAKW Kd8AE Pw
ZZhDemX T- CID2Dj 1zzzvzxFLLX] vai 0CLB6HXGs0bYVQXxt Xl f gpf WDoOPab- MAJEAf | REEO t pGh5ysQ sLERr RX
j f1zht Rd40OMIcYI cB- k63n6gxN | kY99xpOSTs1K2TKp9HYCgJ Ugx Rve3ESWAP9yY | moHs Rbf kZWBZ8LxLJYJi i JbC
ut aDcKsi eOvUWvudkv5g0e5RI BYVI nirt f | eMs 6 QNTBLSTCHKI kg7D@Bhr 1lyesal 312Kf Dr HETPRUMOOK- dk Ah7Qd-
xBf nDs EFj gKLWOH56qQZx GMCHOAYPh(Q- NzI 0- nZaEi XAGKLsi FY20CK9xwWBZ8yoOAX2t hn54CQuLbRt uF_O7zdqlLb
| aEZW2i UWNWWW PSXy Gt 8aZr aaNbnG ppr UPKRObPCr oL7d8nv- 5Cr JKt N6 XMRddpvf epL09Dz6Far Rl ThMBOOcw ¢
gwi ki xkU_A6usqve6bSni FBWKLWJEMA 9i 9i UTgl | 78HAULE68E4A0VYgpCIODT2LB- 5hu67j zI aWpi i t EYxt gXnl _yc
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618783346dad5b55eddb4f 977b326a655525ebe2195eca9cec38a3c0d2273b77d3e68f 1901c2ca5149734a511
77bcb089476b18cha09f a8b9b46d94a2946f 358e1dech1998652c58a90852423e2c85e79d19724461627e6390
dla81fbla72f 9c7edc4bd747dd5¢c85217b5856141028414ddbe71458f 0a0b2b589df 2e1b051783b8f 718676b1
def bae98ba496c2a935e92eeadeala8393ef 59f 9e914f 0743f e65640ddf 9981ceabdbdd957a534ad4e790ef c9
74ee89938ad99d53¢c5b680775399326834729bb37b082e795f 8d87f 52e6¢c8a8db68e515¢c277bbea82a7570d42
80896¢c987a0608903e306¢c632a223c55f 0ea3682039c4a3f 5440f 4b5ac3e6ed2b2dc900cecc72b72f 50e49b26
29ad30f 0487b2707b86286f 8c4f 55659b25f 9bdd7a6af 460cc3c57a3982663bb717461581e196894929d84153
d87a7f 482d284b5b894cela78216b2a011f 2b88742cee52d5133e8f e77edae242f 5af 91637¢c37f f ca32430509
b2f e4756303a9a3659f e32528af 1€10d8d43bea991b2d109786cc66d35b1d78df 254b92cdaad40f 91a987e4a92
2ca81050e5bc3530ca85493bdf 2a825374d0a8310a6860284ec3ec732326eeef f c42bbd42bc91b73e5e7¢c6b59
9d016490637629f 3876¢c3e42f 8db590e66a85a7838c818f 78f f f b4853cbef 09434989803545dca87657cf 7c7e
7e6af a71382bc10f aObb6480f 243eealb861101006f aOcf f 3275621943cc58eb4dc3a0428a5e425670f e82268
de71c511d8f f bdc11b0d0Of 961120e971015ad5f 448886b802e3f ac11672319d487c84f 1001339¢ch969784ch57
344f 2807f 8b425f 1d73caf 8496d742ed237f 4c9f cd5a4e84f ba7e27f bla8ael2c4f 0427ae24e910d951bd8c35
d61f 8a678db01caea8ef 789a95b62eelb8c5d32c6baa536ba88al070eablaabbf 59294e3f 6f 974c4c91caf c5b
bf 6b7ecf d57a18f b7557d71e06e900d281b0b49aa00f eabb35714af 33870edd7ac2393d93177f 79ee5606¢9df
176f 025ce49a6e5f f 51a2ad4l2ebf 86ac0f 40471c96ad4c119df 230be6173df 530ed656chd8069214741ecdd02
71c603f b6c4a8614f f 878d33e726cac6693e938ca3f ba82c4995c14a2d4af 9014f e4c4c50b794cac596b52189
f 66a7106f b325b526eadac59dd2498217015da90f 6f 54f b0a62f 91ae917d1141a37b7b61f b9406cb0ae8e9e53
410d36997e86b57€e499b69321193d2c420ab8917dc4aa8917720a78d1"

}
Fi gure 2: M.- DSA- 65- ES256
{
:priyf: "0000000000000000000000000000000000000000000000000000000000000000" ,
]?Eid:: :ﬁkg?QSXjGnCplHRRACrSAfj_-4etB4DQLeRyFCNG10QU
yo )

"al g": "M.-DSA-87- ES384",

"pub": "5F_8j Mc9ul XcZi 5i 0YzY44Ay| xF_pWN FKntt f 8dt 7Roz8gr uSnx2Q& 37RT1r hamJ2h3LOUZEKEBB
eBFaXWikf 22QrUS8STV5gvW 4x- M 4Bx7DcZa5HBQHWI puHf z8 RIVWDPETY - 3VEYIl eLpYQxFJ140Nt 7) XOlpl--m
cvO0eQXi - 9et ui X6LRRqi At 7QQr Kg73envj 9pkUbal pqL2z_6SWRFI n511 Xv7yQSPnmVZEPYcx- DPr MA@2sl v_-f PZ
e0ERcPj HoYBATO ahAHZP4Ax] udncnRB8xdR- _mmMDYgGRPTNJ15X3i sPEF5Ns FXVDdHIy TT931Nbj eKLDHTARI8i LN
Lt C7j 7x3XM7oy UBMADD3EVT34AdBeHkzZz JdGUXD6byl PMLPEU7nVWBhW9aPJoRZVuPnvr dh8P51vdMb_i - gGBE
zl 70HvVnVKm 4r 3- i RauTLmM3eOLO791 TBPu4CZ6hPY6I f BgTGXovda4l EHWLHa04- FNmmp1f mKNI UJi UGZChWuhg
-6¢f 5TDUXCnlj yl 4r 2i My3W g401nBEunJahYGCsj awf hh_Vj i r 7pd5aUuAgkE9bQr wi dONb788- YRl oR2j zbgCPB
HEhd86- YnYHOB5W6q7hYcFymi3l Hb3kdNSWk0JJ6i c\VWK4eZPnDI Tt bMZCPLNNbZ61Cyyr W oEnvEXOBLli P6b7y8nb
HnzAJeoEG.naOsxszU6V-i zsJP7spwMYplFxa3l T9j 7b9l pj MANX- Dj 5TsBxgi wkhRIJ| i FEHs 9HE6 SRnj HYUBhr wO
BBGE KuNyl Avs- mi nLt f 9sPi Cke- SkO0OusNVEzwWApqc G Mkv_T20T71pqZcE4Sg8h@MANH d Tz ZWHUDX MNGy 5pY
E3l T7BCDTGat _i ulxQGo7y7K3Rt nej 3xpt 64br 8H sT1Amg- QGN1bb8U- 6i T9kr elt AJf 6umAD- SPAMZQRC261-r
S5NMOWFEVJi WOLvaEf | UY6FZcyaVIXG__V83nM i CxUp9t HCr La- P_Sv3l Pp8aS2ef 71TLuzB14gOLKCz| WEovi i O
gf HRUf r JeAi wZi 3t DphKpr | ZYEr _gxvROYCd4Q.UgOnh_kWnzt wPdo6i vRngl RVf hLSgTEAAr Sr gWHFULWCBCkd
6T5MpgJhNOXx6x8qBePZCGHAdYwz8ga9h7wi NLFWBr LRj 5DmQLI 1CVxnpVr j WB3MFs04P8n060N4ghdKSSZsZoz k NQb
b706yaj Yy-r Sp6QD8nsb80EX5i nFKRaCcvi @2DATRT45HIXKs63Th9Ft T1JoORzf kdv_E1bL3zSR60YbTt 2St npz
- 7TkVgc8KR2N4A5EK FKx DkRW31 XOt e0cq81x0U87S_nt f 4Ki VZaszugb2XN2SgxnXBl 4EDnpehPrmgk D92SAl Lr Qc Tax
aSe47&@28K- 8MwVt 4eeVkj 4UEs Sf IN7r bCH2y Kl 2XJIx5huDaS0xn20DQy NRrgk- 51 9hXMUi ZDNLVEzx4zuyr cu2d0
0XFo3ZoUt VFNCB__TQCF 2x27ej 9G LXLDAEI 7qnl 9Xf b94n0l f eVyG e3-j 6NP3DW/8Or Li Uy NTaLv6Faylyzf UaU
6LI 86- Jd6¢ckl oi Ghg7kEO_hd- ZKakZxUlvh0OVzc6DW MFAPKY 75i CZI DXoBpZj TNGo5HR- nCW ozbl u60U9z ZA8bn
- vOANuu_hYwxh- uY1sHTFZOgp2xi cnnMChz_GInllJe8XCkl CYegei HUr yEHA6T6B_L9gW8S R4pt MDOSv6b1KHqgK
eubwKl t CWPUsr 2En9i Yypnz06DELS5W8KWhr Li d2AMPpLI 0] 1CWEIExXHpBW f | CBvbYH4AYKVI - euRo8eDcuKosb5
hxUGWJvylsi VXUpl KpkZt 2YLP5pEBP_EVOoHPh5LJonT LMoORr 1wBKbEKf oni7npX1g817bK4l eYnZELI 8z XUUt Uk
x3LgNTckwj x90Vt 60VXpFEI Cl UDF_LAVMJ t zz6JUWbwOZ08i AZgcnVsl AnRXeY_ZPp5eEHF H sb8VQ73Rd_p8X
Ff SBRIWIW UGp2TzJ- VQvj 3BTdQF OWSxRORUk4xj qNabLqTFcQrAs246bHI XHEXVnd4DbEl DPf Na8FaWh_DNEgQAI X
Ggabn7l 7aFq5_6Kp0XeBBMDs Oz Jt 4f y8J C6 UODEC MW KFDt M7 q06LubQYFCEEdBb1Gh2LbQz898t egneF- - EZ4
F4hvYebzPV8sM)ZcsKBXyCr 585qs00PRxr 0S6r Reek GRBI vXzMbj m d3dxc6DPpdV3x5zx| xal BxQBi _6axknSSdx
nS04_bemAQBCLf 6nmpSqf TI QIT1407GB4Q NAACOCh3AXUR _nlj r 64TGNzbI r 8uDcnoVCIl Ggm XprmOaubi gAz Jat
t bWRi 7k4QYBNA3_4QV t 73n2Co4- F_Ch4boYLpmMW\ERSwel w2PeXG 2L Y2zwk PRAbc Syx1Z6UKSt r QoW pQCxgsvV
_Rv&GzpN22Rt Hoi hPH74KO0cBI zCz7t K- j geuW 1A7af 7Km66f pRBr 5ykTLOsal7Wsl kcl B_j DvgKf EcdxhPW UmrO



04Tl Q5- xH8ar LOy_NQFG2nlL4_yxwlUenXC- QxLUYi 6_FI cqwPBKj CdpQ adRdyf t QGSKOOSP- GxUvanmvizz W 780r XuO
Bkg5kyYLY9QF9bf _- bL6QLpelWMCQ CeXZaCPoncgYoTOWZ17j B52Xb2] PWy XYK54npszkbKJ4A gf vF8xqRXcVe
22VWWJuqT9Uy4- 4AKKQQ7 TXl a7Gdm2H7 Kl 8YXQ sGCT2Ypc804t 0Sf w7 qYAuaDGE 752Hon8f | 1bupcB2hul Pl | aDP
61 RROXvTYI V2f | bwYf hKLnmoVKnGB5uUi 2gt qG PO uU3- peT0Oot hf mmKQXaoOgO- VAr 6WPL1VHX VRt | YnEdVt ORcc
UOvpOVR_QAH®IUHCOZz TnueK5557Qxp00j t ZCHyN- hgoMZJLr vdKk TCxPNo2- nZQoHoVh2FnThZ9JbO49dB8I KXP4_M
USxAnj XMgKXt bf | 8W6 ZWATE_XWgf 2VQVUpGpdwpy 44y WOTx Hxh_4T9540BGMOFU0bkgr wA_er se&Znepqdne5_Sc
Cs84CHEXr 5MYhJLCGGx Y66 S- ooB2wOM 87KbbE4bpY] e9CAHHEFX3pDr JyLsyasA3zxnmk4On3pG7Z700f ONJt H
Re56R5287vFmuaz EEut Xn81kNz B- 3aJT1ga3vnWew4CSv FKoWYSA7aulgr HSHFZdI Tf Or gt mOnGbFhIMBKk SBdY1UCn
pzf 6500s3PZWRa2t wf UxXLANPNt r xpRGyvt sapw?l j UagZnmuyh3hLG hAxYmoEldbyl WpCqSl Et Vj L1yb_nulLEz
gvnZuVo2f Hx GUWYHTOWGXpf 81Rce3eoBK3l apWiwkzezl k3t cA2bZCt A9gbxdsbVR37kenz (BK1e3YOOMt Sj RgQ
nt OnSvpya53Ryy2PbQ7cZX06g_pA- gC wh4w Vt PLXS9zt 3a7nf 1VBOh9BWkaj Kzgr a_M K_Lbj oheW 4MB9DYXa
JANLWpU@B- Xw3pYLBRkx5ugkl wCgf 9t eGCj ",
"priv': " AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA!
}

"jws": "eyJhbGeci O JNTCLEUOEt ODct RVVEODQ LCIr aWd O JWMULNZzh4aj Zt BBs SFJ SQUNy NUFmal 8t NGV
0Q REUUxI Unl GTO1IHMANRI n0. SXTi gJI zI GEgZGFuz2Vyb3VzIl GI1c2l uzZXNzLCBGcnBkbywgZ29pbntgb3VOI H v
dXl gZ&vci 4. aC0S- N t Tuvx- 1IRpl YW WBn7ALi 8r wxMDTf Nt OBgO4u0c1EcNpb- 4BPoPYQEZ7j Bt DucKoVAooi R
I 0YgYvaqRscl CLKwik- v- TOZEv@cl a4&9SLMZZZy8aS| | W GDhWBXLnbRLTIvygk QR YEAWI | Fvl Z9S1i 336ZKO
| M/_AVOHNr 88HbFp2TEYGLbzf wTVZ4V5AYNy Bzi sD3p8DHKkDA d5j wz pv0Y4Ky QBHAES f ¢ Umv Mand cowMv NaxOi 52r
onpCHPYPFSSr LALTZPi FQUSM - X9zVWjbxi _2VRMIECT7I t DNgy e5f KgKvFQ44We_av KMD2X09WMI TnVe CRgNELI 50
N GOww| gsvgbSy2r Ot bf zsUnR_0gPPgkhqgt TY7Ls51_ _bxhPnC- 8UTLVxf RMNOP1VGSIWQAz | VOi 4phV- UGPwWVn
Ei hCKSDgsnA5SnLzHMAHIy9i WDE_DygcvhMcuL2W31GSLC71 j NVp8zyl SBqLVCoPuYPJzubypeNFXy G pt NdpBD
y_b51r BZvApB- UL3Mhg8KJIsXcEj OkZAl TxF5pf od5JPf JLot hT2kF2h3v- LZzvsHcYCggLZu_qEAt Zj 7r r mkj j XAX
nmPDLt | i 5pXUs34_GcWk3Ct 6SYnvWkdot nAKi HI r JKWLIM ESvunOv60Ung3vxRzq54Al Kne3TvQc868csACO7 Quj K
gX_k4usPdUgFl i VTl VepM8XW Qu3x YAGBL1j 9Zf 6hri e- CBZj | L3ncPHPz308F1WsnCl suVct ozakKH03gi ObaPo
0z| akK5k UAWGQBRp4 s NOHvV CFt zj XYKVPWI7Y8vVuUuWBVSn1KLKpo4Jt UnqQURGTgmlj c8ZN37t FQoqSgf DpKC-
f ChVUZvEWYl KTs3t YVLFnwWG 6Sf QvGyW E3A6VSGDE_CQul r OYORraJt Cl j j GWZ1_G5BSI vUrLT1_71 HYoUWLpFe6B
Dr OQPt ZyCNZd9GsDuW J2zOLYr ZI 01AGWJ4eR3aBf _6N2YOuenPdXyvxKxN FkYxHFQHHL_JgR3FLDP- bdnnkY_y
KLer d51GBRFhVOWPecpz_- HBKXESf yI gokxc SKI SK7Tf USgVz (BPYEJ8UNov FDov8wWPMFLCFapgGrs Uxf _zi Xp7l - Q
exBpgwFA 4TMUDAVP3zi axyl - zQC- Mt sQkbOnQPFRcHW o CpHAX pGAf 62d2At | agUKzo- NnDwmt PAEC8gvf zhuW Q
FANVACK7TOQ hUKTI N_ywCr GJI eP9AI AAcgORi 09WPj SZi 0B8Q TU-j FJcq51nYEVW aNSj nhZLVTPDGDs ZnbgWov
b86rj Nsi Di 9PD- k2anL| vCS2Ea5L-i 1Ph3T6Ng- 9j | of 5SEmbw4ddvF7qGRg- j OYSCqOBhCn4qHChJvf g39UVT- YY] v
pOAbbod- | FaTog7X34MI5Jkpp02FC0- _US5HgcckD- ucwlYZj | bl NoB- bGsGal _aLFMKUUS26S- VWRany9FVOV6-i F
p4t Sngi NPgB6c RkGMR21 RBWAEz FADA3i VbLII pt UpmAk EEf VNos- f Xp2M f af 4ANHkusFI i j ekocybe4l 4T9axe_yV
XPP53VB5SkR20OWNFHac CX03xj GT- F_zwd710l FD1Kxj ol euXeLDJj ovRVMMAKNX- 666f Ypr XnHRNI 2HQINnTs- xT7AE
kLHKI9VNOchW9Ff OH_xr SW EUBSoLgPNDM/hx2_rj - 90 aYW O0sf DsHZFYEW 1h3CEeny XwkJRoLwWK _oej csglnR
rzjtCsrvg8TWBbnmBrmHulzl 8a6FHEyuZZ CaXHj K3eW gagpe- ZJQgNoWBAt er 31L4g0r oeO24W/ S6nBHIoW eli zJ
6unXKaos! JdalsnyaNRlI RQ 9r - 9- nYsEp1CrhTM | gRr pnCOyW DsZj aqpNI Nnt Nxr Wbl mA 731 J5E9L6S373E2BU
0G ro- Zi bMzF8A07dbLi nf oBgt 5i m6B8hFbP9f Dcj MyOgChu38bWsMYNCUI snxYqQ r oTl y297SFLi R7TWQds AFoB8
JKdPn3YV22eeFXOkOvi FTOKgTKj Www4j aCS3! 3DTJysLDt | zJkl ChOPEaJnXLlI WaF_r nj B- f kY6co4QrFueDpD-Q J
j p9eVk3cB- Phpwl- hi OSNI r qRcc QM 6GozwTEKAHI g2QaKnVf sZnp8TKKZP2Fl Z- cVWGT1INVyt | P30hc1L0kr eRP
Hr bsPs YU- Gbw7nhw_5K4Rj V21D 8whe7kbmA7TESTTAV5BXKj p4XQ B7YI ¢S21 Zi hLpQ _MaWhl 13G 7B- z_CSr Z1H4
YMY- 1knmdz TQGZgZL4 YH3PEQehSMb8HUGh X- f | OSLDGHI bDChOKSTZbVKBf j Z4Q_s16] wDHM csMXKFQOgl pTj yf 3wb
EnlHW8VpgYPwYvaYwt sJ8i LF6TV9213j Zj YWMsLzRNf 8cj TEOYKhi TNt z4mvkj cDr _sdkbKRYN9M2czOMhyu- VZ
zZWKUsMadd z4NzO0wdi 0ha38JRRVAI j unkDGSI 99Gn8412s2Ve76FOQURN f f u8vJM r g- - DTM2gOl ryZI zxhl f 9
t r HNR1wWWe 1vOVATQVRs 5vI BdKI JEAF- ADe105ZqgZ- ywEHcKqgzcl j Fl 3wT1nk03f HEDOgTMoNnwOgJ mH5MRhuDlc 1
Y4t qakPl _S300KNYRKNGQY3SHXx6H xer yf 5uxbTi Y- VGR pm2CQHg5j 26f t NgaJYevLDsu233csDpXgELudozv4LU
Y-jilf37i Ti YI pGYuSA1l7] QURTeHWN 3H bzHKFROhbRAI ¢_NGoxi VMukj dNQqADCe7C0Qvj Cx2yZr 07gah1Bt 8NOgl
Lj nB3j X1sl Bi vT8H_Nr zkxzj V7nYgPKj KK6bNuw8n1j C qOYSsqSTdbCghd ai uhi WKwj nQS- ZhD93Ct 3mbr 6wYol
T4r wud5Q@wJPolaGeCl 3g23Xd4Jq50 HRxI Cd- NaDXw_D2R4d G 4RECc Xl v54Sf udYcl i OphFQG hi 7U4nmkNz 6 AHo
3si dOF X1i g5nt GVf m& dguAPQAL3FH JhGPESHDf ngt 2sJ 7UHIW2c HP5Xx Ge Y4ue6sKI Dx2M r uC8r 6 XRf 1Tl HEI k-
Bi LsBkl 9GWsVIKSf 9QT4i g3CBUr _v2M XFK- i KKcK9r ug9FSIMNUEpGCuq3JuaUDHEH AY54zYQH 0G adr Qn2r 5Db
MENGF2g9y4d58pt 8LFB- gnmiNr wh9Rar T6051 als847UwZ9Cgk3evj vXQH 6- Ef Bl LdngnZHKj 420El KueA- gQ hb
O WERI Pczbh- onal 4Qr oTgo- r hf t PQBAbygB_ RSy OWYA@gxs5ada8Eg7APnmUEem bl _H FGEMEynzbVy- oMYZFVh
LCVI p_X- Sef r myeXkdoHVCPr K20gVn6dKi 1- vZI w bxz7gAnL6XEQxcl - ASbXhQvz BUnE5A00ggFpwl 0 YUNC Pb XP
GKWI RaRj mdl RUahKC5i gl BSkbdxoY- KESLnzLYcZav8j QOWF6f nYFf Ade5ADXA8dFVPI T7KVAp8G_C39XFs4ul yD
PIONUr Yuscf MLUglAuxh2MeG 21GVApf GWHZxO7Kx| t Sd9nYKkPl ae2gb5WZJIPNuy ZIJXn8pWi8w 2ykcFg8dATKLuad
gaNuwwoedc YCBMh8L- | TpS95 JpleCqzJkhNf FX6w8g7yKVH A033Ks1kxQAL1SI ovhuVO2f x1 XI mAUD- RPOcr OpX8
AvUVEXNATYF QIXKgEUTI VU5 SkaTt 87wXimt KSHAdwXqnGRi 6 XTgVhHKWSW z TXeMQ | bEI gnxt ZqvW)s07Y8nDeKAkm
j adKDj LEY_UcYpxwBzi N7vvM 2_unQPi bk MBE- JAWTj Wi Cl WCGhdnf 0zLB3TVDO7f Gt anFdhF2QJ2uZUj W3 noM
n63- xVYzki dR73I f 5i f Tf MBt DX- OOzsdhsk6j mByeUn5pC_M r pRs CMgWEv mdmMNSJuHDDv4a21zf k7UBU_f CWZ9_
ZVnadWD_PNY5Xadt an2y JXBEROOFqX1xr 0AJzRl BEHat KNK5C5ETSXgYCZI 6Tz96us ShOwy Hz 1n2bXEDxLA4Q eyl
Yj j Lhgt ZNPY8kuRPi 1s7pwKr pu- Jnj ml bmvKJI8kAlggwdf o N5VchOYQAzx- 7HDf YqO63c Xr XvOyEntqpCECzI FCv
2UJP2RVWHt 2EnbpaJKhoFj _kUeuq_ht eAekgQ pnb9zQCe8y8cxuoneHci | t K2aUxbW SasTY7Dt owWaj w40BL7tz T
D5psVnYkghy PgnONcdCmB9FW GBK I FxZ- Mygwx2bH91 CZU7n4UTavoEhuMHv6r KuUdswivPBGL1j Pxr 2ThWi- UgoM2L
I bj 4prj YW2NSUWNITKkO65pUZt vOysf eS- EEgl wy3f 1qu_nBXac0ATeAaOyxYf _CzHChZDgj V1EGal kyBZmyngDhm



zZ0l alo5dj 91 f Y7qsBR37QUOM u0l xaA- pMBN3j 401eMinbsVk Qo- Q@ZHmt qy- SLLznO8X00D80CodnDHe A3BTt | 6
8budNuVBXI EP8SFkWjj YOZHLORTXWO7uV- Okez8LC4ef ewQu7dB- 7F1l xoC- sl Ppat wy\\2KOoeas145pdj t 9Et v- 3
LDpRhOKj BVgXbnRJoGGLBBj ygPnTuXL5UWvGo9CDY RNJVES- pXVZ7shnBanFOr r BUNJAf WIo8941 95HU) AXv2XxQ
KEJLr ROEB5Yr Y8F7p2Ag0maNt mlt h1X6XzbadGKhnx Ct 5wVmBokt 35vCUcugc SGrsFi 1xsz YFi CXGOnWk DXg1lAQsqY
kOKMPoKI OHFXgFQoG NTNVF zhRYXQNwx g Gy e PAZRXAQIt NGNWE_mt of | MHoOPZ0Az CALWns 6FR6dt Lk Xt cZpl f CzzT
i F8S- Z7f QcU- | 33POSLcdEmMHVr r Kyr PW'r xS- 6dF70T- 7Mo0zr 83Reb6vUTgEH3y5NDX5 YUAGNXKS CncYx9aCOhE7
dl kJwxLut rgBR d1e5Hs CpXy Opv4MuQKqu8qgykDj _dOzhr usOnGKonl TZ3sJqj NZ2VGELB2ur PKs S3739Ht BFmx 25K
eW koj z708p- dMokHA8x1Ae  dzPUs- HPNy Kr CWLV553i Dz PYPAoOAOYUnbKywno3gFi MUnHTt ORewAcpCpr ThCni v
_bf GLKhCWISpp06V53f 8] ZHyvgZ Bf LNGvo_zi USI | wxVYFzt WKPKFTz Ti e1W dbi j | vvkqvawaMhy5Ch85I Ji UFX
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8f 335d452d524¢c772e0353724c23c7dd15b7aa155e91442022140c5f cb0153147edcf 3e8952f 6f 0399a3c8806
6a72756c9409915de63f 64f a797841c57c796c6f c550ef 745df e9f 179457f 94755ae5a2506a764f 327e550be3
dc14dd41f 3b04b147d454938¢c63a8d69b2eadc5710ec0b36e3a6¢c72571f a5d59dde036c42033df 35af 056966f
f 0cd1204008971aabba9f b97b685ab9f f a2a9d1778104cd2c3b326delf cbhc242e94d0311¢c3275b12850ed30ce
ead3a2ee6d060508411d4396f 5421d8b6d067cf 7cb5e826785f bel119e05e21bd879b64f 57cb0cd1972¢2815f 2
Oabe7ce6ab34d0f 471af 44baadl179e90644122f 5f 33288e689ddddc5¢ce833e9755df 1e73c65c5a201c4ede2f f
a6b19274927719d2d38f db7a65aa43708b7f a9a94aa7d3210253d78d3b181e1020d0000bd0aldc05d447f 9f 58
ebeb84c65b36¢c8af ch83727a1508994e826957a663b0b9b8a003325ab6d6d6462ee4e106019c0df f €10323b7b
de7d82a38f 85f d08786e860ba66c161b64b0708c363de5c6af 62d8db3c243d1lelb712cbh1d59e942b9b6b4295a
5a500b182chd5f dlbc6ce9376d91b47a2284f 1f beOadlc048cc2cf bb4af a3a9eb9697503b69f eca990eba7e94
41af 9cad4chb3ac6b5ed66e591c201f e30ef a8a7¢c471dc613d6254c263a8e132104bec47f laach3b2f cd4051b6
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A 2. CCSE
WIl be completed in later versions.
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