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Abst r act

Thi s docunent proposes a generic hybrid signature construction that
achi eves strong unforgeability under chosen-nmessage attacks (SUF-
CVA), provided that the second conponent (typically the post-quantum
one) is SUF-CMVA secure. The proposed hybrid construction differs
fromthe current conposite hybrid approach by binding the second
(post-quantun) signature to the concatenation of the nessage and the
first (traditional) signature. This approach ensures that hybrid
signatures mai ntain SUF-CMVA security even when the first conponent
only provides EUF-CVA security.

In addition to this general hybrid construction, this docunent al so
proposes a non- bl ack-box variant specifically tailored for schenes
built fromthe Fiat-Shanmr paradigm This variant is SUF-CMA secure
as long as only one conponent is SUF-CMA secure.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-prabel -cfrg-suf-hybrid-sigs/.

Di scussi on of this docunent takes place on the Cryptography Forum
Research Group mailing list (mailto:cfrg@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/cfrg/. Subscribe at
https://ww.ietf.org/mailman/listinfo/cfrg/.

Source for this draft and an issue tracker can be found at
https://github. com | ucasprabel /draft-cfrg-suf-hybrid-sigs.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Septenber 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Wth the enmergence of post-quantum (PQ digital signatures, severa
groups (including ETSI CYBER and | ETF LAMPS, TLS JOSE, SSHM have
expl ored hybrid constructions conbining traditional and PQ
algorithms. The main goal is to ensure long-termsecurity during the
transition to post-quantum cryptography, acknow edgi ng that
traditional algorithnms are nore mature than post-quantum ones and
that the latter still raise uncertainty about their security.

Current conposite hybrid schenes typically provide existentia
unforgeability under chosen-nessage attacks (EUF-CMA), but do not
ensure strong unforgeability. SUF-CVA extends EUF-CVA by requiring
that it be conputationally infeasible to produce a new valid
signature even for a nmessage-signature pair previously observed.
This distinction has practical inplications in preventing nessage
replay, transaction duplication, and | og poi soning.

Al t hough several recent algorithns such as EdDSA, M.- DSA, and SLH DSA
claimto achi eve SUF-CMA security, sone popul ar traditional schenes
(RSA, ECDSA) only achi eve EUF-CMA. Therefore, constructing a hybrid
digital signature schene nmaintaining SU--CVA when one conponent does
not is of particular interest.

To address this concern, this docunent specifies a generic hybrid
construction that guarantees SUF-CVA security when the second
under | yi ng component (e.g. the PQ schene) is SUF-CMA. The
construction is quite sinple and can be applied generically across
PQ T signature conbinations. It is originally proposed in [BH23],
though its SUF-CMVA security is not analyzed in the article.The
construction could also be used for a hybrid PQ PQ security, relying
on two post-quantum conponents.
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Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent follows the term nology for post-quantum hybrid schenes
defined in [I-D.draft-ietf-pquip-pqt-hybrid-term nol ogy].

This section recalls some of this termnology, but also adds other
definitions used throughout the whol e docunent:

_EUF-CMA : Existential Unforgeability under Chosen Message Attack
_SUF-CMA : Strong Unforgeability under Chosen Message Attack

_Post-Quantum Asymmetric Cryptographic Algorithm: An asymmetric
cryptographic algorithmthat is intended to be secure agai nst attacks
usi ng quantum computers as well as classical conmputers. They can

al so be called quantumresi stant or quantumsafe al gorithns.

_PQT Hybrid Digital Signature : A multi-algorithmdigital signature
schene made up of two or nore conponent digital signature algorithns
where at | east one is a post-quantum al gorithmand at |east one is a
traditional algorithm

_Post-Quantum Traditional (PQT) Hybrid Conposite Schene_: A multi-

al gorithm schene where at | east one conponent algorithmis a post-
quantum al gorithm and at | east one is a traditional algorithmand the
resulting conposite schenme is exposed as a singular interface of the
same type as the conponent al gorithns.

_Component Schene:  Each cryptographic schene that makes up a PQ T
hybrid scheme or PQ T hybrid protocol.

Proposed Construction

The proposed construction ensures that the second (nested) signature
binds the first (nested) signature, naking the overall schene SUF- CVA
as long as the (typically PQ conponent is SUF-CMA secure. The
hybrid signature construction is defined in the follow ng

subsecti ons.
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Bef ore signing a nmessage m the hybrid schene derives a nessage
representative mi frommto address specific security concerns, and
in particular to achieve non-separability, following a simlar
approach to [I-D.draft-ietf-|anps-pqg-conposite-sigs].

3.1. Hybrid Key Ceneration
Gener at e conponent keys
- Generate ‘(pkl, skl1l)‘ for the traditional schene.
- Generate ‘(pk2, sk2)‘ for the post-quantum schene.
- The hybrid public key is ‘pk = (pkl || pk2)*.

3.2. Hybrid Sign
The Hybrid. Sign algorithmconsists in signing a nessage nmi derived
frommwth the first conponent, and then signing the concatenation
m || sl of the derived nmessage with the first signature with the
second conponent.
Generate the message representative
- Conpute mi = Prefix || Label || len(ctx) || ctx || PH(mM
Generate hybrid signature
- Conpute s1 = Sign_1(skl, m)

- Conpute s2 Sign_2(sk2, m || sl)
- Qutput the hybrid signature s = (sl || s2)

In the conputation of the nessage representative: - Prefix is the
byt e encodi ng of the string "SUFHybri dSi gnature2025", which in
hexadeci mal is "5355464879627269645369676E617475726532303235". -
Label : a label which is specific to the particular conponent

al gorithms being used. - len(ctx): a single byte representing the
Il ength of ctx. - ctx: the context bytes. - PH(n): the hash of the
message to be signed.

3.3. Hybrid Verify
Verify hybrid signature
- Conpute mi = Prefix || Label || len(ctx) || ctx || PH(mM
- Parse s as (sl1, s2)
- Conpute Verify_ 1(pkl, m, s1)

- Conpute Verify_ 2(pk2, m || s1, s2)
- Accept if both verifications succeed.
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3.4. Rel ated works

The hybrid construction in [I-D.draft-ietf-|anps-pg-conposite-sigs]
only provides SUF-CVA security if both conponents is providing SUF-
CMVA security and one of the conponents are deterministic. As
traditional signatures do not provide any security agai nst quantum
attackers, when [I-D.draft-ietf-|anps-pg-conposite-sigs] is used for
PQ T hybrid scheme, it does not provide SUF-CMA security agai nst
quantum attackers. In this docunent, only the second conponent needs
to be SUF-CMVA so that the hybrid schene achi eves SUF-CVA security.

In contrast to [I-D.draft-ietf-|anps-pg-conposite-sigs], the signing
process of the hybrid construction proposed in this docunent cannot
be parallelized. Indeed, conputing the hybrid signature s = (s1 |
s2) requires to conpute s1 = Sign_1(skl, m) first in order to
conpute s2 = Sign_2(sk2, m || s1).

4. Non-bl ack-box Construction

The proposed construction of this section ensures that the overal
schene is SUF-CMA as |long as only one conponent is SUF-CVA secure
The hybrid signature construction is defined in the foll ow ng
subsecti ons.

The hybrid can be used for signature schemes that are built fromthe
Fi at - Shanir paradigmas the first conponent and from any signature
schene as the second conmpoenent. Hence, they use a canonica
identification scheme (1D) underlying a Fiat-Shamr construction and
a signature schene (Sig 2). This applies to conbi ning EADSA and any
post - quant um si gnature schene, for exanple M.-DSA

Bef ore signing a message m the hybrid schenme derives a nessage
representative mi frommto address specific security concerns, and
in particular to achieve non-separability, following a simlar
approach to [I-D.draft-ietf-Ianps-pqg-conposite-sigs].

4.1. Hybrid Key Ceneration
Gener ate conponent keys
- Generate ‘(pkl, skl1l)‘ for the (traditional) |ID schene.

- Generate ‘(pk2, sk2)‘ for the (post-quantum) signature schene.
- The hybrid public key is ‘pk = (pkl, pk2)°‘.
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4.

4.

2

3.

Hybrid Sign

The Hybrid. Sign algorithmconsists of applying the Fiat-Shamr
paradigm for the first signature conmponent. During the process
(after the commitnent has been conputed), the second conponent is
appl i ed by signing the nessage and the commitnent. The renai nder of
the Fiat-Shamir signature is conputed using the second signature
component instead of the nmessage and the conmitnment as usual

Generate the nmessage representative
- Conpute mi = Prefix || Label || len(ctx) || ctx || pk’s || PH(mM
Generate hybrid signature

- Conpute (com st) = ID. Con{(skl)

- Conpute mi’ = PH(1 || m || com

- Conpute s2 = Sig.Sign_2(sk2, m"’)

- Conpute chl = PH(2 || s2)

- Conpute rsp = ID. Rsp(skl, com chl, st)

- Qutput the hybrid signature s = (rsp || s2)

In the conputation of the nessage representative: - Prefix is the
byt e encodi ng of the string "SUFHybri dSi gnat ure2025", which in
hexadeci mal is "5355464879627269645369676E617475726532303235". -
Label: a specific |abel which is specific to the particul ar component
al gorithms being used. - len(ctx): a single byte representing the
length of ctx. - ctx: the context bytes. - pk's: the concatenation of
pkl and pk2. - PH(m: the hash of the nessage to be signed.

Hybrid Verify

Verify hybrid signature

- Conpute mi = Prefix || Label || len(ctx) || ctx || pk’s || PH(mM
- Parse s as (rsp || s2)

- Conpute chl = PH(2 || s2)

- Conpute com = | D. Ext Com( pk1, ch, rsp)

- Conpute m’ PH(1 || m || com
- Conpute Verify 2(pk2, m’', s2)
- Accept if verification succeeds.
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4.4. Security and Applicability

The hybrid is SUF-CMVA if one of the underlying signatures is SUF- CVA
secure. Additionally, the ID schenme nust have uni que responses and
the second signature conponent (post-quantum conponent) nust ful fill
message- bound security (MBS) [BUFF] and random nessage validity (RW)
[ Jan25] .

The first requirenent (on the traditional schene) is fulfilled by
EdDSA which is built froman ID schenme with uni que responses. The
second requirenent (on the post-quantum schene) is fulfilled by any
of NI ST standards/wi nners, i.e. M-DSA, SLH DSA, Falcon (to be FN
DSA) .

5. Wy the Binding Hybrid is Required

Hybrid constructions are often intended to support requirenents
described in non-cryptographic ternms as "single-signature semantics"
or "artifact-level integrity." These ternms generally refer to the
operational goal where a nessage should be associated with one, and
only one, valid signature string. In many real-world depl oynents,
this security property is central: software rel eases, firmware

i mges, signed |ogs, |egal/financial docunents, etc. In
cryptography, this goal is nost closely addressed by SUF- CVA
security. \While SUF-CMA does not mathematical ly guarantee uni queness
(the existence of only one valid signature per message), it provides
a conput ati onal guarantee that an adversary cannot produce a
different valid signature for a nessage that has al ready been signed.

A binding hybrid is required because parallel hybrids fail to

mai ntain SUF-CVA i f one component (e.g., the traditional one) is only
EUF- CMA or becones forgeable. In such cases, the hybrid signature
becones mall eable, allowing nultiple valid signature strings for the
sanme nessage, which breaks the intended "single-signature" |ogic of
the application. A hybrid design achieves SUF-CVA only if one
signature conponent is cryptographically bound to the other, formnng
a binding hybrid rather than signing the sane nessage i ndependently.

Any successful forgery of a binding hybrid nmust fall into one of two
cat egori es:

* New second signature on a new input:
The attacker generates a new traditional signature sl1* that the
l egitimate signer never produced. The attacker would then need to
forge a valid s2* over the concatenation m || sl1*. Producing
such an s2* is a forgery against the PQC al gorithm
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* Different second-signature on an al ready-signed input:
The attacker reuses an existing (m, sl) but fabricates a distinct
s2* for the sane (m || sl), yielding two valid second signatures
for one nessage.

Bot h outcones constitute a SUF-CMA forgery agai nst the second
component: the first case for a new nessage, the second for a second
valid signature on an existing nessage. |If the second conponent is
SUF- CMA secure, neither case is computationally feasible, and the
conbi ned hybrid inherits SUF-CVA security.

5.1. Loss of Non-Repudiation in Parallel Hybrids under CRQC

As described in [I-D.draft-ietf-I|anps-pg-conposite-sigs], conposite
hybri ds produce multiple conmponent signatures independently over the
same nessage

Once a CRQC can forge the traditional conmponent, an attacker can
create an alternate classical signature sl1* for a nessage that

al ready has a valid hybrid signature (s1, s2). Because the PQC
signature s2 remains valid independently of the classical signature,
the nmodified pair (s1*, s2) also verifies successfully.

Wil e authenticity of the PQC conponent renmains intact, the hybrid
schenme is no | onger SUF-CMA secure: mnultiple distinct hybrid
signatures (s1, s2) and (s1*, s2) are both valid signatures for the
same nmessage. Therefore, once the classical algorithm becones
breakabl e, parallel hybrids no | onger provide SUF-CVA security.

On the contrary, this document’ s hybrid construction, by binding the
second signature s2 to the first signature s1, ensures single-
signature semantics and preserves non-repudiation

5.2. ECDSA vs EdDSA in Hybrid Constructions

It is inportant to distinguish the properties of ECDSA and EdDSA
I ndeed, even though both ECDSA (secp256r1/secp384r1l) and EdDSA
(Ed25519/ Ed448) becone nmat hematically breakabl e once a CRQC can
derive private keys from public keys, their behaviour differs:

* ECDSA is randoni zed and only provi des EUF-CVA security.

* EdDSA is designed to be SUF-CMA and its signing process is
deterministic. In binding hybrids, EdDSA’ s fixed, deterministic
format enabl es unanmbi guous inclusion of s1 in the PQC input (m ||
sl), simplifying verification and ensuring consistent
interpretation across inplenentations.
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Consequently, both algorithms |ose their security properties,

i ncludi ng SUF-CMA, once a CRQC can derive private keys. Therefore,
neither al gorithm can guarantee non-repudiation in a parallel hybrid
construction under a quantumthreat. The binding construction is
therefore necessary regardl ess of the traditional algorithmused, as
it ensures the overall SUF-CMA property is maintained by the post-
guant um component .

6. Security Considerations
6.1. Security Mdel and Mtivation

The hybrid construction described in this docunent ainms to guarantee
strong unforgeability of the conposite signature whenever the second
component is SUF-CVA secure. This is in contrast to the conposite
construction in [I-D.draft-ietf-|anps-pqg-conposite-sigs], where SUF-
CVA of the conposite generally requires both conponents to be SUF-
CVA.  The design proposed here strengthens that property: SUF-CMA of
the overall construction depends only on the SUF-CMA of the second
component, regardless of the security level of the first one.

6.2. SUF-CMA Security
6.2.1. Wiy SUF-CVA natters

Wi |l e EUF- CMVA security could be sufficient in several use cases,
weaknesses in EUF-only schenes all ow "re-signing" the same message,
enabling real -world exploits such as replay of nessages, double

recei pts, and | og poisoning. Mreover, many current depl oyed systens
inplicitly assune that all digital signatures are SUF-CVA secure.

For this reason, the construction ensures that if the second
component is SUF-CMA, the hybrid automatically resists replay and
duplication attacks, aligning with best practices in recent signature
st andards (EdDSA, M.- DSA, SLH DSA, etc.).

6.2.2. Security Rationale

Intuitively, an adversary attenpting to forge (n¥, sl*, s2*) nust

ei ther:

* Forge s2* on (nt¥ || sl1*), which is infeasible if the second schene
i s SUF- CMA;

or

* Reuse an existing (m sl1) pair with a nodified s2, which again
breaks SUF- CMA of the second schene.
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6.

8.

8.

8.

Consequently, if the second conponent is SUF-CMA secure, the hybrid
construction remains SUF-CVA secure even when the first component
provi des only EUF-CVA security.

In contrast, if the second schene were only EUF-CMVA, the second
attack (re-signing the sane nmessage differently) would no | onger be
excl uded, and the hybrid construction would not be SUF-CMA secure

This contrasts with classical conposite hybrids (e.g. trad(M ||

PQ M) where the PQ signature does not authenticate the output of the
traditional signature, |eaving possible avenues for replay or
signature substitution

3. Non-Separability

The docunent [I-D.draft-ietf-pquip-hybrid-signature-spectruns]
defines both notions of Wak Non-Separability (WNS) and Strong Non-
Separability (SNS).

The hybrid construction in this document achi eves WNS because the
Prefix of the message representative nm is an evidence that a
verifier may be able to identify, preventing the validation of a
conmponent signature which woul d have been renpoved fromthe conposite
signature.

However, SNS is not achieved, as sl stripped froma conposite
signature s = (s1 || s2) is a valid component signature of the
message m and s2 is a valid conponent signature of the message m ||
sl.
I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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