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Abst r act

Thi s docunent defines a new DNS nessage opcode, EXPIRE, which enabl es
an authenticated authoritative operator to request imedi ate del etion
of a specific RRset froma resolver’s cache. EXPIRE nessages may be
aut henti cated either through DNSSEC signatures or through resol ver
control -channel authentication (for exanple TSIG nutually
authenticated TLS, |Psec, or local trust policy). EXPIRE applies
only to resolver cache and MJUST NOT nodify authoritative data.

Resol vers validate authority, apply mandatory replay protection using
SQA serial s when avail able or equivalent replay-mtigation

mechani sns, and flush the targeted RRset upon successful validation.
EXPI RE provi des a determnistic, authenticated nmechani smfor cache
rol I back and correction across both signed (DNSSEC) and unsi gned
(internal) DNS depl oynments.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 24 May 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

DNS cachi ng i nproves performance but conplicates rollback and repair
when resolvers retain stale or erroneous RRsets. The DNS protoco

i ncludes no authenticated in-band mechanismfor a resolver to flush a
cached RRset before TTL expiration

Thi s docunent defines a new DNS opcode, EXPIRE, which allows an
authoritative operator, authenticated via DNSSEC or a resol ver
control channel, to instruct a resolver to delete a specific RRset
fromits cache. EXPIRE uses RFC 2136-style RRset del etion semantics
( QCLASS=NONE) but applies strictly to resolver cache.
EXPIRE is intended to be depl oyable in both DNSSEC si gned
envi ronments and non- DNSSEC i nternal environments that already rely
on TSIG nutually authenticated TLS, |Psec, or equival ent control -
channel mechani sms. This dual -profile nodel is anal ogous to the
operational depl oynent of RFC 2136 Dynani c Update.

1.1. Term nol ogy
EXPI RE: The DNS opcode defined in this docunent.
RRset: A set of resource records sharing owner nane, type, and cl ass.
Resol ver: A recursive DNS server that maintains a cache
Val i dati ng Resolver: A resolver that performs DNSSEC vali dation
Control Channel: An authenticated resolver interface such as TSI G
mutual |y authenticated TLS, |Psec, or an inplenentation-specific
managenment channel

Authoritative Operator: Entity controlling publication of zone data.
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2.

4.

4.

4.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Mot i vati on

Qperators often require i medi ate cache correction due to erroneous
publication, enmergency failover, rollback of TLSA or SRV records,

stal e negative cache entries, or long TTLs. Existing mechani snms such
as |l ow TTLs, aggressive resigning, or manual outreach to resol ver
operators are operationally insufficient.

DNSSEC al ready defines a cryptographic authority nodel for signed
zones. For internal, unsigned zones, operators typically rely on
aut henti cated control channels (TSIG nutually authenticated TLS,

| Psec, or local ACLs) to manage resolvers. EXPIRE therefore defines
two aut hentication profiles: a DNSSEC profile and a control -channel
profile, each providing a standards-aligned way to authenticate

EXPI RE wi t hout introducing new trust assunptions.

A particularly critical operational scenario involves rapid NS record
updat es during DDoS or routing incidents. Wen authoritative
operators update NS records to redirect traffic away from attacked
infrastructure, cached NS RRsets at resolvers may persist for the
duration of their TTL -- potentially hours or days. EXPIRE enables
aut henti cated, inmmedi ate cache invalidation of NS records, allow ng
traffic redirection in near-real-time during operational energencies
when seconds matter.

EXPI RE Opcode and Message For mat
1. Opcode Definition

I ANA is requested to assign a new DNS Opcode, EXPIRE (TBD), fromthe
DNS OpCode registry.

2. Message Overview
EXPI RE uses the DNS UPDATE nessage structure defined in RFC 2136 for

RRset del etion semantics (QCLASS=NONE). EXPI RE nmessages operate
excl usively on resol ver cache and MUST NOT nodify authoritative data.
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4.3. Question Section
The Question Section of an EXPlI RE nmessage MJST contai n:
*  ONAME: owner of the RRset to be expired;
*  QIYPE: RRType to be expired;
* (QCLASS: NONE (RFC 2136 RRset deletion senmantics).

Resol vers receiving an EXPlI RE nessage with QCLASS not equal to NONE
MUST di scard the message.

4.4. Answer (Update) Section

The content of the Answer Section depends on the authentication
profile in use.

*DNSSEC Aut hentication Profile* Wen DNSSEC i s used, the Answer
Section MJST contai n:

* a synthetic RRset whose owner nane, type, and class match the
Questi on;

* avalid RRSIG covering that RRset.

Resol vers MUST validate the RRSI G but MJST ignore the RDATA and
TTL of the synthetic RRset. No conparison agai nst cached RDATA is
per f or nmed.

*Control - Channel Authentication Profile* Wen control-channel
authentication is used, the Answer Section MAY be omtted. |If
present, it MAY contain a synthetic RRset, but no RRSIGis
required and no DNSSEC fields need to be incl uded.

A resol ver inplenmenting the control -channel profile MJST accept an
EXPlI RE nessage whose Question Section is the only popul ated
section, assuming the control -channel authentication has
succeeded.

This distinction all ows DNSSEC environnents to obtain in-band

crypt ographi ¢ proof of authority, while non- DNSSEC depl oynents avoid
unnecessary overhead and nmay treat EXPIRE as a renote cache-
nmanagenent operati on.
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4.5. Additional Section - SOA for Replay Protection

The use of the SOA RRset in the Additional Section depends on the
aut hentication profile.

* DNSSEC Aut hentication Profile* The Additional Section MJST contain
the zone’'s SOA RRset and a valid RRSIG covering it. The resolver
MUST val idate the SOA RRSI G and use the SOA serial nunber as the
basis for replay protection as described in Section 5. 4.

*Control - Channel Authentication Profile* The Additional Section NAY

contain an unsigned SOA RRset. |If present, the resolver SHOULD
use the SOA serial for replay protection as described in
Section 5. 4.

If no SOA is present, the resolver MAY rely on inpl enentation-
defined repl ay-protection nechani snms (nonces, per-sender counters,
aut henti cat ed- session state, or other nechani sns providing

equi val ent or stronger guarantees).

4.6. Wldcard Prohibition

EXPlI RE nessages MJST NOT contain wildcard owner nanes in the Question
Section. Resolvers receiving EXPI RE nessages with wildcard QNAMES
MUST di scard t hem

4.7. No Capability Signaling

EXPI RE requires no explicit capability negotiation. Resolvers that
do not inplenent EXPIRE SHOULD silently discard EXPlI RE nessages.
Legacy resolvers MAY return NOTI MP or REFUSED i n accordance with RFC
1035. Authoritative operators and control tools MJIST treat NOTI MP,
REFUSED, and silent discard as equival ent indicators of non-support.
Resol vers that inplenment EXPIRE but reject it for policy reasons
(e.g., rate-limting, sender not authorized) SHOULD return SERVFAIL
or NOTAUTH rat her than NOTI MP

5. Resol ver Behavi or
5.1. Authentication Profiles

A resol ver that inplenents EXPI RE MUST aut henti cate EXPlI RE nessages
using at |east one of the follow ng profiles:

* the DNSSEC Aut hentication Profile (Section 5.2) for signed zones;
and/ or
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* the Control-Channel Authentication Profile (Section 5.3) for
environments that do not depl oy DNSSEC or that prefer resolver
managenent channel s.

Depl oynments MAY enabl e both profiles concurrently. |If any enabl ed

profil e successfully authenticates the EXPI RE nessage, the resol ver

MAY proceed wi th EXPlI RE processing.

5.2. DNSSEC Aut hentication Profile

A resolver using the DNSSEC profile MJST perform DNSSEC val i dation of
t he EXPlI RE nessage conponents as foll ows:

* validate the RRSIG over the synthetic RRset in the Answer Section;
* validate the RRSI G over the SOA RRset in the Additional Section;

* confirmthat the signer DNSKEY is authoritative for the zone
according to the resol ver’s DNSSEC val i dation policy;

* confirmthat each RRSIGis withinits validity interval;
* wverify the cryptographic correctness of all signatures.

Any DNSSEC validation failure under this profile MJST cause the
resol ver to reject the EXPlI RE nmessage.

5.3. Control -Channel Authentication Profile
For zones that are unsigned or environments that do not depl oy
DNSSEC, resol vers MAY aut henticate EXPI RE nmessages using an
aut henticated control channel. This nodel is equivalent to the trust
assunptions used for RFC 2136 Dynam c UPDATE, RNDC, and ot her
resol ver managenent operati ons.

Acceptabl e forms of control -channel authentication include, but are
not limted to:

* TSI G (RFC 8945) shared-secret authentication;

*  DNS-over-TLS (RFC 7858) with nutual TLS authentication;

* DNS-over-HTTPS (RFC 8484) with client certificate authentication;
* | Psec-authenticated channel s;

* Jlocally configured trust anchors or resolver policy designating
specific senders as authorized EXPlI RE sources.
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When control -channel authentication is used, resolvers MAY bypass
DNSSEC val i dati on of the EXPI RE message, including the synthetic
RRset and SOA, but MJST still apply replay protection whenever SCA
data or an equival ent replay nmechanismis available (Section 5.4).

I mpl ement ati ons SHOULD provi de configuration allow ng adm nistrators
to specify "authorized EXPI RE senders" per zone or per resolver

i nstance, using source addresses, TSIG key identities, TLS client
identities, or other |ocally meaningful attributes.

5.4. Replay Protection

Resol vers inpl enenti ng EXPI RE MJUST i npl ement replay protection to
prevent stale EXPI RE messages fromdeleting nore recent data. SOA
serial nunbers SHOULD be used when avail abl e.

5.4.1. SOA Availability Rules

When SOA-based replay protection is used, the resolver applies the
foll owi ng rul es:

* |f the targeted RRset is cached but the SOA for the correspondi ng
zone is not cached, the resolver MAY performa one-tine SOA query
in order to obtain the current SQA serial and apply serial -based
replay protection.

* |f neither the targeted RRset nor the SCA is cached, the resol ver
SHOULD treat the EXPI RE nessage as a no-op and MJST NOT initiate
an SOA query solely due to receiving EXPlI RE.

* |f both the targeted RRset and the SOA are present in cache, the
resol ver MJUST apply serial -based replay protection by conparing
the EXPI RE-associ ated SOA serial (when provided) or a newy
fetched SOA serial with the cached SOA serial, according to its

policy.

If the resolver determnes, by local policy, that the EXPlRE-
associated serial is older than the cached serial, it MJST reject the
EXPI RE nessage as a repl ay.

5.4.2. Alternative Replay Mechanisns

Under the control-channel profile, resolvers MAY inpl enment
alternative replay-protecti on nechani sns, such as nonces, per-sender
monot oni ¢ counters, or authenticated session state, provided these
mechani sns of fer replay resistance at | east as strong as SQOA-seri al -
based checks.
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5.5. Cache Del etion

A resolver MAY check whether the targeted RRset is present in cache

prior to perform ng DNSSEC validation of the synthetic RRset. [|f the
RRset is not present, the resolver MAY skip DNSSEC validation of the
synthetic RRset but MJST still apply any avail able replay protection

when SOA data or other replay mechani sms are present.

Upon successful authentication and replay protection, the resolver
MUST:

* delete the cached RRset ((QNAME, QTYPE);
* delete any negative cache entries for (QNAVE, QIYPE);

* del ete synthesized answers where QNAME is the target of a CNAME or
DNAME chain, and any answers derived from DNAME expansi ons t hat
i ncorporate the expired RRset.

Resol vers MUST NOT del ete unrel ated RRsets, including other RRTypes
at ONAME, CNAME/ DNAME records pointing to ONAVE, or RRsets under
ot her owner nanes.

5.6. No RRset Matching

Resol vers MUST NOT conpare EXPlI RE RDATA to cached RDATA, MJST NOT
require matching RRSI Gs, and MJUST NOT consider TTL or RRset
cardinality when deciding whether to delete the cached RRset. EXPIRE
is a cache control signal, not a replacenent data payl oad.

5.7. Follow Up Queries
After processing EXPIRE, the resolver MAY i medi ately requery
authoritative servers for (QNAVE, QTYPE) or MAY wait until the next
client query for that nane and type. This behavior is an
i npl ement ati on choi ce and does not affect protocol correctness.

5.8. Response Behavi or

Respondi ng to EXPI RE nessages is OPTIONAL. |If a resolver chooses to
respond, it SHOULD use the followi ng RCODEs for interoperability:

NCERROR The EXPI RE nessage was successfully processed. This
i ncl udes cases where the targeted RRset was not present in cache.

NOTAUTH Aut hentication failed (DNSSEC validation failed, control

channel authentication failed, or sender was not in the
aut hori zed-sender list for this resolver or zone).
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NOTI MP / REFUSED / FORMERR The resol ver does not support EXPIRE or
rejected the message as unsupported. Authoritative operators and
control tools MUST treat these codes as equival ent to non-support.

Silent discard is permitted for all failure conditions.
6. Authoritative Behavior

Aut horitative servers or associated front ends (such as DNS | oad

bal ancers or policy engines) MAY origi nate EXPlI RE nessages. EXPIRE
MUST NOT nodi fy authoritative zone data. A valid DNSSEC signhature or
aut henti cated control channel proves authority, depending on the
chosen aut hentication profile.

In control -channel depl oynments, EXPIRE is conceptually simlar to
exi sting RNDC or nanagenent- APl operations that flush cache entries,
but uses a standardized on-the-wire format suitable for multi-vendor
and cross-network use.

7. Transport

EXPlI RE uses UDP by default. TCP MAY be used when nessage size,
operational policy, or transport characteristics require it.

When EXPIRE is carried over DNS-over-TLS (RFC 7858) or DNS-over-HTTPS
(RFC 8484) with rmutual TLS authentication (client certificate

aut hentication), the control -channel authentication profile MAY rely
on the TLS client identity as proof of authorization. Server-only
TLS authentication (typical for public resolvers) does NOT satisfy
the control -channel authentication requirenents and MJST NOT be
accepted as authorization for EXPIRE unl ess conbined with another

aut henti cati on mechani sm such as TSI G or the DNSSEC aut hentication
profile.

EXPI RE does not require a persistent channel or an explicit
acknow edgenent beyond the optional DNS response described in
Section 5.8. Standard DNS transport rules apply.

8. Security Considerations

EXPI RE i ntroduces no new authority beyond DNSSEC and exi sting

resol ver control -channel mechanisnms. Under the DNSSEC aut henti cation
profile, EXPIRE is limted by the sane trust nodel and failure nodes
as DNSSEC val idation. Under the control-channel profile, EXPIRE
inherits the security properties of the resolver’s nmanagenent channe
(TSIG nutually authenticated TLS, |Psec, or local trust policy).
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8.1. Tining-Based Cache Probing

EXPI RE may enabl e inference of cache state through timng analysis if
resol vers exhibit observabl e behavioral differences when an RRset is
present versus absent in cache. However, simlar probing is already
possi bl e using ordinary DNS queries and cache-primng techni ques.
Resol vers SHOULD avoi d introducing additional timng side channels
beyond those inherent in normal DNS operation.

8.2. Control-Channel Trust Mode

The control -channel authentication profile relies on the same trust
rel ati onshi ps already used for RNDC, Dynam c Update, and resol ver
managenment APls. Operators MJST ensure that these channels are
appropriately protected (for exanple, with strong TSI G keys, nutually
aut henticated TLS, |Psec, or physically or logically isolated
managenent networks).

8.3. Rate Limiting of EXPIRE Processing

Resol vers SHOULD apply per-zone or per-source rate limting to EXPIRE
processing to avoi d excessive work caused by repeated EXPlI RE nessages
for the same owner nane. EXPlIRE does not introduce a fundanentally
new cl ass of denial -of-service attack beyond those associated with
DNSSEC val i dati on and exi sting nanagenment operations, but

i mpl ement ers SHOULD ensure that EXPIRE handling remains within
typical validation and rmanagenent cost profiles.

9. (Operational Considerations
9.1. Authorized Sender Lists

For the control-channel profile, operators SHOULD explicitly
configure which entities are authorized to send EXPlI RE nessages,
using ACLs, TSIG key lists, TLS client identity mappi ngs, or

equi val ent nechanisns. These |ists SHOULD be nmaintained with the
same di scipline as other nmanagenment access-control lists.

9.2. Use in Unsigned Zones

Control -channel authentication allows EXPIRE to be safely deployed in
internal DNS environnents that do not sign their zones w th DNSSEC
In such environments, EXPlIRE behaves as a standardi zed renote cache-
expi rati on command, authenticated by the sane nmechani sns al ready used
for update and managenent.

Power s Expires 24 May 2026 [ Page 11]



I nternet-Draft DNS EXPI RE Opcode Noverber 2025

9. 3.

9

10.

11.

11.

11.

Resol ver C usters

In clustered resol ver deploynents, inplenmentations MAY propagate the
effects of EXPI RE across cluster nmenbers using any appropriate

i nternal nechanism This docunent does not specify intra-cluster
propagati on semantics and considers them i npl enentation-specific.

Public vs. Private Depl oynent

EXPIRE is intended to be safe for both public and private

depl oynents. Resolvers and operators that do not wi sh to support
EXPI RE sinply ignore the opcode or return NOTI MP or REFUSED as
described in Section 4.4, and no protocol -1evel harmresults.

| ANA Consi der ations

I ANA is requested to assign a new DNS OpCode value for EXPIRE in the
"DNS OpCodes" registry. The menonic is:

EXPIRE (TBD)
Rel ati onship to Existing Mechani snms
1. EXPIRE vs. NOTIFY (RFC 1996)

NOTI FY al erts secondary naneservers of zone changes but does not
provi de cache invalidation for resolvers. NOIIFY targets only
configured secondary nanmeservers, whereas EXPIRE can be directed to
arbitrary resolvers. NOTIFY and EXPI RE serve conpl enentary rol es and
may coexi st in DNS depl oynments.

2. EXPIRE vs. Dynanic UPDATE (RFC 2136)

Dynam ¢ UPDATE nodifies authoritative zone data and requires zone
transfer privileges or TSI G based authorization for zone updates.
EXPI RE nodi fies only resol ver cache and requires only DNSSEC zone-
signing authority (under the DNSSEC profile) or resol ver nanagenent -
channel access (under the control-channel profile). EXPIRE cannot
add data or nodify zone contents; it can only request del etion of
cached RRsets.

The dual -profile nodel used by EXPIRE foll ows the precedent
establ i shed by RFC 2136, which supports both SIG0) (DNSSEC) and TSI G
aut henti cati on.
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11. 3. EXPI RE vs. Low TTLs

Reduci ng TTL val ues increases query |load on authoritative
infrastructure and cannot retroactively affect RRsets that are

al ready cached with | onger TTLs. EXPIRE provides i nmedi ate, targeted
cache invalidation independent of TTL val ues and avoi ds the
operational overhead of maintaining artificially low TTLs for
rol | back scenari os.

12. Exanpl es
12.1. DNSSEC- Aut henti cat ed EXPI RE
The following exanple illustrates an EXPlI RE nessage usi ng the DNSSEC

aut hentication profile. The resolver validates the RRSI G over the
synthetic RRset and the SOA.

;. HEADER

OPCCDE: EXPI RE

;7 QUESTI ON

exanpl e. com NONE A

7 ANSVEER

exanpl e. com 0 I'N A 0.0.0.0

exanpl e. com 0 I'N RRSIG A <dnssec-signature>

;; ADDI TI ONAL

exanpl e. com 0 I'N SQA nsl. exanpl e.com adm n. exanpl e.com (
2025111901 3600 600 604800 300 )

exanpl e. com 0 I'N RRSI G SOA <dnssec- si gnat ure>

12.2. Control - Channel - Aut henti cated EXPI RE (TSI G

The followi ng exanple illustrates an EXPI RE message using the
control -channel authentication profile with TSIG The Answer
Section is enpty; the resolver relies on the TSI G authenti cated
channel and its local policy to authorize the operation

;. HEADER

OPCODE: EXPI RE

;; QUESTI ON

exanpl e. com NONE A

;7 ANSVEER

s (enpty - allowed under control-channel profile)

;; ADDI Tl ONAL

exanpl e- key. TSI G hmac- sha256. <tsi g-dat a>

s (note: TSIG appears in Additional section per RFC 8945)

. (optional unsigned SOA MAY al so be included for replay protection)

13. References
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