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Abst ract

The LI SP protocol with its inherent decoupling of control-plane and
dat a- pl ane, offers the flexibility to support nodern networking
paradi gns. This document specifies how to use the LISP protocol to
enabl e centralized onboardi ng and managenent of EIDs within a network
froman external controller or orchestration system
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"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

As new conpute system environnents enmerge, routing networks have been
adapting to serve their comunication needs. |In many of these cases,
network controllers or orchestration engines are used to organize
resources or enforce network policies in a centralized manner

Exanpl es of these types of systens range fromwi rel ess systens in
enterprise environnents, Software-Defined Networks (SDN) (e.g., in
WAN, Datacenter, or Canpus environnments), and include public (or
private) cloud networks.
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In all these cases, it is conmon that a centralized controller or
orchestrator drives how endpoints authenticate, join, |eave, or nove
within the network. In nmany cases, this centralized controller is

al so the point of reference that determ nes the policies that need to
be enforced.

Net wor ks runni ng the LISP protocol can exploit the vantage point of
these controllers for early and faster onboardi ng and novenent of
endpoints at selected |ocations of the network. Controllers that
depl oy or authenticate sites and endpoints can interface directly
with the Mapping Systemto distribute this information to sel ected
| ocations (xTRs).

Thi s docunent specifies Del egated Mappi ngs, where a controller can
use its interface to a LI SP Mappi ng Systemto del egate ownership of
specific EIDs to selected xTRs of the network. The docunent provides
a detail ed description of the nechanisns used to distribute this type
of mappings in a network running the LISP protocol

In particular, the specification describes:

* How a controller may use the LI SP Map- Regi ster and Map-Notify
interfaces to distribute Del egated Mappings to LISP sites that
shoul d take ownership of specific ElDs.

* The procedures that an ETR follows to take ownership of a
Del egat ed Mapping so that an EID can be resol ved using LISP
prot ocol procedures.

* Finally, it also details how the controller can nmake use of
speci fic LCAF encodi ngs such as ELPs and multiple data-planes (see
[ RFC8060]), to convey EID access information to the correspondi ng
ETR

Not e al so that Del egated Mappi ngs can be conbi ned with the procedures

specified in [I-D.ietf-lisp-eid-nobility] to support controller-based

mobility in a network running the LISP protocol
2. Definition of terns

The docunent uses the terns defined in Section 3 of docunents
[ RFC9300] and [ RFC9301].

Additionally, this docurment introduces the follow ng terns:

Del egated Mapping: This is the termused in this docunent to
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identify a Mapping record registered with the Mappi nhg system so
that it is relayed (delegated) to a corresponding XxXTR (or XxTRs) of
a LISP site.

XTR-Controller: This termdesignates a network el enent that uses
Del egat ed Mappings to distribute EID records to the correspondi ng
LI SP sites where they are connected to.
3. General Procedures

3.1. Reference System

Figure 1 illustrates a reference system nodel used to support the
di scussi on of Del egated Mappi ngs through this section.

| XTR |
| Controller |------------ ,
I I I
............ |
e
| Mp |
| Server |
Fomme -t
i_ ) _-- - - ! -l __- _-__- 1
( )
( S , , , o)
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IP. 10.0.0.1 IP. 10.1.1.2

Figure 1: Reference System Architecture with del egated Mappi ngs
A xTR-controller inplements LISP control-plane interfaces so that it

can interact with the LI SP Mappi ng System represented with a single
Map- Server in the figure. The interconnection between the xTR-
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controller and the Map-Server is out of the scope of this
speci fication, but the Map-Server MJST be able to handle Map
Regi stration procedures through this connection.

The network running the LISP protocol has two sites (A and B) with
the correspondi ng xTRs providing access to them There is a |ocal
endpoi nt on each one of the sites (host 1 and 2)

For the purpose of this specification the xTR-Controller knows when
endpoi nts are connected, authenticated or rel eased fromeach one of
the sites. The controller is also aware of the xTRs (and their
correspondi ng RLOC addresses) that provide access to each one of the
sites.

3.2. Flow Sequence to distribute Del egated Mappi ngs

When a xTR-Controller attenpts to use the process of Del egated
Mappi ngs to distribute EID Mappings to target LISP sites, it MJST
know bef orehand the RLOCs of the XTRs providing access to those
sites. Using Figure 1 as reference, the xTR-controller knows that
IP_Ais the RLOC of XxTR A, associated to site A

Using this information, the xTR-control |l er uses Del egated Mappings to
distribute information about Host 1 to Site A using the follow ng
procedures:

1. The xTR-Controller builds a Map-Register with the EID record
information it wants to distribute. The Map-Register carries the
Del egated Mapping (D) bit set (see Section 4). Using the
reference exanple, the xTR-Controller sends a Map-Register to the
Map- Server that carries the ElDto-RLOC mappi ng of EI D=<10.0.0. 1>
-> RLOC=IP_A and is built with the D-bit set.

2. \Wen a Map-Server receives a Map-Register with the D-bit set, it
prepares a Map-Notify with the sane EID record that al so has the
D-bit set. This Map-Notify is sent to all the RLOCs in the RLOC
record of the Mapping. Follow ng the exanple, the Mp-Server
sends a Map-Notify with the D-bit set to IP_A (RLOC of xTR A).

3. Wen an ETR receives a Map-Notify with the D-bit set, it verifies
that its own RLOC is in the RLOC record of the Mapping in the
message. Wien that is the case, the ETR creates an entry for the
EIDin its database mapping. Continuing with the exanple, xTR A
receives the Map-Notify with the D-bit set and |l earns that
El D=<10.0.0.1> is local to site A

Portoles, et al. Expires 20 April 2026 [ Page 5]



I nternet-Draft | i sp-del egat ed- mappi ngs Cct ober 2025

4. Once the ETR verifies the presence of the EIDin the site, it
confirns the EID with a new Map-Regi ster to the Map-Server. This
is a regular Map-Register, without the D-bit and marked as

authoritative. |In the exanple the ETR sends an authoritative
Map- Regi ster with ElID-to-RLOC nmappi ng of EI D=<10.0.0.1> ->
RLOC=I P_A.

This operation repeats for every EID and for every site that the xTR
Controller wants to distribute information to.

3.3. Distribution of Del egated Mappi ngs

The distribution of Del egated Mappings relies on the use of the D bit
(see Section 4) both in the Map-Regi ster and Map-Notify messages.

The XTR-Controll er sending a Del egated Mappi ng MJUST NOT set the
authoritative bit in the EID record. Only the site ETR after
accepting a Del egated Mapping can set this bit when registering the
El D prefix.

Equal | y, a Map- Regi ster carrying a Del egated Mappi ng MUST NOT have
the Proxy Map-Reply bit (P-bit) or the security-capable (S-bit) set.
Since the xTR-controller is not authoritative for the Mapping, it
cannot set either of these bits. Only the authoritative ETR for the
destination site can set these bits with its correspondi ng Map-

Regi ster, when accepting the Del egated Mappi ng.

A Del egat ed Mapping can al so be renpbved. In that case the xTR-
Controll er MUST send the Map-Register with the D-bit and with a TTL
with value 0 in the EID record. This renoval MJST carry the RLOC
record corresponding to the site that the Del egated Mapping i s being
renoved from The Map-Notify with the D-bit set is sent to all the
RLOCs in the RLOC record with the sane TTL of val ue O.

3.4. Map-Server procedures

A Map- Server that supports Del egated Mappi hgs, SHOULD send a Map-
Notify with the D-bit to all the RLOCs in the RLOC record of the
Del egat ed Mappi ng.

A Map-Server MAY record in its registration table a Del egated

Mappi ng, but it MJST NOT use a Del egated Mappi ng Record to send a
proxy Map-Reply in response to a Map-Request for the EID in the
Mappi ng. In such a case, the Map-Server MAY forward the Map- Request
to one of the RLOCs in the record, follow ng [ RFC9301].

Portoles, et al. Expires 20 April 2026 [ Page 6]



I nternet-Draft | i sp-del egat ed- mappi ngs Cct ober 2025

This restriction extends to the procedures described in [ RFC9437]. A
Map- Server MJST NOT send Map-Notify with a Del egated Mapping as a
publicati on nessage for EID subscribers. Only the Map-Register from
the authoritative ETR can be published follow ng LI SP Publish/

Subscri be procedures.

In order to avoid periodic Map-Regi ster and Map-Notifi cation
messages, Del egated Mappings MAY be distributed using a reliable
transport as described in
[I-D.ietf-lisp-map-server-reliable-transport].

3.5. ETR procedures

When an ETR receives Map-Notify with a Del egated Mapping (D-bit set)
that carries its own RLOC in the RLOC record it SHOULD verify the
reachability of the EID in the site before accepting the napping.
The verification process is out of scope of this docunent.

Once the Mapping is accepted the ETR adds the EIDin its |ocal
mappi ng dat abase and it MJST send a Map-Register with the EI D Record
setting the authoritative bit (A-bit).

The ETR MJUST be able to foll ow procedures described in [ RFC9300] and
[ RFC9301] when handling EID records | earned through the Del egated
Mappi ng procedure.

When the ETR receives a Map-Notify with a Del egated Mapping with a
TTL of value 0 it SHOULD renove the EID fromthe | ocal mapping
dat abase.

When the ETR receives a Del egated Mapping that does not carry its own
RLOC in the RLOC record it MJST follow the procedures described in
[I-Dietf-lisp-eid-mobility] and handle this as a mobility event.

4. Message Extensions

Thi s docunent proposes an extension of the Map-Regi ster and Map-
Notify messages to carry the notion that a Mapping is being
distributed as a Del egated Mapping. This information is used by both
Map- Server and ETRs to inplenent the procedures described in this
speci fication.

4.1. Map-Register

The Map- Regi ster header, as defined in [RFCO301] is extended with an
additional field, the Del egated Mapping bit (D-bit).
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type=3 | P| S| || D| Reserved | El Tla| R'M Record Count |
i i i T i I S i e s o o i i

D: This is the Del egated Mapping bit in the Map-Regi ster header. It
shoul d be set to 1 when Map- Regi ster nessages carry Del egated
Mappi ngs. Wen D-bit is set the P-bit and S-bit MJST be O.

4.2. Map-Notify
a

The Map-Notify header, as defined in [ RFC9301], is extended with an
additional field, the Del egated Mapping bit.

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Type=4 | D Reserved | Record Count |
el i I e i it T e e e e i i T o S e e S e T R R

D This is the Del egated Mapping bit in the Map-Notify header. It
shoul d be set to 1 when the Map-Notify nmessage carries a Del egated
Mappi ng.

5. Sending EID access infornmation

In many cases a controller using Del egated Mappi ngs needs to convey
El D access information to the ETRs that receive the EID record. This
access information indicates what is the path that the ETR can take
to reach the EID within the |local site.

As a reference exanple, if we take site Bin the reference system
Figure 2 illustrates the case when there is an internedi ate router
(r) between XxTR B and Host 2. In this exanple xXxTR B rust route
traffic through the internmediate router to reach the endpoint:
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I
RLCOC=I P_B
+- - - - -+
| XTR B |
ot e -+

I

(IpP_r)
B
| ro|

e

IP: 10.1.1.2
Figure 2: routed EID reachability in site B

A XTR-Controll er MAY use ELPs (LCAF type 10 in [RFC8060]) in

Del egat ed Mappings to convey information to the ETR about how to
access the EID, when required. The ETR can use this information to
programa forwarding path to the EID and also to verify reachability
of the EID before accepting a Del egated Mappi ng.

The First locator in the ELP sequence MJST correspond to the RLOC of
the ETR and the rest of |ocators MJST correspond to the sequence of
hops that the ETR should follow to reach the EID

It is worth noting also that local site reachability between the ETR
and the endpoint nay not require encapsulation or alternative
encapsul ations to the one used in the rest of the network. To solve
this case each locator in the ELP is sent using the Miltiple Data-

Pl anes LCAF (Type 16 in [RFC8060]) and selecting the bit
corresponding to the encapsul ation type. When no encapsulation is
needed Type 16 is also used but with all encapsulation bits set to O.

In order to illustrate this, Figure 3 exenplifies the use of the ELP
and Multiple Data-Plane LCAFs for the figure above. In this

ref erence encoding, the ELP carries both the I P address of xTR B and
the internediate router r. The IP of the internrediate router is
disttribured indicating that no encapsul ation is needed and xTR B can
access Host 2 routing packets through IP_r.

Portoles, et al. Expires 20 April 2026 [ Page 9]



I nternet-Draft | i sp-del egat ed- mappi ngs Cct ober 2025

1
\Y

i B e e e S B s St St Sl S S S B 8

i T T S i i s i e S S S e S S S T i St I NI S
Record TTL |

B e S i o S S S i T S S i S i e
ocator Count | EID mask-len | ACT | A Reserved |
i I S e i e s i ol S S S S e S S S e S e et i S e
vd | Map-Version Nunber | EIDAFl =1 |
e T T e i i T S R S S S S S i et oI e I S
ElID-Prefix (10.1.1.2) |

B S S e i S S T A S S S S S S i S S
Priority | Vi ght | MPriority | M Wi ght |
i T T e T i i s i i S S S S S e et s o i i S
Unused Fl ags | Ll p| R AFl = 16387 |

i T T S i i s i e S S S e S S S T i St I NI S
Rsvdil | Fl ags | Type = 10 | Rsvd?2 |

B S S e i S S T A S S S S S S i S S
Lengt h | Rsvd3 | L] P| S|

i T T e T i i s i i S S S S S e et s o i i S
AFl =1 or 2 | I P_B ~

i T T S i i s i e S S S e S S S T i St I NI S
IP B I

B S S e i S S T A S S S S S S i S S
Rsvd3 | L] P S| AFl = 16387 |

i T T e T i i s i i S S S S S e et s o i i S
Rsvdl | Fl ags | Type = 16 | Rsvd?2 |

i T T S i i s i e S S S e S S S T i St I NI S
Lengt h | 0 ~

B S S e i S S T A S S S S S S i S S
0 | AFl =1 |

i T T e T i i s i i S S S S S e et s o i i S
IP_r I

i T T S i i s i e S S S e S S S T i St I NI S

+

—-_m— +
§+I_

+

- ———— 0. - 00 m~-—Qg

vV _TTTormmmoxuoomauT OO0 T

+
1

Figure 3
6. I nplenentation Considerations

Del egat ed Mappi ngs can be used in environments running the LISP
protocol that inplenment VPN based segnentation ([I-D.ietf-1lisp-vpn])
and EID nmobility ([I-D.ietf-lisp-eid-nobility]).

6.1. Virtual Private Network Considerations

Del egat ed Mappi ngs can be distributed using VPN segrentation
procedures, follow ng the procedures described in
[I-Dietf-lisp-vpn]. Wen the xTR-controller intents to distribute
ElDs within specific VPN segnents, it MJST use the sanme IID that is
used in the target LISP site for that segnent.
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Fol I owi ng the same procedures, a Map-Regi ster and Map-Notify with the
D-bit set carry the XEl D encoded using the Instance-id LCAF
([ RFC8060]) in the EID record.

An ETR receiving a Map-Notify with the D-bit set and with an IID that
is not known or used, SHOULD ignore the Map-Notify.

It is NOT RECOMVENDED to use Del egated Mappings w th extranet
encoding to distribute Mappings across |IID boundaries. The Map-
Server SHOULD prevent this distribution.

6.2. EID Mbility Considerations

When Del egat ed Mappi ngs are comnbined with the procedures of
[I-Dietf-lisp-eid-mobility], a controller can be used to drive the
mobility of EIDs through the network.

A Map- Server that receives a Map-Register with the D-bit set, SHOULD
generate a Map-Notify with the D-bit set to all ETRs that have an
active registration of the Mapping.

When an ETR receives a Del egated Mapping with a RLOC record that does
not have any |l ocal RLOC on the ETR, it nust treat the Mapping as a
mobility event and follow the procedures in
[1-D.ietf-1isp-eid-mobility]

6.3. Reliable Transport Considerations

Del egat ed Mappi ngs can be distributed using a reliable transport as
described in [I-D.ietf-1isp-map-server-reliable-transport]. Since
bot h Map- Regi ster and Map-Notify encodi ngs are reuse when sendi ng
Rel i abl e Registrations and Reliable Notifications, the sane D-bit is
used in this case to indicate the distribution of a Del egated

Mappi ng.

7. Security Considerations

Map- Regi ster and Map- Notify nmessages MJST be authenticated foll ow ng
the procedures specified in [RFCO301]. XTR-Controllers follow the
same procedures.

Map- Noti fy messages carrying Del egated Mappi ngs are handl ed by ETRs
as unsolicited Map-Notify nessages, follow ng [ RFC9301]. The Map-

Server MUST use the pre-shared key associated to the target Site of
the Del egated Mapping to authenticate the Map-Notify.
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