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Abst r act

SCIM 2.0 defines "roles" and "entitlenents" attributes on the User
resource, but it lacks a standardized way to bind roles to specific
scopes such as projects, tenants, or groups. This gap forces

organi zations to rely on group sprawl or non-standard encodi ngs,
preventing true interoperability. This document introduces a new
SCl M resource type, Rol eAssignnent, which nodels scoped rol e bindings
as first-class records, enabling portable provisioning, lifecycle
governance, and conpliance visibility.
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

1.1. Problem Statenent
The SCI M protocol [RFC7643] [RFC7644] defines the User and G oup
resources and allows global roles to be attached to Users via the
"roles" attribute. However, the specification does not provide a
standardi zed way to associate roles with specific scopes such as
projects, tenants, or device groups.
This limtation prevents SCIM from nodeling the nost comon real -
worl d requirenent: assigning different roles to the sane identity in
di fferent contexts.
For exanple, consider a user naned Alice:
User: Alice
+-- G obal Role: Power User
+-- Project A: Mintainer
+-- Project B: Devel oper
+-- Project C ReadOnly
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Today, there is no interoperable SCIM nethod to represent Alice's
per-project role bindings. Current workarounds include creating

G oups for every {scope x role} combination, which |eads to group
sprawl and poor interoperability, or enbeddi ng scope nanes into free-
formrole strings, which are not machi ne-readabl e or portable.

These limtations are visible in real-world SCIMinpl enentations:
GtlLab [G TLAB-SCI M, Tanium [TAN UM RBAC], and scenarios in
M crosoft Entra ID [ AZURE-SCI M .

1.2. Proposed Solution

Thi s docunent introduces a new SCIM 2.0 resource, _Rol eAssignnent _,
whi ch makes scoped role bindings a first-class concept. Each

Rol eAssi gnnent explicitly links a subject (e.g., User), a scope
(e.g., Project), and a role (e.qg., Devel oper). Optional netadata
such as validity periods, source system and approver infornation
enabl e |ifecycl e nanagenent and gover nance.

By standardi zi ng Rol eAssi gnment s:
* |dentity Providers can provision scoped roles in a portable way.

* Service Providers can expose and consune these assignments
consi stently.

* Auditors and governance systens can query "who has what role in
whi ch scope.”

1.3. Design Rationale

Thi s specification introduces Rol eAssi gnnent as a standal one resource
type rather than extending existing SCIMresources for the foll ow ng
reasons:

1.3.1. Wy not extend User.roles?

User.roles is a multi-valued attribute w thout scope information.
Extending it would require conplex nested structures that don't fit
SCIMs flat attribute nodel and woul d make querying and lifecycle
managenent difficult.

1.3.2. Wy not use G oups?
Usi ng Groups for every {scope x role} conbination |eads to group
sprawl and poor scalability. A systemw th 100 projects and 5 roles

woul d require 500 groups. G oup nenbership also |acks the netadata
needed for governance (validity periods, approval chains).
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1.3.3. VWhy a connection resource?

Unlike SCIM s traditional approach of enbedding rel ationships,

Rol eAssi gnnents have their own |ifecycle, netadata, and audit
requirenents. They need: - |ndependent querying ("show all Devel oper
roles in Project X') - Tenporal validity and expiration - Approva
and provenance tracking - Status transitions independent of subject
or scope

1.3.4. Wy imutable core attributes?

Maki ng subj ect, scope, and role i mutable ensures audit integrity.
Each Rol eAssi gnment represents a discrete authorization event.
Changes to these core attributes represent new authorization

deci sions and should be tracked as separate resources.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Overview
The Rol eAssi gnnent resource conpl ements exi sting SCl M resources.
Whereas the User.roles attribute provides only coarse global roles,
Rol eAssi gnnent expresses who (subject) has what role in which scope.
This all ows interoperabl e provisioning of scoped rol e bindings.

4. Schema

4.1. Resource Type

{
"name": "Rol eAssi gnnent"
"endpoint": "/Rol eAssi gnnents",
"schema": "urn:ietf:parans:sci mschemas: core: 2. 0: Rol eAssi gnnent ",
"schenmaExt ensi ons": []
}

4.2. Attributes (Top-Level)

The Rol eAssi gnnent resource defines the foll owi ng top-Ieve
attributes
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E bbb ooy s oo ool st o}
| Attribute | Type | Req | Multi | Mutability | Description |
[ g oot Chams oo e puny e pus e pu oo pojes e e fums s el s o s et o}
| subject | conplex | yes | no | imutable | The subject |
| | | | | | receiving the |
I I I I I | role. I
S S S S S oo +
| scope | complex | yes | no | immutable | The scope |
| | | | | | where the role |
I I I I I | applies. I
U O oo oo - S Fom oo +
| role | conmplex | yes | no | immuutable | The role |
| | | | | | granted within |
I I I I I | the scope. I
R S R +--m - - R, R o e e e e oo oo +
| priority | integer | no | no | readWite | Conflict |
| | | | | | resolution |
I I I I I | (higher wins). |
| | | | | | Default O. |
N B Fomm - - N Fomm e oo - Fom e e e oo +
| grant | complex | no | no | readWite | Assignnent |
I I I I I | netadata I
I I I I I | (source, I
I I I I I | reason, I
I I I I I | approver). I
N B Fomm - - N Fomm e oo - Fom e e e oo +
| validity | complex | no | no | readWite | Validity |
| | | | | | w ndow in UTC |
U O oo oo - S Fom e +
| status | string | no | no | readOnly | Conputed |
I I I I I | lifecycle I
I I I I I | status. I
R S R +--m - - R, R o e e e e oo oo +
Table 1

"The common attributes (id, externalld, neta) defined in RFC 7643
Section 3.1 are inherited by Rol eAssi gnnent and are not redefined
here." _Priority usage guidance: _ Wen nultiple active assignments
exi st for the sanme subject and scope, the assignnent with the highest
priority takes precedence. |If priorities are equal, inplenentation-

defined resolution rules apply.
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4.3. subject Sub-Attributes

+ + + + +
I I I I I
L ety Ce——r + +
val ue | string | yes| no | immutable | Identifier of
I I I I I
I I I I I
I I I I I
I I I I I
I I I I I
I I I I I
I I I I I

I
t he subject. |
If the subject |
is a resource, |
val ue MUST |
equal the id |
attribute of |
that resource. |

| URI to the |
| subject |
| resource, if |
| the subject is |
| a resource. |
string |no | no | Subject type. |
| If the subject |
| is a resource, |
| type MUST |
| equal the |
| resource type |
| name of that |
| resource. |

| A human- |
| readabl e name |
| for the |
| subject. |

Scope type. |
Conmon: "project”, |
"tenant", |
"organi zation", |
"application", |
"environnent". |
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e e e e - oo +-
| val ue | string | yes| no | immutable |
I I I I I I
I I I I I I
e oo - e e S oo +-
| $ref | reference |no | no | imutable |
I I I I I I
I I I I I I
I I I I I I
I I I I I I
e oo - e e S oo +-
|display | string | no | no | immutable |
I I I I I I
B N B R - Fomm e oo - +-
Table 3
4.5. role Sub-Attributes
[ e el sl ool oo oo el s oo
| Attribute | Type | Regql Multi | Mutabilit
[ bbby b fes bty gt b bl Cj b pu g g
| val ue | string | yes| no | inmutable
I I I I I
I I I I I
I I I I I
I I I I I
I I I I I
I I I I I
I I I I I
e e oo - e e oo - e e e e Fome e -
| display | string |no | no | inmutable
I I I I I
I I I I I
e e e e e e oo oo
| $ref | reference |no | no | irmmutable
I I I I I
I I I I I
I I I I I
I I I I I
I I I I I
Fome e e - Fome e e - Fome e oo e e
type string |no | no i mut abl e

Por eddy
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Pr ovi der - meani ngf ul

identifier of the |
scope. |
URI to the scope |
resource, if |
avail abl e. |
Opti onal when scope

i s opaque. |
A hunman-r eadabl e |
nane for the scope. |

St abl e |
identifier for
the role. If |
the role is a |
resource, value
MUST equal the
idattribute of |
I

t hat resource

| Human-readable |
| name of the |
| role. |
| URI to arole |
| catalog entry |
| or role |
| resource, if |
I I
I I

the role is a
resource.
| Role type. If |
| the role is a |
| resource, type |
| MJST equal the
I I
I I

resource type
name of that
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| | | | | | resource. |

Tabl e 4
_Rol e Discovery CQuidance:_ Since role.$ref is optional, servers
SHOULD support filtering on role and scope to enabl e discovery, for
exanpl e:

CGET / Rol eAssi gnnent s?attri but es=rol e, scope&
filter=scope.type eq "project”

Provi ders that expose a role catal og MAY align discovery with the
SCI M Rol es and Entitl ements approach [ SCl M ROLES- ENTI TLEMENTS] .

4.6. grant Sub-Attributes

B e el e e s oo el oo e
| Attribute | Type | Req | Multi | Mutability | Description |
[ e el sl el el s s s el e °
| source | string | no | no | immutable | Oiginating |
I I I I I | system or I
I I I I I | process. I
Fommm e e e e o Fommmm e o Fo-mm - Fommmmn e s +
| reason | string | no | no | readWite | Human-readable |
| | | | | | justification. |
S S Fo-mm- Fommmm - Fommm e e e e oo Fom e e e e e e e +
| approver | conplex | no | no | imutable | The approver |
I I I I I | of this I
| | | | | | assignnent. |
S O Fommm - Fommmm e o e e e e +
Table 5
4.6.1 approver Sub-Attributes
[ oo oo e gy e oo oo el s e
| Attribute | Type | Reql Multi | Mutability | Description |
[ ool sl et e pes ool s sl et 1)
| val ue | string | yes| no | imutable | Identifier of |
| | | | | | the approver. |
| | | | | | I'f the approver |
| | | | | | is a resource,
| | | | | | val ue MJST |
| | | | | | equal the id |
| | | | | | attribute of |
| | | | | | that resource. |
Fommm e e e e o Fommm e e e e o Fomm e m e e e e +
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| Attribute
+o—————————c—
val i dFrom
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|no | no | immutable |
I I I I
I I I I
I I I I
I I I I
e oo mm - o e e oo oo +
|no | no | immutable |
I I I I
I I I I
I I I I
I I I I
I I I I
I I I I
B S +
|no | no | inmmutable |
I I I I
I I I I
I I I I
. o e e oo oo +
Table 6
el S s el s
Req | Multi | Mutability
b S bl s oo e e
no | no | readWite
I I
I I
I I
I I
I I
I I
I I
_____ B
no | no | readWite
I I
I I
I I
I I
I I
I I
I I
_____ e
Table 7

Expires 8 May 2026

Novenber 2025

URI to the

appr over
resource, if
the approver is
a resource.

Appr over type.
If the approver

is a resource,
type MUST equal
the resource
type nane of

t hat resource.
A human-

r eadabl e nane
for the
approver.

Start of |
validity |
wi ndow |
([ RFC3339] |
format with |
opti onal |
ti mezone |
of fset). |
End of |
validity |
wi ndow |
([ RFC3339] |
format with |
opt i onal |
ti mezone |
of fset). |

[ Page 10]



I nternet-Draft SCI M Rol eAssi gnnent Noverber 2025

4.8. Resource Mutability

Rol eAssi gnnent resources have restricted nutability to maintain audit
integrity:

| MMUTABLE attributes (cannot be changed after creation): - subject,
scope, role: The core binding cannot change - grant.source,
grant . approver: Provenance nust be preserved

MUTABLE attributes (can be updated via PATCH PUT): - priority: Allow
conflict resolution - validity: Allow tine-bound extensions -
grant.reason: Allow justification updates
To change i mmutable attributes, clients MIST del ete the existing
assignnent and create a new one. This ensures each role grant is an
explicit, auditable event.

4.9. status Semantics

The "status" attribute is readOnly and computed by the server.
Clients cannot set this value directly.

Status conputation rules (evaluated in order):

1. If the resource has been soft-deleted (see Section 4.9): status =
"revoked"

2. If the referenced subject.active is false: status = "suspended"”

3. If current tine < validity.validFrom status = "pending"

4. If current tinme > validity.validTo: status = "expired"

5. O herw se: status = "active"

Speci al cases:

* |If validity.validFromis null, the assignment is imrediately
el i gi bl e.
* |f validity.validTo is null, the assignment does not expire.

Requi red status val ues:
* "active": assignnent is currently effective

* "expired": validity wi ndow has ended

Por eddy Expires 8 May 2026 [ Page 11]
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*  "pending": assignment created but not yet effective
* "suspended": subject inactive or assignnent tenporarily disabled

*  "revoked": assignnment was explicitly withdrawn via DELETE
operation

4.10. JSON Schemra representation

"id": "urn:ietf:parans:scimschenmas: core: 2. 0: Rol eAssi gnnent ",
"nanme": "Rol eAssi gnnent"
"description": "SC M Rol eAssi gnment Resource",
"attributes": [
{
"nanme": "subject",
"type": "conplex",
"description": "The subject receiving the role",
"required": true,
"mutability": "imutable",
"returned": "always",
"uni queness": "none",
"subAttributes": [
{
"name": "val ue",
"type": "string",
"description": "ldentifier of the subject. If the subject is a resource, va
ue MUST equal the id attribute of that resource.",
"required": true,
"mutability": "imutable",
"returned": "always",
"caseExact": fal se,
"uni queness”: "none"

"nanme": "$ref",

"type": "reference",

"description": "URl to the subject resource, if the subject is a resource",
"required": false,

"mutability": "imutable",

"returned": "default",

"referenceTypes": ["User", "Goup"],

"uni queness": "none"

"name": "type",

"type": "string",

"description": "Subject type. If the subject is a resource, type MJST equa
the resource type name of that resource.",

"required": false,

Por eddy Expires 8 May 2026 [ Page 12]
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ni zation',

o N——

"mutability": "imutable",
"returned": "default",

"caseExact": fal se,
"canoni cal Val ues": ["User", "Goup"],
"uni queness": "none"

"name": "display",
"type": "string",

"description": "A human-readabl e nane for the subject"”,

"required": false,
"mutability": "imutable",
"returned": "default",
"casekxact": false,

"uni queness”: "none"

"name": "scope",

"type": "conpl ex”

"description": "The scope where the role applies",
"required": true,

" rut
"ret
"uni

ability": "inmutable",
urned": "al ways",
queness": "none",

"sSubAttributes": [

{

a resource,

Por eddy

"name": "type",
"type": "string",

"description": "Scope type. Conmon val ues include ’'project’,

"application’, ’'environnent’",

"required": true,

"mutability": "imutable",
"returned": "al ways",
"caseExact": fal se,

"uni queness": "none"
"name": "val ue",

"type": "string",

"description": "Provider-nmeani ngful identifier of the scope.

val ue MJST equal the id attribute of that resource.",
"required": true,

"mutability": "imutable",
"returned": "always",
"caseExact": fal se,
"uni queness": "none"
Expires 8 May 2026 [ Page 13]
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"nanme": "$ref",
"type": "reference",
"description": "URI to the scope resource, if the scope is a resource",
"required": fal se,
"mutability": "imutable",
"returned": "default",
"referenceTypes": [],
"uni queness”: "none"
b
{
"nanme": "display",
"type": "string",
"description": "A human-readabl e nane for the scope",
"required": false,
"mutability": "imutable",
"returned": "default",
"caseEkxact": fal se,
"uni queness": "none"
}
]
b
{
"name": "role",
"type": "conplex",
"description": "The role granted within the scope",
"required": true,
"mutability": "imutable",
"returned": "al ways",
"uni gueness": "none",
"subAttributes": [
{
"nanme": "val ue",
"type": "string",
"description": "Stable identifier for the role. If the role is a resource,

al ue MUST equal the id attribute of that resource.",

Por eddy

"required": true,

"mutability": "imutable",
"returned": "always",
"caseExact": fal se,
"uni queness": "none"

H

{
"name": "display",
"type": "string",
"description": "Human-readabl e name of the role",
"required": fal se,
"mutability": "imutable",
"returned": "default",

"caseExact": fal se,
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"uni queness": "none"
b
{
"name": "S$ref",
"type": "reference",
"description": "URI to a role catalog entry or role resource, if available",
"required": false,
"mutability": "imutable",
"returned": "default",
"referenceTypes": [],
"uni queness": "none"
b
{
"name": "type",
"type": "string",
"description": "Role type. If the role is a resource, type MJST equal the re

source type nane of that resource.",
"required": false,

"mutability": "imutable",
"returned": "default",
"caseExact": fal se,
"uni queness": "none"
}
]
b
{ .
"name": "priority",
"type": "integer",
"description": "Conflict resolution priority. H gher values take precedence. Def

ault is 0.",
"required": false,
"mutability": "readWite",

"returned": "default",
"uni qgueness": "none"
H
{
"name": "grant",
"type": "conpl ex"
"description": "Assignnent netadata",

"required": fal se,
"mutability": "readWite",

"returned": "default",

"uni queness": "none",

"sSubAttributes": [

{

"name": "source",
"type": "string",
"description": "Originating systemor process"”,
"required": false,
"mutability": "imutable",
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e,

rce

equal
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"returned": "default",
"caseExact": fal se,
"uni queness”: "none"

"name": "reason",

"type": "string",

"description": "Human-readabl e justification for the assignnent”,
"required": false,

"mutability": "readWite",

"returned": "default",
"caseExact": fal se,
"uni queness": "none"
"name": "approver",
"type": "conplex",
"description": "The approver of this assignnent",
"required": false,
"mutability": "imutable",
"returned": "default",
"uni queness": "none",
"subAttributes": [
{
"name": "val ue",
"type": "string",
"description": "ldentifier of the approver. If the approver is a resourc

val ue MJST equal the id attribute of that resource.”,

"required": true,
"mutability": "readWite",
"returned": "default",
"casekxact": false,

"uni queness”: "none"

" narTe" . " $r ef " ,
"type": "reference",
"description": "URI to the approver resource, if the approver is a resou

"required": fal se,
"mutability": "readWite",
"returned": "default",
"referenceTypes": ["User"],
"uni queness”: "none"

"name": "type",
"type": "string",
"description": "Approver type. |If the approver is a resource, type MJST

the resource type name of that resource.",

"required": false,
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"mutability": "readWite",
"returned": "default",
"caseExact": false,
"canoni cal Val ues": ["User"],

"uni queness": "none"
H
{
"name": "display",
"type": "string",
"description": "A human-readabl e nane for the approver”,
"required": fal se,
"mutability": "readWite",
"returned": "default",
"casekExact": false,
"uni queness”: "none"
}
]
}
]
b
{
"nanme": "validity",

"type": "conplex",

"description': "Validity w ndow',
"required": false,

"mutability": "readWite",

"returned”: "default",
"uni queness": "none",
"subAttributes": [
{
"nanme": "validFront,

"type": "dateTime",

"description": "Start of validity w ndow (RFC3339 format with optional tinmez
one offset)",

"required": fal se,

"mutability": "readWite",

"returned": "default",
"uni queness”: "none"

b

{
"name": "validTo",
"type": "dateTinme",
"description": "End of validity wi ndow (RFC3339 format with optional tinezon

e offset)",

"required": false,
"mutability": "readWite",
"returned": "default",
"uni queness": "none"

}
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b
{
"name": "status",
"type": "string",
"description": "Conputed |lifecycle status",
"required": false,
"mutability": "readOnly",
"returned": "default",
"caseExact": true,
"canoni cal Val ues": ["active", "expired", "pending", "suspended", "revoked"],
"uni queness": "none"
}

]
}

4.11. Soft Delete and Audit Trai

Rol eAssi gnnent resources support soft deletion to maintain audit
trails and conpliance records.

VWhen a DELETE operation is performed on a Rol eAssignnment: - The
resource i s NOT physically renoved fromthe system- The status is
set to "revoked" - The neta.lastMdified tinestanp is updated - The
resource renmi ns queryable but is typically excluded from standard
operational queries

Servers SHOULD support filtering to exclude revoked assignments from
normal operations: CET /Rol eAssignnments?filter=status ne "revoked"

Servers MAY inplenent retention policies to permanently delete
revoked assignments after a configurable period (e.g., 90 days, 1
year) for conpliance purposes.

Clients perform ng access control decisions MJIST excl ude assignnents
with status="revoked".

4.12. Conpl ete Exanpl e
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{
"schemas": ["urn:ietf:parans:scimschenmas: core: 2.0: Rol eAssi gnnent "],
"id": "assignment-12345",
"external 1d": "ext-assign-001",
"subject": {
"val ue": "alice@onpany. cont,
"$ref": "https://exanple.conlscinv2/ Users/alice",
"type": "User"
"scope": {
"type": "project"”,
"val ue": "web-app-proj",
"$ref": null
},
"role": {
"display": "Devel oper",
"val ue": "devel oper",
"$ref": null
},
"priority": 100,
"grant”: {
"source": "HR-Systent,
"reason": "New team nenber onboardi ng",
"approver": {
"val ue": "manager @onpany. cont,
"$ref": "https://exanple.conl scimv2/ Users/ manager",
"type": "User",
"di splay": "Alice Manager"
}
},
"validity": {
"val i dFront: "2025-09-01T00: 00: 00Z",
"val i dTo": "2026-09-01T00: 00: 00Z"
1
"status": "active"
}

Not e: When this assignment is deleted via DELETE, the resource wll
remain with status changed to "revoked" and neta.lastMdified
updat ed, rather than being renoved fromthe system

5. Operations

Rol eAssi gnnent resources support standard SCI M operations with the
foll owi ng requirements:
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5.1. Create (POST)

Servers MJST validate that subject, scope, and role reference valid
resources or identifiers. Mssing required attributes cause 400 Bad
Request per RFC 7644.

5.2. Read (GET)

Servers MJST support retrieval of individual RoleAssignment resources
by id.

5.3. Replace (PUT)

Servers MJST support full resource replacenment. Attenpts to nodify

i mutabl e attributes (subject, scope, role, grant.source,

grant. approver) MJST result in 400 Bad Request with appropriate error
detail .

5.4. Patch (PATCH)

If PATCH i s supported (per ServiceProviderConfig), servers MIST: -
Prevent nodification of imutable attributes - Validate that changes
do not create invalid states - Return 400 Bad Request for operations
attenpting to nodify inmutable attributes

5.5. Del ete (DELETE)
Servers MJST inpl enment soft deletion: the DELETE operation sets
status="revoked" and updates neta.lastMdified rather than physically
renovi ng the resource. The resource renmains queryable for audit
purposes. Servers MJST imredi ately revoke the associ ated perm ssions
in the target system

5.6. Filter (GET with filter paraneter)
If filtering is supported (per ServiceProviderConfig), servers MJST

support filters on: - subject.value - scope.value - scope.type -
role.value - status

Exanpl e: CGET / Rol eAssi gnment s?filter=subject.val ue eq
"al i ce@onpany. cont and status ne "revoked"

5.7. Pagination and Sorting

Servers MJST support pagi nation using startlndex and count parameters
per RFC 7644.
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If sorting is supported (per ServiceProviderConfig), servers SHOULD
support sorting by: - neta.created - neta.lastMdified -
validity.validFrom- validity.validTo

5.8. Bulk Operations
Bul k operations MAY be supported per RFC 7644. Support is indicated
in ServiceProviderConfig. dients using bulk operations SHOULD
popul ate externalld to enable idenpotent retry of failed bulk
requests.

5.9. Common Query Patterns

5.9.1. User’s assignments (excluding revoked):

GET / Rol eAssi gnnent s?filter=subject.value eq "alice@onpany.coni and
status ne "revoked"

5.9.2. Al assignnents in a scope:
CGET / Rol eAssi gnnent s?filter=scope.val ue eq "project-x"
5.9.3. Role discovery within a scope type:

GET / Rol eAssi gnnent s?attri but es=rol e, scope&filter=scope.type eq
"project”

5.9.4. Expiring assignnents:

GET / Rol eAssignnents?filter=validity.validTo |le
"2025-12-31T723:59: 597" and status ne "revoked"

5.9.5. Audit trail - recently revoked assi gnments:

CGET / Rol eAssi gnnents?filter=status eq "revoked" and neta.lastMdified
ge "2025-09-01T00: 00: 00Z"

5.9.6. Al active assignnents (operational query):
CGET / Rol eAssi gnnents?filter=status eq "active" # Error Handling
Rol eAssi gnnent operations follow standard SCI M error handling per RFC

7644 Section 3.12. This section describes Rol eAssi gnment -specific
error conditions.
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5.10. Invalid Validity Wndow
Status: 400 Bad Request scinlype: invalidVval ue

Qccurs when: - validity.validFromis after validity.validTo - Date
formats are invalid

Exampl e: json { "schemas":
["urn:ietf:parans:scimapi:nmessages: 2.0: Error"], "status": "400",
"sci nlype": "invalidValue", "detail": "validity.validFromnust be
before validity.validTo" }

5.11. Invalid Resource Reference
Status: 400 Bad Request scinflype: invalidVval ue

Qccurs when: - subject.value references a non-existent or invalid
resource - scope.val ue references a non-existent or invalid scope -
rol e.value references a non-existent or invalid role

Exampl e: json { "schemas":

["urn:ietf:parans: scimapi:nmessages:2.0: Error"], "status": "400",
"sci nfype": "invalidValue", "detail": "subject.val ue

"al i ce@xanpl e. coni does not reference a valid User resource" }

5.12. Duplicate Active Assignnent
Status: 409 Conflict scinflype: uniqueness
Qccurs when attenpting to create an assignnment that would result in
mul tiple active assignments with the sanme subject, scope, and role
combi nation (unless distinguished by priority or validity w ndows).
Exampl e: json { "schenmas":
["urn:ietf:parans: scimapi:nmessages:2.0: Error"], "status": "409",
"sci nifype": "uni queness", "detail": "Active assignnment already exists
for subject 'alice@onpany.comi with role 'Devel oper’ in scope
"project-x"" }

5.13. Immutable Attribute Mdification
Status: 400 Bad Request scinlype: mutability
Qccurs when attenpting to nmodify immuutable attributes (subject,

scope, role, grant.source, grant.approver) via PUT or PATCH
operati ons.
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Exanpl e: json { "schemas":

["urn:ietf:parans:sci mapi:nmessages: 2.0: Error"], "status": "400",
"scinlype": "nutability", "detail": "Attribute 'subject’ is inmutable
and cannot be nodified. Delete and recreate the assignnent to change
the subject.” }

6. Backward Conpatibility

Provi ders MAY continue to expose global roles via User.roles and
coarse-grai ned nmenbership via Goups. Providers SHOULD of fer mapping
gui dance between | egacy nodel s and Rol eAssi gnnents.

During migration, providers are RECOWENDED to: - Miintain both
User.rol es and Rol eAssignments representations (dual-witing) - Use
Rol eAssi gnnents for new scoped role grants - Gadually nmigrate

exi sting Group-based role patterns to Rol eAssi gnnents - Preserve
audit history when converting | egacy rol e assignnents

Clients transitioning to Rol eAssignments SHOULD: - Query both
User.rol es and Rol eAssignments during mgration periods - |nplenent
fall back I ogic for providers not yet supporting Rol eAssi gnnents - Use
externalld to correlate legacy role grants with new Rol eAssi gnnent
resources

7. Security Considerations

* Rol eAssi gnnment creation and nodification are privil eged
operati ons.

* Servers MJUST validate references to prevent privilege escal ation
* Lifecycle events SHOULD be | ogged with actor and justification

* Replay and bul k abuse MJUST be mtigated with rate limting and
i denpot ency.

* Soft deletion preserves audit trails but increases storage
requi renents and query conplexity. Servers MJST ensure that
revoked assignments are excluded from aut hori zati on deci si ons,
even though they remain in the data store. Servers SHOULD
i mpl ement periodic cleanup of old revoked assignments according to
organi zational retention policies. Access to revoked assignments
SHOULD be restricted to auditors and conpliance personnel
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8.

Privacy Considerations

Rol eAssi gnnents may expose organi zational structures and access
patterns. Sensitive nmetadata SHOULD foll ow | east-privil ege
di scl osure.

| ANA Consi der ati ons

Thi s specification requests registration of the foll owi ng SCI M
schenma:

*

URN: urn:ietf:parans:scimschenas: core: 2. 0: Rol eAssi gnnment
Speci fication: this docunent
Contact: |ETF SCI M Working G oup

Change Controller: |ESG

Experi ment al nanespace MAY al so be used:

*

URN:
urn:ietf:parans: sci mschenas: ext ensi on:rol e: 1. 0: Rol eAssi gnnent

URNs are assigned and interpreted in accordance with [ RFC8141].

10.

10. 1.

Conf or mance

Server

A conformant SCI M server inplenmentation

*

MUST i mpl enent Rol eAssi gnnment resource type and advertise it in
/ Resour ceTypes

MUST val i date subject, scope, and role references on all
operations

MJUST enforce authorizati on on Rol eAssi gnment operations
MUST support GET, POST, PUT, DELETE operations

MUST enforce imutability of subject, scope, role, grant.source,
and grant.approver attributes

MUST i npl enent soft del etion: DELETE operations set
status="revoked" rather than renoving resources
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*  MUST exclude status="revoked" assignnents from authorization
deci si ons

* MJST support filtering on subject.value, scope.value, scope.type,
role.value, and status (if filtering is supported per
Ser vi ceProvi der Confi g)

*  SHOULD support PATCH operations per RFC 7644

*  SHOULD support sorting by neta.created, neta.lastModified, and
validity fields (if sorting is supported per
Ser vi ceProvi der Confi g)

*  SHOULD support bul k operations per RFC 7644

* MAY i nplenent retention policies for pernmanent deletion of old
revoked assignnents

10.2. dient
A conformant SCIMclient inplementation

*  MJST construct Rol eAssignnments with all required attributes per
the schenma

* MJST process error responses per RFC 7644 Section 3.12

*  MJST NOT use assignnents with status="revoked" for access contro
deci si ons

*  MUJST NOT attenpt to nodify i mutable attributes (subject, scope,
rol e, grant.source, grant.approver)

*  SHOULD use externalld for idenpotency, especially in bulk
operations

*  SHOULD honor ETag preconditions for conditional updates

* SHOULD filter out revoked assignments in operational queries using
filter=status ne "revoked"

* MAY query revoked assignnents for audit and conpliance purposes

11. Change Log
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11.

11.

12.

13.

13.

1. draft-poreddy-sci mrol e-assignnent-01

Second version. Mjor changes based on working group feedback: -
Added conpl ete JSON Schena definitions with nutability specifications
- Inplemented soft deletion for audit trail preservation - Made

subj ect, scope, and role imutable; priority and validity nmutable -
Restructured grant.approver as conplex attribute with full reference
pattern - Added explicit resource mutability section and design
rationale - Updated all attribute tables to reflect imutability

deci sions - Enhanced error handling with Rol eAssi gnnent-specific
scenarios - Clarified Operations section with ServiceProviderConfig
ref erences - Added conprehensive conformance requirenents for servers
and clients

2. draft-poreddy-sci mrol e-assi gnment - 00

Initial version. Defines RoleAssignnent schema, attributes, and
operations. Adds priority, conplete exanple, error exanples, and
query patterns. Includes error handling, backward conpatibility, and
| ANA registration. Updates BCP14 boil erplate; replaces non-ASCl|;
converts ASCI| tables to RFCXM tabl es; updates Roles/Entitlenents
reference to -02; cites RFC8141.
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