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Abst r act

SCIM 2.0 defines "roles" and "entitlenents" attributes on the User
resource, but it lacks a standardized way to bind roles to specific
scopes such as projects, tenants, or groups. This gap forces
organi zations to rely on group sprawl or non-standard encodi ngs,
preventing true interoperability. This docunent introduces a new
SCl M resource type, _RoleAssignnment , which nodels scoped role

bi ndings as first-class records, enabling portable provisioning,
I'ifecycle governance, and conpliance visibility.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 5 March 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.1. Pr obl em St at enent

The SCI M protocol [RFC7643] [RFC7644] defines the User and G oup
resources and allows global roles to be attached to Users via the
"roles" attribute. However, the specification does not provide a
standardi zed way to associate roles with specific scopes such as
projects, tenants, or device groups.

This limtation prevents SCIM from nodeling the nost comon real -
worl d requirenent: assigning different roles to the sane identity in
different contexts.

For exanple, consider a user naned Alice:

User: Alice
+-- d obal Role: Power User
+-- Project A: Mintainer
+-- Project B: Devel oper
+-- Project C. ReadOnly

Today, there is no interoperable SCIM nethod to represent Alice’s
per-project role bindings. Current workarounds include creating
Groups for every {scope x role} conbination, which |eads to group
sprawl and poor interoperability, or enbeddi ng scope nanes into free-
formrole strings, which are not nachine-readabl e or portable.

These limtations are visible in real-wrld SCI Minplenentations:
GtLab [GTLAB-SCIM , Tanium [ TANI UM RBAC] , and scenarios in
M crosoft Entra ID [ AZURE-SCIM

1.2. Proposed Sol ution
Thi s docunent introduces a new SCIM 2.0 resource, _Rol eAssignnent _,
whi ch nakes scoped role bindings a first-class concept. Each
Rol eAssi gnnent explicitly links a subject (for exanmple, User), a
scope (for exanple, Project), and a role (for exanple, Devel oper).
Optional netadata such as validity periods, source system and
approver information enable |ifecycle management and gover nance.
By standardi zi ng Rol eAssi gnnents:
* |dentity Providers can provision scoped roles in a portable way.

* Service Providers can expose and consune these assignments
consi stently.

* Auditors and governance systens can query "who has what role in
whi ch scope. "

Por eddy Expires 6 March 2026 [ Page 3]



I nternet-Draft SCI M Rol eAssi gnnent Sept enber 2025

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Overview
The Rol eAssi gnnent resource conpl enments exi sting SCl M resources.
Whereas the User.roles attribute provides only coarse global roles,
Rol eAssi gnnent expresses who (subject) has what role in which scope.
This all ows interoperabl e provisioning of scoped rol e bindings.

4. Schemm

4.1. Resource Type

{
"nanme": "Rol eAssi gnnent”,
"endpoint": "/Rol eAssi gnnents",
"schema": "urn:ietf:parans: scimschenas: core: 2. 0: Rol eAssi gnnent ",
"schemaExt ensi ons": []
}

4.2. Attributes (Top-Level)

The Rol eAssi gnnent resource defines the followi ng top-1evel
attributes.
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===
| Attribute |
[ by o}
| id I
I I
S Iy +
| externalld |
I I
R +
| subject |
I I
I I
T +
| scope |
I I
R +
| role |
I I
T +
| priority |
I I
I I
S +
| grant |
I I
I I
R +
| validity |
I I
S Iy +
| status |
I I
R +

_Priority usage guidance: _ Wen nmultiple active
the sane subject and scope,

t akes preceden
resol ution rul
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ool S sy oo oo e s
| Regl MUl ti| Mutability | Description |
bt Sl b puy s pofoms oo oo pumjg = s pl
| yes| no | readOnly | Provider-assigned |
| | | unique identifier. |
O S oo +
| no | no | readWite | dient-supplied |
| | | correlation id. |

S R R o e e e e e oo - +
| yes| no | readWite | The subject |
| | | receiving the |

| | | role. |
N S oo +
| yes| no | readWite | The scope where |
| | | the role applies. |

S R R o e e e e m oo oo +
| yes| no | readWite | The role granted |
| | | within the scope. |
N S oo +
| no | no | readWite | Conflict |
| | | resolution (higher |

| | | wins). Default 0. |
- S oo +
| no | no | readWite | Assignment |
| | | netadata (source, |

| | | reason, approver). |

S R R o e e e e e oo - +
| no | no | readWite | Validity windowin |
I I | urC I
O S oo +
| no | no | readOnly | Computed lifecycle |
| | | status. |

S R R o e e e e e oo - +

Table 1

ce.
es apply.
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the assignment with the highest priority
If priorities are equal,
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b bl - o pus e pu gy e pel S pojesfspol e foms oo o fums s ooy e e e
| Attribute | Type | Reql Mul ti| Mutability | Description |
R ety Sl p—p—j—" b Cp—j—_—j—" g p—p——_———(———r— ety o
| val ue | string | yes| no | readWite | Identifier of |
| | | | | | the subject. |
N N B R - Fomm e oo - Fom e e e oo +
| $ref | reference |no |no | readWite | UR to the |
I I [ I | subject I
| | | | | | resource, when |
| | | | | | avail abl e. |
S S N S oo +
| type | string | no | no | readWite | Subject type. |
| | | | | | Standard: |
I I [ I | "User", "Goup”. |
| | | | | | "ServiceAccount"
| | | | | | MAY be used. |
| | | | | | Vendor-specific |
| | | | | | types SHOULD use |
| | | | | | prefixes. |
S S S R R o e e e e oo oo +
Table 2
4.4 scope Sub-Attributes
L gty o fu s pu s p g upety Jjepejety b pojgy oo fpo oo gy oo o pu g puj e po o pja—p—j——r o
| Attribute| Type | ReglMulti| Mutability | Description |
E e oo oot oo oo e e e s 3
| type | string | yes| no | readWite | Scope type. |
| | | | | | Common: "project”, |
I I [ I | "tenant”, I
| | | | | | "organization", |
I I | I | "application”, I
| | | | | | "environment". |
S S N S Fom e +
| val ue | string | yes| no | readWite | Provider-neani ngful
| | | | | | identifier of the |
I I (. I | scope. I
O U - S oo +
| $ref | reference |no |no | readWite | URI to the scope |
| | | | | | resource, if |
| | | | | | avail abl e. |
| | | | | | Optional when scope
I I (. I | is opaque. I
O U - S Fom e +
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Table 3

4.5. role Sub-Attributes

R el Sl —p——
| Attribute | Type

| Display name |
| of the role. |

| val ue | string | no | no | readWite | Stable |
| | | | | | identifier |
| | | | | | for the role. |

readWite | URl to arole |
| catal og |
| entry, if |
| avail abl e. |
| Providers |
| with catal ogs |
| SHOULD |
| include $ref |
| for |
| discovery. |

Table 4
_Rol e Discovery Guidance: _ Since role.$ref is optional, servers
SHOULD support filtering on role and scope to enabl e discovery, for
exanpl e:

CGET / Rol eAssi gnnent s?attri but es=rol e, scope&filter=scope.type eq "project”

Provi ders that expose a role catal og MAY align discovery with the
SCI M Rol es and Entitlements approach [ SClI M ROLES- ENTI TLEMENTS]

4.6. grant Sub-Attributes

[ b pe b b b pet; =g o bl = o pee ey = eespespepespeseespespepuspep
| Attribute | Type | Req | Multi | Mutability | Description |
f oo el e el ool oo oo oo ey s =}
| source | string | no | no | readWite | Originating |
| | | | | | system or

| | | | | | process. |
S S SRR +----- AR, R S +
| reason | string | no | no | readWite | Human-readable |

| | | | | | justification. |
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S Fommmaa - Hoomm- Fommma - S . +

| approver | string | no | no | readWite | Approver |

| | | | | | identifier or |

| | | | | | reference. |

S S I e S D S TR . +
Table 5

S ety Sty Pl el ey el
| Attribute | Type | Req | Multi | Mutability | Description |
B ety ey iy gty sl ————— ey
| validFrom| dateTine | no | no | readWite | Start of |
I I I I I | validity I
I I I I I | window (UTQ). |
I I +----- +------- I I i +
| validTo | dateTime | no | no | readWite | End of |
I I I I I | validity I
I I I I I | window (UTQ). |
F--- - - - F--- - - +----- +------- R I S I +
Table 6

4.8. status Semantics

The "status" attribute is readOnly and computed using the foll ow ng

rul es:

1. If the referenced subject is inactive: status = "suspended"
2. If current tine < validity.validFrom status = "pending".
3. If current tine > validity.validTo: status = "expired"

4. O herwi se: status = "active".

Speci al cases:

* |f validity.validFromis null, assignnent is inmrediately eligible
* |f validity.validTo is null, assignnent does not expire.

* |If explicitly revoked via DELETE or PATCH status = "revoked"
Required status val ues:

* "active": assignment is currently effective
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* "expired": validity wi ndow has ended.

*  "pending": assignment created but not yet effective.

* "suspended": subject inactive or assignnment tenporarily disabl ed.
*  "revoked": assignment was explicitly wthdrawn.

4.9. Conplete Exanple

{
"schenmas": ["urn:ietf:parans:sci mschenas: core: 2.0: Rol eAssi gnnent "],
"id": "assignment-12345",
"external 1d": "ext-assign-001",
"subject": {
"val ue": "alice@onpany. cont,
"$ref": "https://exanple.conm scinv2/ Users/alice",
"type": "User"
"scope": {
"type": "project”,
"val ue": "web-app-proj",
"$ref": null
},
"role": {
"name": "Devel oper",
"val ue": "devel oper”,
"$ref": null
},
"priority": 100,
"grant": {
"source": "HR-Systent,
"reason": "New team nmenber onboardi ng",
"approver": "manager @onpany. cont
"validity":
"val i dFronf': "2025-09-01T00: 00: 00Z",
"val i dTo": "2026-09-01T00: 00: 00Z"
}
"status": "active"
}

5. Operations
* Create (POST):_ Servers MJST validate subject, scope, and role.

* Replace (PUT): Mssing required attributes cause 400 Bad
Request .
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*

5. 1.

_Patch (PATCH): _ MJST be supported; invalid states SHOULD be
rej ect ed.

_Del ete (DELETE): _Renobves assignment and SHOULD revoke
per m ssi ons.

_Filter (GET):_ MJST support filters on subject, scope, role.

_Pagi nation/ Sorting: _ MJST support startlndex and count; SHOULD
support sorting.

_Bul k: _ MAY be supported. dients SHOULD use externalld for
i denpot ency.

Common Query Patterns

- User’s assignnents:
CGET / Rol eAssi gnnent s?filter=subject.value eq "alice@onpany. con{

- Scope perm ssions:
CGET / Rol eAssi gnnent s?filter=scope.val ue eq "project-x"

- Role discovery within a scope type:
CGET / Rol eAssi gnnent s?attri butes=rol e&filter=scope.type eq "project"

- Expiring access before a date/time:
CGET / Rol eAssi gnnents?filter=validity.validTo |l e "2025-12-31T23:59: 597"

Error Handl i ng

400 Invalid Value for nal formed attributes or invalid validity
W ndows.

404 Not Found for unknown subject, scope, or role references.
409 Conflict for duplicate active assignments.

412 Precondition Failed for ETag ni smatches on conditiona
updat es.

Error responses SHOULD include "detail" and "scinfype" per [RFC7644]

6. 1.

Error Exanple: Invalid Validity W ndow

Por eddy Expires 6 March 2026 [ Page 10]



I nternet-Draft SCI M Rol eAssi gnnent Sept enber 2025

{
"schemas": ["urn:ietf:parans:scimapi:nessages:2.0:Error"],
"status": "400",
"sci nfype": "invalidVal ue",
"detail": "validity.validFromnust be before validity.validTo"
}
6.2. FError Exanple: Conflicting Assignnent
{
"schemas": ["urn:ietf:parans:scimapi:nessages:2.0:Error"],
"status": "409",
"sci nilfype": "uni queness",
"detail": "Active assignnent exists for subject 'alice@onpany.com wth role "admn’ i
n scope ’'project-x""
}

7. Backward Conpatibility
Provi ders MAY continue to expose global roles via User.roles and
coarse-grai ned menbership via Goups. Providers SHOULD of fer mapping
gui dance between | egacy nodel s and Rol eAssignnents. Dual-witing
(mai ntai ning both representations) is RECOWENDED during mgration

8. Security Considerations

* Rol eAssi gnnent creation and nodification are privil eged
operati ons.

* Servers MJUST validate references to prevent privilege escal ation
* Lifecycle events SHOULD be | ogged with actor and justification.

* Replay and bul k abuse MJUST be mtigated with rate limting and
i denpot ency.

9. Privacy Considerations
Rol eAssi gnnents may expose organi zational structures and access
patterns. Sensitive nmetadata SHOULD foll ow | east-privil ege
di scl osure.

10. | ANA Consi der ati ons

Thi s specification requests registration of the foll owi ng SCI M
schema:
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11.

11.

11.

12.

12.

URN: urn:ietf:parans:sci mschenmas: core: 2. 0: Rol eAssi gnnment
Speci fication: this docunent

Contact: |ETF SCI M Wrking Goup

Change Controller: |ESG

Experi mental nanespace MAY al so be used:
URN: urn:ietf:parans:sci mschenas: extension:rol e: 1. 0: Rol eAssi gnnent

URNs are assigned and interpreted in accordance with [ RFC8141]
Conf or mance

1. Server

* MJST inpl ement Rol eAssi gnment and advertise it in /ResourceTypes.

* MJST validate subject, scope, and role.

* MJST enforce authorization on Rol eAssi gnment operati ons.

* MJST support CGET, POST, PUT, PATCH, DELETE, filtering.

*  SHOULD support sorting and bul k operati ons.

2. dient

* MJST construct Rol eAssignments per schena.

* MJST process error responses per [RFC7644]

*  SHOULD use external Id for idenpotency.

*  SHOULD honor ETag preconditions.
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