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Abst r act

In confidential conputing, device assignnment (DA) is the nethod by
which a device (e.g., network adapter, GPU), whether on-chip or
behind a PCle Root Port, is assigned to a Trusted Virtual Machine
(TVW. For the TVMto trust an assigned device, the device nust
provide the TVMwi th attestati on Evidence confirming its identity and
the state of its firmvare and configurati on.

Si nce Evidence clains can be processed by 3rd party entities (e.g.,
Verifiers, Relying Parties) external to the TVM there is a need to
standardi ze the representation of DA-related information in Evidence
to ensure interoperability. This docunent defines an attestation
Evi dence format for DA as an EAT (Entity Attestation Token) profile.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The | atest revision of this draft can be found at https://rats-
device-attestation.github.io/draft-poirier-rats-eat-da/draft-poirier-
rats-eat-da. htm. Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-poirier-rats-eat-da/.
Di scussion of this docunent takes place on the Renpte ATtestation
ProcedureS Wrking Goup mailing list (mailto:rats@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/rats/.
Subscribe at https://ww.ietf.org/milmn/listinfo/rats/.

Source for this draft and an issue tracker can be found at
https://github. com rats-device-attestation/draft-poirier-rats-eat-da.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering

Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It

mat eri al

is inappropriate to use Internet-Drafts as reference
or to cite themother than as "work in progress.”

This Internet-Draft will expire on 5 Novenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/

| i cense-i nfo)
Pl ease revi ew these documents carefully,

and restrictions with respect to this docunent.
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1. Introduction

In confidential conputing, device assignnment (DA) is the nethod by
which a device (e.g., network adapter, GPU), whether on-chip or
behind a PCle Root Port, is assigned to a Trusted Virtual Machine
(TV™W. Most confidential conputing platforns (e.g., Arm CCA, AMD
SEV-SNP, Intel TDX) provide DA capabilities. Such capabilities
prevent execution environnents or software conponents that are
untrusted by the TVM (including other TVWs and the host hypervisor)
fromaccessing or controlling a device that has been assigned to the
TVM This includes, for example, protection of device MM O
interfaces and device caches. Froma trust perspective, DA allows a
device to be included in the TVWM s Trusted Conputing Base (TCB). For
the TVMto trust the device, the device nust provide the TVMwi th
attestation Evidence confirmng its identity and the state of its
firmvare and confi guration.

Thi s docunent defines an attestation Evidence format for DA as an EAT
[ RFC9711] profile. The format is designed to be generic, extensible
and architecture-agnostic. Ongoing work on DA concentrates on PCle
devi ces that support the SPDM protocol [SPDM, but other bus
architectures and protocols are expected to be supported as the
technol ogy gains w der adoption. As such, this docurment focuses on
the formalization of an Evidence format for SPDM conpliant devices
while | eaving roomfor the definition of other Evidence formats such
as Conpute Express Link (CXL) and the Coherent Hub Interface (CHI).
This list is by no neans exhaustive and is expected to expand.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
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3.

3.

Devi ce Assi gnnent Token (DAT) d ains

The Devi ce Assignnent Token (DAT) is the enconpassi ng envel ope for
the individual device clains to be presented. A DAT can be used as a
st andal one entity but can al so be enbedded in a |arger, platform
specific attestation token. A DAT consists of an EAT profile
identifier, a nonce and an EAT subnodul e (Section 4.2.18 of

[ RFC9711]) that contains any nunber of individual device clains.

Each individual device claimis the conbination of a device nane and
a standard clains format based on the bus or protocol the device
supports. The syntax of the device nanme depends on the type of bus
or protocol used. Each nane consists of two parts joined by a

sem col on: a namespace and a bus-specific name. See Section 3.1.6
for SPDM devi ces, and Section 3.2.1 for legacy PCle devices. As
previously nmentioned, this draft currently defines the clains set for
SPDM conpl i ant devi ces and PCle | egacy devices that do not support
the SPDM protocol. Careful condideration was al so given to the
overall design in order to | eave roomfor future expansion

dat = {
&(eat _profile: 265) => "tag:linaro.org, 2025: devi ce#1. 0. 0"
& eat _nonce: 10) => bytes .size 64 ; sanme as real mnonce
& eat subnods: 266) => {
+ devi ce-nane => $devi ce-cl ai ms-set
}
}

devi ce-nane = text .regexp "(legacy-pcie|spdm:.+"

$devi ce-cl ai ns- set
$devi ce-cl ai ns- set
$devi ce-cl ai nms- set
$devi ce-cl ai nms- set

spdm cl ai ns
cxl -cl ai s
chi -cl ai s
pci e-1 egacy-cl ai s

~ O~~~

1. SPDM C ai ns

A SPDM cl ai minstance is expected to be present for each SPDM
compati ble device to be attested. Each instance consists of a
measurenents section, a certificates section, or both. These can be
suppl enented with two additional sections: (1) a challenge for
Conponent Mesaurenent and Aut hentication (CMA) scenarios and (2) a
device interface report that contains information fromthe TEE Device
Information Security Protocol (TDISP) Device Interface Report. A
chal  enge needs certificate information fromthe certificate section
and as such, can only be present if certificates are included in the
SPDM artifacts. TDI SP nessages are enbedded in the
VENDOR _DEFI NED REQUEST and VENDOR DEFI NED RESPONSE nessages of the
SPDM protocol. Optionally, the Negotiated State preanble (version,
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capabilities and al gorithns) bytes can be included to present the
full negotiated state between the SPDM requester and responder.

spdmclains = {
& eat profile: 265) => "tag:linaro.org, 2025: devi ce- spdn#1. 0. 0"
spdm artefacts
? &(vca: 3804) => bytes

}

spdmartefacts //= (
& measur enents: 3802) => spdm neasurenents
& certificates: 3803) => spdmcertificates
? &(chall enge: 3807) => spdmsignature
? &(device-interface-report: 3808) => tdisp-device-interface-report

)

spdmartefacts //= (
& measur enents: 3802) => spdm neasurenents
? &(device-interface-report: 3808) => tdisp-device-interface-report

)

spdmartefacts //= (
& certificates: 3803) => spdmcertificates
? &(chall enge: 3807) => spdm signature
? &(device-interface-report: 3808) => tdisp-device-interface-report

)

3.1.1. Measurenents C aim

There can be up to 239 neasurenents per device with the entire
measurenent | og optionally signed by the certificate populated in one
of the 8 certificate slots. It should be noted that measurenents
formalized herein follow the DMIF neasurenment specification.

spdm neasurenents = {
+ bl ock-id => spdm neasur enent
? "signature" => spdmsignature

}
bl ock-id = 1..239

3.1.1.1. Measurenent
SPDM neasurenents start with a conponent type that reflects one of
the 10 categories defined by the SPDM specification. Following is
the neasurenent itself represented by either a raw bitstreamor a

digest. The size of the digest value is derived fromthe neasurenent
hash al gorithm conveyed by the SPDM ALGORI THVMS nessage response.
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spdm nmeasur enent = {
&(conponent -type: 1) => conponent-type
measur enent

}

measurenent //= ( &(di gest-nmeasurenent: 2) => di gest-nmeasurenent )
measurenent //= ( & raw nmeasurenent: 3) => raw nmeasurenent )

conponent -t ype
conponent -t ype
conponent -t ype
conponent -t ype
conponent -t ype
conmponent -t ype
conponent -t ype
conponent -t ype
conponent -t ype
conponent -t ype
conponent -t ype

&(i mut abl e-rom 0)

& mut abl e-firmvare: 1)

& har dwar e-config: 2)
&(firmnare-config: 3)

&(freef orm neasurenent - mani fest: 4)
&(devi ce- node: 5)

&(mut abl e-firmvare-version: 6)

& mut abl e-firmaare-svn: 7)

&( hash- ext end- neasurenent: 8)
&(informational: 9)
&(structured-nmeasurenent - mani fest: 10)

~ YN Ye Y Y Y Y Y~

raw neasurenment = bytes
di gest - measur enent = di gest

digest = |
alg: uint / text
val : bytes

]
3.1.2. SPDM Challenge daim

SPDM conpl i ant devi ces can optionally support the capability to

aut henti cate responders through the chal |l enge-response protocol and
sign nmeasurenents. Included in the signature are all the el enents
needed by a third party entity to reconstruct the original transcript
or neasurenent | og signed by the device. Those el enents include M
for challenge signatures or L1 for measurenent signatures (see CDDL
bel ow), the conbi ned SPDM prefix, the hash algorithmused to generate
a digest of the measurement | og and nonces provided by the requester
and responder. The slot nunber of the leaf certificate used to sign
the neasurenent log is also provided.

=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

; What follows is based on SPDM v1. 3.2 (DSP0274_1. 3. 2. pdf)
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; Algorithns currently supported by SPDM
; See "Measurenent HashAl go", table 21, page 79.

hash-al gorithmtype
hash-al gorithmtype
hash-al gorithmtype
hash-al gorithmtype
hash-al gorithmtype
hash-al gorithmtype
hash-al gorithmtype

&tpm al g_sha 256: 0)
&tpm al g_sha 384: 2)
&(tpm al g_sha_512: 4)
&(tpm al g_sha3_256: 8)
&(tpm al g_sha3_384: 16)
&(tpm al g_sha3_512: 32)
&tpm al g_snB_256: 64)

e e e e N
W nn

See signature generation and verification algorithnms for
CHALLENGE_AUTH nmessage on page 108.

ML is _one_ of the foll ow ng:

EERE B B B B

N~ Y
(I I T

/= GET_VERSION , GET_CAPABILITIES , NEGOTI ATE_ALGORI THMS , \
GET_DI GESTS , GET_CERTI FI CATE , CHALLENGE (Al, B1, Cl)
/= GET_VERSION , GET_CAPABILITIES , NEGOTI ATE_ALGOR THMS , \
GET_DI GESTS , CHALLENGE (Al, B3, Cl)
/= GET_VERSION , GET_CAPABILITIES , NEGOTI ATE_ALGORI THMB , \
GET_CERTI FI CATE , CHALLENGE (Al, B4, Cl)
/= GET_VERSION , GET_CAPABILITIES , NEGOTI ATE_ALGOR THMS , \
CHALLENGE (Al, B2, Cl)
GET_DI GESTS , GET_CERTI FI CATE , CHALLENGE (A2, B1, Cl)
GET_DI GESTS , CHALLENGE (A2, B3, Cl)
GET_CERTI FI CATE , CHALLENGE (A2, B4, Cl)
CHALLENGE (A2, B2, Cl)

See signhature generation and verification algorithnms for
MEASUREMENTS nessages on page 126.

L1 = Concat enat e( VCA, GET_MEASUREMENTS REQUESTL,
MEASUREMENTS_RESPONSEL, ...,
GET_MEASUREMENTS_REQUESTN- 1,
MEASUREMENTS_RESPONSEN- 1,
GET_MEASUREMENTS_REQUESTn, MEASUREMENTS_RESPONSEN)

’
3
3
’
’
’
’
3
3
’
’
’
’
3

spdm si gnature = {

& slot: 1) =>0..7, ; Slot of the certificate chain used to
; authenticate the neasurenment. Default
shoul d be 0.

&(requester-nonce: 2) => bytes .size 32,
&(responder-nonce: 3) => bytes .size 32,

&( conbi ned- spdm prefix: 4) => bytes .size 100,

& 1L1: 5) => bytes, ; ML or L1 (see conment above)
&(base-hash-al go: 6) => hash-algorithmtype,
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3.

3.

1.

1.

&(signature: 7) => bytes

3. Certificate dains

According to the specification, SPDM conpliant devices should support
at nost 8 slots, with slot 0 popul ated by default. Slot 0 SHALL
contain a certificate chain that follows the Device certificate node
or the Alias certificate nodel. Regardless of the certificate node
used, a certificate chain conprises one or nore DER-encoded X 509 v3
certificates [RFC5280]. The certificates MJST be concatenated with
no intermnedi ate paddi ng.

spdmcertificates = {
default-cert-slot => cert-cha
? aux-cert-slot-1 => cert-cha
aux-cert-slot-2 => cert-cha
aux-cert-slot-3 => cert-cha
aux-cert-slot-4 => cert-cha
aux-cert-slot-5 => cert-cha
aux-cert-slot-6 => cert-cha
aux-cert-slot-7 => cert-cha

5 53353355 35355

N ) N N ) )

; ASN. 1 DER-encoded certificates concatenated with no internedi ate
; paddi ng.
cert-chain = bytes

1
o

defaul t-cert-sl ot

aux-cert-slot-1
aux-cert-slot-2
aux-cert-slot-3
aux-cert-slot-4
aux-cert-slot-5
aux-cert-slot-6
aux-cert-slot-7

[ A | A A A |
NO U WN P

4. TDI SP Device Interface Report

A TDI SP Device Interface Report begins with various bitfields
indicating the state and characteristics of the PCle device
interface. Next are 3 register fields pertaining to Msl-X (Message
Signalled Interrupts), LNR (Lightweight Notification Requester) and
TPH (TLP Processing Hints) capabilities. MM O ranges are assigned
fromPCle BAR(s) and provide information about the nmenory areas a
device is working with. Mre information on the MM O range bitfields
and the ones defined as part of the device interface field (above)
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can be found in the TDI SP section of the PCl Express specification
The last field is device-specific and optionally included to convey
addi tional configuration information about the device.

tdi sp-device-interface-report = {

? &interface-info: 1) => interface-info-bits
&( i - Xx- message-control: 2) => bytes .size 2
&I nr-control: 2) => bytes .size 2
&(tph-control: 3) => bytes .size 4
& nmm o-ranges: 4) => mmi o-ranges
&(devi ce-specific-info: 5) => bytes

N ) ) ) )

}

interface-info-bits = bytes .bits interface-info-flags
interface-info-flags = & bitO:
bit1:
bi t 2:
bit3:
bit4:
bi t5:
)

3

3

’

’

GO WNEFLO

3

mm o-ranges = {
+ &(mm o-range: 1) => mmi o-range

}

mm o-range = {
& first-4k-page: 1) => bytes .size 8
& nunber - of - 4k- pages: 2) => bytes .size 4
& attributes: 3) => range-attributes

}

range-attributes = {
& range-attribute-bits: 1) => range-attribute-bits
& range-attribute-range-id: 2) => bytes .size 2

}

range-attribute-bits = bytes .bits range-attributes-flags

range-attributes-fl ags &bit0: O,
bitl: 1,
bit2: 2,
bit3: 3,
)

Poirier & Fossati Expi res 5 Novenber 2026 [ Page 9]



I nternet-Draft EAT DA May 2026

3.

3.

3.

1.

1.

2

5. Negotiated State Preanble (Version, Capabilities and Al gorithns)

The Negotiated State Preanble (i.e., vca) claimcontains the
concat enati on of nessages CGET_VERSI ON, VERSI ON, GET_CAPABI LI TI ES,
CAPABI LI TI ES, NEGOTI ATE_ALGORI THMS, and ALGORI THVS | ast exchanged
bet ween the SPDM Requester and Responder

6. Subnopdul e Nam ng
The nanespace used for SPDM subnodul es is "spdni.

The nane associated with an SPDM subnodul e is extracted fromthe | eaf
certificate of the rel evant devi ce.

* |f the leaf certificate contains a Subject Alternative Name of
type DMIFQ her Nane, the subnobdul e nanme is the value contained in
ub- DMTF-devi ce-i nfo. For exanple: "spdm ACVE: W DGET: 0123456789"

*  Otherw se, the subnod nanme is the string representation of the
certificate Subject, as described in [ RFC4514]. For exanpl e:
"spdm C=CA, O=ACME, OU=W dget , CN=0123456789"

PCl e Legacy Device Cains

The definition of a device clains set for PCle | egacy devices that do
not inplenment the extensions needed to attest for their provenance
and configuration is provided, making it is possible to keep using
current assets as secures ones are being provisioned. This |egacy
device clains set sinmply mrrors the type 0/1 conmon registers of the
PCl e configuration space, nandating only that the vendor and device
identification code be provided. Oher fields of the configuration
space header may optionally be included should they add value. A
binary format of the PCle configuration space is nade avail able for
processing by existing PCle configuration space tools. |Inplenenters
may optionally choose to include both text and binary versions should
there be a use case to support this representation
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

pci e-1 egacy-clainms = {
& eat profile: 265) => "tag:linaro.org, 2025: devi ce-pci e-| egacy#1. O\
.o"
pci e-l egacy-artefacts
? $%pci e-1 egacy-cl ai m ext ensi on

}

pci e-l egacy-artefacts //= (
& artefacts-text: 3805) => pcie-type-0-1-config-space-text
&(artefacts-bytes: 3806) => pcie-type-0-1-config-space-bytes
)

pci e-l egacy-artefacts //= (
& artefacts-text: 3805) => pcie-type-0-1-config-space-text
)

pci e-l egacy-artefacts //= (
&(artefacts-bytes: 3806) => pcie-type-0-1-config-space-bytes
)

pci e-type-0- 1-confi g- space-bytes = bytes .size 256

pci e-type-0- 1-confi g-space-text = {

& vendorI D: 1) => bytes .size 2

& devicelD: 2) => bytes .size 2

? & comuand: 3) => bytes .size 2
&(status: 4) => bytes .size 2
& revisionlD: 5) => bytes .size 1
&(cl assCode: 6) => bytes .size 3
&(cacheli neSi ze: 7) => bytes .size 1
&l atencyTiner: 8) => bytes .size 1
& header Type: 9) => bytes .size 1
& BITS: 10) => bytes .size 1

ESIES IS IS IS IS I

}

3.2.1. Subnodul e Nam ng
The nanespace used for | egacy PCle subnodules is "l egacy-pcie".
The nane is any arbitrary string chosen by the inplenmentation. For
exanpl e, "l egacy-pcie: 0000: 01: 02. 0" where "0000" is the domain, "O01"

the PCl bus id, "02" the device on the bus and "0" the device
functi on.
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4. Coll ated CDDL
=============== NOTE: '\’ |ine Wrapp| ng per RFC 8792 ================

dat = {
& eat profile: 265) => "tag:|linaro.org, 2025: devi ce#l1. 0. 0",
&(eat _nonce: 10) => bytes .size 64,
&(eat _subnods: 266) => {+ devi ce-nane => $devi ce-cl ai ms-set},
}
devi ce-nane = text .regexp "(legacy-pcie|spdm:.+"
$devi ce-clainms-set /= spdmclainms / cxl-clains / chi-clains / pcie-\
| egacy-cl ai s
spdmclains = {
&(eat _profile: 265) => "tag:linaro.org, 2025: devi ce- spdm#1. 0. 0",
spdm artefacts,
? &(vca: 3804) => hytes,
}
spdmartefacts //= ((
& measur enents: 3802) => spdm neasurenents,
& certificates: 3803) => spdmcertificates,
? &(chal l enge: 3807) => spdmsignature,
? &(device-interface-report: 3808) => tdisp-device-interface\

-report,
) 11

& measur enents: 3802) => spdm neasurenents,
? &(device-interface-report: 3808) => tdisp-device-interface\

-report,
) 11 (

& certificates: 3803) => spdmcertificates,
? &(chal |l enge: 3807) => spdm signature,
? &(device-interface-report: 3808) => tdisp-device-interface\
-report,
))
spdm neasur enent = {
& conponent -type: 1) => conponent-type,
neasur enent,
}
measurenent //= (&(di gest-neasurenent: 2) => digest-neasurenent // &
(raw measurenent: 3) => raw neasurenent)
conponent-type /= & imutable-rom 0) / & nmutable-firmvare: 1) / &(\
hardware-config: 2) / & firmvare-config: 3) / &(freeform neasurenent\
-manifest: 4) / &(device-node: 5) / & nutable-firmware-version: 6) \
[/ & mutabl e-firmwvare-svn: 7) / &(hash-extend-neasurenment: 8) / &(\
informational: 9) / &(structured-neasurenent-manifest: 10)
raw neasurement = bytes
di gest - measur enent = di gest
digest = |
alg: uint / text,
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val : bytes,
]
spdmcertificates = {

defaul t-cert-slot => cert-cha

? aux-cert-slot-1 => cert-cha
aux-cert-slot-2 => cert-cha
aux-cert-slot-3 => cert-cha
aux-cert-slot-4 => cert-cha
aux-cert-slot-5 => cert-cha
aux-cert-slot-6 => cert-cha
aux-cert-slot-7 => cert-cha

N N N ) ) )
5 533353 35335

cert-chain = bytes
defaul t-cert-sl ot
aux-cert-slot-1
aux-cert-slot-2
aux-cert-slot-3
aux-cert-slot-4
aux-cert-slot-5
aux-cert-slot-6
aux-cert-slot-7
spdm neasur enent s
+ bl ock-id => spdm neasur enent,
? "signature" => spdmsignature,

o

1 O A |
I ~NoOO O, WNEF Il
-~

}
block-id =1 .. 239
hash-al gorithmtype /= & tpm.al g sha 256: 0) / &(tpm.alg sha_384: 2\
) | &tpmalg sha 512: 4) / &(tpmalg sha3 256: 8) / &(\
tpmal g sha3 384: 16) / &(tpmalg sha3 512: 32) / &(tpm.alg snB8 256\
: 64)

spdm si gnature = {

&slot: 1) == 0 .. 7,

&(requester-nonce: 2) => bytes .size 32,

&(responder-nonce: 3) => bytes .size 32,

& conbi ned- spdm prefix: 4) => bytes .size 100,

&(1'L1: 5) => bytes,

&(base-hash-al go: 6) => hash-algorithmtype,

&(signature: 7) => bytes,

cxl -clainms {&(eat profile: 265) => "tag:!|inaro.org, 2025: devi ce-cxl \
#1.0.0"}
{&(eat profile: 265) => "tag:!linaro.org, 2025: devi ce-chi \

#1.0.0"}

chi-cl ai ns

pci e-1 egacy-clainms = {
&(eat _profile: 265) => "tag:linaro.org, 2025: devi ce-pci e-| egacy#1. O\
. 0",
pci e-l egacy-artefacts,
? $$pci e- 1 egacy-cl ai m ext ensi on,
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}

pci e-1 egacy-artefacts //= ((

May 2026

&(artefacts-text: 3805) => pcie-type-0-1-config-space-text,
&(artefacts-bytes: 3806) => pcie-type-0-1-config-space-hytes,
) /] & artefacts-text: 3805) => pcie-type-0-1-config-space-\
text // & artefacts-bytes: 3806) => pcie-type-0-1-config-space-bytes)

pci e-type-0-1-confi g-space-bytes = bytes .size 256
pci e-type-0- 1- confi g-space-text = {

& vendorI D: 1) => bytes .size 2,

& devicel D: 2) => hytes .size 2,

? & command: 3) => bytes .size 2,
&(status: 4) => bytes .size 2,
& revisionlD: 5) => bytes .size 1
&(cl assCode: 6) => bytes .size 3,
&(cacheli neSi ze: 7) => bytes .size 1,
&l atencyTiner: 8) => bytes .size 1,
& header Type: 9) => bytes .size 1,
& BITS: 10) => bytes .size 1,

ESIES IS IS IS IS I

}
tdi sp-device-interface-report = {
? &interface-info: 1) => interface-info-bits,
? &(nsi-x-nmessage-control: 2) => bytes .size 2,
? &l nr-control: 2) => bytes .size 2,
? &(tph-control: 3) => bytes .size 4,
? &(mm o-ranges: 4) => nm o-ranges,
? &(devi ce-specific-info: 5) => bytes,
}
interface-info-bits = bytes .bits interface-info-flags
interface-info-flags = &
bi t 0:
bitil:
bit2:
bit3:
bit 4:
bi t5:
)
mm o-ranges = {+ &(mm o-range: 1) => mm o-range}
mm o-range = {
&(first-4k-page: 1) => bytes .size 8,
&( nunber - of - 4k- pages: 2) => bytes .size 4,
& attributes: 3) => range-attributes,
}
range-attributes = {
&range-attribute-bits: 1) => range-attribute-bits,
& range-attribute-range-id: 2) => bytes .size 2,

’

’

3

3

3

GhrhWNEFLO

range-attribute-bits = bytes .bits range-attributes-flags
range-attributes-flags = &
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5.

bi t O:
bi t 1:
bi t 2:
bi t 3:

WN RO

Security Considerations

TODO Security

6.

6. 1.

| ANA Consi der ati ons

New CWI' Cl ai ms Regi strations

May 2026

IANA is requested to register the following clains in the "CBOR VWb
Token (CWI) Clains" registry [IANA cw].

6. 1.

*

6. 1.

1.

2.

SPDM Measurenents Cl ai m

Cl ai m Name: spdm nmeasuremnent s

Cl ai m Descri ption: SPDM Measurenents

JWr C aimNanme: NA

Cl aim Key: 3802

Clai m Val ue Type(s): map

Change Controller: |ETF

Speci fication Document(s): Section 3.1.1 of RFCthis
SPDM Certificates Claim

Claim Nanme: spdmcertificates

Cl aim Description: SPDM Certificates

JWI d ai mNane: NA

Clai m Key: 3803

Cl ai m Val ue Type(s): map

Change Controller: |ETF

Speci fication Docunment(s): Section 3.1.3 of RFCthis
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6.1. 3. SPDM VCA d aim
* (C aimNane: spdmvca
* CaimDescription: SPDM Version, Capabilities and Al gorithns
* JW daimNanme: NA
* (ClaimKey: 3804
* (CaimVal ue Type(s): bytes
* Change Controller: |IETF
* Specification Docunent(s): Section 3.1.5 of RFCthis
6. 1. 4. PCl e Legacy Device Text Claim
* ClaimNane: pcie-legacy-device-text
* (ClaimDescription: PCle Legacy Device Textual Representation
* JW CaimName: NA
* (CaimKey: 3805
* (CaimValue Type(s): map
* Change Controller: |IETF
* Specification Docunent(s): Section 3.2 of RFCthis
6.1.5. PCl e Legacy Device Binary Claim
* C ai mNane: pcie-legacy-device-binary
* ClaimDescription: PCle Legacy Device Binary Representation
* JW daimNanme: NA
* (CaimKey: 3806
* (CaimValue Type(s): bytes
* Change Controller: IETF

* Specification Docunent(s): Section 3.2 of RFCthis

Poirier & Fossati Expi res 5 Novenber 2026 [ Page 16]



I nternet-Draft EAT DA May 2026

6. 1.

*

6. 1.

7.

7.1

6.

7.

SPDM Chal | enge C aim

Cl ai m Name: spdm chal | enge

Cl ai m Description: SPDM Chal | enge signature bl ock

JWI C aimNanme: NA

Cl ai m Key: 3807

ClaimVal ue Type(s): map

Change Controller: |ETF

Speci fication Document(s): Section 3.1.2 of RFCthis
TDI SP Device Interface Report

Cl ai m Name: tdisp-device-interface-report

Cl aim Description: TDI SP Device Interface Report

JWI C ai mNane: N A

Cl ai m Key: 3808

Cl aim Val ue Type(s): map

Change Controller: |ETF

Speci fication Docunment(s): Section 3.1.4 of RFCthis
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[ SPDM

Appendi x A
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<https://ww. dmf.org/sites/default/fil es/standards/
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

[/ profile / 265: "tag:linaro.org, 2025: devi ce#l1. 0. 0",
/ nonce / 10: h’'\
f 9ef c3341597f 75f 8d94432ad39566a8c5704b2004ba001c094f 475bf c057f 9f 25d7\
aa40cd86c¢cd30ebaae746f b19f 008cle6alf 23ad6al78el18dceda918f 7f 6e’ ,
[/ subnmods / 266: {
"spdm ACME: W DGET- A: 0123456789": {
[/ profile / 265: "tag:linaro.org, 2025: devi ce- spdm#l. 0. 0",
/ measurenments / OxOeda: {
1. {
[/ component-type / 1: 2, / hardware config /
[/ raw neasurenent / 3: h' 4f6d616861’
}
},
[/ certificates / 0OxOedb: {
/ device certs / 0: h'\
676f 616€6e€61747261646974696f 6e6d6f 66676572’
/ no aux certs /
}}
"spdm C=CA, O=ACME, OU=W dget - B, CN=9876543210": {
[ profile / 265: "tag:linaro.org, 2025: devi ce- spdm¢#l. 0. 0",
/ measurements / OxOeda: {
1 {
[/ component-type / 1: 1, / nutable firmware /
/ digest-nmeasurenent [/ 2: |
/[ alg [/ 1,
/ val | h'6b656e6e656c6¢c79’
]
¥
6: {
/ conponent-type / 1: 2, / hardware config /
/ digest measurenent [/ 2: |
/[ alg [/ O,
/ val | h'756e646572637279’
]
}
},
[/ certificates / 0OxOedb: {
/| device certs / 0: h'61746865697A656178696C6C6172’
/ aux certs (slot=2) / 2: h' 23451576923AE99106783948598A
}
}

}
}
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