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1. Introduction

The purpose of this docunent is to address a nore efficient quantum
resistant transition of the Epheneral Diffie-Hell man over COSE
(EDHOC) protocol by extending with a new Key Encapsul ati on Mechani sm
(KEM - based aut hentication nmethod that uses a nandatory three-nessage
handshake in Initiator-Known Responder (IKR) Scenari os.

The specified protocol is part of a broader analysis of the post-
quantum transition for EDHOC [ PQ EDHOC- Access?25]

1.1. Motivation

The KEM based aut hentication nmethod for EDHOC, specified in

[1-D. pocero-aut hkem edhoc], addresses the general mutually unknown
peer scenario, simlar to the original EDHOC protocol. In this case,
the Initiator and Responder, if do not have prior know edge of each
other’s credentials can exchange themin the formof X 509
certificate. To maintain this generality an additional round trip is
required, resulting in a mandatory five-nmessage handshake.

Thi s docunent explores the possibility of reducing this overhead in
the specific scenario where the Initiator already possesses the
credentials of the Responder it wi shes to connect in advance. This
applies to cases where the Initiator is a constrai ned devi ce equi pped
with credentials for the Responder, obtained through pre-provisioning
or out-of-band nmethods. A typical exanple is during onboarding,
where a renote or local server (acting as the Responder) is
configured on the device in advance. Such settings are particularly
rel evant for EDHOC, which targets constrained environments where
transmtting credentials can be costly.

1.2. Terminology and Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC2119 [ RFC2119].
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1.

2

Readers are expected to be famliar with the terns and concepts
described in EDHOC [ RFC9528], CBOR [ RFC8949], CBOR Sequences

[ RFC8742], COSE Structures and Processing [ RFC9052] and COSE

Al gorithns [ RFC9053], Wen referring to CBOR, this specification

al ways refers to Determnistically Encoded CBOR, as specified in
Section 4.2.1 and 4.2.2 of [RFC8949]. The single output from

aut henti cated encryption (including the authentication tag) is called
"ciphertext", follow ng [ RFC5116].

2.1. Key Encapsul ati on Mechani snms ( KEMb)
The Key Encapsul ati on Mechani sm consists of 3 al gorithns:

* *( pk, sk ) <- KEM KeyGen( )*: The probabilistic key generation
al gorithm generates a KEM key pair consisting of a public
encapsul ati on key ( pk ) and secret decapsul ation key ( sk ).

* *( ss, ct ) <- KEM Encapsul ate( pk )*: The probabilistic
encapsul ation algorithmtakes as input a public encapsul ation key
( pk ) and produces a shared secret ( ss ) and ciphertext ( ct ).

* *( ss ) <- KEM Decapsul ate( ct, sk )*: The decapsul ation al gorithm
takes as input a secret encacpsul ation key ( sk ) and produce a
shared secret ( ss ).

Pr ot ocol Overvi ew

Thi s docunment defines a KEM based authentication method for EDHOC
tailored for a specific scenario where the Initiator knows the
credentials of the Responder it intends to comunicate with

bef orehand. In such cases, the method, specified in this docunent,
reduces the standard five-message handshake defined in

[1-D. pocero-aut hkem edhoc] to a three-nmessage exchange.

This variant, referred to as Initiator Knows Responder (IKR)

converts the Noi se-XX pattern, used in both static-DH and KEM based
aut henti cati on EDHOC nmet hods, into a Noise-1K pattern. The Noise-IK
pattern enabl es a mutual authentication handshake when the Initiator
has prior know edge of the Responder’ s static public key, and the
Initiator’ s static keys are sent in the first message. The mechani sm
provided in [ PQNoi se-CCS22] for transformng this pattern into the PQ
Noi se-1 K version is integrated into this protocol

The KEM based | KR variant provides a nore efficient handshake with
only three mandatory nmessages whil e maintaini ng nutua

aut hentication, forward secrecy, and a level of identity protection.
Not abl y, the Responder does not require prior know edge of the
Initiator’ s credentials. Instead, the Initiator encrypts its
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credentials, or an identifier, within nessage_1 using a key derived
froma shared secret, conputed over the Responder’ s static KEM public
key, which the Initiator already possesses. Consequently, only the

| egiti mate Responder, hol ding the corresponding static KEM private
key, can decrypt this information, ensuring that the Initiator’ s
identity remai ns protected agai nst both passive and active attackers.

The KEM based EDHOC protocol consists of three mandatory messages
(message_1, nessage_2, nessage_3), an optional nmessage_4, and an
error nessage, between an Initiator (1) and a Responder (R).

Figure 2 illustrates a KEM based i kr authenticati on EDHOC nessage
flow as well as the content of each nessage. The protocol elenents
in Figure 1 are introduced in this Section and in Section 4. Message
formatting and processing are specified in Section 4.

Initiator Responder
| pk_eph, ct_R, AEAD( METHOD, SUTES |, IDCRED I, C.I, EAD 1) |

| message_1 |
| ct_eph, ct_|I, AEAD( CR 1D CRED R MAC 2, EAD 2 ) |
| message_2 |
| AEAD( MAC 3, EAD 3 ) |
| message_3 |
I AEAD( EAD 4 )? |
o  ressage 4 |

.- - - - oo oL oo- -+

Figure 1: EDHOC Message Fl ow using the KEM based | KR
Aut henti cation Method

The Initiator can derive symetric application keys after receiving
message_2 and Responder after receiving nmessage_3.

* pk_eph is the epheneral KEM public key generated by the Initiator.

* ct_eph is the epheneral ciphertext conputed by the Responder with
the KEM encapsul ation al gorithm over the received epheneral public

key (pk_eph).

* c¢t_Ris the responder ciphertext computed by the Initiator with
the KEM encapsul ation al gorithm over the static KEM public key of
the Responder. The public key is retrieved fromID CRED R, which is
provi sioned a priori or obtained through out-of-band nmechani sns.
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* ct_| is the Iniatiator ciphertext conputed by the Responder with
the KEM encapsul ation al gorithm over the static KEM public key of
the Initiator, retrieved fromthe received 1D CRED | in nmessage_l.

* "CRED | and CRED R are the authentication credentials containing
the public authentication keys of | and R, respectively", as
defined in Section 2 of [RFC9528]

* "IDCRED | and ID CRED R are used to identify and optionally
transport the credentials of | and R respectively", as defined in
Section 2 of [RFC9528].

* AEAD(), and MAC() denote Authenticated Encryption with Associated
Data, and Message Authentication Code, crypto algorithns applied
with keys derived fromone or nore shared secrets cal cul ated
during the protocol", as defined in Section 2 of [RFC9528]

* "SUTES | contains cipher suites supported by the Initiator and
formatted and processed as specified in Section 3.6 and 6.3.2 of
[ RFC9528] " ".

* "NMETHOD is an integer specifying the authentication nethod", as
defined in Section 3.2 of [RFC9528]. 1In this case nethod 5; see
Section 2.1.2.1.

* C. and C R are Connection ldentifiers chosen by the Initiator and
Responder, respectively, as specified in Section 3.3 of [RFC9528]

* EAD 1, EAD 2, EAD 3, EAD 4 are External Authorization Data
included in nessage_1, nessage 2, nessage_3 and nessage 4,
respectively

This protocol is designed so that it follows the provisions of

[ RFC9528], that is, to encrypt and integrity protect as much

i nformati on as possi bl e and derive symmetric keys and random nateri al
usi ng EDHOC_KDF with as much previous information as possible

Furt hernmore, key derivation and nmessage protection are based on the
strongest shared secrets avail able at each stage of the handshake.
Accordingly, this specification nodifies the original EDHOC key
schedul e to incorporate each shared secret as soon as it is
established. Consequently, every nessage is confidentiality- and
integrity-protected using keying material derived fromall shared
secrets available at that point in the protocol execution
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2

2

2

1.

1.

1.

Pr ot ocol El enents

This section describes the principal protocol elements that differ
fromthe ones defined in EDHOC. For the missing el enents, the
definitions in Section 3 of [RFC9528] SHOULD be consulted.

1. Epheneral KEM

The epheneral KEMis used to provide forward secrecy. The Initiator
generates a new epheneral KEM key pair in every new session to ensure
that the conprom se of |ong-termkeys does not conprom se past

comuni cations. The elenments of the Ephenmeral KEM are:

* The epheneral KEM key pair ( pk_eph, sk_eph ) is generated by the
Initiator using the follow ng function:

pk_eph, sk_eph <- KEM KeyGen()

* The epheneral shared secret ( ss_eph ) and the epheneral
ci phertext ( ct_eph ) are generated using the encapsul ati on and
decapsul ati on functions: in the Responder

ss_eph, ct_eph <- KEM Encapsul ate( pk_eph )

inthe Initiator

ss_eph <- KEM decapsul ation( ct_eph, sk_eph )
2. Authentication Paraneters

The protocol performs the sanme authentication-rel ated operations as
described in Section 3.5 of [RFC9528]

For the authentication nethod described in this docunent, the
Initiator MJUST know t he Responder’ s credentials (CRED R) and the
corresponding identifier (ID CRED R) beforehand. How these are
provi sioned is out of scope for this docunent.

Additionally, prior to protocol execution, the Initiator SHOULD know
or be able to discover the address of the Responder with which it
intends to communicate. To associate a device identity with its

net wor k address, a CoRE Resource Directory (RD) [RFC9176] MAY be
used. The RD allows clients to performl| ookups based on endpoi nt
nanes or resource attributes and returns correspondi ng resource |inks
(URI's) that provide the necessary information to contact the
Responder.
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The protocol transports information about credentials |ID CRED | and
ID CRED R encrypted in nessage_1 and nmessage_2, respectively. Wile
IDCRED Ris not strictly required, it is included to preserve the
format of the encrypted payl oad.

2.1.2.1. Method

The protocol extends EDHOC with a new KEM based aut henticati on net hod
for 1 KR scenarios, where both parties use static KEM key pairs. The
aut hentication is provided by a Message Authentication Code (MAC
included in nessage 2 and nessage_3 to authenticate the Responder and
Initiator, respectively. The Initiator and Responder need to have
agreed on a nethod 5.

[} gt ——————— Ll —_—(—————————— [} et p——(————————r
| Method Type Value | Initiator | Responder |
| | Authentication Key | Authentication Key |
| 5] Static KEM Key | Static KEM Key |
| | (1KR scenari o) | (1KR scenari o) |
o e e e o o e e e o e e e +

Tabl e 2: Authentication Keys for Method Types
2.1.2.2. Authentication Keys
The authenticati on key MJST be a static KEM aut hentication key pair.
* The Initiator static KEM aut hentication key pair: ( pk I, sk I )
* The Responder static KEM aut hentication key pair: ( pk_R sk R)
2.1.2.3. Authentication Credentials
The authentication credentials, CRED | and CRED R, contain the static
KEM aut henti cation public key of the Initiator and Responder,
respectively, as described in Section 3.5.2 of [RFC9528].
* The authentication credentials can be X. 509 certificates seconded
as bstr, as defined in Section 3.5.2 of [RFC9528], using
[ RFC9360]. [I-D.ietf-lanps-kyber-certificates] describes the

conventions for using the M.-KEM in X 509 Public Key
Infrastructure.
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2.1.2.

Additionally, the authentication credential may include a

COSE _key, formatted as specified in [ RFC8392], to reduce the
credential size and avoid the PQC signature verification needed
when X. 509 certificates are used. New | ANA val ue registries
shoul d be defined to extend COSE Al gorithnms with the correspondi ng
KEMs al gorithm val ues.

4, Identification of Credentials

"The ID CRED fields are used to identify and optionally transport
credentials", as defined in Section 3.5.3 of [RFC9528].

*

2.1.3.

"IDCRED Ris intended to facilitate for the Initiator retrieving
the authentication credential CRED R and the authentication key of
R', as defined in Section 3.5.3 of [RFC9528]. For the

aut henti cati on met hod defined in this docunent, the authentication
key is the static KEM public key, and ID CRED R SHOULD contai n an
identifier of the credentials, since in the specific | KR scenari o,
the Responder’ s credentials have been pre-provisioned or acquired
out - of - band

"IDCRED | is intended to facilitate for the Responder retrieving
the authentication credential CRED | and the authentication key of
1", as defined in Section 3.5.3 of [RFC9528]. For the

aut henti cation method defined in this docunment, the authentication
key is the static KEM public key, and ID CRED | may contain the
aut hentication credential CRED | or an identifier of the
credentials if these have been pre-provisioned or acquired out-of -
band.

Ci pher Suites

The aut henticati on nethod specified in this docunent uses the EDHOC
ci pher suites elenent, as defined in Section 3.6 of [RFC9528]. An
EDHOC ci pher suit consists of an ordered set of algorithnms fromthe
"COSE Al gorithns" | ANA registry [ RFC9053]. The predefined EDHOC

ci pher suites are also listed in the ANA registry, as specified in
Section 10.2 of [RFC9528].

A new predefined ci pher suite SHOULD be added to the | ANA registry,
speci fyi ng each supported KEMin the EDHOC Key Exchange Al gorithm
paraneter. An exanple of this, when M.-KEMis used, is shown in
Section 5. The sanme KEM al gorithm sel ected for key exchange SHOULD

al so be used for KEM based authentication when nmethod 5 is sel ect ed.
Furt hernmore, the KEM al gorithnms used SHOULD al so be added to the COSE
Algorithns | ANA registry to identify them as is shown in Section 5
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3.
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Key Derivation

This section highlights the differences and simlarities in the key
derivation process of the KEM based authentication nmethod for | KR
scenarios conpared to the KEM based aut hentication nethod on the
general case [I|-D. pocero-aut hkem edhoc] and with the original EDHOCC
aut henti cati on nmet hods described in [ RFC9528].
EDHOC key schedul e when using the KEM based authentication in the IKR
scenarios method is shown in Figure 2, and each key derivation step
is defined in the foll owi ng subsecti ons.

An overvi ew of the

+----+
| TH 1]
+- -+ +
+----+ +--++I oo oo + Aot Aot Ao--o -+
| ss_R|->| Ext|->| PRK 1le|--| Exp|->| K 1| - >| AEAD| - >| C_1]|
I T S T T T S, S S
I I I
+-- -+ | PLAI NTEXT_1
| AR, S +
| | TH 1=H( pk_eph, ct _R)|
| S - S - +
I I
S R S + e T L +
| ss_eph| ->| Extract|->| PRK 2m | - - - | Expand| - >| MAC_2|
S + Ao + -t ---+ S + o H----- +
I
O +
I
T 1 £ S g +  +---+ +-- -+ Fommm Ao+
| ss_I|->] Ext|->| PRK 2e3e3m +- | Exp| - ->| K_2| - ->| AEAD| - >| C 2|
T T N SHpp U + | - -+t +-- -+ N
| I
| | PLAI NTEXT_2
[ R e R +
| | TH_2=H( H(Messagel), ct _eph,ct_I|
I R +
| +--4---+ +----- +
+- | Expand| - - >| MAC_3|
| +------ + S R +
[ R +
| | TH.3=H(TH_ 2, PLAI NTEXT_2, CRED R) |
[ R T +
I I
| +--++ +---+ S S SR
+- | Exp| --->| K 3| -->| AEAD| - >| C_3|
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| +---+ +---+ +-Noo oo+
I I
| PLAI NTEXT_3
| R A S - R S S
+-m 4?-| Exp| - >| K 4] - ->| AEAD| - >| C 4|
| T T
I I I
| | PLAI NTEXT_4
| +---------- R +
| | TH_4=H(TH_3, PLAI NTEXT_3, CRED 1) |
R R R T +
I I
| R e IR P +
+- - | Expand| - >| PRK out |
S + -+
I
+--V---+
| Expand|
Fomemm - +
I
T +
| PRK_exporter|
e +
I
+--V---+
| Expand|
B S
I
v

Aplication Key

Fi gure 2: EDHOC Message Key Derivation using the KEM based | KR

3.1. Keys for
3.1.1.
The pseudor

[ RFC9528],
specified f
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Extract

andom keys (PRKs) used for

where the input keying material

or each PRK bel ow.

et al.

Met hod

KEM based | KR aut hentication
are derived using the same EDHOC Extract function defined in
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3.1.1.1. PRK le
The pseudorandom key PRK l1le is derived with the follow ng input:
* The salt SHALL be TH 1.

* The | KM SHALL be the KEM shared secret (ss_R), used to
aut henti cate the Responder.

When SHA-256 is used PRK le is produced as foll ows:
PRK le = HVAC- SHA-256( TH 1, ss_R)

Where the ss_R shared secret is the output of the follow ng functions
inthe Initiator and the Responder respectively.

Initiator:
ss_R ct_R <- KEM Encapsul ate( pk_R)
Responder :
ss R <- KEM Decapsulate( ct_R sk R)
3.1.1.2. PRK 2m
The pseudorandom key PRK 2mis derived with the follow ng input:
* The salt SHALL be the SALT 2m derived from PRK 1le
* The | KM SHALL be the epheneral KEM shared secret ss_eph
PRk 2mis derived as foll ows:
PRK 2m = EDHOC Extract( SALT 2m ss_eph )

Where the epheneral KEM shared secret ( ss_eph ) is the output of the
followi ng functions in the Initiator and Responder, respectively

Initiator:
ss_eph <- KEM Decapsul ate( ct_eph, sk_eph )
Responder :

ss_eph, ct_eph <- KEM Encapsul ate( pk_eph )
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3.1.1.3. PRK 2e3e3m
The pseudorandom key PRK 2e3e3mis derived with the follow ng input:
* The salt SHALL be the SALT 2e3m derived from PRK 2m

* The | KM SHALL be the KEM shared secret ss_|, used to authenticate
the Initiator

PRK 2e3e3mis derived as foll ows:
PRK 2e3e3m = EDHOC Extract( SALT 2e3m ss_| )
Where the KEM shared secret ss | used to authenticate the Initiator
is the output of the following functions in the Initiator and
Responder, respectively.
Initiator:
ss_ | <- KEM Decapsulate( ct_I, sk _I )
Responder :
ss_|, ct_|I <- KEM Encapsul ate( pk_I )

3.1.2. EDHOC Expand and EDHOC KDF
The output key materials (OKMs) are derived fromthe PRKs in the sane
way as described in Section 4.1.2 of [RFC9528], with nodifications in
sonme of the transcription hashes THs input contraction as specified

in Section 4.

The OKMs, including keys, initialization vectors (1V), and salts
derivations using EDHOC KDF are shown in Figure 3.

The main differences fromthe original EDHOC key schedul e, as shown
in Section 4.1.2 of [RFC9528] (Figure 6), reflect the design
principle of incorporating all available shared secrets into the key
schedul e as soon as they are established, and are:

* Anew K 1/IV_ 1 is conputed to encrypt the nessage_1 which includes
the ID CRED | initiator credentials, using a new transcrit hash
(TH 1) defined as follows:

TH 1 = H pk_eph, ct_1 )
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The AEAD encrption of nessage 1 with K 1/1V_1 provide integrity
protection and confidentiality ensuring that the Initiator’ s
identity is protected against active attacks. However, this does
not provide authentication of the Initiator’ s identity.

* K 2/1V_2 are conputed to encrypt and authenticate nessage 2,
derived fromthe PRK computed over the three shared secrets (
ss_eph, ss_ I, and ss_R)

* K2/1V. 2, K3/1V.3 and K 4/1V_4 are derived fromthe sane
PRK 2e3e3mwith different THs as Info.

* The usage of the pseudorandom keys (PRKs) has changed, and the
salt names have been selected to reflect their new roles
accordi ngly.

Further details of the key derivation and how t he output keying
material is used are specified in Section 4

K1 = EDHOC_KDF( PRK 1le, 0, TH.1, pl ai nt ext _| engt h)
1V 1 = EDHOC_KDF( PRK_1le, 1, TH.1, pl ai nt ext _| engt h)
SALT_2m = EDHOC_KDF( PRK_1le, 2, TH.1, hash_| engt h)

MAC 2 = EDHOC KDF( PRK 2m 3, context_ 2, mac_|l ength_2)
SALT_2e3e3m = EDHOC_KDF( PRK_2m 4, TH_ 2, hash_I| engt h)

K 2 = EDHOC_KDF( PRK_2e3e3m 5, TH_ 2, key_I engt h)

1V 2 = EDHOC KDF(PRK 2e3e3m 6, TH 2, key_| engt h)

MAC 3 = EDHOC KDF(PRK 2e3e3m 7, context_3, mac_| ength_3)

K3 = EDHOC KDF(PRK 2e3e3m 8, TH 3, key | engt h)

1V _3 = EDHOC KDF(PRK 2e3e3m 9, TH 3, key | engt h)
PRK_out = EDHOC_KDF( PRK_2e3e3m 10, TH 4, hash_I| engt h)

K 4 = EDHOC_KDF( PRK_2e3e3m 11, TH 4, key_I engt h)

1V_4 = EDHOC _KDF( PRK 2e3e3m 12, TH 4, i v_l ength)

PRK _exporter= EDHOC KDF( PRK out, 13, h'’, hash_| engt h)

Figure 3: Key Derivations Using EDHOC KDF for the KEM based | KR
Aut henti cati on Met hod

3.1.3. PRK out

The pseudorandom key PRK out is the output session key of a conpleted
EDHOC session and is derived as follows:

PRK _out = EDHOC KDF( PRK_2e3e3m TH 4, hash_length )
The context include the trascription hash TH 4, defined as:

TH 4 = H( TH_3, PLAINTEXT_3, CRED_| )
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Instead of reusing the | ast key-exchange internal key, the final key
derivation depends on both PRK 2e3e3m and a newly conputed TH 4,

whi ch include PLAINTEXT 3. This approach ainms to ensure robust
session keys that are distinct fromthe MAC keys and whose
confirmation inplies the authentication of all the handshake dat a.

3.2. Keys for EDHOC Applications

Keying material for the application can be derived using the sane
EDHOC Exporter interface defined in Section 4.2.1 of [RFC9528].

4. Message Formatting and Processing

This section outlines the message format and the procedures for
composi ng and processi ng each nessage.

4.1. KEM based Aut hentication EDHOC Message 1
4.1.1. Formating of Message 1
The nessage 1 SHALL be a CBOR Sequence as defined bel ow.

message_1 = (
pk_eph : bstr,
ct_R: bstr,
Cl PHERTEXT _1: bstr,

)
4.1.2. Initiator Conposition of Message 1

In this specification, the application MIJST authenticate and validate
the credentials associated with 1D CRED R that have been provided

bef orehand, prior to running the protocol. The Initiator’ s
credentials are transmitted in nessage_1 and are encrypted under a
key that can only be derived by a party possessing the private key
corresponding to ID CRED R Prior to sending its credentials, the
Initiator MUST ensure that the credentials associated with ID CRED R
have been successfully validated and accepted according to | oca
policy. This prevents disclosure of the Initiator’ s credentials to a
party presenting credentials that are cryptographically valid but
untrusted or unintended.

The Initiator SHALL conpose nessage_1 as foll ow ng:
* Construct the follow ng el ements of PLAI NTEX 1:

- Chose KEM based i kr authentication nethod 5.
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- Construct SUTES | following the Section 5.2.2 of [RFC9528]
speci fications

- Chose a connection identifier CI and store it during the EDHOC
session, as in Section 5.2.2 of [RFC9528]

* Encode PLAINTEXT_1 as a sequence of CBOR-encoded data itens, as
speci fied bel ow

PLAI NTEX_1 = (

METHOD : int,

SUTES | : suites,

ID CRED | : bstr/ -24..23, C.I,
Cl : bstr [/ -24..23,

? EAD 1,

)

* Generate an ephemeral KEM Key pair (pk_eph) using the KEM
algorithmfromthe selected ci pher suit. The epheneral key pair
is computed by the Initiator using the foll owi ng function:
pk_eph, sk _eph <- KEM KeyGen()

* Encapsul ate the known beforehand static KEM public key of the
Responder (pk_R) by cal cul ating the correspondi ng ci phert ext
(ct _R) and shared secret (ss_R) with the follow ng function:
ss R ct_R <- KEM Encapsul ate(pk_R)

* Conpute the transcript hash TH 1 = H(pk_eph,ct_R)

*  Conmpute the PRK le pseudorandom key fromthe static KEM shared
secret ( ss_R ) used to authenticate the Responder.

* Conpute K 1/1V1 as in Section 3.1.2

* Conpute a COSE EncryptO object as defined in Section 5.2 and 5.3
of [RFC9052], with the EDHOC AEAD al gorithm of the sel ected cipher
suite, using the encryption key K 1, the initialization vector
IV_1 (if used by the AEAD al gorithn), the plaintext PLAI NTEXT 1,
and the follow ng paraneters as input:
- protected = h'’
- external _aad = TH 1

- K1 and IV_1 are defined in Section 3.1.2
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4. 1.

3.

- PLAINTEXT_1 = ( METHOD, SU TES_ I, IDCRED I, C., ?EAD 2 )
Cl PHERTEXT_1 is the 'ciphertext’ of COSE _EncryptO.

Encode nessage_1 as a sequence of CBOR-encoded data itens as
specified in Section 4.1.1

Responder Processing of Message 1

The Responder SHALL process nessage 1 in the follow ng order:

1.

2.

4. 2.

4. 2.

1.

Decode nessage 1

Conput e the KEM shared_secret ( ss_R ) for the authentication of
the Responder by decapsul ati ng the KEM ci phertext (ct_R) received
in nmessage_1 using the Responder static KEM secret key (sk_R).
The KEM shared secret is conputed by the Responder using the
follow ng function:

ss_R <- KEM Decapsul ate( ct_R sk _R)
Conpute the transcript hash TH 1 = H(pk_eph,ct_R)

Conpute the PRK le pseudorandom key fromthe static KEM shared
secret ( ss_R ) used to authenticate the Responder.

Conpute K 1/1V1 as in Section 3.1.2
Decrypt the COSE EncryptO (CI PHERTEXT 1) as defined Section 5.2
and 5.3 of [RFC9052]], with the EDHOC AEAD al gorithmin the

sel ected cipher suite and the paraneters defined in
Section 4.1.2.

Process PLAINTEXT 1 as specify in Section 5.2.3 of [RFC9528]

If all processing is conpleted successfully, then make | D _CRED |
and (if present) EAD 1 available to the application.

ot ain the authentication credential (CRED I) fromthe
(IDCRED I) and the static KEM aut hentication key (pk_I) of the
Initiator

KEM based aut henticati on EDHOC Message 2

Formati ng of Message 2

The Initiator SHALL conpose nessage 2 as foll ow ng:
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message_2 = (

)
4.2.

2

ct _eph : bstr,
ct I : bstr,
Cl PHERTEXT_2: bstr,

Responder Conposition of Message 2

The Responder SHALL conpose message_2 as foll ows:

*

Encapsul ate the epheneral KEM key received within nmessage_1 using

the KEM al gorithmin the selected cipher suit. The ephenmeral KEM
ci phertext and the KEM epheneral shared secret are conputed by the
Responder using the follow ng function

ss_eph, ct_eph <- KEM Encapsul at e( pk_eph)

Choose a connection identifier CR and store it for the | ength of
t he EDHOC sessi on.

Conput e the PRK 2m pseudorandom key from both the static KEM
shared secret ( ss_ R) and the | atest epheneral KEM shared secret
( ss_eph ).

Choose a connection identifier CR as specified in Section 5.3.2
of [ RFC9528]

Conpute the transcript hash TH2 = H( ct_eph, ct_I, H(nessage 1)
).

Conmpute MAC 2 as defined in Section 3.1.2, with context_2 =<< CR
IDCRED R, TH 2, CRED R, ? EAD 2 >>

- The Responder authenticates with a PRK 2m derived fromthe KEM
epheneral shared secret and with the shared secret conputed
over its static KEM public key.

- The mac_lenght_2 is equal to the EDHOC MAC | ength of the
sel ected cipher suit.

- The CR |IDCRED R and CRED R el enents corresponds with the
ones in Section 5.3.2 of [RFC9528]

- The latest transcript hash TH 2 and the External Application
Data included in nmessage_2 (EAD 2) are used.
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4.

2

3.

Encapsul ate the retrieved static KEM aut hentication key of the
Initiator ( pk_I ) calculating the corresponding ciphertext ( ct_lI
) and shared secret ( ss_|I ) with the follow ng function

ss |, ct | <- KEM Encapsul ate(pk_I)

Conput e the new PRK 2e3e3m froma chain that includes the KEM
shared secret for the Authentication of the Responder ( ss_R),
the epheneral KEM shared secret ( ss_eph ), and, the | atest KEM
shared secret for the Authentication of the Initiator ( ss_ | ) as
defined in Section 3.1.1.3

Derive the session key K 2/1V2 as in Section 3.1.2.

Conput e a COSE EncryptO object as defined in Section 5.2 and 5.3
of [RFC9052], with the EDHOC AEAD al gorithm of the sel ected cipher
suite, using the encryption key K 2, the initialization vector
IV_2 (if used by the AEAD al gorithm, the plaintext PLAI NTEXT_2,
and the follow ng paraneters as input:

- protected = Nh’

- external _aad = TH 2

- K2 and IV_2 are defined in Section 3.1.2

- PLAINTEXT_2 = ( CR IDCRED R MAC 2, ?EAD 2 )

Cl PHERTEXT_2 is the 'ciphertext’ of COSE EncryptO.

Encode nessage_2 as a sequence of CBOR-encoded data itens as
specified in Section 4.2.1

Initiator Processing of Message 2

The Initiator SHALL process nmessage 2 in the follow ng order

1.

2

Decode nmessage_2

Retrieve the protocol state as proposed in Section 5.3.3 of
[ RFC9528]

Conput e the epheneral KEM shared_secret ( ss_eph ) by
decapsul ati ng the KEM ci phertext (ct_eph) received in nmessage_2
usi ng the epheneral secret key (sk_eph). The epheneral KEM
shared secret is conputed by the Initiator using the follow ng
functi on:
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10.

11.

4. 3.

4. 3.

1.

ss_eph <- KEM Decapsul ate( ct_eph, sk_eph )

Conput e the PRK 2m pseudorandom key from both the static KEM
shared secret ( ss R) and the | atest epheneral KEM shared
secret ( ss_eph)

Conpute the transcript hash TH 2 = H(ct_eph,ct_I,H(nessage_1))

Conput e the KEM shared_secret ( ss_| ) for the authentication of
the Initiator by decapsul ating the KEM ci phertext (ct_I)
received in nessage 2 using the Initiator static KEM secret key
(sk_l). The KEM shared secret is conmputed by the Initiator
using the follow ng function:

ss_ | <- KEM Decapsul ate( ct_I, sk_I )

Conput e the new PRK 2e3e3m froma chain that includes the KEM

shared secret for the Authentication of the Responder ( ss_R),
the epheneral KEM shared secret ( ss_eph ), and the | atest KEM
shared secret for the Authentication of the Initiator ( ss_I )

as defined in Section 3.1.1.3

Derive the session key K 2/1V2 as in Section 3.1.2.

Decrypt and verify the COSE_EncryptO (Cl PHERTEXT_2) as defi ned
Section 5.2 and 5.3 of [RFC9052]], with the EDHOC AEAD al gorithm
in the selected cipher suite and the paraneters defined in
Section 4.4.2.

Verify MAC 2 as defined in Section 4.4.2, and make the result of
the verification available to the application

If all processing is conpleted successfully, then make 1D CRED R
and (if present) EAD 2 available to the application as in
Section 5.3.3 of [RFC9528]

KEM based aut henticati on EDHOC Message 3

Formati ng of Message 3

message_3 SHALL be a CBOR Sequence as defined bel ow

message_3 = (

)

Cl PHERTEXT_3 : bstr,
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4. 3.

Initiator Conposition of Message 3

The Initiator SHALL process the conposition of nmessage_3 as foll ows:

*

Conpute MAC 3 as defined in Section 3.1.2, with context 3 =<< C |,
IDCRED |, TH 2, CRED |, ? EAD 3 >>

- The Initaiator authenticate with a PRK 2e3e3m derived fromthe
three shared secrets, including the shared secret conputed over
its static KEM key ( ss_| ).

- The mac_lenght_3 is equal to the EDHOC MAC | enght of the
sel ected ci pher suit.

- The CI, IDCRED | and CRED | elenments corresponds with the
ones in Section 5.4.2 of [RFC9528]

- The latest trascript hash TH 3 and the External Aplication Data
include it on Message 3 (EAD 3) are used it.

Conpute the transcript hash TH 3=H(TH 2, PLAI NTEXT_2, CRED R) as
specified in Section 5.4.2 of [RFC9528]

Derive the new session key K 3/1V_3 as defined in Section 3.1.2.
Conput e a COSE EncryptO object as defined inSection 5.2 and 5.3 of
[ RFC9052], with the EDHOC AEAD al gorithm of the selected cipher
suite, using the encryption key K 3, the initialization vector
IV_3 (if used by the AEAD al gorithn), the plaintext PLAI NTEXT 3,
and the follow ng paraneters as input:

- protected = h’

- external _aad = TH 3

- K3 and I1V_3 are defined in Section 3.1.2

- PLAINTEXT 3 = ( MAC 3, ?EAD 5 )

Cl PHERTEXT _3 is the 'ciphertext’ of COSE EncryptO.

Cal cul ate PRK out as defined in Section 3.1.3. The Initiator can
now derive application keys using the EDHOC Exporter interface;

see Section 3.2

Encode nessage 3 as a CBOR data itemas specified in Section 4.3.1
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* Make the connection identifiers (C_| and C_R) and the application
algorithms in the selected cipher suite available to the
appl i cati on.

4.3.3. Responder Processing of Message 3
The Responder SHALL process message_3 in the follow ng order
1. Decode message_3

2. Retrieve the protocol state using avail able nessage correl ation;
see Section 3.4.2 of [RFC9528].

3. Decrypt and verify the COSE Encrypt0 (Cl PHERTEXT _3) as defined in
Section 5.2 and 5.3 of [RFC9052], with the EDHOC AEAD al gorithm
in the selected cipher suite and the paraneters defined in
Section 4.3.2.

4. Verify MAC 3 as defined in Section 4.3.2, and nake the result of
the verification available to the application

5. Compute the transcript hash TH 4 = H(TH 3, PLAI NTEXT_3, CRED |)

6. Calculate PRK out as defined in Section 3.1.3. The Initiator can
now derive application keys using the EDHOC Exporter interface;
see Section 3.2

4.4. KEM based aut henticati on EDHOC Message 4

Thi s section specifies nessage_4, which is OPTIONAL to support.
Confirmation of the | atest pseudorandom key (PRK 2e3e3n) is already
provi ded by nessage 2 and message_3, which are encrypted with K 2/
IV_2 and K 3/1V_3, respectively. Explicit confirmation of all prior
handshake data can be achieved, if necessary, either by exchanging
message_4 or by protecting the first application nessage fromthe
Responder to the Initiator using a key derived fromthe

EDHOC Exporter. In both cases, authenticity is ensured through the
use of keying material derived from PRK 2e3e3m and the | atest
transcript hash TH 4.

4.4.1. Formating of Message 4
message_4 SHALL be a CBOR Sequence as defined bel ow
message_4 = (

Cl PHERTEXT_4 : bstr,
)
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4.4.2.

Responder Conposition of Message 4

The Responder SHALL process the conposition of nmessage_4 as foll ows:

*

4.4.3.

Derive the new session key K 4/1V_4 as defined in Section 3.1.2.
Conput e a COSE EncryptO object as defined in Section 5.2 and 5.3
of [RFCI9052], with the EDHOC AEAD al gorithm of the sel ected cipher
suite, using the encryption key K 4, the initialization vector
IV 4 (if used by the AEAD al gorithn), the plaintext PLAI NTEXT 4,
and the followi ng paraneters as input:

- protected = h’

- external _aad = TH 4

- K4 and IV_4 are defined in Section 3.1.2

- PLAINTEXT 4 = ( EAD 4 )

Cl PHERTEXT_4 is the 'ciphertext’ of COSE _EncryptO.

Encode nessage 4 as a CBOR data itemas specified in Section 4.4.1

Initaitor Processing of Message 4

The Initiator SHALL process message_4 in the follow ng order

1.

2

Decode nessage 4

Retrieve the protocol state using avail able nessage correl ation;
see Section 3.4.2 of [RFC9528].

Decrypt and verify the COSE Encrypt0 (Cl PHERTEXT 4) as defined
Section 5.2 and 5.3 of [RFC9052]], with the EDHOC AEAD al gorithm
in the selected cipher suite and the paraneters defined in
Section 4.4.2.

Make (if present) EAD 4 available to the application for EAD
processi ng

5. | ANA Consi derati ons
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5.1. EDHOC Method Types Registry

The "EDHOC Met hod Types" Registry from group "Epheneral Diffie-
Hel | man Over COSE (EDHOC)" SHOULD be extended with a new val ue that
identifies the KEM based aut henticati on method. The extension val ue
fromthe "Standards Action with Expert Review' range, is proposed in
Tabl e 2

Regi stry Name: EDHOC Met hod Types
Ref erence: draft-pocero-authkemikr-edhoc-03
The colums of the registry are Value, Initiator Authentication Key,

Responder Aut hentication Key and Reference, where Value is an integer
and the other colums are text strings. The new val ue proposed is:

[ gty Sy Lyt e ——_————————— o
| Val ue | I'nitiator | Responder | Reference |
| | Authentication | Authentication | |
I | Key | Key I I
B oo s s s ool
| 7 | Static KEM Key | Static KEM Key | [draft-pocero-

| (suggested) | (IKR) | (1KR) | aut hkemi kr-

| | | | edhoc- 03] |
I i S I A ] S I A ] S I A ] +

Tabl e 2: EDHOC Met hod Types
6. Security Considerations

The protocol design aligns with the fundamental PQNoi se process
described in [ PQNoi se- CCS22]. Specifically, the Initiator transnits
its ephemeral public key in the first nessage, along with a key
encapsul ation targeting the Responder’ s known static public key. The
Initiator also includes its own credentials, unknown to the
Responder, in the first nessage using ID CRED |. As defined in the
pattern of the Noise framework [Noise], this approach exposes the
Initiator’ s identity to a passive attacker. To mitigate this, the
Initiator’ s credentials are encrypted using a key derived fromthe
Responder’ s static public key, ensuring that only the intended
Responder can decrypt the credentials.
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Ful | forward secrecy and explicit nutual authentication are achieved
once the KEM based i kr EDHOC handshake is conpleted, as in the
static-DH EDHOC handshake. Wile this mechani sm preserves the
Initiator’ s anonymity agai nst active attackers, the identity is
protected only by the Responder public key, which nmakes it vul nerabl e
if the Responder’ s static key is later conpromi sed, and vulnerable to
be repl ayed.

Thi s KEM based aut hneticati on nethod does not provi de non-

repudi ation, but only inplicit proof of participation as EDHOC with
static DH keys. It also naintains an equival ent | evel of downgrade
protection, as the negotiation base of the protocol is unchanged.
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