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1. Introduction

The purpose of this docunent is to address the quantumresistant
transition of the Epheneral Diffie-Hellnmn over COSE (EDHOC) pr ot ocol
by extending with a new Key Encapsul ati on Mechani sm ( KEM - based

aut henti cati on met hod and Post - Quant um Crypt ography ci pher suits.

The specific protocol is part of a nore extensive analysis of the PQ
transition for the EDHOC protocol, which is currently in the process
of bei ng published.

1.1. Motivation

The ener gi ng Quant um Computi ng technol ogi es bring new potential risks
to the existing cryptographic infrastructures. Security nechanisns
that rely on integer factorization or the discrete |ogarithm problem
will be vulnerable to attacks by a Cryptographically Rel evant Quantum
Conputer (CRQC). The European Conmission recently issued a roadnap
for the transition to Post-Quantum Cryptography (PQC), establishing a
2030 deadline for high-risk use cases and 2035 for nmediumrisk use
cases, in alignment with the 2035 deadline set by the U S. governnent
for conpleting the transition to PQC in federal systens.

The U.S. National Institute of Standards and Technol ogy (N ST) has
concluded its PQC standardi zati on process with the release of its
first standardi zed PQC algorithms in three new Federal Information
Processi ng Standards (FIPS): FIPS 203 (M- KEM based on CRYSTALS-
Kyber), FIPS 204 (M.--DSA, based on CRYSTALS-Dilithiun), and FIPS 205
(SLH DSA, based on SPHI NCS+). Additionally, FALCON has been sel ected
for future standardi zation, and NI ST has | aunched a newinitiative to
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eval uate alternative PQC signature schemes with conpact signatures
and efficient verification speeds. Conplenenting these efforts, the
Post - Quantum Use in Protocols (PQU C) | ETF Wrking Goup (W5 is
devel opi ng operational and design guidelines to support the
transition. For exanple, [RFC9794] defines term nol ogy for post-
quantumtradi tional Hybrid schemes, while ongoings draft such as
[1-D.ietf-pquip-pgc-engi neers] anal yze the inpact of CRQCs on

exi sting systens and the challenges involved in transitioning to
post - quant um al gorit his.

The growi ng urgency to transition to PQC highlights the need to adapt
EDHOC, whose current security relies on traditional Elliptic-Curve
Crypt ography( ECC), based on the discrete logarithmproblemthat is
known to be vulnerable to attacks by CRQCs. The integration of the
PQC mechani sminto EDHOC rai ses i nportant considerations around
performance, as the protocol is explicitly designed for constrained
envi ronments where the nunber of handshake nessage rounds, network
over head, processing tinme, and power consunption are critica

factors.

PQC al gorithms generally have hi gher conputational and nenory costs
conpared to the classical cryptography algorithms they aimto replace
because they often involve conplex cal culations and require | arger
byte sizes. Notably, the PQC digital signature schemes standardized
by NI ST, such as M-DSA and SLH DSA, use significantly large public
keys and signatures, which can be difficult to transnit over
constrai ned networks. It is inportant to note that while FALCON

al so sel ected for standardi zation by N ST, provides much shorter
signatures than the |l attice-based schenmes, its current

i npl ement ati ons have been shown to be vul nerabl e to side-channe
attacks. The new conpact schenes under NI ST eval uati on should be
nmore suitable for constrained environments. However, the current
Cortex- M4 i npl enent ati ons of some of the nbst conpact PQC signature
schenes, |ike SNOVA and MAYO, still demand substantial nenory
resources, nmaking theminpractical for many constrai ned devices.
Additionally, others, such as SQ Sign, have only recently been
supported on such platforns, and performance benchmarks for their
signature operations are still unavail abl e.

On the other hand, the standardi zed M.- KEM of fers significantly

hi gher conputational efficiency conpared to all other PQC KEMs (order
of magnitude faster) and is at least three tines nore efficient than
the fastest PQC signature schemes. Therefore, extending EDHOC with a
new aut hentication method that enables a signature-free KEM based
EDHOC has the potential to reduce nenory and processing requirenents
when M.-KEM is used. The approach can also result in | ower network
over head conpared to signature-based EDHOC i npl enentations that rely
on standardi zed PQC signature-based al gorithns.
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Sone standardi zation efforts propose adopting the KEM based

aut henti cation mechanismto mtigate the overhead introduced by PQC
digital signatures. For example, [I-D.celi-w ggers-tls-authkeni
specifies a KEM based authentication schene for TLS 1.3, while
[1-D.uri-lake-pquake] ains to define a general Post-Quantum

Aut henti cati on Key exchange protocoll, which based on the sane

appr oach.

Thi s docunent describes a KEM based aut henticati on nechani sm
specifically for the EDHOC protocol, introducing a new authentication
met hod intended to provide a PQC signature-free variant as the static
DH aut hentication nmethod intends. The static-DH authentication of
EDHOC i s based on the XX pattern of the Noise franmework protocol

[ Noi se], where channel security guarantees are increasingly

est abli shed by encrypting transmtted nmessages with keys derived from
chai ns of shared secrets, as soon as those secrets become avail abl e.
To align with this nodel, the KEM based aut hentication Method defined
in this docunent follows the approach outlined in [PQ@\oi se-CCS22],

whi ch provides a recipe for transform ng classical Noise patterns
into PQ variants. This specification defines the necessary
nmodi fi cations to the EDHOC protocol to support the PQ Noi se framework
whi |l e preserving security properties conparable to those of the
static-DH authentication nethod.

In addition to the schene in which both parties use KEM based

aut henti cation, providing a PQC signature-free alternative to static-
DH aut henti cation, this docunent further extends EDHOC with two
addi ti onal nethods that provide conbi ned authentication variants,
conbi ni ng KEM based aut henticati on with PQC signature-based

aut hentication. Together, these methods enable flexible post-quantum
aut henti cation options while maintaining the security properties of
the original EDHOC desi gn.

Thi s specification defines the sinplest approach for extending

conbi ned authentication variants, in which the five-nessage handshake
is maintained and authentication is perfornmed in the last two
messages, as in the both-parties KEM based aut hentication nmethod. A
nmor e conpl ex approach, which prioritizes authentication as early as
possible, is presented in the Appendix A to provide a discussion of
alternative strategies and their rel ative advant ages.

1.2. Ternminology and Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC2119 [ RFC2119].
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1.

2.

Readers are expected to be famliar with the terns and concepts
described in EDHOC [ RFC9528], CBOR [ RFC8949], CBOR Sequences

[ RFC8742], COSE Structures and Processing [ RFC9052] and COSE

Al gorithns [ RFC9053], Wen referring to CBOR, this specification

al ways refers to Determnistically Encoded CBOR, as specified in
Section 4.2.1 and 4.2.2 of [RFC8949]. The single output from

aut henti cated encryption (including the authentication tag) is called
"ciphertext", follow ng [ RFC5116].

2.1. Key Encapsul ati on Mechani snms ( KEMb)
The Key Encapsul ati on Mechani sm consists of 3 al gorithns:

* *( pk, sk ) <- KEM KeyGen( )*: The probabilistic key generation
al gorithm generates a KEM key pair consisting of a public
encapsul ati on key ( pk ) and secret decapsul ation key ( sk ).

* *( ss, ct ) <- KEM Encapsul ate( pk )*: The probabilistic
encapsul ation algorithmtakes as input a public encapsul ation key
( pk ) and produces a shared secret ( ss ) and ciphertext ( ct ).

* *( ss ) <- KEM Decapsul ate( ct, sk )*: The decapsul ation al gorithm
takes as input a secret encacpsul ation key ( sk ) and produce a
shared secret ( ss ).

Pr ot ocol Overvi ew

Thi s docunent defines a KEM based authentication nethod for EDHOC in
a general scenario where both parties nay be nutual ly unknown. It
ains to provide a free-signature authentication scheme as the static
DH aut henti cati on EDHOC nethod 3 does, which relies on the XX pattern
fromthe Noise framework [Noise], supporting nutual authentication
and the transm ssion of encrypted public credentials. The proposed
protocol adopts the approach provided by [ PQNoi se-CCS22] to transform
the classical Noise XX pattern in EDHOC into a PQ Noi se XX variant.
This results in a quantumresi stant, KEMonly version of EDHOC when a
PQC KEM i s used.

The PQ translation of the Noise XX pattern requires introducing up to
one additional round trip. Wth KEMs, the owner of the static key
cannot conbine their static private key with the epheneral public key
bel onging to the other party to inmediately prove their identity in
the next message, as is possible with DH. Instead, the party nust
first receive a ciphertext that encapsulates its static public key,
generated by the peer, before it can authenticate itself. This
necessitates an additional key-confirmation nessage fromthe key
owner, using the key derived fromthe encapsul ated val ue.
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The KEM based authentication in EDHOC i s extended by defining three
new aut hentication methods: nethod 4, in which both parties use KEM
based authentication; nmethod 5, in which the Initiator enploys KEM
based aut hentication and the Responder uses a PQC signature scheng;
and nethod 6, in which the Initiator uses a PQC signature schene and
t he Responder enpl oys KEM based aut hentication. To extend KEM based
aut hentication to support all this conbinations of Initiator and
Responder aut hentication, a nessage-fl ow preserving approach is
applied and specify in this docunent. This approach provides a

uni fied nmessage flow, maintaining the same nunber of nessages for al
KEM based aut hentication nmethod keeping a uniform nmessage structure
across them A second aproach, which prioritizes authenticating a
party as soon as it becone possible is describe in Appendix A

hi ghlighting its advantage and di sadvant ages conpared with the
approach presented here.

Al'l three new net hods extendi ng KEM based aut hentication in EDHOC
consi st of five mandatory nessages (nmessage_1, nessage_ 2, nessage_ 3,
message_4, and nessage 5). Figure 1 illustrates the EDHOC nessage
flow for these three nethods, as well as the content of each message.
An error message may al so be exchanged between the Initiator (1) and
the Responder (R). Error handling and ci pher suit negotiation
mechani sns are the sane as defined in Section 6 of [ RFC9528]. Al
EDHOC nessages are CBOR Sequences as specified in [ RFC9528]. The
protocol elenents are introduced in this Section and in Section 4.
Message formatting and processing are specified in Section 4.

Initiator Responder
| METHOD, SUI TES I, pk_eph, CI, EAD 1 |

| message_1 |
| ct_eph, Enc( C R IDCRED R EAD 2 ) |
| nmessage_2 |

| AEAD( ID_CRED |, EAD 3 ), ct_R? |

| message_4 |
| AEAD( EAD 5, Sig_ | _or MAC 3) |

| nmessage_5 |
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Figure 1: EDHOC Message Fl ow

The parties exchange epheneral keys froma PQC KEM and static public
keys, either fromthe sane PQC KEM as the epheneral keys or froma
PQC digital signature schene, depending on the sel ected nethod, al ong
wi th ciphertexts encapsul ati ng these keys. They then conpute shared
secrets and pseudorandom keys (PRK), from which symetric session
keys are derived to encrypt elenents in the internediate handshake
messages. All handshake nessages include encrypted conponents
protected with these derived session keys, offering varying | evels of
confidentiality and authenticity, except for the first nessage, which
is sent in plaintext.

The parties conpute a shared secret session key, PRK out, from which
symretric application keys are derived to protect application data.
The Initiator derives these keys after receiving nessage 4, and the
Responder after receiving nessage 5.

* pk_eph is the epheneral KEM public key generated by the Initiator

* ct_eph is the epheneral ciphertext conputed by the Responder with
the KEM encapsul ation al gorithm over the received epheneral public

key (pk_eph).

* ct_Ris the responder ciphertext conmputed by the Initiator with
the KEM encapsul ation al gorithm over the static KEM public key of
the Responder, retrieved fromthe received D CRED R in nmessage_2.
This value is used in authentication Methods 4 and 6, where the
Responder enpl oys KEM based aut henti cati on

* ct_| is the Iniatiator ciphertext conputed by the Responder with
the KEM encapsul ation al gorithm over the static KEM public key of
the Initiator, retrieved fromthe received ID CRED | in nmessage_l.

This value is used in authentication Methods 4 and 5, where the
Initiator enpl oys KEM based aut henti cati on.

* "CRED_| and CRED R are the authentication credentials containing
the public authentication keys of | and R respectively", as
defined in Section 2 of [RFC9528].

* "|DCRED | and ID CRED R are used to identify and optionally

transport the credentials of | and R respectively", as defined in
Section 2 of [RFC9528].
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* Sig_| and Sig_R denote signatures nade with the private
aut hentication key froma PQC digital signature algorithm sel ected
of I and R respectively. Sig_l is used when the Initiator
enpl oys PQC si gnat ure-based authentication in the nethod 6, and
Sig Ris used when the Responder enploys PQC signat ure-based
aut hentication in the nethod 5.

* "Enc(), AEAD(), and MAC() denote encryption, Authenticated
Encryption with Associ ated Data, and Message Authenticati on Code,
crypto algorithns applied with keys derived fromone or nore
shared secrets calcul ated during the protocol", as defined in
Section 2 of [RFC9528].

* "SUITES | contains cipher suites supported by the Initiator and
formatted and processed as specified in Section 3.6 and 6.3.2 of
[ RFC9528] ".

* "METHOD is an integer specifying the authentication nethod", as
defined in Section 3.2 of [RFC9528]. In this case nethod 4 5 or
6; see Section 2.1.2.

* C. and CR are Connection Identifiers chosen by the Initiator and
Responder, respectively, as specified in Section 3.3 of [RFC9528]

* EAD 1, EAD 2, EAD 3, EAD 4, EAD 5 are External Authorization Data
included in nessage_1, nessage 2, message_3, message_4 and
message_5 respectively.

This protocol is designed so that it follows the provisions of

[ RFC9528], that is, to encrypt and integrity protect as much

i nformati on as possible and derive symmetric keys and random materi al
usi ng EDHOC KDF with as much previous information as possible

2.1. Protocol Elenents
This section describes the principal protocol elements that differ
fromthe definitions of EDHOC and hi ghlights the nost inportant

simlarities. For the mssing elenments, the definitions in Section 3
of [ RFC9528] SHOULD be consult ed.
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2.

2.

1.

1.

1. Epheneral KEM

The epheneral KEM provides forward secrecy for the three

aut henti cation nmethods (Methods 4, 5, and 6) described in this
docunent, for both the mutual KEM based authentication method and the
conbi ned authentication variants. The Initiator generates a new
epheneral KEM key pair in every new session to ensure that the
comprom se of |ong-term keys does not conpromni se past conmuni cati ons.
The el ements of the Epheneral KEM are:

* The epheneral KEM key pair ( pk_eph, sk _eph ) is generated by the
Initiator using the follow ng function:

pk_eph, sk_eph <- KEM KeyGen()

* The epheneral shared secret ( ss_eph ) and the epheneral
ci phertext ( ct_eph ) are generated using the encapsul ation and
decapsul ati on functions: in the Responder

ss_eph, ct_eph <- KEM Encapsul ate( pk_eph )

in the Initiator

ss_eph <- KEM decapsul ation( ct_eph, sk _eph )
2. Method

The protocol extends EDHOC by introducing three new aut hentication
met hods. When both parties use static KEM key pairs, authentication
method 4 is used. In this case, authentication is achieved using a
Message Aut henticati on Code (MAC) conputed from an epheneral -static
shared secret. This MAC is included in nessage_4 and nessage_5 to
aut henticate the Responder and the Initiator, respectively. Methods
5 and 6 correspond to conbi ned aut henticati on nbdes, where one party
uses a static KEM key pair and the other uses a PQC signature schene.
The Initiator and Responder nmust agree on the authentication nethod
to be used. The selected nethod is indicated by the Initiator in
nmessage_1.
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| Method Type Value | Initiator | Responder |
| | Authentication Key | Authentication Key |
[ gt ——————— L —p——_————————————— Ll pp—p——(—————
| 4 | Static KEM Key | Static KEM Key |
RIS e e +
| 5] Static KEM Key | PQC Signature |
o e e e e oo oo Fom e e e e oo o Fom e e e e oo o +
| 6 | PQC Signature | Static KEM Key |
o e e e e oo o e e e e oo o e e e e oo +

Table 1. Authentication Keys for Method Types
2.1.3. Authentication Paraneters

The protocol perforns the same authentication-rel ated operations as
described in Section 3.5 of [RFC9528]

The protocol transports information about credentials I D CRED | and
ID CRED R in nessage 2 and message_3, respectively. The

aut hentication of these credentials is verified through

Sig Ror MAC 2 and Sig | _or MAC 3, sent by the Responder and the
Initiator in nessage 4 and nessage_ 5, respectively.

* |f the Responder uses KEM based aut hentication (methods 4 or 6),
it sends MAC 2. If it authenticates using a PQC signature key
(method 5), it sends a signature over MAC 2 using the PQC
al gorithm sel ected on the cipher suit.

* Simlarly, if the Initiator uses KEM based authentication (nethods
4 or 5), it sends MAC 3. If it authenticates with a PQC signature
key (method 6), it sends a signature over MAC 3 using the PQC
signature al gorithm selected on the cipher suit

2.1.3.1. Authentication Keys

The authenticati on key MJST be a static KEM aut hentication key or a
PQC signature key. The Initiator and Responder use KEM

aut henti cation keys with nethod 4, and different types of

aut henti cation keys with nmethods 5 and 6.

The aut hentication key al gorithm nmust be conpatible with the chosen
met hod and sel ected ci pher suite. When either party uses KEM based
aut henti cation, the sane KEM al gorithm sel ected for the EDHOC key
exchange in the cipher suite MIST be used for both the epheneral KEM
key exchange and the authentication static KEM keys. Wen using
static KEM keys, the Initiator’ s and Responder’ s private and public
aut henti cation keys are denoted as foll ows:
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* The Initiator static KEM aut hentication key pair: ( pk_I, sk_I )
* The Responder static KEM aut hentication key pair: ( pk_R sk _R)

When PQC signature authentication is used, the authentication key
al gorithm MUST be conpatible with the EDHOC si gnature al gorithm
selected in the cipher suite.

2.1.3.2. Authentication Credentials

The authentication credentials, CRED | and CRED R, contain the
aut henti cation public key of the Initiator and Responder,
respectively, as described in Section 3.5.2 of [RFC9528].

* The authentication credentials can be X 509 certificates seconded
as bstr, as defined in Section 3.5.2 of [RFC9528], using
[ RFC9360]. When static KEM aut hentication keys are used,
[1-D.ietf-1anps-kyber-certificates] specifies the conventions for
usi ng M.- KEM wut hin X. 509 Public Key Infrastructure (PKI).

* Additionally, the authentication credential may include a
COSE key, formatted as specified in [ RFC8392], to reduce the
credential size and avoid the PQC signature verification needed
when X. 509 certificates are used. New | ANA val ue registries
shoul d be defined to extend COSE Al gorithms with the correspondi ng
KEMs al gorithm val ues.

2.1.3.3. ldentification of Credentials

The 1D CRED fields are used to identify and optionally transport
credentials as defined in Section 3.5.3 of [RFC9528]. The

aut henti cation method defined in this docunment operates within the
general EDHOC franmework described in Section 3.5.3 of [RFC9528],
where 1D CRED X can either contain the full CRED X credentials or an
identifier of those credentials if they have al ready been provided
out - of - band

* "IDCRED Ris intended to facilitate for the Initiator retrieving
the authentication credential CRED R and the authentication key of
R', as defined in Section 3.5.3 of [RFC9528].

* "IDCRED | is intended to facilitate for the Responder retrieving

the authentication credential CRED | and the authentication key of
1", as defined in Section 3.5.3 of [RFC9528].
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2.1.4. Cipher Suites

The aut henticati on nethod specified in this docunent uses the EDHOC
ci pher suites elenent, as defined in Section 3.6 of [RFC9528]. An
EDHOC ci pher suit consists of an ordered set of algorithnms fromthe
"COSE Al gorithns" | ANA registry [RFC9053]. The predefined EDHOC

ci pher suites are also listed in the ANA registry, as specified in
Section 10.2 of [RFC9528].

A new predefined cipher suite SHOULD be added to the | ANA registry,
speci fying the supported KEMin the EDHOC Key Exchange Al gorithm
paraneter and the PQC signhature algorithmin the EDHOC signature

al gorithm paraneter, as specified in Section 5.2 of
[1-D.spm|ake-pqsuites]. An exanmple of this, when M.-KEMis used, is
shown in Section 5. The sane KEM al gorithm sel ected for key exchange
SHOULD al so be used for KEM based aut hentication when nmethods 4, 5 or
6 are selected. Furthernore, the KEM al gorithns used SHOULD al so be
added to the COSE Algorithns | ANA registry to identify them as is
shown in Section 5.

3. Key Derivation

This section highlights the differences and simlarities in the key
derivation process when KEM based authentication is used to
authenticate the Initiator (method 5), the Responder (nethod 6), or
both (method 4), conpared to [RFC9528]. An overview of the EDHOC key
schedul e for KEM based aut hentication nmethods 4, 5, or 6 is shown in
Figure 2, and each key derivation step is explained in the foll ow ng
subsecti ons.

S S +

| TH2 |

S IR +

I
+----+ H--VHE oo + 4o +  H----- + +-+  +---+
| ss_e|->| Ext|->| PRK 2e|--| Expand|->| KEY_2|--->| |->|C_2|
R T S T TR e I R e e + | X| +---+

| | PLAI NTEXT_2-->| |
+--m - - + | +- +

T+---| R use| |

| | KEM ?| I

|+t |

| F oo e e e +

| | | TH 2=H( H( Messagel), ct _eph|

| | R +

I I
R T S A AT + 4o + -t -+ -+
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I I - | AEAD| - >| C_3|
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Aplication Key

Figure 2: EDHOC Message Key Derivation using the KEM based
Aut hentication Methods 4, 5 or 6

3.1. Keys for EDHOC Message Processing

3.1.1. EDHCC Extract
The pseudor andom keys (PRKs) used for KEM based authentication
met hods are derived using the same EDHOC Extract function defined in
[ RFC9528], where the input keying material (IKM and Salt are
specified for each PRK bel ow

3.1.1.1. PRK 2e
The pseudorandom key PRK 2e is derived with the follow ng input:
* The salt SHALL be TH 2.
* The | KM SHALL be the epheneral KEM shared secret (ss_eph)
When SHA-256 is used PRK 2e is produced as foll ows:
PRK 2e = HVAC- SHA-256( TH 2, ss_eph )

Were the epheneral shared secret ss_eph is the output of the
followi ng functions in the Initiator and Responder respectively

Initiator:

ss_eph <- KEM Decapsul ate( ct_eph, sk_eph )

Responder :

ss_eph, ct_eph <- KEM Encapsul ate( pk_eph )
3.1.1.2. PRK 3e2m

If the Responder authenticates using static KEM keys, the
pseudor andom key PRK 3e2mis derived using the follow ng input:

* The salt SHALL be the SALT 3e2m derived from PRK 2e
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* The | KM SHALL be the KEM shared secret ss_R, used to authenticate
t he Responder
PRk 3e2mis derived as foll ows:
PRK 3e2m = EDHOC Extract( SALT 3e2m ss_R)
Where the KEM shared secret ss_R used to authenticate the Responder
is the output of the following functions in the Initiator and
Responder, respectively
Initiator:
ss_ R ct_R <- KEM Encapsul ate( pk_R)
Responder :
ss R <- KEM Decapsulate( ct_R sk R)

El se, if the Responder authenticates using a PQC signhature algorithm
then PRK _3e2m SHALL be set equal to PRK 2e (PRK _3e2m = PRK 2e).

3.1.1.3. PRK 4e3m

If the Initiator authenticates using static KEM keys, the
pseudor andom key PRK 4e3mis derived using the follow ng input:

* The salt SHALL be the SALT 4e3m derived from PRK 3e2m

* The I KM SHALL be the KEM shared secret ss |, used to authenticate
the Initiator

PRk _4e3mis derived as foll ows:

PRK 4e3m = EDHOC Extract( SALT 4e3m ss_| )

Where the KEM shared secret ss_| used to authenticate the Initiator
is the output of the following functions in the Initiator and
Responder, respectively

Initiator:

ss_ | <- KEM Decapsulate( ct_I, sk _I )

Responder :

ss |, ct | <- KEM Encapsul ate( pk_I )
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Else, if the Initiator authenticates using a PQC signhature algorithm
then PRK 4e3m SHALL be set equal to PRK 3e2m (PRK 4e3m = PRK 3e2nj.

3.1.2. EDHOC Expand and EDHOC_KDF

The output key materials (OKMs) are derived fromthe PRKs in the same
way as described in Section 4.1.2 of [RFC9528], with nodifications in
the transcript hashes THs input contraction as specified in

Section 4.

The sane OKMs, including keys, initialization vectors (IV), and salts
as those shows in Section 4.1.2 of [RFC9528] Figure 6 are derived,
just notice that:

* K3 and IV_3 are conputed to provide integrity protection for
nmessage_3 ensuring that the Initiator’ s identity is protected
agai nst active attacks. However, this does not provide
authentication of the Initiator’ s identity.

The final key derivations using EDHOC KDF is shwon in Figure 3.
Further details of the key derivation and how t he output keying
material is used are specified in Section 4

KEYSTREAM 2 = EDHOC_KDF( PRK_ 2e, 0, TH 2, plaintext_|ength )
SALT_3e2m = EDHOC_KDF( PRK_2e, 1, TH 2, hash_I ength )
MAC 2 = EDHOC KDF( PRK 3e2m 2, context_2, mac_length 2 )
K 3 = EDHOC KDF( PRK 3e2m 3, TH_ 3, key length )
I1V_3 = EDHOC_KDF( PRK_3e2m 4, TH 3, iv_length)
SALT 4e3m = EDHOC KDF( PRK 3e2m 5, TH 4, hash_| ength )
MAC_3 = EDHOC_KDF( PRK 4e3m 6, context_3, mac_length_3 )
PRK_out = EDHOC_KDF( PRK 4e3m 7, TH 4, hash_I ength )
K 4 = EDHOC KDF( PRK 4e3m 8, TH 4, key length )
I1V_4 = EDHOC KDF( PRK 4e3m 9, TH 4, iv_length)
PRK exporter = EDHOC KDF( PRK out, 10, h'’", hash_| ength )

Fi gure 3: Key Derivations Using EDHOC KDF for the KEM based
Aut henti cati on Met hods

Notice that a new key session (K 5/1V_5) can be derived fromthe sane
PRK 4e3m using TH 5 as the info parameter, to encrypt nessage 5, if
separate keys are shown to enhance security in any way. The initial
version of this protocol adopts a sinpler approach by deriving a
singl e session key to protect both nessages, which are different from
the MAC keys.
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3.1.3. PRK out

The pseudorandom key PRK out is the output session key of a conpleted
EDHOC session and is derived as foll ows:

PRK out = EDHOC KDF( PRK_4e3m TH 4, hash_length )
3.2. Keys for EDHOC Applications

Keying material for the application can be derived using the sane
EDHOC Exporter interface defined in Section 4.2.1 of [RFC9528]

4. Message Formatting and Processing

This section outlines the nmessage format and the procedures for
conposi ng and processi ng each nessage.

4.1. KEM based Aut hentication EDHOC Message 1

4.1.1. Formating of Message 1
message_1 retains the sane format as defined in Section 5.2.1 of
[ RFC9528]. The sane fields are used, except that GX is replaced by
the KEM epheneral public key ( pk_eph ) conputed by the Initiator

message_1 = (

METHCD : int,
SUTES | : suites,
pk_eph : bstr,

Cl : bstr [/ -24..23,
? EAD 1,

)

suites = [ 2* int ] / int
EAD 1 = 1* ead

The sel ected authentication nmethod (nmethods 4, 5 or 6) SHOULD be
indicated in the METHOD fi el d.

4.1.2. Initiator Conposition of Message 1
The Initiator SHALL conpose nessage 1 as foll ows:

* Construct SUTES | following the Section 5.2.2 of [RFC9528]
speci fications
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4.1.3.

Generate an ephenmeral KEM Key pair (pk_eph) using the KEM
algorithmfromthe sel ected cipher suit. The epheneral key pair
is computed by the Initiator using the follow ng function:
pk_eph, sk _eph <- KEM KeyGen()

Choose a conection identifier as in Section 5.2.2 of [RFC9528].

Encode nessage_1 as sequence of CBOR-encoded el enents, as
specified in Section 4.1.1

Responder Processing of Message 1

The Responder SHALL process message_1 in the followi ng order:

1.

2.

3.

4. 2.

4.2. 1.

"Decode nmessage 1", as specified in Section 5.2.3 of [RFC9528]
"Process nessage 1", as specify in Section 5.2.3 of [RFC9528]

"If all processing is conpleted successfully, and if EAD 1 is
present, then make it available to the application”, as specified
in Section 5.2.3 of [ RFC9528]
KEM based aut henticati on EDHOC Message 2

Formati ng of Message 2

message_2 keeps the sane formatting as Section 5.3.1 of [ RFC9528].
The sane fields are used instead GY is replaced with the epheneral
KEM ci phertext ( ct_eph ) conputed on the Responder.

message_2 = (
ct _eph_ClI PHERTEXT_2 : bstr,

)

where cc_eph_ClI PHERTEXT_2 is the concatenation of ct_eph and
Cl PHERTEXT_2.

4.2.2.

Responder Conposition of Message 2

The Responder SHALL conpose nessage 2 as foll ows:

*

Encapsul ate the epheneral KEM key received within nmessage_1 using

the KEM al gorithmin the selected cipher suit. The epheneral KEM
ci phertext and the KEM epheneral shared secret are conputed by the
Responder using the follow ng function:

ss_eph, ct_eph <- KEM Encapsul at e( pk_eph)

Pocero Fraile, et al. Expires 27 April 2026 [ Page 19]



Internet-Draft KEM based Aut hentication for EDHOC Cct ober 2025

4.

2

3.

Conput e the PRK 2e pseudorandom key from the epheneral KEM shared
secret ( ss_eph)

"Choose a connection identifier CR', as specified in
Section 5.3.2 of [RFC9528]

Conpute the transcript hash TH 2 = H(pk_eph, H message_1)) as
specified in Section 5.3.2 of [RFC9528]

At this point, when the Responder use KEM based authentication, is
not jet able to authenticate itself; therfore MAC 2 is not
comput ed. Although the Responder could, in principle,
authenticate itself at this stage when using PQC signature-based
aut henti cation, the message-fl ow preserving approach restricts
Responder authentication to nessage_4. A correspondi ng nessage
flow that enables a party to authenticate as soon as it becones
possible is shown in Appendi x A

Cl PHERTEXT_2 is calculated, with a binary additive stream ci pher
as in Section 5.3.2 of [RFC9528], using a keystream ( KEYSTREAM 2)
generated with EDHOC Expand and the follow ng plaintext:
- Compute PLAI NTEXT_2 as:

PLAINTEXT_2 = (C_R I D_CRED R ?EAD 2)

where C R |ID CRED R and EAD 2 el enents corresponds with the
ones in Section 5.3.2 of [RFC9528].

-  Conpute KEYSTREAM 2 as in Section 3.1.2
- Conpute ClPHERTEXT 2 as in Section 5.3.2 of [RFC9528]
Cl PHERTEXT_2 = PLAI NTEXT_2 XOR KEYSTREAM 2

Encode nessage 2 as a sequence of CBOR-encoded data itens as
specified in Section 4.2.1

Initiator Processing of Message 2

The Initiator SHALL process nmessage 2 in the follow ng order

Decode nessage_2

"Retrieve the protocol state" as proposed in Section 5.3.3 of
[ RFC9528]
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3. Conput e the epheneral KEM shared_secret ( ss_eph ) by
decapsul ati ng the KEM ci phertext ( ct_eph ) received in
message_2 using the epheneral secret key ( sk_eph ). The
epheneral KEM shared secret is conputed by the Initiator using
the follow ng function:

ss_eph <- KEM Decapsul ate( ct_eph, sk_eph )

4. Conput e the PRK 2e pseudorandom key fromthe epheneral KEM
shared secret ( ss_eph)

5. Conpute the transcript hash TH 2 = H(pk_eph, H nessage_1))
6. Derive KEYSTREAM 2 as in Section 3.1.2
7. Decrypt Cl PHERTEXT_2; see Section 4.2.2

8. If all processing is conpleted successfully, then make I D CRED R
and (if present) EAD 2 available to the application as in
Section 5.3.3 of [RFC9528]

9. otain the authentication credential (CRED R) fromthe
(IDCRED R as in Section 5.3.3 of [RFC9528], and the static
aut henti cation key of the Responder

10. If the Responder use KEM based aut hentication (nethods equal 4
or 6) then the Initiator MJST performthe foll ow ng steps:

* Encapsul ate the retrieved static KEM aut hentication key of
the Responder ( pk_R ) calculating the correspondi ng
ci phertext ( ct_R ) and shared secret ( ss_R) with the
foll owi ng function:

ss R c¢t_R <- KEM Encapsul ate(pk_R)

*  Conpute the new PRK 3e2m from a chain that includes both the
epheneral KEM shared secret ( ss_eph ) and the | atest KEM
shared secret for the Authentication of the Responder ( ss_R
), as defined in Section 3.1.1.2

El se, if the Responder authenticates using a PQC signhature

al gorithm (nethod 5), then PRK 3e2m SHALL be set equal to PRK 2e

(PRK_3e2m = PRK 2e).

4.3. KEM based aut henticati on EDHOC Message 3
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4. 3.

Formati ng of Message 3

message_3 SHALL be a CBOR Sequence as defined bel ow

message_3 = (

)
4.3.

Cl PHERTEXT 3 : bstr,
? ct_R: bstr,

Initiator Conposition of Message 3

The Initiator SHALL process the conposition of nessage 3 as foll ows:

*

Conpute the transcript hash TH 3=H(TH_ 2, PLAINTEXT_2,CRED R ? ct_R)
as specified in Section 5.4.2 of [RFC9528]. The element ( ct_R)
SHALL be present only when the Responder use KEM based

aut hentication (nmethods 4 and 6); otherwise it SHALL be onmited.

Derive the new session key K 3/1V_3 as defined in Section 3.1.2.
The Initiator can use this key to conmpute Cl PHERTEXT 3, but it
cannot be used to authenticate itself.

At this point, when the Initiator use KEM based authentication, is
not jet able to authenticate itself; therfore MAC 3 is not
conputed. Although the Initiator could, in principle,
authenticate itself at this stage when using PQC signature-based
aut henti cation, the message-fl ow preserving approach restricts
Responder authentication to nessage 5. A correspondi ng nessage
flow that enables a party to authenticate as soon as it becones
possible is shown in Appendix A

Conput e a COSE EncryptO object as defined in Section 5.2 and 5.3
of [RFCI9052], with the EDHOC AEAD al gorithm of the sel ected cipher
suite, using the encryption key K 3, the initialization vector
IV_3 (if used by the AEAD al gorithn), the plaintext PLAI NTEXT 3,
and the follow ng paraneters as input:
- protected = h’
- external _aad = TH 3
- K3 and I1V_3 are defined in Section 3.1.2
- PLAINTEXT_3 = (C.I,ID CRED |,?EAD 3) where C |, IDCRED | and
EAD 3 el enments corresponds with the ones in Section 5.3.3 of
[ RFC9528]

Cl PHERTEXT_3 is the 'ciphertext’ of COSE_EncryptO.
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4. 3.

3.

Encode nessage_3 as a CBOR data itemas specified in

Section 4.3.1. The elenent ( ct_R ) SHALL be present only when
the Responder use KEM based authentication (methods 4 and 6);
otherwise it SHALL be ommited. When the Responder use PQC
Signature algorithnms (nethod 5) nessage 3 consists of a single
el ement (CIPHERTEXT 3). ( ct_R) is defined as the trailing
element so it can be omtted when not used; therefore, senders
MJUST NOT encode ct_ R as NULL.

Responder Processing of Message 3

The Responder SHALL process nessage 3 in the follow ng order:

1.

2.

Decode nmessage_3

"Retrieve the protocol state", as defined in Section 5.4.3 of
[ RFC9528]

If the Responder use KEM based authentication (nethods 4 or 6)
then it MUST performthe foll ow ng steps:

*  Conpute the KEM shared _secret ( ss_ R ) for the authentication
of the Responder by decapsul ati ng the KEM ci phertext ( ct_R)
received in nessage 3 using the Responder static KEM secret
key ( sk_R ). The KEM shared secret is conputed by the
Responder using the follow ng function:

ss R <- KEM Decapsulate( ct_R, sk R)

*  Conpute the new PRK 3e2m from a chain that includes both the
epheneral KEM shared secret ( ss_eph ) and the | atest KEM
shared secret for the Authentication of the Responder ( ss_R
), as defined in Section 3.1.1.2

El se, if the Responder authenticates using a PQC signhature
al gorithm (nethod 5), then PRK 3e2m SHALL be set equal to PRK 2e
(PRK_3e2m = PRK 2e).

Conpute the transcript hash TH 3=H(TH 2, PLAI NTEXT_2, CRED R, ?
ct R. The element ( ct_R ) SHALL be present only when the
Responder use KEM based aut hentication (nmethods 4 and 6);
otherwi se it SHALL be ommited.

Conpute K 3/1V_3 as in Section 3.1.2, where plaintext _length is
the Il ength of PLAI NTEXT_ 3

Decrypt Cl PHERTEXT_3; see Section 4.3.2

Pocero Fraile, et al. Expires 27 April 2026 [ Page 23]



Internet-Draft KEM based Aut hentication for EDHOC Cct ober 2025

7. "If all processing is conpleted successfully, then make | D CRED |
and (if present) EAD 2 available to the application”, as in
Section 5.3.4 of [RFC9528]

8. "Obtain the authentication credential (CRED I) fromthe
(IDCRED I)" as in Section 5.3.4 of [RFC9528] and the static
aut hentication key of the Initiator.

4.4. KEM based aut henticati on EDHOC Message 4
4.4.1. Formating of Message 4
message_4 SHALL be a CBOR Sequence as defined bel ow

message_3 = (
Cl PHERTEXT_4 : bstr,
? ct_| : bstr,

)
4.4.2. Responder Conposition of Message 4

The Responder SHALL process the conposition of nessage 4 as foll ows:

* |f the Initiator use KEM based authentication (methods equal 4 or
5) then the Responder MJUST performthe follow ng step:

- Encapsulate the retrieved static KEM aut hentication key of the
Initiator ( pk_ I ) calculating the correspondi ng ci phertext (
ct | ) and shared secret ( ss_ | ) with the follow ng function:

ss_|, ct_|I <- KEM Encapsul ate(pk_Il)

* Conpute the transcript hash TH 4 = H TH 3, PLAINTEXT 3, CRED I, ?
ct I). The element ( ct_|I ) SHALL be present only when the
Initiator use KEM based aut henticati on (nmethods 4 and 5);
otherwi se it SHALL be ommited.

*  Conmpute MAC 2 as defined in Section 3.1.2, with context_2 =<< C R
ID CRED R, TH 4, CRED R, ? EAD 4 >>

- |If the Resonder authenticates with static KEM key (nethods
equals 4 or 6), then the mac_lenght 2 is equal to the EDHOC MAC
I ength of the selected cipher suit. |f the Responder
aut henticates with PQC Signature algorithnms (method equal 5),
then the mac_l enght _2 is equal to hash_l ength.

- The CR |IDCRED R and CRED R el enents corresponds with the
ones in Section 5.3.2 of [RFC9528]

Pocero Fraile, et al. Expires 27 April 2026 [ Page 24]



Internet-Draft KEM based Aut hentication for EDHOC Cct ober 2025

- The latest transcript hash TH 4 and the External Application
Data included in Message 4 (EAD 4) are used.

* |f the Responder use KEM based authentication (methods equal 4 or
6) then Sig Ror MAC 2 is MAC 2. If the Responder authenticates
using a PQC signature algorithm (nethod 5), then Sig Ror MAC 2 is
the "signature’ field of a COSE _Signl object, conputed as
specified in Section 5.3.2 of [RFC9528] but using the PQC
Signature algorithmspecify in the selected cipher suite, the
private PQC authentication key of the Responder,and the follow ng
parameteres as input::

- protected = << I D CRED R >>
- external _aad = << TH 4, CRED R, ? EAD 4 >>
- payload = MAC 2

* |If the Initiator use KEM based aut hentication (nethods equal 4 or
5) then the Responder MJST performthe follow ng step:

- Conpute the new PRK 4e3m froma chain that includes the
epheneral KEM shared secret ( ss_eph ), the KEM shared secret
for the Authentication of the Responder ( ss_ R ), and the
| atest KEM shared secret for the Authentication of the
Initiator ( ss_ | ) as defined in Section 3.1.1.3

Else, if the Initiator authenticates using a PQC signature

al gorithm (nethod equal 6), then PRK 4e3m SHALL be set equal to

PRK_3e2m (PRK_4e3m = PRK_3e2n).

* Derive the session key K 4/1V4 as in Section 3.1.2.

* Conpute a COSE EncryptO object as defined in Section 5.2 and 5.3
of [RFC9052], with the EDHOC AEAD al gorithm of the sel ected cipher
suite, using the encryption key K 4, the initialization vector
IV_4 (if used by the AEAD al gorithm, the plaintext PLAI NTEXT_4,
and the follow ng paraneters as input:

- protected = h'’

- external _aad = TH 4

- K4 and I1V_ 4 are defined in Section 3.1.2

- PLAINTEXT_4 = ( MAC_ 2, ?EAD 4 )

Cl PHERTEXT_4 is the ’ciphertext’ of COSE_EncryptO.
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4.4. 3.

Conmpute the transcript hash TH 5 = H(TH_ 4, PLAI NTEXT_4)

Encode nessage_4 as a CBOR data itemas specified in

Section 4.4.1. The element ( ct_|I ) SHALL be present only when the
Initiator use KEM based aut hentication (nmethods 4 and 5);
otherwise it SHALL be omrited. Wen the Initiator use PQC
Signature algorithnms (nethod 6) nmessage_4 consists of a single

el ement (CIPHERTEXT 4). ( ct_|I ) is defined as the trailing
element so it can be omtted when not used; therefore, senders
MUST NOT encode ct | as NULL.

Initaitor Processing of Message 4

The Initiator SHALL process message_4 in the follow ng order:

1.

2.

Decode nessage 4

"Retrieve the protocol state using avail able nessage
correlation", as in Section 3.4.2 of [RFC9528].

If the Initiator use KEM based aut hentication (nethods equal 4 or
5) then it MJST performthe follow ng steps:

*  Conpute the KEM shared secret ( ss_ | ) for the authentication
of the Initiator by decapsul ating the KEM ci phertext ( ct_I )
received in nessage_4 using the Responder static KEM secret
key ( sk_I ). The KEM shared secret is conputed by the
Initiator using the follow ng function:

ss | <- KEM Decapsulate( ct I, sk I )

* Conpute the new PRK 4e3m from a chain that includes the
epheneral KEM shared secret ( ss_eph ), the KEM shared secret
for the Authentication of the Responder ( ss_ R ), and the
| atest KEM shared secret for the Authentication of the
Initiator ( ss_|I ) as defined in Section 3.1.1.3

Else, if the Initiator authenticates using a PQC signhature
al gorithm (nethod equal 6), then PRK 4e3m SHALL be set equal to
PRK_3e2m (PRK_4e3m = PRK_3e2n).

Conmpute the transcript hash TH 4 = H(TH_ 3, PLAINTEXT_3, CRED |, ?
ct_I). The element ( ct_I ) SHALL be present only when the
Initiator use KEM based aut henticati on (methods 4 and 5);

otherwi se it SHALL be onmited.

Derive the session key K 4/1V4 as in Section 3.1.2.

Pocero Fraile, et al. Expires 27 April 2026 [ Page 26]



Internet-Draft KEM based Aut hentication for EDHOC Cct ober 2025

6. Decrypt and verify the COSE_EncryptO (Cl PHERTEXT_4) as defi ned
Section 5.2 and 5.3 of [RFC9052]], with the EDHOC AEAD al gorithm
in the selected cipher suite and the paraneters defined in
Section 4.4.2.

7. Verify Sig_R or_MAC 2 using the algorithmin the selected cipher
suite. The verification process depepends on the authentication
met hod used by the Responder as defined in Section 4.4.2. "Make
the result of the verification available to the application” as
in Section 5.3.3 of [ RFC9052]

4.5. KEM based aut henti cati on EDHOC Message 5
4.5.1. Formating of Message 5
message 5 SHALL be a CBOR Sequence as defined bel ow

message 3 = (
Cl PHERTEXT_5 : bstr,
)
4.5.2. Initiator Conposition of Message 5
The Initiator SHALL process the conposition of nessage 5 as foll ows:
* Conpute the transcript hash TH5 = H(TH 4, PLAI NTEXT_4)

*  Conpute MAC 3 as defined in Section 3.1.2, with context_3 =<< C |,
IDCRED I, TH5, CRED I, ? EAD 5 >>

- If the Initiator authenticates with static KEM key (et hods
equals 4 or 5), then the mac_lenght_3 is equal to the EDHOC MAC
Il ength of the selected cipher suit. |If the Initiator
aut henticates with PQC Signature algorithns (nmethod equal 6),
then the mac_l enght 3 is equal to hash | ength.

- The CI, IDCRED | and CRED | elenents corresponds with the
ones in Section 5.4.2 of [RFC9528]

- The latest transcript hash TH 5 and the External Application
Data included on Message 5 (EAD 5) are used.
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* |If the Initiator use KEM based aut hentication (nethods equal 4 or
5) then Sig | _or MAC 3 is MAC 3. If the Initiator authenticates
using a PQC signature algorithm (nethod 6), then Sig |_or MAC 3 is
the "signature’ field of a COSE Signl object, conputed as
specified in Section 4.3.2 of [RFC9528] but using the PQC
Signature algorithmspecify in the selected cipher suite, the
private PQC authentication key of the Initiator, and the foll ow ng
paramet eres as input:

- protected = << ID CRED | >>
- external _aad = << TH 5, CRED |, ? EAD 5 >>
-  payload = MAC 3

*  Conpute a COSE EncryptO object as defined inSection 5.2 and 5.3 of
[ RFC9052], with the EDHOC AEAD al gorithm of the sel ected cipher
suite, using the encryption key K 4, the initialization vector
IV_4 (if used by the AEAD al gorithm, the plaintext PLAI NTEXT_5,
and the follow ng paraneters as input:

- protected = h’

- external _aad = TH 5

- K5 and IV.5 are defined in Section 3.1.2

- PLAINTEXT_5 = ( MAC_3, ? EAD 5 )

Cl PHERTEXT_5 is the 'ciphertext’ of COSE_EncryptO.

* Calculate PRK out as defined in Section 3.1.3. The Initiator can
now derive application keys using the EDHOC Exporter interface;
see Section 3.2

* Encode nessage 5 as a CBOR data itemas specified in Section 4.5.1

* "Make the connection identifiers (CI and CR) and the application
algorithms in the selected cipher suite available to the
application" as in Section 5.4.2 of [RFC9528]

After creating nessage 5, the Initiator can conpute PRK out and

derive application keys using the EDHOC Exporter interface. The

Responder SHOULD now persistently store PRK out or application keys

and send protected application data, since it has already verified

message_4, which is protected with a derived application key by the
Responder, and the application has authenticated the Responder

Pocero Fraile, et al. Expires 27 April 2026 [ Page 28]



Internet-Draft KEM based Aut hentication for EDHOC Cct ober 2025

4.5.3. Responder Processing of Message 5

5.

5.

The Responder SHALL process message_ 5 in the follow ng order:
1. Decode nessage_ 5

2. "Retrieve the protocol state using avail abl e nessage correl ati on"
as in Section 3.4.2 of [RFC9528].

3. Decrypt and verify the COSE Encrypt0 (Cl PHERTEXT 5) as defined in
Section 5.2 and 5.3 of [RFC9052], with the EDHOC AEAD al gorithm
in the selected cipher suite and the paraneters defined in
Section 4.5.2.

4. Verify Sig_l_or_MAC 3 using the algorithmin the sel ected cipher
suite. The verification process depepends on the authentication
met hod used by the Initiator as defined in Section 4.5.2. "Make
the result of the verification available to the application" as
in Section 5.3.3 of [RFC9052]

5. Calculate PRK out as defined in Section 3.1.3. The Initiator can
now derive application keys using the EDHOC Exporter interface;
see Section 3.2

After verifying nessage 5, the Responder can conpute PRK out and
derive application keys using the EDHOC Exporter interface. The
Responder SHOULD now persistently store PRK out or application keys
and send protected application data, since it has already verified
message_ 5, which is protected with a derived application key by the
Initiator, and the application has authenticated the Initiator.

I ANA Consi derati ons

1. COCSE Algorithnms Registry
The "COSE Al gorithns" Registry from"CBOR Object Signing and
Encryption (COSE)" group SHOULD be extended with new values to
i nclude PQC KEM al gorithnms. The extension of values fromthe
"Standards Action with Expert Review' range for M-KEM al gorithns at
NI ST security levels 1 and 3, is proposed in Table 2
Regi stry Nane: COSE Al gorithns

Ref erence: draft-pocero-aut hkem edhoc-00
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The colums of the registry are Name, Value and Description, where
Value is an integer and the other colums are text strings. For both
new regi strations, the change controller is the I ETF, and the
reference field should point to this docunent. The new val ues
proposed are:

| Nare | Val ue | Description |
[§ oo ool s s s oo oo oo s s
| M.-KEM512 | -54 (suggested) | CBOR object KEM Al gorithm |
| | | for M-KEM 512 |
S Fom e oo +
| M.-KEM 1024 | -55 (suggested) | CBOR object KEM Al gorithm |
| | | for M-KEM 1024 |
S o e e e oo o e e e e e +

Table 2: COSE Al gorithns
5.2. EDHOC Ci pher Suites Registry

The "EDHOC Ci pher Suites" Registry fromgroup "Epheneral Diffie-

Hel | man Over COSE (EDHOC)" SHOULD be extended with new val ues to

i nclude the cipher suits with the KEM al gorithmused. Wile the KEM
based authentication protocol specified in this docunment can support
different KEM al gorithns, the N ST-standardized M.-KEM i s

RECOMVENDED. The extension of values fromthe "Standards Action with
Expert Revi ew' range, when the M.-KEM al gorithmis used at N ST
security levels 1 and 3, is proposed in Table 3

Regi stry Nane: EDHOC Ci pher Suites
Ref erence: draft-pocero-aut hkem edhoc-00
The colums of the registry are Value, Array, Description, and

Ref erence, where Value is an integer and the other colunms are text
strings. The new val ues proposed are:
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| Val ue | Array| Descri ption | Ref erence |

[ e ——— C——— lpp—p——_—————————————_—_ Ll p—p—_—_—r
7 | 30, | AES- CCM 16-128-128, | draft-pocero-aut hkem edhoc- 00|
(suggested)|-16, | SHA-256, 16, M- |

| |
| |16, | KEM 512, M.- DSA- 44, | |
| | -54, | AES- CCM 16- 64- 128, | |
| | -48 | SHA- 256 | |
| | |
I I I

|10, |

|-16 |
Fom e +--m o= o e e o s o m e e e e e iee i +
| 8 | 10, | A256GCM SHA- 384, |draft-pocero-aut hkem edhoc- 00|
| (suggested)|-16, |16, M- KEM 1024, | |
| | 8, 1,| M.- DSA- 65, A256GCM | |
| | -55, | SHA-384 | |
I |-49 | I I
I |-16 | I I
Fom e oo +o-m o - o e e oo s o mm e e e e e e e i +

Tabl e 3: EDHOC Ci pher Suites

The PQC M.-DSA signature algorithns are sel ected as the EDHOC
signature algorithmparaneter to verify X 509 certificate signatures
when the X 509 credential type is used.

5.3. EDHOC Met hod Types Registry
The "EDHOC Met hod Types" Registry fromgroup "Epheneral Diffie-
Hel | man Over COSE (EDHOC)" SHOULD be extended with a new val ue that
identifies the KEM based aut henticati on method. The extension val ue
fromthe "Standards Action with Expert Review' range, is proposed in
Table 4
Regi stry Name: EDHOC Met hod Types
Ref erence: draft-pocero-aut hkem edhoc-00
The colums of the registry are Value, Initiator Authentication Key,

Responder Aut hentication Key and Reference, where Value is an integer
and the other colums are text strings. The new val ue proposed is:

Pocero Fraile, et al. Expires 27 April 2026 [ Page 31]



Internet-Draft KEM based Aut hentication for EDHOC Cct ober 2025

F oo bl oo e s s e s s o}
| Val ue | I'nitiator | Responder | Reference |
| | Authentication | Authentication | |
I | Key | Key I I
[ gty Sy Lyt e ——_————————— o
| 4 | Static KEM Key | Static KEM Key | [draft-pocero-

| (suggested) | | | aut hkem edhoc-

I I I | 00] I
S e e e +
| 5 | Static KEM Key | PQC Signature | [draft-pocero-

| (suggested) | | key | aut hkem edhoc-

I I I | 00] I
T TP TP TP +
6 | PQC Signature | Static KEM Key | [draft-pocero-

| (suggested) | key | | aut hkem edhoc-
I I I | 00] I
L L L TR L TR L TR +

Tabl e 4: EDHOC Met hod Types
6. Security Considerations

EDHOC protocol with static DH keys enables the Initiator and
Responder to generate an epheneral -static shared secret using the
other party’s epheneral public keys and their own credentials. This
shared secret is then used to derive a session key for

aut hentication. Messages 2 and 3 provide explicit authentication

t hrough MACs, which also bind the exchanged credentials to prevent

m shinding attacks, as is described in Section 9.1 of [RFC9528]

In contrast, the KEM based authenticati on nmechani smrequires an
initial action fromthe other party. The Responder nust first
recei ve the encapsulation of its static public key generated by the
Initiator to authenticate itself. To performthis encapsul ation, the
Initiator nust retrieve the static KEM public key of the Responder
fromthe ID CRED R sent in Message 2. As a result, the Responder
cannot authenticate itself until Message 3 is processed, which
contains the ct_R ciphertext necessary to derive the ss_R shared
secret. Then it cannot generate MAC 2 or authenticate itself unti
then. Simlarly, the Initiator cannot generate MAC 3 or authenticate
itself before sending Message 3. This highlights the nain challenge
in integrating KEM based aut henticati on method within the EDHOC
handshake.

To address this issue and nmaintain the same |level of identity
protection than EDHOC, agai nst active attacks on the Initiator and
passi ve attacks on the Responder, the credentials continue to be
encrypted in Messages 2 and 3. |n nessage 2, the Responder’ s
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credentials are included in a ciphertext that is XORed with a key
derived fromthe ephenmeral shared secrets. This construction
provides identity protection agai nst passive attacks on the
Responder. The credentials of the Initiator ( IDCRED | ) are
encrypted using an AEAD algorithmto provide integrity protection,
but not authentication, because the Initator’ s shared secret is not
yet available to prove its identity. The encryption key is derived
froma conbinati on of both ephemeral KEM shared secret (ss_eph) and
the Responder static KEM shared secret ( ss_R ), used to authenticate
the Responder. At this stage in the protocol, the specific
encryption provided a formof weak forward secrecy, as the Initiator
has not yet verify the static KEM public key of the Responder
However, the credentials are still protected against active attacks,
as only the legitimte Responder, who possesses the corresponding
private key ( sk_R ) is capable of deriving the session key and
decrypting nessage_3.

Furthernmore, the protocol is extended with two additional nessages
(Messages 4 and 5) to enable both parties to:

* Prove possession of the final session key, ensuring key
confirmation to the other party

* Ensure nmutual authentication by explicitly authenticating
thensel ves using the final session key, which incorporates al
three shared secrets: the ephemeral KEM shared secret ( ss_eph )
and the KEM shared secrets ss_ | and ss_R used to authenticate the
Initiator and Responder, respectively.

* Provide credential binding by including MAC 2 and MAC 3, ensuring

the integrity and authenticity of the credentials exchanged in
messages 2 and 3.
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In [ RFC9528], the transcript hashes (THs) are constructed as an
accunul ati ve hash, conbining previous TH values with the current

pl ai n-text message. Each new plain-text nessage in the handshake is
concatenated with the previous TH value, and the resulting hash forns
the new TH. This process |links each nessage in the sequence to al
prior messages, creating a verifiable and continuous chain. As a
result, any changes to the nmessage content are detected during
subsequent integrity verification using the transcript hashes. The
KEM based aut hentication nmethod described in this docunment extends
this approach. Both parties only need to verify the integrity and
authenticity of the latest TH 4 and TH 5, which enconpass al

previ ous nessages in the handshake. To facilitate this, the MAC
protected data in Messages 4 and 5 is nodified to include TH 4 and
TH 5 respectively. At the end of the handshake, both the Initiator
and Responder can verify the integrity and authenticity of the entire
handshake by checking the recei ved MACs.

The payl oad security properties for the static DH authentication

met hod and the KEM based aut hentication method differ during the
handshake. Unlike the static DH authentication method, the KEM based
met hod exhi bits no authentication until the final two nessages. It
provi des the sane | evel of destination confidentiality for the first
two and the |last two nessages, while nessage 3 offers weaker forward
secrecy. The Initiator’ s credentials are encrypted within nessage 3
using a key derived fromthe Responder’ s static public key and the
epheneral key, ensuring that only the intended Responder can decrypt
the credential, and protect them against active attacks.

Full forward secrecy and explicit nutual authentication are achieved
once the KEM based net hod handshake is conpleted, simlar to the
static-DH nethod handshake (described in Section 9.1 of [RFC9528]).
Additionally, a potential msbinding attack will not be detected
until the handshake concl udes, specifically when the Initiator
verifies Message 4 and the Responder verifies Message 5. Therefore,
EAD data should be treated as unprotected, and keying materials
shoul d not be persistently stored until the protocol is conplete, as
with the static-DH nethod (described in Section 9.1 of [RFC9528]).
The final Application Session Key should only be derived at the end
of the handshake, after ensuring mutual authentication, nessage
handshake integrity, credentials authenticity, and proof of key
possessi on.

The KEM based aut hentication nmethod does not provi de non-repudiation,
but only inplicit proof of participation, sinmlar to EDHOC with
static DH keys. It also maintains an equival ent | evel of downgrade
protection, as the negotiation base of the protocol is unchanged.
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7.

7.

The proposed KEM based aut hentication nethod with a 5-nessage
handshake is designed to nmeet the sane security requirenments as
static-DH met hod. However, it can be adapted to reduce the number of
round trips while remaining suitable for scenari os where neither
party knows the other beforehand. This is achieved by transmtting
the ID CRED | credentials of the Initiator in plain-text within the
message_1, simlar to the Noise | X pattern, where the Initiator’s
static key is imediately transmitted to the Responder, despite or
absent identity protection. This nodification allows the Initiator
to authenticate itself in Message 2, elinmnating the need for Message
5. Since the Responder includes its credentials in the first

nmessage, Message 4 remmi ns necessary to ensure explicit

aut henti cation of the Responder. This adaptation reduces the nmessage
exchange to four but sacrifices identity protection for the
Initiator’s credentials.
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Appendi x A,  Early Authentication Approach for Conbi ned PQC KEM and
Si gnature Aut hentication Methods

To extend the pure KEM based aut hentication between both parties with
support for conbinations where the Initiator and Responder use

di fferent nmechani sns, conbi ni ng KEM based and si gnat ur e- based

aut hentication, an alternative approach can be considered. |In this
early authentication approach, authentication is prioritized, and
each party authenticates in the first nessage in which it is able to
do so. This enables authentication to occur as early as possible, in
contrast to the nmessage-fl ow preserving approach defined in this
docunent .
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When KEM based authentication is used by both parties, the two
approaches share the sanme nessage flow, as shown in Figure 4. \Wen
the Initiator uses PQC signature-based authentication, it is able to
authenticate its identity within message 3. By using the early

aut henti cati on approach, this avoids the need for nessage 5 and
reduces the nessage flow to four nmandatory nessages, as shown in
Figure 6. On the other hand, when the Responder uses PQC signature-
based aut hentication, the authentication trough signatures within
message 2 does not reduce the nunber of mandatory nessages, as shown
in Figure 5. However, both Method 5 and Method 6 can benefit from
the early authentication approach, which allows the protocol to
terminate early if authentication fails, enables early detection of
nm sbi ndi ng attacks, and increases the |evel of authentication
assurance provi ded by internedi ate nessages.

The main drawback of the early authentication approach is the

i ncreased conplexity associated with using different nessage formats
and nunbers of mnessages across the various authentication nethods,
whi ch conplicates protocol specifications and inplenentations.

Priority has been given in this docunent to maintaining a sinpler
protocol specification with the same nunber of nessages and a
consistent format across the three authentication nethods, since the
benefits of |ower conplexity are considered nore inportant than the
mar gi nal advant ages provided by the early authentication approach
However, the advantages and di sadvant ages of both approaches shoul d
be further discussed within the LAKE Wrking Group to evaluate the
pros and cons of each approach.
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Initiator Responder
| METHOD, SU TES |, pk_eph, C1, EAD 1 |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e >
| message_1 |
I I
| ct_eph, Enc( C.R IDCRED R EAD 2) |
Qo m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eea oo +
| message_2 |
| |
| ct_R AEAD( ID CRED |, EAD 3 ) |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo o >
| message_3 |
I I
| ct_|I, AEAD( EAD 4, MAC 2 ) |
Qo o mm e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| message_4 |
I I
| AEAD( EAD 5, MAC 3 ) |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaa oo >
| message_5 |
Fi gure 4: EDHOC Message Fl ow for KEM based Authentication on both
Initiator and Responder (Method 4)
Initiator Responder
| METHOD, SU TES |, pk_eph, C1, EAD 1 |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e >
| message_1 |
I I
| ct_eph, Enc( C R IDCRED R sig, EAD 2 ) |
Qo m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eea oo +
| message_2 |
| |
| AEAD( ID CRED |, EAD 3 ) |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo o >
| message_3 |
I I
| ct_|I, AEAD( EAD 4) |
Qo o mm e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| message_4 |
I I
| AEAD( EAD 5, MAC 3 ) |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaa oo >
| message_5 |
Fi gure 5: EDHOC Message flow for KEM based authentication on the

Initiator and PQC si gnature-based authentication on the Responder
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Initiator Responder
| METHOD, SU TES I, pk_eph, CI, EAD 1 |
| message_1 |

| ct_eph, Enc( C.R IDCRED R EAD 2) |

o oo o e oo +
| message_2 |
| |
| ct_R AEAD( IDCRED I, sig, EAD 3) |
e >
| message_3 |

| AEAD( EAD 4, MAC 2 ) I
| message_4 |

Figure 6: EDHOC Message flow for PQC signature-based
authentication on the Initiator and KEM based aut henticati on on
the Responder (Method 6)
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