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Abst ract

Thi s docunent specifies an opportunistic mode for TCP-AO. In this
node, the TCP connection starts with a well-known authentication key
which is later replaced by a secure key derived fromthe TLS
handshake.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-piraux-tcp-ao-tls/.

Di scussion of this docunent takes place on the TCPM Wirki ng G oup
mailing list (mailto:tcpm@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/tcpmi. Subscribe at
https://ww.ietf.org/mailman/listinfol/tcpni.

Source for this draft and an issue tracker can be found at
https://github. com | PNet wor ki ngLab/ draft-tcp-ao-tls.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The TCP Aut hentication Option (TCP-AO [RFC5925] provides integrity
protection for long-lived TCP connections. It assunes that the

as
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conmuni cating hosts share a Master Key Tuple (MKT). This MKT is used

to derive traffic keys to authenticate the TCP packets exchanged by
the two hosts. TCP-AO supports different authentication algorithns
[ RFC5926] .

TCP- AO protects the integrity of all the packets exchanged during a

TCP connection, including the SYNs. Such a protection is inportant
for sone specific services, but nany applications would benefit fro
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the integrity protection offered by TCP-AQ, notably against RST
attacks that can happen later in the connection. Unfortunately, from
a depl oynment viewpoint, for many applications that use |long-lived TCP
connections, having an existing MKT on the client and the server
before establishing a connection is a severe limtation

Thi s docunent proposes a way to derive a MKT fromthe TLS secure
handshake [ RFC8446]. Before the TLS handshake conpletes, this
docunent defines default keys which offer a limted protection to the
first TCP packets of the connection. These default keys are then
repl aced by secure keys to protect the integrity of subsequent
packets past the TLS handshake. This prevents packet injection
attacks that could result in the failure of the TLS connecti on.

Thi s mechani sm can be used to authenticate the TCP packets of BGP
sessions when TLS is used as discussed in [ CONEXT24].

This document is organised as follows. W provide a brief overview
of Opportunistic TCP-AO in section Section 3. Then section Section 4
di scusses the required changes to TCP- AO and TLS

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2.1. Notational conventions

Thi s docunent uses network byte order (that is, big endian) val ues.
Fields are placed starting fromthe high-order bits of each byte.

3.  An overview of Opportunistic TCP-AO

In a nutshell, an opportunistic TCP-AO connection starts |ike a TCP-
AO connection, i.e. the SYNs and all subsequent packets are

aut henticated, but using a MKT with a default key specified in this
docunent. Then, during the TLS handshake, both endpoi nts announce
the paraneters they will use for their MKT. Wen the TLS handshake
conpl etes, they can use their owmn MKT to protect the TCP packets they
send and use their peer MKT to verify the TCP packets they receive.
Thus, the beginning of the connection is not protected agai nst packet
nmodi fi cati ons and packet injection attacks. The real protection only
starts once the TLS handshake finishes.
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Figure Figure 1 illustrates the establishment of an opportunistic
TCP- AO connection. The client sends a SYN packet using the default
MKT defined in this document. The TCP-AO option in the SYN packet

i ndicates the use of this default MKT. The server validates the TCP-
AO option and replies with an integrity protected SYN+ACK. The
client confirms the establishment of the TCP- AO connection with an
ACK and sends a TLS CientHello containing the AO Extension defined
in this docunent. This extension specifies the authentication
algorithnms that the client will use when sending TCP packets on the
connection and whether TCP options will be protected. At this point
the server can derive the TLS keys and the TCP- AO keys to use for
validating clients packet. The server replies with TLS ServerHello
and TLS Encrypt edExt ensi ons nmessages that are sent in packets using
the default TCP-AO MKT. To finish the setting up of TCP-AO the
server includes the AO Extension in the sent EncryptedExtensions to
announce the paraneters it will use to protect the packets it wll
send. It then installs the new key in its TCP-AO MKT. Upon
reception of these nessages, the client can derive the TLS and TCP- AO
keys. It installs the TCP-AO keys in its MKT and sends the Finished
message protected with the new MKT. All the packets exchanged after
the Finished nessage are protected using the MKT derived fromthe
secure TLS handshake.

Cient Server
| SYN (Keyl D=0, RNext | D=0) |
| o >
| SYN+ACK (Keyl D=0, RNext | D=0) |
L R EEEEEPEE |
| ACK, TLS ClientHello + AO |
| (Keyl D=0, RNext | D=0) |
|- >
| TLS ServerHello, TLS Enc. Extensions + AO |
| (Keyl D=0, RNext | D=x) |
L EREEEEEEEEEEREES |
| [ TLS Fi ni shed] |
| (Keyl D=x, RNext| D=y) |
R e SEERREREEE LS >
| [ TLS records] |
| (Keyl D=y, RNext | D=x) |
I i >|

Figure 1: Starting an opportunistic TCP-AO connection with TLS
The nessages between brackets are authenticated using the TCP-AO
MKT derived fromthe TLS handshake.
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Qpportuni stic TCP- AO
.1. The TCPAO TLS Extensi on

Thi s docunent specifies one TLS extension to support the
opportunistic utilization of TCP-AO with keys derived fromthe TLS
secure handshake. The extension is used by endpoints to specify the
paraneters of the MKT they will use to protect the TCP packets they
send.

enum {
tcp_ao(TBD),
(65535)

} Ext ensi onType;

The format for the "tcp_ao" extension is defined by:

enum {
tcp_option_protection_disabl ed(0),
tcp_option_protection_enabl ed(1),
(255)

} TCPAQOOpti onProt;

enum {
HMAC- SHA- 1- 96( 0) ,
AES- 128- CMAC-96( 1),
(255)

} TCPAQAUL h;

enum {
KDF_HVMAC_SHA1( 0),
KDF_AES_128_CNMAC(1),
(255)

} TCPAOKDF;

struct {
TCPACOpt i onProt prot;
TCPAQAUt h aut h;
TCPAOKDF kdf ;

} TCPAG

The TCPAOOpti onProt indi cates whether the endpoint will protect the
integrity of TCP options or not. The TCPACAuth specifies the

aut henti cation algorithmdefined in [ RFC5926] that will be used to
protect the packets. The TCPAOKDF specifies the key derivation
function defined in [ RFC5926] and that the endpoint will use to
derive its keys.
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4.2. The initial MT

To support the establishnment of opportunistics TCP-AO connecti ons,
the client and the server nust be configured with a default MKT.
This default MKT is used to authenticate the packets until the
derivation of the secure MKT fromthe TLS keying nmaterial. This
docunent defines the follow ng default MKT:

* TCP connection identifier: selected by the TCP stack

* TCP option flag. The default MKT assumes that TCP options are not
included in the MAC cal cul ati on

* The current values for the Sendl D and RecvID are set to O.
* The Master secret is set to Oxlcebblff.

* The default key derivation function is KDF_HVAC SHAL.

* The default message authentication code is HVAC SHA- 1- 96

G ven that the TCP-AO KeylD is a local field and has no gl oba

meani ng, hosts have no guarantee that a KeylD of O will be

unequi vocal Iy recogni sed as designating the default MKT specified in
this docunment. Section 7.5.1 of [RFC5925] indicates that hosts

recei ving SYN segnents with TCP- AO enabl ed and no mat chi ng MKT shoul d
renove the option and accept them A client initiating a TCP
connection in the opportunistic node of TCP-AO MUST check that the
server accepted the use of TCP-AO in this node by replying using the
default MKT before deriving a secure MKT as described in this
docunent .

4. 3. Derivation of the secure TCP AO MKT

The Master key for the MKT to protect the TCP packets after the
transm ssion of the Finished nessages are derived fromthe Exporter
Master Secret using Keying Material Exporters [RFC5705]:

struct {
TCPAO ao;
uint8 key_ id;
} TCPAOKeyExport er Cont ext ;

TLS- Exporter("tcp-ao", TCPAOKeyExporterContext, 32)
= tcp_ao_secret
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The TLS-Exporter function receives the |label "tcp-ao", with the
paraneters of the MKT and the Keyl D as context as defined in the
TCPAO structure within Section 4.1. It generates a 32-byte secret.

The client and server can decide the value of the Keyl D independently
and announce it in the AO TCP Option as defined in [ RFC5925]. The
Keyl D MUST be different than the default Keyl D of O.

The traffic keys used by the client and the server can then be
derived fromthis secret using the procedures defined in [ RFC5925]
and [ RFC5926] .

After the traffic keys are installed, the client and server stop
using the initial MT defined in Section 4.2.

4.4, Current limtations

Thi s version of the docunent does not specifiy how to do key updates
for MKTs. It is left for later versions of this docunent to fil
this gap. One way would be to derive a new tcp_ao_secret fromthe
previous tcp_ao_secret and use a new KeylD. However, this could
expose the key update event to on-path attackers. Further guidance
is required on the severity of this issue and how it could be
mtigated.

Later versions of this document will also specify the interactions
between this nmode of enabling TCP-AO and ot her TLS nechani sns, such
as using pre-shared keys and O0-RTT data, as well as other TCP

ext ensi ons, such as TCP Fast Open

A simlar extension could be defined for other protocols that derive
a security key such as SSH [ RFC4253].

5. Security Considerations

TCP- AO provides a protection against the injection of TCP RST. This
can inpact legitimte connectionless resets, e.g. when an endpoi nt

| oses the required state to send TCP- AO segnents. Section 7.7 of

[ RFC5925] provides reconmendations to mitigate this effect.

Using TCP-AO with TLS can also inhibit the triggering of the
"bad_record_nmac" alert that abruptly closes the TLS session when a
decryption error occurs. For instance, injected packets will fai
the TCP- AO authentication and be ignored by the receiver instead.
This al so prevents sessionless resets at the TLS |l evel, and simlar
recomendations to Section 7.7 of [RFC5925] can apply.
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6. | ANA Consi derati ons

I ANA is requested to create a new "Qpportunistic TCP-AO with TLS"
heading for the new registries defined in this section. New

regi strations under this heading follow the "Specification Required"
policy of [RFC8126].

I ANA is requested to add the following entries to the existing "TLS
Ext ensi onType Val ues” registry.

[ ettty gy sl —_——— jp—p—j————(———r——(— gl —p———(—————— o

| Value | Extension Nanme | TLS 1.3 | Recomended | Reference |

f ool oo s el s o}

| TBD | tcp_ao | CH EE | N | This docunent

+------- i T F---- - - - F-- - - - - - S I +
Table 1

Note that "Recommended" is set to N as this extension is intended for
uses as described in this docunent.

IANA is requested to create a new registry "Authentication
Al gorithns" under the "Qpportunistic TCP-AO with TLS" headi ng.

The regi stry governs an 8-bit space. Entries in this registry nust
include a "Al gorithmnanme" field containing a short menonic for the
algorithm Its initial content is presented in Section 4.1 in the
TCPAQAUth enum The registry has a "Reference"” colum. It is set to
[ RFC5926] for the two initial algorithns.

I ANA is requested to create a new registry "Key Derivation Functions"
under the "QOpportunistic TCP-AO with TLS" headi ng.

The registry governs an 8-bit space. Entries in this registry nust
include a "Key Derivation Function nane" field containing a short

menoni c for the function. Its initial content is presented in
Section 4.1 in the TCPAOKDF enum The registry has a "Reference"”
colum. It is set to [RFC5926] for the two initial functions.
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