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Abst ract

Thi s docunent specifies a QU C frame enabling a QU C server to
advertise additional addresses that can be used for a QU C
connecti on.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https:// npiraux. github.io/draft-piraux-qui c-additional -addresses/
draft-piraux-qui c-additional -addresses. htm. Status information for
this docunment may be found at https://datatracker.ietf.org/doc/draft-
pi raux- qui c- addi ti onal - addr esses/ .

Di scussion of this docunent takes place on the QUI C Wrking G oup
mailing list (mailto:quic@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/quic/. Subscribe at
https://ww.ietf.org/mailman/listinfol/quic/.

Source for this draft and an issue tracker can be found at
https://gi thub. com npi raux/draft-piraux-qui c-addi ti onal - addr esses.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 8 January 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

The QUI C protocol specifies several techniques for network path
mgration. The client can migrate fromone of its |ocal addresses to
another at any time after the handshake using connection mgration.
The server can transfer a connection to one of its other addresses
shortly after the handshake by using the preferred_address transport
paraneter. However, it cannot advertise additional addresses that a
client may use.

This limtation inpacts several scenarios. For instance, a

mul ti honed server that has access to several subnets cannot advertise
all its addresses. 1In entreprise deploynents where provider-assi gnhed
| Pv6 Addresses are used to solve the multihom ng problem [ RFC8678],
announci ng several server addresses enables applications using QU C
to recover fromprovider failures. Also, a dual-stack server cannot
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advertise its other address so that a client |osing the address
famly used to establish the connection can migrate to the other
address famly. Furthernore, neasurenents show that the performance
of the paths using different address famlies sonetines differ,
notably in terms of |atency [ AF-SELECTION]. When a dual -stack client
interacts with a dual -stack server using Miltipath QU C, it can be
beneficial to be able to efficiently probe the two paths to use the
best perform ng one.

Thi s docunent proposes a QU C frame and a QU C transport paraneter
enabling a QU C server to advertise additional addresses that can be
used for a QU C connection

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Overview

The ADDI TI ONAL_ADDRESSES frame proposed in this docunent enables a
QUI C server to securely advertise additional addresses. The

Addi tional Addresses transport parameter enables a QU C client to
i ndi cate support for this frane.

These addresses can be used by the client to migrate to a new server
address at any time after the handshake. VWhen [MIULTIPATH QUIC] is
used over a QUIC connection, the client can use these addresses to
establish additional network paths.

When sendi ng packets to a new server address, the client validates
the address using Path Validation as described in Section 8.2 of

[ QUI C- TRANSPORT] . When Preferred Adress and Additional Addresses are
used together, the client SHOULD NOT migrate to an additional address
before acting on the preferred address indicated by the server.

3.1. Exanple of use
Figure 1 illustrates an exanple of use for Additional Addresses in a
QUI C depl oynent featuring a | oad bal ancer and a nulti honed server
maki ng use of the Preferred Address nechani sm
First, the client sends its Initial packet to the |oad bal ancer,

which forwards it to the first server IP. The client indicates
support for this extension by using the dedicated transport
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parameter. The server answers to the QU C connection opening and
indicates its first IP as a preferred address and its second one as
an additional address using the dedicated frame. Wen the handshake
conpletes, the client validates the preferred address and mgrates to
it. Later during the connection, the client can validate the path
towards the second server IP and can nmigrate to it.

dient Load- bal ancer @IP | b Server @IP a Server @IP b

4.
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Figure 1: A server reached through a | oad-bal ancer uses Add.
Addr esses
Addi ti onal Addresses Transport Paraneter

The foll owi ng transport paranmeter is defined:

addi ti onal _addresses (TBD - experinments use 0x925addaxX): Indicates
the support of the ADDI TI ONAL_ADDRESSES frame as defined in the
-XX draft version of this docunent. This transport paraneter has
a zero-length value. It MJST NOT be sent by a server.

ADDI TI ONAL_ADDRESSES Fr anes

The server uses an ADDI TI ONAL_ADDRESSES frane (type=TBD - experinents
use 0x925addaXX) to advertise the additional addresses that a client
can use to reach it. This frane MJUST NOT be sent by a client and can
only appear in 1-RTT packets.
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Addi tional Addresses {
Type (i) = TBD,
Sequence Number (i),
Addi ti onal Addresses Count (i),
Addi tional Address (..)

Figure 2: ADDI TI ONAL_ADDRESSES Frame For mat

Sequence Nunber: A variable-length integer indicating the sequence
of the frame. The nunber is nonotonically increasing within a
QUI C connection and is chosen by the sender. It helps the
receiver to order ADDI TI ONAL_ADDRESSES franmes by recency. A
recei ver SHOULD ignore frames with a Sequence Number | ower or
equal to the highest Sequence Number received.

Addi tional Addresses Count: A variable-length integer indicating the
nunber of additional addresses in the frane.

Addi tional Address {
Address Version (8),
I P Address (..),
IP Port (16),

}
Figure 3: Additional Address Format
Address Version: An 8-bit value identifying the Internet address

version of this address. The value 4 indicates IPv4 while 6
i ndi cates | Pv6.

| P Address: The address value. |Its size depends on its version
| Pv4 addresses are 32-bit long while I Pv6 addresses are 128-bit
| ong.

IP Port: A 16-bit value representing the port to use with this IP
Addr ess.

The ADDI TI ONAL_ADDRESSES frame is ack-eliciting. When a packet
containing an ADDI TI ONAL_ADDRESSES frame is lost and its content is

still relevant, the sender MAY retransmt the frame as is.
O herwi se, sending a new frame with a new Sequence nunber is
preferred.
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The server can update the client on its additional addresses at any
time by sending an ADDI TI ONAL_ADDRESSES frame. Wen a client is
usi ng one of these additional addresses and receives an

ADDI TI ONAL_ADDRESSES frane not containing this address, it SHOULD
stop using it in favor of another address.

6. Security Considerations

Thi s docunent specifies a mechanismallow ng servers to influence the
| P addresses towards which clients send QU C packets. 1In this case,
a malicious server could cause a client to send packets to a victim
A counterneasure sinilar to Section 21.5.3 of [QU G TRANSPORT] is to
limt the packets that are sent to a non-validated additiona

addr esses.

G ven that a server can provide additional addresses at any point in
time, a malicious server could overload a client and direct it

agai nst many addresses. To alleviate this, a client can choose to
limt the nunber of addresses it keeps track of and the frequency at
which it considers them

A client MJUST NOT send non-probing frames to an additional address
prior to validating that address. The generic neasures described in
Section 21.5.6 of [QU C TRANSPORT] al so remain applicable for further
mtigation.

7. | ANA Consi der ations

Thi s docunent defines a new transport paraneter for indicating
support for additional addresses. The draft defines provisiona
identifiers for experinents. IANAwll allocate the fina

i dentifiers.

The following entry in Table 1 should be added to the "QU C Transport
Par anet ers" registry under the "QU C' headi ng.

| Val ue | Parameter Nare. | Specification

[ e ———————— e p———————————————————— Ll pp——(——r
| TBD (experiments | additional_addresses | Section 4 |
| use 0x925addaxX) | | |
. e . +

Table 1: Addition to QU C Transport Paraneters Entries
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8.

8.

8.

The | ast byte of the experinental transport paraneter IDis used by
i mpl ementations to indicate the version of this document they
support. For instance, the val ue 0x925adda0l1 i ndi cates the support
of the -01 version of this document.

The following entry in Table 1 should be added to the "QUI C Frame
Types" registry under the "QU C' headi ng.

| TBD (experiments
| use 0x925addaXxX)

Table 2: Addition to QU C Frane Types Entries

The | ast byte of the experinental frane type is used by

i npl ementations to indicate the version of this document they
support. For instance, the val ue 0x925adda0l1 i ndi cates the support
of the -01 version of this document.
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