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Abst r act

Thi s docunent describes an inter-layer protocol, that can be used to
insert an arbitrary number of headers between the internet protoco
(I'Pv4, 1Pv6) header and a | ayer four header |ike the UDP or TCP
header. By doing so, it consunmes part of the space available for IP
payl oad data. It is, in particular, useful to extend the space
reserved for | P options as defined in the I Pv4 protocol [RFC791].

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://DutchyatWork. github.io/rfc-draft-inter-Ilayer-protocol/draft-
pi nkert-i ppminter-layer-protocol.htm. Status information for this
docunent may be found at https://datatracker.ietf.org/doc/draft-

pi nkert-i ppminter-|ayer-protocol/.

Di scussi on of this docunent takes place on the |IP Performance
Measurement Working Goup nmailing list (mailto:ippm@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/ippni.
Subscribe at https://ww. ietf.org/milmn/listinfol/ippni.

Source for this draft and an issue tracker can be found at
https://github. com Dut chyat Wrk/rfc-draft-inter-I|ayer-protocol.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Novenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction
The inter-1layer protocol is a somewhat dirty protocol. A handler for

it is witten as part of the | ower protocol layer. The inter-|ayer
protocol is identified by a protocol identifier at that |ayer

In the original scope the protocol was designed to be placed in
between the I P layer and a transport |ayer protocol |ike UDP or TCP
In that scope an | P protocol nunber is to be assigned to this
protocol by | ANA
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The protocol handl er takes over fromthe IP protocol handl er when the
I P Protocol indicates the inter-layer protocol. Since inter-I|ayer
prot ocol bl ocks, may be concatenated, the protocol handl er keeps
parsing inter-layer protocol blocks, until the next protocol field
(IP Protocol) identifies a different next layer protocol (typically
UDP or TCP). It hands back control to the |IP handler, that invokes
the next protocol handler.

Since the inter-layer protocol is highly related to the | ower |ayer
handl er, another inplenentation option, is an extension of the | ower
| ayer handler, in the scope of this docunent, this would be the |Pv4
prot ocol handl er.

One of the goals of the inter-layer protocol, is to open up freely
useabl e space / header extension, of the |ower |ayer protocol. This
can be flexibly used if the | ower |ayer protocol has no, or not
enough, flexibility in the protocol header. |In case of the |Pv4
header, the use of |IPv4 options is possible, but the space in the

| Pv4 header for IP options is linmted to 10 words, or 40 octets, of
data. For sone applications this may sinply be to |imted.

E.g., routing options requesting routers to place a tag in an |Pv4
option, may allow for only 9 router I P addresses. In an inter-|ayer

i npl ementation, this space can be much larger, e.g., allow ng 100
routers to place their addresses in the table. Another use case, can
be the use of IP options that have a native | ength that extends
beyond 10 words. Securing IP option contents by use of encryption,
or digital signatures, may be such a case. A ciphertext of 40 octets
may already be limted for use of state-of-the-art encryption

met hods.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ BCP14] (RFC2119) (RFC8174) when, and only when, they appear in all
capital s, as shown here

3. Generic properties of an inter-layer protocol in the stack

The inter-layer protocol is designated by use of the next protoco
number to inplenent a recursive / repetitive block structure between

the I ower |ayer and upper |layer protocol. The entire data structure
can, however, not grow beyond the boundary set by the upper data unit
size of the lower layer protocol. 1In case of the |Pv4 protocol that

upper limt is 64 kil obytes.
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An inter-layer protocol header MJST at |least contain the following to
function:

1. A field repeating the | ower protocol nunber,
* In case of IPv4, the Protocol field

2. Afield indicating the length of the inter-1layer protocol block
* The length includes the header of this bl ock.

* The length can be indicated in bits, octets, or words as is
seen fit by the protocol designer

3. Afield indicating the type of contents of the inter-layer data,
* |n some cases, the type is the data.

* In other cases, the type specifies which parser is to be used
for the inter-layer data.

The following fields COULD be contai ned:
1. An (optional) inter-layer user data bl ock,
2. An (optional) Checksum bl ock

In many cases the checksum bl ock can be ski pped, since the |ower

| ayer protocol already includes a checksum over the protocol data
unit transported. This checksumthen includes the data of the inter-
| ayer bl ocks, which are not seen separately fromthe upper |ayer
protocol data unit.

The I ength of the lower |ayer protocol data unit is the Iength of the
upper |ayer protocol data unit plus the length of all inter-Iayer
prot ocol bl ocks.

4. Inter-layer protocol for |Pv4

It is proposed to shape the inter-layer header for the |IPv4 protoco
as follows. A 10-bit inter-layer protocol type allows for 1024
inter-layer protocol types. Since it is proposed to reuse the IP
option types, 256 of these protocol nunbers are already taken, stil
| eaving sufficient space for new protocol definitions.

The length is defined in octets, a 16-bit length identifier would

allowto use the entire |IP user data space as inter-layer space.
This is not deemed useful. A length of 16 kbyte, is deened
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sufficient. Then 8 bits are left for the I P Protocol nunber, needed
to junp back from parsing inter-layer protocol blocks to the normal
protocol stack parsing. A 16-bit checksum such as used in the UDP
protocol is the last part of the inter-layer protocol data unit, and
is included in the length of the protocol data unit. The inter-|ayer
data is not necessarily word aligned. The total length indication is
typically used by the protocol handlers to indicate the start
position of the next protocol data unit.

The inter protocol data unit now | ooks as follows. The nmi nimum
length is 4, when only the header is present.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

| IL Protocol type | Total length | P Protocol
i I S i S e S i S i S M SR
I I
. Inter-1ayer data .
:I-— B e T T R T i i S i S S i S S +—:I-
| Checksum |
i S i S N SR S
IL Protocol type (10 bits):
inter-layer protocol type, designates howto interpret the inter-
| ayer data defined by a separate inter-layer protoco
speci fication.
Total length (14 bits):
Length of the inter-layer protocol unit in words.
I P Protocol (8 bits):
| P protocol type of the next |P header part.
Inter-1layer data:

inter-layer protocol specific data part defined by a separate
inter-layer protocol specification

Checksum (16 bits)

16-bit checksum over the inter-layer protocol data unit.
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5. 1Pv4 inter-layer protocol usage.
In the figure below an I P header with a UDP packet is depicted.
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Version| I1HL | Type of Service| Total Length | | Pv4
e o I e e ol i I T T T S S e e e e i i ol it T R R | Pv4
| I dentification | Fl ags| Fragnent O f set | | Pv4
i i T i i o S i i S s ik S SR S S S [ = V7|
| Tine to Live |Protocol = 0x11] Header Checksum | | Pv4
i e e i o T e e o ik e IR S R S [ =V
| Sour ce Address | | Pv4
e o I e e ol i I T T T S S e e e e i i ol it T R R | Pv4
| Destination Address | | Pv4
i i T i i o it S s it I SR S S [ = V71
| Opt i ons | Paddi ng | | Pv4
i e e R i s o i R e S T i sk i o S N S S

| Sour ce Port | Destination Port | ubP
B i s T T i i o S o T Ji I UDP

| Lengt h | Checksum | ubP
S e L i i T e e et E e S R U D =

| | uDP
. UDP data octets . ubP
| | uDP

+-

I T S T i S S e I A ST S A S S S S S

We see that the Protocol nunber in the I P protocol header indicates
the use of the UDP protocol as next protocol in the stack. The IP
protocol handler will hand the I P user data to the UDP handl er based
on that nunber.

For the inter-layer protocol, it would ook as follows. W assune
the IL Protocol number for the | Pv4 Protocol field is OxFF. The IL
protocol types are taken as OxFFE and OxFFF. Each of these protocols
has an own handler. Protocol 0x11 is the UDP protocol again.

Pi nkert Expi res 1 Novenber 2026 [ Page 6]



I nternet-Draft I-L-Proto April 2026

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

AR DD

| Version| [IHL |Type of Service| Total Length | | Pv
e s o i T e o i IR S S S I =V}
| I dentification | Fl ags| Fragment O f set | | Pv
i e e i e R R i i S TR ST R S S I =V}
| Tine to Live |Protocol = OxFF| Header Checksum | | Pv
B i s T T i i o S o T Ji I | Pv
| Sour ce Address | | Pv
e s o T T T i it N R SR S S I =V
| Destinati on Address | | Pv
i e e R b i ik S TR SR NN R SR R SR Y =V}
| Opt i ons | Paddi ng | | Pv
B i s T T i i o S o T Ji I

| 1L Protocol = OXFFF| Total length | Protocol = OxFF| I LP
R e L i S T e Lt R S o N R I =
| | I LP
. Inter-1layer data for protocol number OxFFF . I LP
| | ILP
| i It S i R i SIE TR TR e | LP
| | Checksum | ILP
e L o i e e R th o i R S

| 1L Protocol = OXFFE| Total length | Protocol = 0x11]| I LP
e e L e i T S e L  h m o i o S S N R I I =
| | ILP
. Inter-1ayer data for protocol number OxFFE . I LP
| | ILP
| T T R i ik T S S S e I =)
| | Checksum | I LP
i e e R e s o i e e b i S I N S T

| Sour ce Port | Destination Port | ubP
B i s T T i i o S o T Ji I UDP
| Lengt h | Checksum | ubP
S e L i i T e e et E e S R U D =
I | UDP
. UDP data octets . ubP
I | ubP

T S S S T S S S S it S S SEp DI S S

In the | P header, the protocol type OxFF hands control for the next
| ayer protocol to the inter-layer protocol handler. This handler
interprets the first block of inter-layer protocol data. It then
reads the I P Protocol nunber fromthe inter-layer protocol header,
the next protocol being OxFF. Thus the inter-1layer protocol handl er
al so interprets the next block of inter-layer protocol data. After
that it reads the I P Protocol nunber fromthe header of the second
bl ock of inter-layer protocol data, it being Ox11l. The inter-|ayer
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prot ocol handl er knows that no nore inter-1layer blocks of data are to
be expected, and either hands control back to the IP layer handler,
or to the next |ayer handler. These make the decision based on the

| ast Protocol type handed to themby the inter-layer protocol |ayer
handl er, that the UDP protocol handl er nust be invoked.

Note that for convenience the inter-|ayer header bl ocks are word
aligned in the drawing. This nust not be the case in reality.

6. Encoding existing IP options in the inter-layer block.

One of the applications of the inter-layer protocol is a redefinition
of IP options to reach nore flexibility. Since the IP option type is
encoded in one byte, it is proposed to use the 0xOxx bl ock of codes
for the already specified IP options. For the one octet IP options
(option type only) the inter-layer length becones 6 octets. E.g.,
the No Operation IP option [RFC791] woul d be encoded as follows in
the inter-layer protocol

0 1 2 3
01234567890123456789012345678901
T S S T S S i T S S TR Sl S S S
[0000000001/00000000000101 IPProtocol |
T S S i i S S e e e T SE S S S
| Checksum |

T S S S b i ST S S S

The next |ayer protocol being left open, and the checksumcorrectly
cal cul ated over the first 4 octets.

The record route option with a storage space of 64 octets of IP

addresses would 1 ook as follows. W encode the length octet in the
Total length field of the inter-layer protocol data unit.
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
|0 000000111 Total length = 0x47 | P Protocol |
I T i S S S e
| poi nt er | | P address 1 |
i I i i S i i S S S S e R
| | | P address 2 |
B i s T T i i o S o T Ji I

T T S S S T e S S it S S i S S
| | Checksum |
s S S o S T sl chs s S S S S S S S S =

Al so, here it nmust be noted that the option data are not aligned.
However, this should not be a problemin nodern conputer systens that
have sufficient processing power.

7. Security Considerations
No special considerations are needed regarding this protocol. It has
no fundanmental differences to known protocols wi thout security such
as | Pv4, |1 Pv6, UDP, or TCP.

8. | ANA Consi derations

Thi s docunent requests an | P Protocol nunber to be assigned by | ANA
with the follow ng properties:

* keyword: |-L-Proto
* Protocol: Inter-Layer Protocol
It also requests the creation of a registry for Inter-Layer Protocol
nunbers. Table 00 of this registry is to be reserved for use with
existing I P option nunbers as listed in the I P Option Nunbers
registry.
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Pi nkert Expi res 1 Novenber 2026 [ Page 9]



I nternet-Draft I-L-Proto April 2026

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>.

Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC791] Postel, J., "Internet Protocol", STD 5, RFC 791,
DO 10. 17487/ RFC0791, Septenber 1981,
<https://www. rfc-editor.org/rfc/rfc791>.

Acknowl edgrent s

Tjeerd Pinkert wants to thank Gert Bol z, and Benjamin Schilling for

their support of the hybrid network nmeasurenments innovation project,
and Sascha Liebscher, AchimWIIlers, Tobias G osch, and Jaine Lazaro
Cal deron for their support to make this work possible within Sienens
Mobi lity.

Aut hor’ s Addr ess

Tjeerd J. Pinkert

Si emens Mobility GrbH
Acker strasse 22

38126 Braunschweig

Cer many
Enmai | : tjeerd. pi nkert @i emens. com
UR : https://ww. nobility.sienens.com

Pi nkert Expi res 1 Novenber 2026 [ Page 10]



