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Abst r act

Thi s docunent describes an inter-layer protocol, that can be used to
insert an arbitrary number of headers between the internet protoco
(I'Pv4, 1Pv6) header and a | ayer four header |ike the UDP or TCP
header. By doing so, it consunmes part of the space available for IP
payl oad data. It is, in particular, useful to extend the space
reserved for I P options as defined in the | Pv4 protocol
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1. Introduction
The inter-layer protocol is a sonewhat dirty protocol. A handler for
it is witten as part of the | ower protocol layer. The inter-I|ayer
protocol is identified by a protocol identifier at that |ayer
In the original scope the protocol was designed to be placed in
between the I P layer and a transport |ayer protocol |ike UDP or TCP

In that scope an | P protocol nunber is to be assigned to this
protocol by | ANA
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The protocol handl er takes over fromthe IP protocol handl er when the
I P Protocol indicates the inter-layer protocol. Since inter-I|ayer
prot ocol bl ocks, may be concatenated, the protocol handl er keeps
parsing inter-layer protocol blocks, until the next protocol field
(IP Protocol) identifies a different next layer protocol (typically
UDP or TCP). It hands back control to the |IP handler, that invokes
the next protocol handler.

Since the inter-layer protocol is highly related to the | ower |ayer
handl er, another inplenentation option, is an extension of the | ower
| ayer handler, in the scope of this docunent, the | Pv4 protoco

handl er.

One of the goals of the inter-layer protocol, is to open up freely
useabl e space / header extension, of the |ower |ayer protocol. This
can be flexibly used if the | ower |ayer protocol has no, or not
enough, flexibility in the protocol header. |In case of the |Pv4
header, the use of |IPv4 options is possible, but the space in the

| Pv4 header for IP options is linmted to 10 words, or 40 octets, of
data. For sone applications this may sinply be to |imted.

E.g., routing options requesting routers to place a tag in an |Pv4
option, may allow for only 9 router I P addresses. In an inter-|ayer

i npl ementation, this space can be much larger, e.g., allow ng 100
routers to place their addresses in the table. Another use case, can
be the use of IP options that have a native | ength that extends
beyond 10 words. Securing IP option contents by use of encryption,
or digital signatures, may be such a case. A cyphertext of 40 octets
may already be limted for use of state-of-the-art encryption

met hods.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Generic properties of an inter-layer protocol in the stack

The inter-layer protocol is designated by use of the next protoco
number to inplenent a recursive / repetitive block structure between

the I ower |ayer and upper |layer protocol. The entire data structure
can, however, not grow beyond the boundary set by the upper |ength of
the | ower layer protocol. 1In case of the |IPv4 protocol that upper

limt is 64 kil obytes.
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An inter-layer protocol header needs at least the following to
function:

1. A field repeating the | ower protocol nunber,
* In case of IPv4, the Protocol field

2. Afield indicating the length of the inter-1layer protocol block
* The length includes the header

* The length can be indicated in bits, octets, or words as is
seen fit by the protocol designer

3. Afield indicating the type of contents of the inter-layer data,
* |n sonme cases, the type is the user data.

* In other cases, the type specifies which parser is to be used
for the inter-layer data.

4. An (optional) inter-layer user data bl ock,
5. An (optional) Checksum bl ock

In many cases the checksum bl ock can be ski pped, since the |ower

| ayer protocol already includes a checksum over the protocol data
unit transported. This checksumthen includes the data of the inter-
| ayer bl ocks, which are not seen separately fromthe upper |ayer
protocol data unit.

The I ength of the lower |ayer protocol data unit is the Iength of the
upper |ayer protocol data unit plus the length of all inter-Iayer
prot ocol bl ocks.

4. Inter-layer protocol for |Pv4

It is proposed to shape the inter-layer header for the |IPv4 protoco
as follows. A 10-bit inter-layer protocol type allows for 1024
inter-layer protocol types. Since it is proposed to reuse the IP
option types, 256 of these protocol nunbers are already taken, stil
| eaving sufficient space for new protocol definitions.

The length is defined in octets, a 16-bit length identifier would
allow to use the entire I P user data space as inter-|layer space.
This is not deenmed useful. A length of 16kbyte, is deened
sufficient. Then 8 bits are left for the I P Protocol nunber, needed
to junp back fromparsing inter-layer protocol blocks to the nornal
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protocol stack parsing. A 16-bit checksum such as used in the UDP
protocol is the last part of the inter-layer protocol data unit, and
is included in the length of the protocol data unit. The inter-|ayer
data is not necessarily word aligned. The total length indication is
typically used by the protocol handlers to indicate the start
position of the next protocol data unit.

The inter protocol data unit now | ooks as follows. The nininmm
length is 4, when only the header is present.

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| I'L Protocol type | Total |ength | 1P Protocol

B i s T T i i o S o T Ji I
I I
Inter-layer data

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Checksum |
B el I T R S il il ol siE I R SR S

IL Protocol type: inter-layer protocol type, designates howto
interpret the inter-layer data defined by a separate inter-|ayer
protocol specification. Total length: Length of the inter-I|ayer
protocol unit in words. |IP Protocol: IP protocol type of the next IP
header part. Inter-layer data: inter-layer protocol specific data
part defined by a separate inter-|layer protocol specification
Checksum 16-bit checksum over the inter-layer protocol data unit.

5. [IPv4d inter-layer protocol usage

In the figure below an I P header with a UDP packet is depicted.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Version| [IHL |Type of Service| Total Length | | Pv4
e i o i T i S NI R S T 2!
| I dentification | Fl ags| Fragment O f set | | Pv4
i e e o S i S S SR N SR S R S ) =\ V21
| Tine to Live |Protocol = 0x11] Header Checksum | | Pv4
B i s T T i i o S o T Ji I | Pv4
| Sour ce Address | | Pv4
i i T i i o it S s it I SR S S [ = V71
| Destinati on Address | | Pv4
R e o T T e S S T ol S i T S s ik i I S I S S R S R | Pv4d
| Opt i ons | Paddi ng | | Pv4
B i s T T i i o S o T Ji I

| Source Port | Destination Port | ubP
S e L i S T S e R E R et ok Tk NN U D =

| Length | Checksum | ubP
e L e e T e e e o o oI S R R R U D =

| | uDP
. UDP data octets . ubP
| | uDP

+-

Pi n

S I S S S

We see that the Protocol nunber in the I P protocol header indicates
the use of the UDP protocol as next protocol in the stack. The IP
protocol handler will hand the I P user data to the UDP handl er based
on that nunber.

For the inter-layer protocol, it would |ook as follows. W assune
the IL Protocol number for the | Pv4d Protocol field is OxFF. The IL
protocol types are taken as OxFFE and OxFFF. Each of these protocols
has an own handl er. Protocol 0x11 is the UDP protocol again.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

AR DD

| Version| [IHL |Type of Service| Total Length | | Pv
e s o i T e o i IR S S S I =V}
| I dentification | Fl ags| Fragment O f set | | Pv
i e e i e R R i i S TR ST R S S I =V}
| Tine to Live |Protocol = OxFF| Header Checksum | | Pv
B i s T T i i o S o T Ji I | Pv
| Sour ce Address | | Pv
e s o T T T i it N R SR S S I =V
| Destinati on Address | | Pv
i e e R b i ik S TR SR NN R SR R SR Y =V}
| Opt i ons | Paddi ng | | Pv
B i s T T i i o S o T Ji I

| 1L Protocol = OXFFF| Total length | Protocol = OxFF| I LP
R e L i S T e Lt R S o N R I =
| | I LP
. Inter-1layer data for protocol number OxFFF . I LP
| | ILP
| i It S i R i SIE TR TR e | LP
| | Checksum | ILP
e L o i e e R th o i R S

| 1L Protocol = OXFFE| Total length | Protocol = 0x11]| I LP
e e L e i T S e L  h m o i o S S N R I I =
| | ILP
. Inter-1ayer data for protocol number OxFFE . I LP
| | ILP
| T T R i ik T S S S e I =)
| | Checksum | I LP
i e e R e s o i e e b i S I N S T

| Sour ce Port | Destination Port | ubP
B i s T T i i o S o T Ji I UDP
| Lengt h | Checksum | ubP
S e L i i T e e et E e S R U D =
I | UDP
. UDP data octets . ubP
I | ubP

T S S S T S S S S it S S SEp DI S S

In the | P header, the protocol type OxFF hands control for the next
| ayer protocol to the inter-layer protocol handler. This handler
interprets the first block of inter-layer protocol data. It then
reads the I P Protocol nunber fromthe inter-layer protocol header,
the next protocol being OxFF. Thus the inter-1layer protocol handl er
al so interprets the next block of inter-layer protocol data. After
that it reads the I P Protocol nunber fromthe header of the second
bl ock of inter-layer protocol data, it being Ox11l. The inter-|ayer
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prot ocol handl er knows that no nore inter-1layer blocks of data are to
be expected, and either hands control back to the IP layer handler,
or to the next |ayer handler. These make the decision based on the

| ast Protocol type handed to themby the inter-layer protocol |ayer
handl er, that the UDP protocol handl er nust be invoked.

Note that for convenience the inter-|ayer header bl ocks are word
aligned in the drawing. This nust not be the case in reality.

6. Encoding existing IP options in the inter-layer block.

One of the applications of the inter-layer protocol is a redefinition
of IP options to reach nore flexibility. Since the IP option type is
encoded in one byte, it is proposed to use the 0xOxx bl ock of codes
for the already specified IP options. For the one octet IP options
(option type only) the inter-layer length becones 6 octets. E.g.,
the No Operation IP option [RFC791] woul d be encoded as follows in
the inter-layer protocol

0 1 2 3
01234567890123456789012345678901
T S S T S S i T S S TR Sl S S S
[0000000001/00000000000101 IPProtocol |
T S S i i S S e e e T SE S S S
| Checksum |

T S S S b i ST S S S

The next |ayer protocol being left open, and the checksumcorrectly
cal cul ated over the first 4 octets.

The record route option with a storage space of 64 octets of IP

addresses would 1 ook as follows. W encode the length octet in the
Total length field of the inter-layer protocol data unit.
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10.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
|0 000000111 Total length = 0x47 | P Protocol

I T i S S S e
| poi nt er | | P address 1 |
i I i i S i i S S S S e R
| | | P address 2 |
B i s T T i i o S o T Ji I

T T S S S T e S S it S S i S S
| | Checksum |
s S S o S T sl chs s S S S S S S S S =

Al so, here it nmust be noted that the option data are not aligned.
However, this should not be a problemin nodern conputer systens that
have sufficient processing power.

Security Considerations

No special considerations are needed regarding this protocol. It has
no fundanmental differences to known protocols wi thout security such
as | Pv4, |1 Pv6, UDP, or TCP.

| ANA Consi der ations

Thi s docunent requests an | P Protocol nunber to be assigned by | ANA
and An extention of the protocol register with a table of Inter-|ayer
Pr ot ocol numbers.

Di scl ai ner and Patents

Parts of this RFC contain information about technology that is
patented. ldentified patents at Sienens Mbility are: *
DE102024204819A1; EP4654562A1; Verfahren zum Erweitern ei nes Headers
ei nes Dat enpaket s

Rel ated patents at Sienens Mbility are: * WD 2023/030908 Al ; DE 10
2021 209 622 Al; Verfahren zum Betrei ben ei ner Ei senbahngl ei sanl age
Further patents are pending.

Nor mat i ve Ref erences

Pi nkert Expires 11 Septenber 2026 [ Page 9]



I nternet-Draft Inter-1ayer Protocol March 2026

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

Acknowl edgnent s

Tjeerd Pinkert wants to thank Gert Bolz, and Benjanin Schilling for
their support of the passive network neasurenents innovation project,
and Sascha Liebscher, AchimWI|Ilers, Tobias G osch, and Jaine Lazaro
Cal deron for their support to make this work possible wi thin Sienens
Mobility.

Aut hor’ s Addr ess

dr. ir. Tjeerd J. Pinkert
Si emens Mobility GrbH
Ackerstrasse 22

38126 Braunschweig

Ger many
Emai | : tjeerd. pi nkert @i emens. com
URI : https://ww. mobi lity. si emens. com

Pi nkert Expires 11 Septenber 2026 [ Page 10]



