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Abstract

Thi s docunent defines a data structure that can be appended to

sel ected | CVMP nessages. The | CVMP extension defined herein can be
used to gain visibility on environmental information on the internet
by providing per-hop (i.e., per topological network node) power
metrics and other present or future netrics around environmenta
information. This will contribute to achieving an objective
mentioned in the | AB E-lnpact workshop [ RFC9547].

The techni ques presented are useful not only in a transactiona
setting (e.g., a user-issued traceroute or a ping request), but also
in a schedul ed automated setting where they may be run periodically
in a mesh across an administrative donmain to map out environmnental

i nformation.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 28 COctober 2026
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1. I nt roduction

I P devices use the Internet Control Message Protocol |CWv4 [ RFC0792]
and | CMPv6 [ RFC4443] to convey control information to source hosts.
In particular, when an I P device receives a datagramthat it cannot
process, it may send an | CMP nessage to the datagranis originator or
source. Network operators and hi gher-1level protocols use these |CW
messages to detect and di agnose network issues.
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As the world transitions towards environmental sustainability in
technol ogy, and to use nmetrics to make networks nore efficient, both
fromthe environnental and technol ogi cal standpoint, the focus is
shifting not only on creating nodern technologies infused with
environnmental information but also on bridging gaps in the tools that
are already available, to enhance visibility, neasurenment, and
quantification of their environmental inpact. Consequently, tools
whi ch have been foundational for control and managenent for decades
now encounter new requirenents including enhancing themto cater to a
significantly increasing demand for nonitoring the sustainability and
envi ronnment al i npact.

The 1 AB had held a workshop on "Environmental |npact of |nternet
Applications and Systens (einpactws)" [I|AB-El MPACTWS], in which the
need for visibility into environmental sustainability informtion
within traditional Internet tools such as traceroute was highlighted
(see WebVTT cue identifiers 139 and 140 of [ AB-El MPACTWS- M nut es].)

Thi s docunent serves that need by defining an | CVP extensi on object
that appends environmental sustainability information to | CWP
messages. Using ICVWP as a nediumto deliver environmental
sustainability information is very apt as ICMP is one of the nost
used protocols for administration and troubl eshooting and it works
effectively not only in an automated setting, but also in an on-
demand setting for different purposes and use cases.

Usi ng the extension defined herein, a device can explicitly append
these environnental sustainability information for transm ssion
across an administrative donain:

Present and idle power (node |evel, conmponent |evel)

Thr oughput (node | evel, conponent |evel)
* Ecol abel s and Environnental |y Rel evant Certifications (EERCs)

Addi tional environnental sustainability information, such as the
follow ng, for example, nmay al so be specified in the future:

El ectrical Energy Provider or Zone
* Geol ocation

2. Conventions
2.1. Definition of Terns
Thi s docunent uses the follow ng terns:

| C\VP

Pi gnataro, et al. Expi res 28 COctober 2026 [ Page 3]



I nternet-Draft | CVMP Enviro Info Extensions April 2026

Generically referring to | CMPv4 [ RFC0792] and | CMPv6 [ RFC4443]
nmessages.

| CMP Ext ensi on
Extended | CMP to support multi-part nessages through an | CWP
extension structure, as defined in [ RFC4884].

2.2. Requirements Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Mdtivation

Mot i vations behind this proposing the extension defined here in this
docunent are:

(1) Native Telenetry Data Availability

Net wor ki ng chi ps and devi ces increasingly nmeasure and expose
environmental information such as power draw, energy use, thernal
data, and other pieces of netrics/information. Telenetry data has
proven to be very inportant in making | arge scal e network

depl oynents efficient fromthe perspective of power consunption,
cool ing etc.

(2) Ubiquitous Operational Use

Cl assic diagnhostic tools such as ping and traceroute remain the
most widely used and universally available comand-line utilities
for network troubl eshooting, comobnly serving as the first step in
connectivity and reachability diagnosis. Thus, building
extensions on top of these tools, could prove to be relatively
easy to adapt and inplenent.

(3) Standardization at the Lowest Conmon Mechani sm
We are nmeking use of an already mature, extensible, and w dely

i npl ement ed foundation: RFC 4884 (Extended ICWP for Multi-Part
Messages) [ RFC4884]
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3.1. Wiy is I CW suitable?

Envi ronnmental data already exists in inventories, the novelty is
surfacing it along the path of |ive connectivity probes (e.g., ping,
traceroute, PROBE [RFC8335]) for real-tine, per-hop context.

ICVMP is universally inplenmented, stateless, and tool-agnostic
enabling |ightweight environmental telemetry wi thout new protocols,
APl's, or credentials.

This facilitates path-level mapping of sustainability netrics,
conparable to | atency or |oss, across heterogeneous equi prent and
adm ni strative donmains.

Using ICMP as a “host” for carrying environnmental information makes
this retrieval nmethod conpatible with other approaches. It also
conpl enents, rather than replaces, existing nethods.

4. Transport Options for Environnmental |nfornation

To achi eve the goal of transporting useful environnental information
across the network, there are two key considerations. First, what
information is useful to convey and in what format, and second, how
to transport that environnmental infornation.

For the first task, it is critical to normalize and agree upon the
information to convey and format, across potentially multiple
transports.

For the second task, there is a variety of options avail able
dependi ng on use cases. These can be categorized based on whet her
the approach is distributed (i.e., any endpoint or node can request
and/ or receive the environnmental information) or centralized (i.e., a
single "controller’ conpiles and consolidates the information.) They
can al so be categorized based on the networking | ayer used (e.g., IP,
like | CWP, or applications, Ilike SNWP). Further, an existing
protocol can be extended, or a brand new protocol can potentially be
created for this purpose.

Thi s docunent builds upon a standardi zed, nodul ar, backwar ds-
conpati bl e, and scal e-proven | CMP extension [RFC4884]. This does not
preclude the definition of other methods to transport environmental
information, nmore fitting to other use-cases.
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5. | CVMP Environnental | nformation Extension

This section defines the Environnental |Information Object, an | CVWP
extension object with a Cass-Num (Object O ass Value) of TBA that
can be appended to the follow ng nmessages, as per [RFC4884] and

[ RFC8335] :

| CvMPv4 Ti ne Exceeded

| CMPv4 Destination Unreachabl e

| CMPv4 Par anet er Probl em

| CMPv4 Ext ended Echo Reply [ RFC8335]
| CMPv6 Ti ne Exceeded

| CMPv6 Destination Unreachabl e

| CMPv6 Ext ended Echo Reply [ RFC8335]

* % %k 3k 3k F *

The |1 CMP extension defined in this docunent MAY be appended to any of
the above |isted nessages based on policy and follow ng security
consi derati ons.

These extensions are preceded by an | CWP Extension Structure Header,
and include an | CWP Obj ect Header. Both are defined in [ RFC4884].
The sanme backward conpatibility issues that apply to [ RFC4884] apply
to this extension.

A single | CMP nmessage can contain zero, one, or multiple instances of
Envi ronmental Information Objects. The C Type further identifies the
information fields carried.

A single instance of the Environnental Information Object can convey
one of the information elenents defined in Section 5.2 from each
reporting node in an adninistrative domain

5. 1. Ext ensi on For nat

The |1 CVP Envi ronnmental | nformation Extension has the follow ng
format.

1 2 3
01234567890123456789012345678901
i S T S S T T I S S S i SU S S S

| Ver si on| Reserved | Checksum | (D)
B T S e i e ok S e S e S e S R s il ol SR S R S e T S S T
| Length | G ass-Num | C Type |

R ik e S T R i T T e S T S i S T T S S T T T S I o (2|
~ hj ect payl oad ~
el i i e it i I e e S S ik T it (oI I TR TR i R S e R S

Figure 1: 1 CWP Environnmental |nformation Extension Format
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(1) 1CWP Extension Header

Ver si on:
2 [ RFCA884].

Reser ved:
0 [ RFC4884].

Checksum
The one’s conpl ement checksum of the | CMP ext ension [ RFC4884].

(2) Environnental Information Cbject

Lengt h:
Length of the Environnental Information object, including
obj ect header and object payload, in octets. If there is no

obj ect payl oad, the value of Length is 4. This is used to
convey that the object is unavailable (e.g., because the
requested information is not applicable for the type of
component that is being queried.)

Cl ass- Num
TBA (Environnental |nformation)

C Type:
C- Type as explained in Section 5.2.

oj ect Payl oad:
As defined by each C Type.

Wiile there is a single | CMP Extensi on Header, there could be
mul tiple Environmental |nformation Cbjects.

5.2. C-Type Definition

The 8-bit C Type defined in the Section 8 of [RFC4884] allows to
carry different information elements within this C ass-Num (TBA).
The techni ques herein defined can be used with any specific
environmental sustainability nmetric in use, present or future.

The |1 CVP Envi ronnmental | nformati on Extension Object header has the
follow ng format:

1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Length | dass-Num=TBA | C Type=1-255 |
I S i o T s S S S e s s T
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Fi gure 2: Environmental Information Extension Object Header

The following C Type values are currently defined

1.

Node Power Draw Sub- Obj ect

1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Present Power (32-bit unsigned word) |
R T e i e i i S L S s il o T SR R R S
| Idl e Power (32-bit unsigned word) |
R et e s i o e s i i

Figure 3: Node Power Draw Sub- (bject
A O ass-Num of TBA and a C Type of 1 are specified.

The Length is 12 if the object contains this payload. A Length
value of 4 indicates that it is unavail abl e.

The Present Power is the node-level power being presently drawn,
which is a nagnitude that may be directly displayed, and is
expressed in Watts (W. A value of 0 indicates that the Present
Power is not available. The Idle Power is the node-I|evel power
when the node is idle. A value of 0 indicates that the Idle
Power is not avail able.

Node Throughput Sub- Cbj ect

1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Thr oughput (32-bit unsigned word 1) |
i i i T i I S i e s o o i i
| Thr oughput (32-bit unsigned word 2) |
R et e s i o e s i i

Fi gure 4: Node Throughput Sub-hject
A O ass-Num of TBA and a C Type of 2 are specified.

The Length is 12 if the object contains this payload. A Length
value of 4 indicates that it is unavail abl e.
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The returned value is the node-level present throughput, which is
a magnitude that may be directly displayed, and is expressed in
bits-per-second (bps). This allows the recipient of the | CW
nmessage to deternmine a rel ationship between power and traffic

| oad.

There’s an in-depth discussion on why we have chosen a 64-bit
obj ect type in Section 6.

3. Ecol abels and Environnmental ly Relevant Certification (EERC) Sub-
oj ect

1 2 3
01234567890123456789012345678901
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
| EERC nunber |0 0 0 Of Year |
B S T i s T S S S R S i ik Tk I I N R S S S i e
Fi gure 5: EERC Sub- Obj ect

A O ass-Num of TBA and a C Type of 3 are specified.

The Length is 8 if the object contains this payload. A Length
value of 4 indicates that it is unavail able.

The returned val ue references an Ecol abel s and Environmental |y
Rel evant Certification (EERC) number. The foll ow ng EERC nunbers
are defined by the present specification:

1. 1SO 14001: 2015 [ EERC-1S014001_2015]

2. TCO Certified [ EERC TCO

3. Energy-efficient ethernet [EERC EEE]

The "Year" field nust contain the year in which the certificate
was issued, or O to indicate "unknown" or "not specified".

4. Conponent-| evel Power Draw Sub- Obj ect
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1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| UU D 32-bit Wrd 1 |
e L o i e S  th o i R S
| UU D 32-bit Wrd 2 |
i e e R e o o e i ol S N B S
| UU D 32-bit Wrd 3 |
B i s T T i i o S o T Ji I
| UU D 32-bit Wrd 4 |
e L o i e S  th o i R S
| Present Conponent Power (32-bit unsigned word) |
i e e R e T S S b o i hI TR R S S
| I dl e Conponent Power (32-bit unsigned word) |
B i s T T i i o S o T Ji I

Fi gure 6: Component-1level Power Draw Sub- Cbject
A d ass-Num of TBA and a C Type of 4 are specified.

The Length is 4 plus 24 times the nunmber of elenments included. A
Length value of 4 indicates that this object is unavail able.

The returned value is one or nore instances of conponent-|eve
power drawn netrics. FEach instance is a set conprised by a UUID
[ RFC4122] uniquely identifying the conponent, and the Present
Conponent Power and |dl e Conmponent Power fields. The Present
Conponent Power is the conponent-|evel power being presently
drawn, which is a nmagnitude that may be directly displayed, and
is expressed in Wtts (W. A value of 0 indicates that the
Present Conponent Power is not available. The Idle Conponent
Power is the conponent-|evel power when the conponent is idle. A
value of 0 indicates that the 1dl e Conponent Power is not
avai | abl e.

5. Conponent-| evel Throughput Sub-Object
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6.

1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| UU D 32-bit Wrd 1 |
i I i S e S it SN DU DU SRS
| UU D 32-bit Wrd 2 |
I e I S i S i i S
| UU D 32-bit Wrd 3 |
B i s T T i i o S o T Ji I
| UU D 32-bit Wrd 4 |
i I i S e S it SN DU DU SRS
| Conponent Throughput (32-bit word 1) |
I i I S R e S M SRR SR S
| Conponent Throughput (32-bit word 2) |
B i s T T i i o S o T Ji I

Fi gure 7: Component-1evel Throughput Sub- Object
A d ass-Num of TBA and a C Type of 5 are specified.

The Length is 4 plus 24 times the nunmber of elenments included. A
Length value of 4 indicates that this object is unavail able.

The returned value is one or nore instances of conponent-| evel
throughput. Each instance is a set conprised by a UU D uniquely
i dentifying the component, and the actual throughput of said
component in bits-per-second (bps). This allows the recipient of
the 1 CVP nessage to deternmine a rel ationship between power and
traffic | oad.

There’s an in-depth discussion on why we have chosen a 64-bit
obj ect type in Section 6.

Sub- Obj ect Formats

As discussed in Section 5.2, we have chosen 64-bit sub-objects to
accommpdat e the present trends of the industry with respect to high
density ports/conmponents and nodes. Organizations now have
components/interfaces/line cards with 100/400/800Ghps throughput and
nodes with a conbi ned throughput exceeding 10Tbps. This cannot be
represented in a field which is only 32-bit long. A 32-bit field can
only represent a nmax throughput of 4Ghps (2 ~ 32 bps). To address
this, we define a "wider" 64-bit Sub-Cbject format.

We coul d have defined both the "wi de" (64-bit) and "short" (32-bit)

variants and leave it up to the device (node) to choose one over the
ot her based on the size requirenents of the data; this could nake the
final packet space efficient, but it would be harder to inplenent, as
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a node woul d have to nmake an extra check to decide what kind to
choose from (w de or short). Hence, for the ease of inplenmentation,
we have decided to just define a 64-bit sub-object where we need one,
and skip defining a 32-bit sub-object for information |ike

t hroughput, etc.

7. Sanple Use Case

The | CVMP extension defined in this neno can be used to get
environmental information, either via a "transactional" or a
"schedul ed aut omat ed" fashion, inside an adm nistrative domain. This
section presents a sanple "transactional" use case of how these

pi eces of information could be displayed to a user. Since both
traceroute and ping utilities are based on ICWP, we will use
traceroute as an exanpl e.

The flavor of traceroute that has been shown here supports the | CW
extensions and is capabl e of conveying to the end user the
environnmental information in the extensions, along with the nodes
that the original datagramvisited on its way to the destination.
This traceroute is al so backwards-conpatible, i.e., it can also work
well with those nodes which do not support these | CMP extensions.

A user at a host with an | P address 198.51.100. 27 executes a

traceroute to 192.0.2.1 and the Figure 8 shows how the user can be
presented with these different pieces of information
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> traceroute 192.0.2.1
Tracing route to 192.0.2.1 over a maxi mum of 30 hops

1 3 s 1 s 2 ms 203.0.113.118
Present Power ( Node=160W Fan=7W
I dl e Power ( Node=152W Fan=7W Chassi s=10W
Thr oughput (53687091200bps)
EERC(1 SO 14001: 2015, Energy-efficient ethernet)

2 12 s 9 s 9 ms 192.0.2.9
Present Power ( Node=163W Fan=8W Chassi s=11W
Thr oughput (55834574848bps)
EERC(| SO 14001: 2015)
3 12 s 9 s 9 ns 192.0.2.17
4 7 ns 4 s 7 ms 192.0.2.122
I dl e Power (Node=150W Chassi s=9W
Thr oughput (51539607552bps)
EERC(1 SO 14001: 2015, Energy-efficient ethernet)
5 4 ns 3 ns 3 ns 192.0.2.1
Trace conpl ete.

Figure 8: Environmental -1 nformation Infused Traceroute

Many use cases are possible on the basis of the | CMP extensions
defined in this neno; it is up to the user to deci de how frequently

queries are issued, when and how these netrics are reported, or which

policy will guide such deci sions.
8. Inplenentation Status

There is interest in the 'green networking comunity’ to have a
|'i ght wei ght mechani smto provide environmental sustainability
information. W are aware of a couple of inplenentations.

1. WlliamHawkins 11, fromthe University of Cincinnati, has |led
an inplenmentation called "greenmatter”, found at
https://github. com cerfcast/greenmatter, that responds to | CWP
Ext ended Echo Messages with Environnmental |nfornation.

2. A second inplenmentation, which is a Python-based sender and a
recei ver, led by Jainam Parikh, found at

https://github. com j npari kh/ gr een- ext ensi on-poc, that responds to

| CMP Ext ended Echo Messages with Environnental Information, with
an Extended Echo Reply.
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9

* Receiver (receiver.py) — waits for incom ng data. Requires
two argunents: (0 or 1)
--probeFlag: Tells the receiver to include the Interface
Identification Object [RFC8335] in the response or not
--greenFlag: Tells the receiver to include the Environnental
Informati on Cbject (this docunment) in the response or not

* Sender (sender.py) — connects to the receiver and sends data.
Sinply sends an | CMP Ext ended Echo Request to the receiver. py

Security Considerations

The security considerations of [RFC4884] and of [RFC8335] apply to
t hese extensions.

Upon recei pt of an | CVP nessage, application software nust check it
for syntactic correctness. The extension checksum MJUST be verifi ed.
Care should be taken, as inproperly specified |ength attributes and
other syntax problens may result in buffer overruns.

Thi s docunent does not define the conditions under which a router
sends an | CMP nessage. Therefore, it does not expose routers to any
new deni al -of -service attacks. Routers may need to limt the rate at
whi ch | CMP nessages are sent.

The extensions defined in this docunent allows a router to append
environmental sustainability information to multi-part |CVMP nessages,
and therefore can provide the user of the traceroute and ping
applications with additional information.

The intended field of use for the extensions defined in this docunent
is adm ni strative debuggi ng and troubl eshooting and operationa
facilities. The extensions herein defined supply additiona
information in | CMP responses. These nechanisns are not initially

i ntended for other uses.

Sonme of the additional information provided, as e.g., power draw

i nformati on, have privacy considerations. For exanple, behaviora
consi derations of the devices, or estimating other node and network
attributes fromthe power or energy data. Qher things |ike
identification of the node, deducing node usage patterns are sone
nmore privacy concerns that can be related to the infornation.

Keepi ng these considerations in mnd, we limted the scope of the
transportation of the environnental information to a single

adm nistrative donmain (AD). But, based on [ RFC8799], limting a
protocol’s functionality doesn’t nean that it will be secure. So,
this particular docunment, which defines "a nodified | CMP nessage with
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10.

environnmental information", can be classified as a FAIL-OPEN protoco
[1-D. wkumari-intarea-safe-limted-domains]. That is, the interfaces
of admi nistrative domain border nodes, facing towards the open
internet, can be configured such that they avoid | eaki ng nessages

wi th extensions containing environnental information, out of the AD.
To all ow general | CMP nessages, an admi ni strator can configure those
outward facing interfaces to not block/drop the entire nessage but
only strip off the extension objects and only forward the | CWP
message if it is destined to go out of the AD

Wien environnmental information are limted to the same AD, it can be
consi dered that they can be generated froma valid source and wll
have integrity.

Hi gh-fidelity reporting of power draw for the targeted node’ s nenory,
cache, hardware security nodule, or other sensitive conponent could
all ow an attacker to performa renote side-channel attack (i.e.

using differential power analysis) during cryptographic operations.
This attack woul d all ow the adversary to extract the network node’s
secret key(s) or other sensitive data. There are a couple of ways of
mtigating this type of attack; exclude power netrics for components
that process sensitive data or provide counterneasures that introduce
noise in the reported power netrics (e.g., software that denarcates
sensitive data which signals the processing hardware to treat this
data with algorithmic noise). The latter technique is an area of
ongoi ng research at the time of this witing.

Finally, this docunent does not specify an authentication nmechani sm
for the extension that it defines. Application devel opers should be
aware of various |CWP attacks [ RFC5927].

| ANA Consi derati ons
I ANA is requested to assign the followi ng object dass-numin the

| CMP Extensi on Object O asses and Cl ass Sub-types registry
[ 1 ANA- | CVP- Ext ended] :

| dass Value | dass name | Reference |
[ sl e s s ool s ey o}
| TBA | Environnmental Information Object | This docunent |
S o e e e e e e e e e e eee— oo n o +

Table 1: d ass-num for Environmental |nformation Extensions

I ANA is requested to establish a registry for the correspondi ng cl ass
sub-type (C Type) space, as follows:
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Table 2: G Ty

|CMP Enviro I nfo Extensions

+::::::::::::::+:::::::::::::::::::::::::::::::
C- Type Val ue | Description

[} gy e p—p—p—p—(—(——(———(————————(——————
0 | Reserved

______________ o e e e e e e e e e e e e e e e e e e e m e e ==
1 | Node Power Draw
.............. B
2 | Node Throughput

______________ o e e e e e e e e e e e e e e e e e e e e ==
3 | Ecol abel s and Environnmental |y

| Relevant Certification (EERC

______________ o e e e e e e e e e e e e e e e e m e mm -
4 | Component-1evel Power Draw
.............. o e e e e e e e e e e e e e e e e e e e e e e ==
5 | Component-1evel Throughput
______________ o e e e e e e e e e e e e e e e e e e e e ==
6- 246 | Unassi gned

______________ o e e e e e e e e e e e e e e e e m e mm -
247- 255 | Reserved for Experinentation
.............. o e e e e e e e e e e e e e e e e e e e e e e ==

pes for Environnental

I nfor mati on Ext ensi ons

C- Type val ues are assignable on a first-conme-first-serve (FCFS)

basi s.

IANA is requested to establish a registry for

Ecol abel s and

Environnental |y Rel evant Certification (EERC) nunbers (C Type 2),

fol |l ows:

Pi gnat ar o,

et al.

Reserved for Experinmentation |

Tabl e 3: EERC nunbers

Expi res 28 COctober 2026
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11.

12.

12.

12.

EERC nunbers are assignable on a first-conme-first-serve (FCFS) basis,
and require a citation to the definition of the certification.
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