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Abst ract

Enmbeddi ng sustainability considerations at the design of new
protocols and extensions is nore effective than attenpting to do so
after-the-fact. Consequently, this docunent al so gives network,
protocol, and application designers and inplenenters sustainability-
rel ated advi ce and gui dance.

Thi s docunment recomends to authors and reviewers the inclusion of a
Sustainability Considerations section in |ETF Internet-Drafts and
RFCs.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 14 May 2026.
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1. Introduction

The ultimate objective of this docunent is to detail guidance
regardi ng aspects of sustainability and environmental inpact that
authors and reviewers of Internet protocol and architecture docunents
shoul d consider in a "Sustainability Considerations" section

1.1. Termi nol ogy

Thi s docunent | everages the term nol ogy and concepts defined in
[1-D. pi gnat aro- green-envi ro-sust-termnol ogy], and readers are
expected to be fanmiliar with those. Specifically, Section 3.1.1 of
[1-D. pi gnat aro- green-enviro-sust-term nol ogy] describes concepts of
particul ar rel evance to this draft.
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Inmplications to the | ETF

This section describes the inmplications of sustainability to the

| ETF. Specifically, the high-level relevant areas on which the | ETF
can act, and a rough prioritization. These potentially include use
cases, protocols, netrics, etc.

A key area to understand the rel evance and inplication is regarding
| ETF Protocol s.

Sustainability Guidelines for Protocol and Network Designers and
| mpl enent er s

This section renders the Sustainability Considerations into specific
gui del i nes and advice for the design and devel opnent of networking
t echnol ogi es.

These specific itens are | abeled so as to follow and reference as a
check-1ist.

a. GCeneral
The section title "Sustainability Considerations" should be used
to detail the environnental -inpact inplications of protocols,
architectures, and Internet technol ogi es.

a.1l. For each of the itens covered, explicitly state the
"boundary of anal ysis" considered. For exanple, this can
i nclude a scope, tinme boundary, or lifecycle phases.

a.2. Consider attributional versus consequential analysis
met hods, expl ai ni ng envi ronmental inpact benefits.

a.3. (Cearly state the units used for each magnitude in every
anal ysis (e.g., gCel/ kw.)

b. Network Management:
Several areas of network managenent have direct relationship with
sustainability.

b.1. Metrics:
I nstrunment equi pnment, network el ements, and networks with a
set of relevant and neani ngful netrics that provide
visibility into sustainability and environnental -i npact
attributes (e.g., power and energy consunption.) This is
the foundation for any mechanisns to inprove and optim ze
sustainability.
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b.2. Managed El enents:
Facilitate, extend, and enrich the manageability of network
el ements and sub-el ements whi ch have an environnent al
i mpact, such as Power Supplies. For exanple, provide
visibility into sourced power, e.g. energy mx, and allow
to account for the "dirtiness" of power being consuned to
obtain a truer picture of sustainability than can be gai ned
by visibility into power consunption al one.

b.3. Automation and Policy Enforcenent:
Net wor k managenent systens shoul d evol ve from bei ng passive
observers of sustainability metrics to actively enforcing
sustainability-oriented policies. Once energy consunption,
carbon intensity, and other environnental data are exposed,
aut omat ed systens shoul d be enpowered to nake real -tine
adj ustnents aligned with operator-defined sustainability
goal s. For exanple, network orchestrators coul d
dynanically shift workloads or traffic away from
infrastructure currently powered by high-carbon sources, or
initiate graceful scaling down of non-critical services
during periods of high energy demand. Simlarly, protocols
and nmanagenent franmeworks coul d support schedul ed
downt i nes, power state transitions, or routing policy
adapt ati ons based on thresholds related to energy
efficiency, carbon enissions, or resource usage. Enbedding
such automation capabilities ensures that sustainability is
not nerely a reporting layer, but a |ive operationa
di mensi on that can be acted upon in-network, in alignnent
wi th business or regul atory objectives.

c. Energy Managenent:
M ni m zi ng energy consunption is a critical consideration in
maki ng networks nore sustainable. M nimnzing energy consunption
typically cones also with inportant econonic side benefits
associ ated with reduci ng operational expenses and maki ng network
provi ders nore conpetitive

To facilitate energy efficiency schemes, designers of networking
devi ces and protocol s should exam ne and consi der the foll ow ng
consi derati ons:

c.1l. Energy linearity. In many cases, the amount of power drawn
by a device is not in linear proportion to the volune of
traffic that is passed. |Instead, energy consunption when
idle generally accounts for a very significant percentage
of the energy consunption when under full load. The
inplication of this is that the volume of traffic by itself
is of relative consequence to energy consunption, as |ong
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as the volune does not get to the point where additiona
equi prrent needs to be added to the network to handl e peak
| oads.

c.2. Power saving nodes. Simlarly, nany devices and resources
support power saving nodes that can be entered when idl ed.
Similarly, during periods of exceedingly lowtraffic, some
i nks may support downspeedi ng associ ated with energy
savings. As a result, a big opportunity for energy savings
i nvol ves schenmes in which resources are tenporarily put
i nto power saving nodes, including al nost shut-down, at
ti mes when they are not needed.

c.3. Chattiness of protocols. For a given protocol, what are
the message exchange patterns? does the protocol rely on
peri odi ¢ updates or heartbeat nessages? Could such nessage
patterns result in preventing links or nodes fromgoing to
sl eep (absent other conmunications), and in such a case,
woul d an alternative pattern be feasible?

c.4. Exploiting burstiness versus smoothening of traffic. 1Is it
feasible to design the protocol to transmt with a snoother
traffic pattern with lower traffic volunes that are sent
continuously, as opposed to a way that traffic is bul ked up
and then sent in one fell swoop?

c.5. Rapid discovery and convergence. Does the protocol involve
the exchange of state and information about other systens?
In that case, how can the protocol be designed in such that
any such information can be di scovered qui ckly and protocol
synchroni zati on reconverged efficiently? Does the protoco
desi gn support stateful schemes that m ght accelerate this?
In cases where there is a possibility of nodes going to
sl eep, the associ ated overhead of going offline and com ng
back online should be minimzed. By shortening the tine
interval needed to go offline and cone back online, it
nm ght be possible to enter sleep node in situations where
it would ot herwi se not be feasible.

c.6. Encoding schenes. How nmuch conputational effort goes into
encodi ng and decodi ng? Assess the tradeoff between
encodi ng efficiency and conputational effort, which directs
into carbon for cycles to perform codi ng operations.

d. Carbon Awar eness:
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d.1. Consider Carbon Intensity (Cl) / Em ssion Factor (EF) as an
attribute. For exanple, Cl is used to optimze for |ower-
carbon sources of electrical energy (e.g., using
renewables.) Prioritizing electricity use when carbon
intensity is lowis a target, and, for that, this attribute
needs to be accessed or adverti sed.

d.2. Consider enbodied enissions (i.e., enbedded carbon) with
any new product. For exanple, a new generation of
net wor ki ng device m ght significantly inprove energy
efficiency, and a replacenent nigration would include the
enbedded eni ssions (of producing and transporting the new
product as well as disposing of the old one), and hence
there’s a break-even point (BEP)

e. Beyond Carbon:
Characterize and note full-spectrum environnmental inpacts, beyond
GHG em ssions, and into water usage, raw naterials usage,
circularity in supply chain, repurpose, reuse, and recycle, etc.

e.1l. Resource Awareness and Reporting. Beyond greenhouse gas
em ssions, protocols should consider enabling awareness of
ot her environnmental resources such as water and raw
materials. For exanple, data centers nay vary
significantly in their water usage for cooling, depending
on location, infrastructure, and workload. Protocols can
support sustainability by exposing or integrating with
telenmetry systens that report such nmetrics. This allows
hi gher -1 ayer systens and orchestrati on franeworks to make
depl oynent deci sions that are sensitive to environnental
constraints, such as avoiding water-intensive
i nfrastructure during drought conditions or favoring
resource-efficient sites for |ong-running tasks.

Furt hernore, protocols can provide policy hooks or
signaling interfaces that all ow operators to incorporate
environmental netrics beyond carbon, into routing, |oad
bal anci ng, and service placenent decisions. While the
protocol s themsel ves may not directly control hardware or
facility resource consunption, they can facilitate the
collection and application of such insights in

sustai nability-aware operations.

e.2. Lifecycle Inmpact and Circularity. Sustainability also
requires a full-lifecycle perspective, considering how
protocol design may influence the |ongevity, reuse, and
recyclability of devices and systens. Protocols that
prioritize backward conpatibility, nodularity, and support
for ol der hardware can extend the operational |ifespan of
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network infrastructure, reducing the frequency of hardware
refreshes and thereby linmting e-waste. In contrast,
designs that require frequent upgrades or discard ol der
technol ogi es prematurely may contribute to unsustainabl e
hardware churn. Protocols can also enable lifecycle
tracking through telenetry that hel ps estinate remaining
useful life or suitability for repurposing. By
acconmodati ng | ong-1lived devices, especially those in
constrai ned or renote environnments, protocols can pronote
the principles of a circular econony where systens are
designed to be reused, repaired, and recycled rather than
di scarded. Such considerations are particularly inportant
as the scale of Internet-connected devices continues to
grow, bringing with it a corresponding increase in materi al
and envi ronnmental inpact.

4. Concl usion

The pre-eminent nessage in this docunent is to elevate the need and
sense of urgency of including sustainability considerations in our
protocol and system design, and to provide editors with a
sustainability | exicon, definitions, and priorities to carry out that
task. As an added benefit, by including sustainability
considerations, it will be possible to optimze for not only
performance paraneters but al so sustainability ones, through
respective trade-offs in our protocols and systens.

We al so envision that on top of minimzing the environnental inpact
of our technol ogi es and hel pi ng consuners identify and reduce the
environnmental inpact of their use, we can also nmake a positive inpact
on other systens. E.g., use our technol ogies to choose greener and
more efficient sources of power, control HVAC systens efficiently,
etc.

4.1. Call to Action
The intention of this docunent is nultifaceted: establish definitions
and a | exicon for sustainability, characterize environmenta
i mplications of internetworking technol ogi es, and provi de specific
gui delines for designers and inpl enenters.
Maki ng t hese objectives actionable involves:

1. Familiarize yourself with the environmental sustainability terms,

2. understand the environnmental sustainability inplications to
protocol and architecture, and
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5.

3. consider, qualify, quantify, and explain the specific guidelines
in Section 3 as you devel op protocol s, extensions, and
archi tectures.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Sust ai nabl e practices offer nany environnmental, economc, and socia
benefits, and security is a route to sustainability rather than a
hurdle to clear. However, incorporating sustainability into network
protocol s and systens introduces new di mensi ons of trust. Mny
sustainability-related decisions may rely on external or distributed
data sources, such as carbon intensity feeds, energy consunption
telemetry, or environnental netrics shared between operators or
facilities. It is inportant to consider the authenticity, integrity,
and provenance of this data, especially when such information is used
to trigger automated changes in network behavior.

Prot ocol s and systens should therefore support nechanisns to verify
the origin and integrity of sustainability data received from
external parties. For exanple, carbon intensity signals could be
signed or fetched over authenticated and encrypted channels. Data
from managed network el enents (e.g., smart power supplies, cooling
systens) should be exposed through secure interfaces with appropriate
access control and auditability. \Where distributed coordination is

i nvol ved, such as in nulti-donmain sustainability-aware routing, there
is risk of msinformation, either accidental or malicious, inpacting
gl obal optim zation deci sions.

Mor eover, sustainability-related telemetry may reveal information
about network usage patterns, equipnent |ifecycle stages, or
infrastructure sourcing. Care nust be taken to ensure that such
di scl osures do not |eak sensitive operational, conpetitive, or
geographi cal data. |Inplenentations should consider privacy-
preserving techni ques, such as aggregation, obfuscation, or
differential privacy, especially in shared or public reporting
cont ext s.

Security in the sustainability context is not only about protecting
the network fromexternal threats, but al so about ensuring
trustworthy, private, and verifiable environmental data exchange.

W thout appropriate security, sustainability efforts may be

underm ned by unreliable data, m sreporting, or abuse.
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