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1. I nt roducti on

The evol ution of wireless networks toward 6G al ongsi de the grow ng
demands of cloud service providers and CDN operators, requires

crypt ographi c al gorithns capabl e of delivering unprecedented

t hroughput while maintaining strong security guarantees. Current

hi gh- per f ormance aut henti cated encrypti on schemes achi eve i npressive
speeds by | everaging platformspecific SIMD instructions,
particularly AES-NI on x86 architectures [AES-NI]. Notable exanples
include AEGS [I-D.irtf-cfrg-aegi s-aead], SNOWV [ SNOW¥V], and
Rocca- S [ ROCCA- §].

Wil e these platform specific optimzations deliver high perfornmance
on their target architectures, they create a significant performance
disparity across different hardware platforns. These al gorithns
excel on x86 processors equi pped with AES-N but exhibit
substantially degraded performance on ARM architectures that

i mpl ement SIMD functionality through NEON i nstructions. This

i nconsi stency poses a critical challenge for nodern network

depl oynent s where ARM processors doni nate nobil e devices, edge
conputing nodes, and increasingly, data center environnents.
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The architectural differences between x86 and ARM extend beyond
instruction set variations. They enconpass fundanental distinctions
in how AES round functions are inplenented in hardware, pipeline
structures, and nenory subsystens. These differences nean that

al gorithms optimzed for one architecture may inadvertently create
bottl enecks on another, resulting in unpredictable performance
characteristics across heterogeneous depl oynents.

The transition to 6G networks anplifies these chall enges. Next-
generation wirel ess systens will rely heavily on software-defined
net wor ki ng (SDN) and cl oud radi o access networks (C oud RAN),
requiring cryptographic algorithnms that perform consistently across
di verse hardware platforns. The stringent |atency requirenents and
massi ve data rates anticipated for 6G potentially exceeding 1 Thps,
demand encryption schenes that can | everage the full capabilities of
bot h x86 and ARM architectures w thout conproni se.

Thi s docunent presents H AE (Hi gh-throughput Authenticated
Encryption), an authenticated encryption algorithmexplicitly
designed to address these cross-platform performance chal |l enges.

Thr ough careful algorithm c design, H AE delivers high perfornmance on
both x86 and ARM architectures by efficiently utilizing the
capabilities of each platformw thout being overly dependent on
architecture-specific features.

2. Conventions and Definitions

The key words “MJUST” , “MJUST NOT” , “REQURED” , “SHALL” , “SHALL NOT”
“SHOULD” , “SHOULD NOT” , “RECOMMENDED” , “NOT RECOMMENDED” , “MAY” , and
“OPTIONAL” in this docunent are to be interpreted as described in

BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Throughout this docunent, “byte” is used interchangeably with “octet”
and refers to an 8-bit sequence.

Basi c operations:

* {}: an enpty bit array.

* { 0}: asingle zero byte (8 zero bhits).

* |x|]: the length of x in bits.

* a ™ b: the bitwi se exclusive OR operation between a and b

* a || b: the concatenation of a and b
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* a nmod b: the renai nder of the Euclidean division between a as the
dividend and b as the divisor.

Dat a nani pul ation

* LE64(x): returns the little-endian encodi ng of unsigned 64-bit
i nteger Xx.

* ZeroPad(x, n): returns x after appending zeros until its length is
a multiple of n bits. No padding is added if the length of x is
already a multiple of n, including when x is enpty.

* Truncate(x, n): returns the first n bits of x.
* Tail(x, n): returns the last n bits of x.

* Split(x, n): returns x split into n-bit blocks, ignhoring partia
bl ocks.

Crypt ographi c operati ons:

* AESL(x): A single AES round function without key addition. G ven
a 128-bit AES state x, this function applies the foll owi ng AES
transformati ons in sequence:

1. SubBytes: Apply the AES S-box to each byte

2. ShiftRows: Cyclically shift the rows of the state
3. MxColums: Mx the colums of the state

Formal ly: AESL(x) = M xCol ums( Shi ft Rows( SubByt es(x)))

These transformations are as specified in Section 5 of [FIPS-AES].
This is NOT the full AES encryption algorithm It is a single
round without the AddRoundKey operation (equivalent to using a
zero round key). A test vector for this function is provided in
the Test Vectors section.

While Intel AES-NI and ARM NEON provide instructions with simlar
paraneters and descriptions (such as _nm aesenc_si 128 on Intel and
vaesncqg_u8(vaeseq_u8(...)) on ARM, these instructions are not
functionally equivalent. The architectural differences in how AES
round functions are inplenented require platformspecific
optimzation strategies, as detailed in the Inplementation

Consi derati ons section.

Control flow and conpari son
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* Repeat(n, F): n sequential evaluations of F.

* CtEq(a, b): compares a and b in constant-time, returning True for
an exact match and Fal se ot herwi se.

AES bl ocks:
* Si: the i-th AES block of the current state.
* Siji: the i-th AES bl ock of the next state.

* {Si, ...S}: the vector of the i-th AES block of the current state
to the j-th block of the current state.

* (C0: an AES block built fromthe foll owing bytes in hexadeci ma
format: { O0x32, 0x43, Oxf6, O0xa8, 0x88, 0xb5a, 0x30, 0x8d, 0x31,
0x31, 0x98, Oxa2, 0xe0, 0x37, 0x07, 0x34 }.

* Cl: an AES block built fromthe foll owi ng bytes in hexadeci ma
format: { Ox4a, 0x40, 0x93, 0x82, 0x22, 0x99, O0xf3, 0x1ld, 0xO00,
0x82, Oxef, Oxa9, 0x8e, 0Oxc4, Oxe6, 0xc8 }.

* ZERO an AES block of all zeros (128 zero bits).

The constants C0 and ClL are donmain separation constants derived from
the fractional parts of m and e, respectively.

I nput and out put val ues:
* Kkey: the encryption key (256 bits).
* nonce: the public nonce (128 bits).
* ad: the associated data
* meg: the plaintext.
* ct: the ciphertext.
* tag: the authentication tag (128 hits).
3. The H AE Al gorithm
This section provides the conplete specification of H AE. The
al gorithm operates on a 2048-bit internal state organized as sixteen
128-bit bl ocks, conbining AES round functions with an efficient

updat e nechani smto achieve both high security and cross-platform
per f or mance.
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3.1. Algorithm Paraneters

H AE mai ntains a 2048-bit state organi zed as sixteen 128-bit bl ocks
denoted {SO, S1, S2, ..., S15}. Each block Si represents a 128-bit
AES state that can be processed independently by AES round functions.
This large state size provides security nmargi ns while enabling
efficient parallel processing on nodern architectures.

The paraneters for this algorithm whose meaning is defined in
[ RFC5116], Section 4, are:

* K LEN (key length) is 32 bytes (256 bits).

*  P_MAX (maxi mum |l ength of the plaintext) is 2761 - 1 bytes (2764 -
8 bits).

* A MAX (maxi mum |l ength of the associated data) is 2761 - 1 bytes
(2764 - 8 bits).

* N_MN (mnimum nonce | ength) = N_MAX (rmaxi num nonce | ength) = 16
bytes (128 bits).

*  C_MAX (maxi mum ci phertext length) = P MAX + tag |length = (2761 -
1) + 16 bytes ((27"64 - 8) + 128 bhits).

Di stinct associated data inputs, as described in [ RFC5116],

Section 3, MJST be unanbi guously encoded as a single input. It is up
to the application to create a structure in the associated data i nput
i f needed.

3.2. Authenticated Encryption

Encrypt (nsg, ad, key, nonce)

The Encrypt function encrypts a nessage and returns the ciphertext

along with an authentication tag that verifies the authenticity of

the message and associ ated data, if provided.

Security:

* For a given key, the nonce MJUST NOT be reused under any
circunstances; doing so allows an attacker to recover the interna
state.

* The key MJST be randomly chosen froma uniformdistribution

I nput s:
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* nmeg: the nmessage to be encrypted (length MJST be | ess than or
equal to P_MAX).

* ad: the associated data to authenticate (length MJIST be | ess than
or equal to A MAX).

* key: the encryption key.
* nonce: the public nonce.
Qut put s:
* ct: the ciphertext.
* tag: the authentication tag.
St eps:
Init(key, nonce)
ct = {}
ad bl ocks = Split(ZeroPad(ad, 128), 128)
for ai in ad_bl ocks:
Absorb(ai)
msg_bl ocks = Split(ZeroPad(nmsg, 128), 128)
for m in nmsg_bl ocks:

ct =ct || Enc(m)

tag = Finalize(]ad|, |nsg|)
ct = Truncate(ct, |msg|)

return (ct, tag)
3.3. Authenticated Decryption
Decrypt(ct, tag, ad, key, nonce)
The Decrypt function decrypts a ciphertext, verifies that the
authentication tag is correct, and returns the nessage on success or

an error if tag verification fails.

Security:
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If tag verification fails, the decrypted message and i ncorrect
aut hentication tag MJUST NOT be given as output. The decrypted
message MJST be overwitten with zeros before the function
returns.

The conparison of the input tag with the expected tag MJST be done
in constant tinme.

| nput s:

*

ct: the ciphertext to decrypt (length MUST be | ess than or equal
to C_ MAX).

tag: the authentication tag.

ad: the associated data to authenticate (Il ength MJUST be | ess than
or equal to A MAX).

key: the encryption key.

nonce: the public nonce.

Qut put s:

*

Ei ther the decrypted nessage nsg or an error indicating that the
authentication tag is invalid for the given inputs.

St eps:
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Init(key, nonce)
msg = {}
ad bl ocks = Split(ZeroPad(ad, 128), 128)
for ai in ad_bl ocks:
Absorb(ai)

ct_blocks = Split(ct, 128)
cn = Tail(ct, |ct| nmod 128)

for ci in ct_blocks:
msg = nmsg || Dec(ci)

if cnis not enpty:
nmsg = msg || DecPartial (cn)

expected tag = Finalize(|ad|, |nsg|)
if CtEq(tag, expected_tag) is False:
erase nsg
erase expected_tag
return "verification failed" error
el se:
return nsg
3.4. Core Functions

The foll owi ng sections describe the fundanmental operations that form
the building blocks of H AE. These functions manipul ate the 2048-bit
state to provide confusion, diffusion, and the absorption of input
dat a.

3.4.1. The State Rotation Function
Rol ()
The Rol function provides diffusion by rotating the sixteen 128-bit
bl ocks of the state one position to the left. This ensures that
| ocal changes propagate throughout the entire state over nultiple
rounds.
Modi fi es:
* {SO, ...S15}: the state.

St eps:
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t = 80
SO = S1
S1 = 82
S2 = S3
S3 =4
S4 = S5
S5 = S6
S6 = S7
S7 = S8
S8 = S9
S9 = S10

S10 = S11
S11 = S12
S12 = S13
S13 = S14
S14 = S15
S15 =t

3.4.2. The State Update Functions
The state update functions formthe cryptographic core of H AE. They
conbi ne the AESL transformation with XOR operations and state
rotation to achieve both security and efficiency.

3.4.2.1. The Update Function

Updat e( xi )

The Update function is the core of the H AE algorithm It updates
the state {SO, ...S15} using a 128-bit val ue.

| nput s:

* Xi: the 128-bit bl ock to be absorbed.

Modi fi es:
* {SO, ...S15}: the state.
St eps

AESL(SO A S1) A xi

SO = AESL(S13) ~ t
S3 = S3 A Xi

S13 = S13 A xi

Rol ()
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3.4.2.2. The Updat eEnc Function
Updat eEnc(m )
The Updat eEnc function extends the basic Update function to provide
encryption. It absorbs a plaintext block while sinultaneously
generating the correspondi ng ci phertext bl ock through an additi onal
XOR with state bl ock S9.
I nput s:
* m: a 128-bit block to be encrypted.
CQut put s:
* ci: the encrypted 128-bit bl ock.
Modi fi es:

* {SO, ...S15}: the state.

)
®
S
o

t

Ci
SO
S3
S13

AESL(SO A S1) ~ ni
t A S9

AESL(S13) ~ t

S3 A ni

S13 ~ ni

Rol ()
return ci
3.4.2.3. The UpdateDec Function
Updat eDec(ci )
The Updat eDec function provides the inverse operation of UpdateEnc.
It processes a ciphertext block to recover the plaintext while
mai ntai ning the same state update pattern, ensuring that encryption
and decryption produce identical internal states.
I nput s:

* ci: a 128-bit block to be decrypted.

Qut put s:
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* m: the decrypted 128-bit bl ock.

Modi fi es:
* {S0, ...S15}: the state.
St eps
t ci N S9
m = AESL(SO ~ S1) ~ t

SO
S3
S13

AESL(S13) ~ t
S3 A mi
S13 A ni

Rol ()
return m

3.4.2.4. The Diffuse Function
Di ffuse(x0, x1)
The Diffuse function ensures full state m xing by perforning 32
consecutive update operations, alternating between two input val ues.
This function is critical for security during initialization and
finalization phases, guaranteeing that every bit of the key and nonce
i nfluences the entire state, and that the authentication tag depends
on all state bits.
I nput s:

* x0: a 128-bit input value for even-nunbered updates (updates 0, 2,

4, ..., 30).
* x1: a 128-bit input value for odd-nunbered updates (updates 1, 3,
5 ..., 31).
Modi fi es:
* {S0, ...S15}: the state.
St eps:
Repeat (16,
Updat e( x0)
Updat e(x1)

)
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Initialization and Processing Functions
The followi ng functions inplenment the high-Ievel operations of Hi AE
initialization, data absorption, encryption/decryption, and
finalization.
.1. The Init Function
Init(key, nonce)
The Init function constructs the initial state {SO, ...S15} fromthe
encryption key and nonce. The initialization process carefully
distributes key material across the state and applies the Diffuse
function to ensure all state bits are cryptographically m xed before
processi ng begi ns.
I nput s:
* key: the encryption key.
* nonce: the public nonce.
Defi nes:
* {SO, ...S15}: the initial state.
St eps:

kO, k1 = Split(key, 128)

SO = Q0

S1 = kO

S2 = Q0

S3 = nonce
S4 = ZERO
S5 = kO

S6 = ZERO
S7T =C1

S8 = k1

S9 = ZERO
S10 = nonce ™ k1
S11 = Q@

S12 = C1

S13 = k1

S14 = ZERO
S15 = 0 M C1

Di ffuse(k0, k1)
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3.5.2. The Absorb Function
Absorb(ai)
The Absorb function processes associ ated data by incorporating
128-bit blocks into the internal state. This function is used
exclusively for authenticated data that should influence the
aut hentication tag but not produce ciphertext output.

I nput s:

* ai: the 128-bit input bl ock.

St eps:
Updat e(ai)
3.5.3. The Enc Function
Enc(m)
The Enc function encrypts a single 128-bit plaintext block. It

serves as a sinple wapper around Updat eEnc, providing a clean
interface for the bl ock-by-block encryption process.

| nput s:

* m: the 128-bit input bl ock.

Qut put s:

* ci: the 128-bit encrypted bl ock.
St eps:

ci = Updat eEnc(m)
return ci

3.5.4. The Dec Function
Dec(ci)
The Dec function decrypts a single 128-bit ciphertext block. Like
Enc, it provides a clean interface by wapping the UpdateDec

function.

I nput s:
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* ci: the 128-bit encrypted bl ock.
CQut put s:

* m: the 128-bit decrypted bl ock.
St eps:

m = Updat eDec(ci)
return m

3.5.5. The DecPartial Function
DecParti al (cn)
The DecPartial function handles the special case of decrypting a
partial block at the end of a ciphertext. This function carefully
reconstructs the keystreamto decrypt bl ocks snaller than 128 bits
whi |l e mai ntai ning the sane state evol ution as encrypti on.
| nput s:
* ¢cn: the encrypted input.
Qut put s:
* mm: the decryption of cn.

St eps:

# Step 1: Recover the keystreamthat would encrypt a full zero bl ock
ks = AESL(SO ~ S1) ~ ZeroPad(cn, 128) "~ S9

# Step 2: Construct a full 128-bit ciphertext bl ock
# by appending the appropriate keystreambits
ci =cn || Tail(ks, 128 - |cn|)

# Step 3: Decrypt the full block using standard Updat eDec
m = Updat eDec(ci)

# Step 4: Extract only the decrypted bytes corresponding to the partial input
m = Truncate(m, |cn|)

return m
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3.5.6. The Finalize Function
Finalize(ad_len_bits, nmsg_len_bits)
The Finalize function conpletes the authentication process by
generating a 128-bit tag. It incorporates the lengths of both the
associ ated data and nessage (each encoded as 8 bytes in little-endian
format), applies the Diffuse function for final mxing, and conbi nes
all state blocks to produce the authentication tag.
I nput s:
* ad_len_bits: the length of the associated data in bits.
* mnmeg_len_bits: the length of the message in bits.
Qut put s:
* tag: the authentication tag.

St eps:

t = LE64(ad_len_bits) || LE64(nsg | en_bhits)
D ffuse(t, t)

tag = SO ~ S1 ~ S2 A S3 A sS4 A S5 M S6 M ST A
S8 ~ 89 ~ S10 ~ S11 A S12 A S13 A S14 M S15

return tag
4. Encoding (ct, tag) Tuples

Applicati ons MAY keep the ciphertext and the authentication tag in
di stinct structures or encode both as a single string.

In the latter case, the tag MIST inmedi ately foll ow the ciphertext:
combined_ct = ct || tag

5. Alternative Qperating Mdes
Wiile H AE is primarily designed as an authenticated encryption
algorithm its flexible structure allows it to operate in two
addi tional nodes: as a stream ci pher for keystream generation and as

a message aut hentication code (MAC) for data authentication wthout
encryption.
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5.1. Hi AE as a Stream C pher

The stream ci pher node of H AE generates a keystream by encrypting an
al | -zero nessage.

Strean(| en, key, nonce)

The Stream function expands a key and an optional nonce into a
vari abl e-1 ength keystream

Security:

*  When the nonce is fixed (including when using the default all-
zeros nonce), a unique key MJST be used for each invocation to
mai ntain security.

I nput s:

* len: the length of the keystreamto generate in bits.

* key: the H AE key.

* nonce: the H AE nonce. |If unspecified, it is set to N MAX zero
byt es.
CQut put s:

* stream the keystream
St eps:

if len ==
return {}

el se:
stream tag = Encrypt(zZeroPad({ 0 }, len), {}, key, nonce)
return stream

This is equivalent to encrypting a nessage of len zero bits without
associ ated data and di scarding the authentication tag.

I nstead of relying on the generic Encrypt function, inplenentations
can onmit the Finalize function.

After initialization, the Update function is called with constant
paraneters, allow ng further optim zations.
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5.2. H AE as a Message Aut hentication Code
In MAC node, Hi AE processes input data w thout generating ciphertext,
produci ng only an authentication tag. This node is useful when data
authenticity is required without confidentiality.
Note: |Inplementations of the Encrypt and Decrypt functions are not
required to support MAC-only node. This is an optional feature that
can be inplenented separately.
Mac(data, key, nonce)
Security:

* This is the only function that allows the reuse of (key, nonce)
pairs with different inputs.

*  Hi AE-based MAC functions MJUST NOT be used as hash functions: if
the key is known, inputs causing state collisions can easily be
crafted.

* Unli ke hash-based MACs, tags MUST NOT be used for key derivation
as there is no guarantee that they are uniformy random

I nput s:

* data: the input data to authenticate (length MJIST be | ess than or
equal to A MAX).

* Kkey: the secret key.
* nonce: the public nonce.
Qut put s:
* tag: the authentication tag.
St eps:
I nit(key, nonce)
data_bl ocks = Split(ZeroPad(data, 128), 128)
for di in data_bl ocks:
Absor b(di)
tag = Finalize(|data|, 0)

return tag
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6. Security Considerations

6.1. dassic Setting
Hi AE provi des 256-bit security agai nst key recovery and state
recovery attacks, along with 128-bit security for integrity agai nst
forgery attenpts.

Usage constraints:

* Tag truncation is not allowed. |nplenentations MJST use the ful
128-bit authentication tag.

* A single key MUST NOT be used to protect nore than 2764 messages.

* For a given key, the nonce MUST NOT be reused under any
circunstances (as specified in the Authenticated Encryption
section).

It is inportant to note that the encryption security assunes the
attacker cannot successfully forge nessages through repeated trials
[H AE-Cl arification].

Regar di ng keystream bi as attacks, analysis shows that at |east
150-bit security is guaranteed by Hi AE

Finally, H AE is assuned to be secure against key-conmtting attacks
at the birthday bound security level (64 bits), but it is not secure
in the context-commtting setting.

6.2. Quantum Setting
Hi AE targets a security strength of 128 bits agai nst key recovery
attacks and forgery attacks in the quantum setting. Security is not
cl ai med agai nst online superposition queries to cryptographic
oracles, as such attacks are highly inpractical in real-world
appl i cations.

6.3. Attack Considerations
H AE is assunmed to be secure against the follow ng attacks

1. Key-Recovery Attack: 256-bit security agai nst key recovery
att acks.

2. Differential Attack: 256-hbit security against differentia
attacks in the initialization phase.
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3. Forgery Attack: 128-bit security against forgery attacks.
4. Integral Attack: Secure against integral attacks.
5. State-Recovery Attack:

* @uess-and-Determ ne Attack: The tine conplexity of the guess-
and-determ ne attack cannot be | ower than 27256.

* Al gebraic Attack: The system of equations to recover H AE
states cannot be solved with tinme conplexity |ower than 27256

6. Linear Bias: At |east 150-bit security against statistica
att acks.

7. Key-Conmitting Attacks: Secure in the FROB, CMI-1, and CMI-2
nodel s at the birthday bound security |evel

8. Context-Conmitting Attacks: Security is not claimed in the CMI-3
nmodel

The details of the cryptanal ysis can be found in the paper [H AE].
7. Inplenmentation Considerations

H AE i s designed to bal ance the performance of XOR and AES
instructions across both ARM and x86 architectures while being
optimzed to push performance to its linmts. The algorithm s XAXX
structure enables platformspecific optimzations by exploiting the
fundanental differences in how ARM and Intel processors inplenent AES
round functions.

7.1. State Rotation Optim zation
I nstead of performng physical rotations with the Rol () function,
i npl ementations can use a cycling index (offset) approach to avoid
copying the entire 2048-bit state on every rotation. This
optimization provides significant perfornmance inprovenents across al
pl at f or ns.

7.1.1. Cycling I ndex Approach

The standard Rol () function requires copying all sixteen 128-bit
bl ocks:
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7

7

t = S0
S0 = S1
Sl = S2
S15 = t

Thi s approach copies 2048 bits of data on every rotation. An
optinmized i nplementation can instead:

1. Keep the state blocks in a fixed array position

2. Miintain an offset variable tracking the |ogical position of SO

3. ygp | ogi cal state block Si to physical position (i + offset) nod

4. Replace the entire Rol () operation with: offset = (offset + 1)
nod 16

1.2. State Access Pattern

Wth this optimzation, the |ogical-to-physical state bl ock mapping
becones:

* Logical SO maps to physical position offset nod 16

* Logical S3 maps to physical position (3 + offset) nod 16

* Logical S9 nmaps to physical position (9 + offset) nod 16

* Logical S13 maps to physical position (13 + offset) nod 16

Thi s approach is mathematically equivalent to the specification but
elim nates the expensive nenory operations associated with state
rotation. Since Rol() is called in every Update(), UpdateEnc(), and
Updat eDec() operation, this optimzation provides substanti al
performance benefits during encryption and decrypti on operations.

1.3. Batch Processing Optimzation

Since the offset cycles back to zero every 16 operations (offset nod
16), inplenmentations may benefit from processing data in batches of
16 bl ocks. After processing 16 consecutive input blocks, the |ogica
state mapping returns to its original configuration, which can
simplify inplenentation and potentially enable further optim zations
such as loop unrolling or vectorization of the batch processing

| ogi c.
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When the offset is aligned to zero at the start of a batch,

i mpl ement ati ons can hardcode the specific offset values for each
operation within the unrolled batch processing function, elimnating
the need for nodular arithnetic during the inner |oop and providing
addi ti onal perfornance benefits.

7.2. Platform Specific Optimzations

The key to H AE' s cross-platformefficiency lies in understandi ng how
different architectures inplenment AES operations.

The foll owing optim zations |everage architectural differences
bet ween ARM and Intel processors to maximnmize Hi AE s perfornmance while
mai nt ai ni ng cryptographi c correctness.

7.2.1. ARM NEON Optim zations

ARM processors with NEON SI MD extensions can efficiently conpute
AESL(x"y) and (w th SHA3 extensions) three-way XCOR operations. For
conveni ence, the followi ng additional primtives can be defi ned:

*  XAESL(Xx, y): Conputes AESL(x”"y) in a single fused operation
(assenbly instruction AESE AESMC, or equivalently Cintrinsic
vaesntqg_u8(vaeseq_u8(x, Vy)))

*  XOR3(x, y, z): Conputes x"y*z in a single three-way XOR
instruction (assenbly instruction EOR3, or equivalently C
intrinsic veor3qg u8(x, vy, z))

7.2.1.1. ARM Optim zed Update Function

Original inplenmentation:

Updat e(xi)
AESL(SO ~ S1) ™ xi

so = AESL(S13) ~ t
S3 = S3 A xi

S13 = S13 A xi

Rol ()

ARM opt i m zed i npl enent ati on:

Update ARM Xi )
XAESL(S0, S1) ~ xi

so = AESL(S13) " t
S3 = S3 A X

S13 = S13 " i

Rol ()
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7.2.1.2. ARM Optim zed Updat eEnc Functi on
Oiginal inplenmentation:

Updat eEnc(m )
t AESL(SO ~ S1) A m

ci =t N S9

SO = AESL(S13) "t
S3 = S3 " m

S13 = S13 " m
Rol ()

return ci

ARM opt i m zed i npl enent ati on:

Updat eEnc_ ARM mi )
t XAESL(SO, S1) A m

ci =t N~ S9

SO = AESL(S13) "t
S3 =S3 A m

S13 = S13 " m

Rol ()

return ci

7.2.1.3. ARM Optim zed Updat eDec Function
Oiginal inplenmentation:

Updat eDec(ci )
t ci N 89

m = AESL(SO ~ S1) "t
S0 = AESL(S13) "t
S3= S3 " m

S13 = S13 " m

Rol ()

return m

ARM opt i m zed i npl enent ati on:

Updat eDec_ ARM ci )
t ci ™~ S9

m = XAESL(SO0, S1) "t
SO = AESL(S13) "t
S3= S3 " m

S13 = S13 " m

Rol ()

return m
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7.2.1.4. ARM Optimized DecPartial Function
Oiginal inplenmentation:

DecPartial (cn)

ks = AESL(SO ~ Sl1) "~ ZeroPad(cn, 128) ~ S9
ci =cn || Tail(ks, 128 - |cn|)

m = Updat eDec(ci)

m = Truncate(m, |cn|)

return m

ARM optim zed i npl enent ati on:

DecPartial _ARM cn)

ks = XOR3(XAESL(SO, S1), ZeroPad(cn, 128), S9)
ci =cn || Tail(ks, 128 - |cn|)

m = Updat eDec_ARM ci )

m = Truncate(m, |cn|)

return mm

7.2.2. Intel AES-NI Optim zations

Intel processors with AES-NI can efficiently conpute AESL(y)"z
patterns. We can define the follow ng additional function:

* AESLX(y, z): Conputes AESL(y) ™ z using a single instruction
(assenbly instruction AESENC, or equivalently Cintrinsic
_nmm aesenc_si 128(y, z))
7.2.2.1. Intel-Optimzed Update Function

Original inplenmentation:

Updat e(xi)
AESL(SO ~ S1) ™ xi

so = AESL(S13) ~ t
S3 = S3 A xi

S13 = S13 A xi

Rol ()

Intel-optimzed inpl enentation:

Update I ntel (XI)
AESLX(SO ~ S1, xi)

so = AESLX(S13, t)
S3 = S3 A i

S13 = S13 " i

Rol ()
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7.2.2.2. Intel-Optimzed Updat eEnc Function
Oiginal inplenmentation:

Updat eEnc(m )
t AESL(SO ~ S1) A m

ci =t N S9

SO = AESL(S13) "t
S3 = S3 " m

S13 = S13 " m
Rol ()

return ci

Intel -optim zed inpl enentation:

Updat eEnc_Intel (m)

ci = AESLX(SO N S1, m ~ S9)
t =ci N S9

S0 = AESLX(S13, t)

S3= S3 " m

S13 = S13 " m

Rol ()

return ci

7.2.2.3. Intel-Optimzed Updat eDec Function
Oiginal inplenmentation:

Updat eDec(ci )
t ci N 89

m = AESL(SO ~ S1) "t
S0 = AESL(S13) "t
S3= S3 " m

S13 = S13 " m

Rol ()

return m

Intel -optim zed inpl enentation:

Updat eDec_Intel (ci)
t ci ™~ S9

m = AESLX(SO "~ S1, t)
S0 = AESLX(S13, t)
S3= S3 " m

S13 = S13 " m

Rol ()

return m
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7.2.2.4. Intel-Optimzed DecPartial Function
Original inplenmentation

DecPartial (cn)

ks = AESL(SO ~ Sl1) "~ ZeroPad(cn, 128) ~ S9
ci =cn || Tail(ks, 128 - |cn|)

m = Updat eDec(ci)

m = Truncate(m, |cn|)

return m

Intel-optinized inplementation

DecPartial _Intel (cn)

ks = AESLX(SO ~ S1, ZeroPad(cn, 128) ™ S9)
ci =cn || Tail(ks, 128 - |cn|)

m = UpdateDec_Intel (ci)

m = Truncate(m, |cn|)

return mm

7.3. Decryption Performance

It is expected that H AE decryption will be slower than encryption
due to inherent data dependencies in the algorithm \While encryption
can process keystream generation and state updates in parallel,
decryption nust first recover the plaintext before perform ng any
state updates. This sequential dependency chain is a consequence of
Hi AE' s design, which incorporates plaintext into the internal state
to provide strong authentication properties.

7.4. Security Considerations for Inplenentations

The security of Hi AE against timng and physical attacks is limted
by the inplenentation of the underlying AESL function. Failure to

i npl ement AESL in a fashion safe against timng and physical attacks,
such as differential power analysis, tinmng analysis, or fault
injection attacks, may lead to | eakage of secret key material or
state information. The exact mitigations required for timng and
physi cal attacks depend on the threat nodel in question

When i npl ementing the platformspecific optimzations described
above, care nmust be taken to ensure that:

* Al operations conplete in constant time

* No secret-dependent menory accesses occur
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* The optinization does not introduce timng variations based on
i nput data

7.5. Validation

A complete list of known inplenmentations and integrations is
avai |l abl e at https://github. coni hi ae-aead/ draft-pham hi ae, including
reference inplenentations. A conprehensive conparison of H AE s
performance wi th ot her high-throughput authenticated encryption
schenes on ARM and x86 architectures is also provided, denonstrating
the effectiveness of these platformspecific optimzations.

8. | ANA Consi derati ons

IANA is requested to register the following entry in the AEAD
Al gorithns Registry:

[ e et g

| AlgorithmNanme | ID

Yo ===+

| AEAD H AE | |

I I +----+
Table 1
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Appendi x A, Test Vectors

A 1. Test Vector 1 - Enpty plaintext, no AD
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key

non
ad
nmeg
ct
tag
A 2.

key

non
ad
nsg
ct
tag
A 3.

key

non

ad

neg
ct
tag

A 4.

Deni s,

ce :

Test

ce :

Test

ce :

Test

4b7a9c3ef 8d2165a0b3e5f 8c9d4a7ble
2c5f 8a9d3b6e4c7f 0Oald2e5b8c9f 4a7d

a5b8c2d9e3f 4a7b1c8d5e9f 2a3b6c7d8

a25049aa37deea054de461d10ce7840b
Vector 2 - Single block plaintext, no AD

2f 8e4d7c3b9abelf 8d2c6b4a9f 3e7d5c¢c
1b8a6f 4e3d2c9b5a8f 7e6d4c3b2alf 9e

7c3e9f 5a1d8b4c6f 2e9a5d7b3f 8cleda

55f 00f cc339669aa55f 00f cc339669aa
af 9bd1865daa6f c351652589abf 70bf f
ed9e2edc8241c3184f c08972bd8e9952
Vector 3 - Enpty plaintext with AD

9f 3e7d5c4b8a2f 1e9d8c7b6a5f 4e3d2c
1b0a9f 8e7d6¢c5b4a3f 2e1d0c9b8a7f 6e

3d8c7f 2a5b9e4c1f 8a6d3b7e5c2f 9a4d

394a5b6c7d8e9f bOc1d2e3f 405162738
495a6b7c8d9eaf c0dle2f 30415263748

7e19c04f 68f 5af 633bf 67529cf b5e5f 4

Vector 4 - Rate-aligned plaintext (256 bytes)

et al. Expires 17 May 2026

Novenber 2025

[ Page 30]



Internet-Draft H AE

key

nonce :

ad

neg

ct

tag

A.5. Test Vector 5 - Rate + 1 byte plaintext

Denis, et al

6c8f 2d5a9e3b7f 4c1d8a5e9f 3c7b2d6a
4f 8elc9b5d3a7e2f 4c8b6d9ale5f 3¢c7d

9a5c7e3f 1b8d4a6c2e9f 5b7d3a8cle6f

FRIffffffffffffffffffefffffffreee
FEffffffffffffffffffeffefffffreee
FEfffffffffffffffffffffffffffoaoae
FEfffffffffffffffffffffffffffaore
FRfffffffffffffeffffffferffffreee
FIffffffffffffffffffffffffffreee
FRIffffffffffffffffffefffffffreee
FEffffffffffffffffffeffefffffreee
FEfffffffffffffffffffffffffffoaoae
FEfffffffffffffffffffffffffffaore
FRfffffffffffffeffffffferffffreee
FIffffffffffffffffffffffffffreee
FRIffffffffffffffffffefffffffreee
FEffffffffffffffffffeffefffffreee
FEfffffffffffffffffffffffffffoaoae
FEfffffffffffffffffffffffffffaore

cf9f 118ccc3ae98998ddaaelasdif 9al
69e4ca3e732baf 7178cdd9a353057166
8f e403e77111eac3da34bf 2f 25719cea
09445cc58197b1c6ac490626724e7372
707cf b60cdba8262f 0e33alef 8addalf
2e390a80c58e5c055d9be9bbccdc06ad
af 74f 1dcaa372204bf 42e5e0e0ac5943
7a353978298837023f 79f ac6daalf e8f
6bcaaaf 060ae2e37ed7b7da0577a7643
5f 0403b8e277b6bc2ea99682f 2d0d577
77f ec6d901e0d8f c7cf 46bb97336812a
2d8cf d39053993288cce2c077f ceOc6e
00e99cf 919281b261acf 86b058164f 10
1d9c24e8f 40b4f a0ed60955eeeb4e33f
f 1087519c13db8e287199a7df 7e94b0d
368da9ccf 3d2ecebf a46f 860348f 8e3c

4f 42¢3042cba3973153673156309dd69
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nonce :
ad

neg

ct

tag

A 6. Test

Denis, et al

3e9d6c¢c5b4a8f 7e2d1c9b8a7f 6e5d4c3b
2alf 0e9d8c7h6a5f 4e3d2c1b0a9f 8e7d

6f 2e8a5c9b3d7f 1e4a8c5b9d3f 7e2abce
6778899aabbccddeef 00112233445566

cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc339669aa55f 00f cc339669aa55f 00f
cc

522e4cd9b0881809d80e149bb4ed8b8a
dd70b7257af cabc2bc38e4dalle290cf
cabd9dd1d4ed8c514482f 444f 903e42e
c2la7a605ee37f 95a504ec667f abec40
66eb4521cdaf 9c4eb7b62d659ab0a936
3b145f 1120c1b2e589ab9ch893d01bel
d22182f c7de4932f 1e8652b50e4a0d48
c49a8a1232b201e2e535cd95c15cf Oee
389b75e372653579¢c72¢c4dd1906f d81c
2b9f c2483f ab8b4df 5a09d59753b5bd4
1334be2e5085e349b6e5aac0c555a0a8
3e94eab974052131f 8d451¢c9d85389a3
6126f 93464e6f 93119c6b1bf 15b4c0a9
ebc9beb52e82c846¢c472f 87c15ac49e9
9d59248ba7e6b97ca04327769d6b8c1f
751d95dba709f b335183c21476836eal
ab

61bac11505dd8bbf 55e7f bb7489de7b0

Vector 6 - Rate - 1 byte plaintext
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nonce :
ad

neg

ct

tag

A T. Test
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8a7f 6e5d4c3b2alf 0e9d8c7b6a5f 4e3d
2c1b0a9f 8e7d6¢c5b4a3f 2e1d0c9b8a7f

4d8b2f 6a9c3e7f 5d1b8a4c6e9f 3d5b7a

00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
000000000000000000000000000000

2ba49be54eb675ef e446f d597721d4cd
ca6e01f 1a51728a859d8f 206d13cdb08
ba4f Of e78f bbd6885964ed54e9beceed
1f f 306642c4761e67ef a7a2620e57128
15b5e9f 066b42e879cd62e7adc2821e5
08311b88a6eel4bedcbac7ce339994c0
09bbbadf 9444748e4ab9a9lacbbc7301
742dab74aalbe6847ad8e9f 08c170359
b87e0ccd480812aaaf 847af f 03¢c2e858
1c55848c2b50f 6c6608540f e82627a2c¢
0f 5ee37f be9cdeab5f 6¢9799702bd303
2bf 733e2108d03247cd20edaa2c322e5
bf 086bf ecc4ac97b61096f 016c57d5d0
1c24d398cef d5ae8131c1f 51f 172ce9c
6d3b8395d396dcbd70b4af 790018796b
31f 0b0ad6198f 86e5el1f 269258492

221dd1b69af b4e0c149e0a058e471ada

Vector 7 - Medium plaintext with AD
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key

nonce :

ad

neg

ct

tag

A. 8.

Deni s,

Test

et al.

5d9c3b7a8f 2e6d4c1b9a8f 7e6d5c4b3a
2f 1e0d9c8b7a6f 5e4d3c2blal0f 9e8d7c

8c5a7d3f 9ble6c4a2f 8d5b9e3c7alf 6d

95a6b7c8d9eaf bOc1d2e3f 5061728394
a5b6c7d8e9f aOblc2d3e4f 60718293a4
b5c6d7e8f 90alb2c3d4e5f 708192a3b4
c5d6e7f 8091a2b3c4d5e6f 8091a2b3c4

32e14453e7a776781d4c4e2c3b23bca2
441ee4213bc3df 25021b5106c22¢c98e8
a7b310142252c8dcf f 70a91d55cdc910
3cleccd9b5309ef 21793a664e0d4b63cC
83530dcdlab6adOf eda6f f 19153e9ee62
0325¢c1ch979d7b32e54f 41da3af 1¢c169
a24c47c1f 6673e115f 0Ocb73e8c507f 15
eedf 155261962f 2d175¢c9ba3832f 4933
f b330d28ad6aae787f 12788706f 45¢c92
e72aeal46959d2d4f a01869f 7d072a7b
f 43b2e75265e1a000dde451b64658919
€93143d2781955f b4ca2a38076ac9eb4
9adc2b92b05f Oec7

1d8d56867870574d1c4acl114620c6a2a
bb44680f €321dd116601e2c92540f 85a
11c41dcac9814397b8f 37b812cd52¢c93
2db6echaa247c3el4f 228bd792334570
2f c43ad1leb1b8086e2c3c57bb602971c
29772a35df blc45c66f 81633e67f dc8d
8005457ddbe4179312abab981049eb0a
0a555b9f a01378878d7349111e2446fd
e89ce64022d032chf Ocf 2672e00d7999
ed8b631c1b9bee547cbe464673464a4b
80e8f 72ad2b91a40f dcee5357980c090
b34ab5e732e2a7df 7613131ee42e4d2ec
6ae9b05ac5683ebe

€93686b266c481196d44536eb51b5f 2d

Vector 8 - Single byte plaintext

Expires 17 May 2026
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key

nonce :
ad
neg
ct
tag
A. 9. Test

key

nonce :

ad

neg

ct

tag

7b6a5f 4e3d2c1b0a9f 8e7d6¢c5b4a3f 2e
1d0c9b8a7f 6e5d4c3b2alf 0e9d8c7b6a

2e7c9f 5d3b8a4c6f 1e9b5d7a3f 8c2eda

ff

21

3cf 9020bd1cc59cc5f 2f 6¢cel9f 7cbf 68
Vector 9 - Two bl ocks pl ai nt ext

4c8b7a9f 3e5d2c6bla8f 9e7d6c5b4a3f
2e1d0c9b8a7f 6e5d4c3b2alf 0e9d8c7b

7e3c9a5f 1d8b4e6¢c2a9f 5d7b3e8cla4f
c3d4e5f 60718293a4b5c6d7e8f aOblc?2
d3e4f 5061728394a5b6c7d8e9f bOc1d2
e3f 405162738495a6b7c8d9eaf cOdle?2

aab5f 00f cc339669aa55f 00f cc339669
aa55f 00f cc339669aa55f 00f cc339669

c2el199ac8c23ce6e3778e7f dOb4f 8f 75
2badd4b67beOcdc3f 6¢c98ae5f 6f b0d25

7aea3f bce699ceb1d0737e0483217745

A.10. Test Vector 10 - All zeros pl aintext

Denis, et al

Expires 17 May 2026

Novenber 2025
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key

nonce :

ad

neg

ct

tag

9e8d7c6b5a4f 3e2d1c0b9a8f 7e6d5c4b
3a2f 1e0d9c8b7a6f 5e4d3c2blalf 9e8d

5f 9d3b7e2c8a4f 6d1b9e5c7a3d8f 2b6e
daebf c0dle2f 405162738495a6b7c8d9

00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000

fc7f1142f 681399099¢c5008980e73420
65b4e62a9b9cb301bdf 441d3282b6aa9
3bd7cd735ef 77755b4109f 86b7c09083
8e7b05f 08ef 4947946155a03f f 483095
152ef 3dec8bdddae3990d00d41d5eeb¢
90dcf 65dbed4b7ebbe9bb4ef 096e1238
d388bf 15f aacdb7a68bel19dddc8a5b74
216f 4442bf a32d1df ccdc9c4020baec9

ad0b841c3d145a6ee86dc7b67338f 113

Novenber 2025

A.11. Test Vector 11 - Partial -block AD (paddi ng denopnstrati on)

This test vector specifically denbnstrates the paddi ng behavi or when
associ ated data length is not a nultiple of the block size (128
The AD is 13 bytes (104 bits), which requires 3 bytes (24

bits).

bits) of zero padding to reach the next block boundary.

key

nonce :

ad

neg

ct

tag

Denis, et

al .

1122334455667788112233445566778811

223344556677881122334455667788
aabbccddeef f 0011laabbccddeef f 0011

0102030405060708090a0b0c0d

(13 bytes - padded to 16 bytes with zeros)

48656¢c6¢c6f 576f 726Cc64
(10 bytes)

1f b0e0348c6a3a917133

7d292173b55ba02dae56ac1224b7e775

Expires 17 May 2026
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Appendi x B. Function-by-Functi on Exanpl e
Thi s appendi x provi des step-by-step exanples of H AE interna
functions for inplenmenters. Al values are in hexadecinal. The
exanpl es use the foll owi ng test data:

*  Key:
0123456789abcdef 0123456789abcdef 0123456789abcdef 0123456789abcdef

*  Nonce: 00112233445566778899aabbccddeef f

* AD. 48656c¢6¢6f (5 bytes: “Hello” )

*  Msg: 576f726c64 (5 bytes: “Wworld” )
B.1. AESL Function Exanple

The AESL function perfornms a single AES encryption round with a zero
round key.

I nput Bl ock: 00112233445566778899aabbccddeef f
Qut put Bl ock: 6379e6d9f 467f b76ad063cf 4d2eb8aa3
B.2. Initialize Function Exanple

The Initialize function sets up the initial state fromthe key and
nonce.

Denis, et al. Expires 17 May 2026 [ Page 37]
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Key:
Nonce:

Initial
SO:
S1:
S2:
S3:
4.
S5:
S6:
S7:
S8:
S9:
S10:
S11:
S12:
S13:
S14:
S15:

0123456789abcdef 0123456789abcdef
0123456789abcdef 0123456789abcdef
00112233445566778899%aabbccddeef f

state (before diffusion rounds):
3243f 6a8885a308d313198a2e0370734
0123456789abcdef 0123456789abcdef
3243f 6a8885a308d313198a2e0370734
00112233445566778899aabbccddeef f
00000000000000000000000000000000
0123456789abcdef 0123456789abcdef
00000000000000000000000000000000
4a4093822299f 31d0082ef a98ec4ebc8
0123456789abcdef 0123456789abcdef
00000000000000000000000000000000
01326754cdf eab9889baef dc45762310
3243f 6a8885a308d313198a2e0370734
4a4093822299f 31d0082ef a98ec4ebc8
0123456789abcdef 0123456789abcdef
00000000000000000000000000000000
7803652aaac3c39031b3770b6ef 3elf c

State after Init (after diffusion):

SO:
S1:
S2:
S3:
4.
S5:
S6:
S7:
S8:
S9:
S10:
S11:
S12:
S13:
S14:
S15:

2a622bda4d229c9f c4b7d1a25399e321
a04980e6407654f 2760e59be74c05f 9c
308859e5787ab6cl1705abbaecebf c316
04782e5069799e9f 3e325836a2f f 3bcc
007a12163596057152dc58a0f 78cef 2c
7ce304cf 04de20f 8116¢cef 51eeal9e24
c554da7a91164f c30e38c76ec038e66a
3edcba33d2a5d02a4b598c5f f a003513
50db6b4f 18b7e€282b8918311685abc18
4253eebelb72f ec70ac3ec478cf of 2f 2
6bc09743dc45bal91c18a0d275ef 9a8f
251524aba97200f 5b31eeeech0f Oalcl
€1a99d3dd105e14085d6a0200f 1d0c35
a4730f 9d0f 36ad7¢c67880342deed5310
7d6ca34814e6e065c8cb4f allba2f 8c4
2b545cef e484f 2e0ba5f b6359f af f eca

B.3. Update Function Exanpl e

The Update function nodifies the interna

Denis, et

Novenber 2025

state with an input bl ock.
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Initial
SO:
S1:
S2:
S3:
4.
S5:
S6:
S7:
S8
S9:
S10:
S11:
S12:
S13:
S14:
S15:

I nput bl ock: 48656c6c6f 0000000000000000000000

state (after initialization):
2a622bda4d229c9f c4b7d1a25399e321
a04980e6407654f 2760e59be74c05f 9c
308859e5787ab6cl1705abbaecebf c316
04782e5069799e9f 3e325836a2f f 3bcc
007a12163596057152dc58a0f 78cef 2c
7ce304cf 04de20f 8116¢cef 51eeal9e24
c554da7a91164f c30e38c76ec038e66a
3edcba33d2a5d02a4b598c5f f a003513
50db6b4f 18b7e€282b8918311685abc18
4253eebelb72f ec70ac3ec478cf 9f 2f 2
6bc09743dc45bal91c18a0d275ef 9a8f
251524aba97200f 5b31eeeech0f Dalcl
€1a99d3dd105e14085d6a0200f 1d0c35
a4730f 9d0f 36ad7¢c67880342deed5310
7d6ca34814e6e065c8cb4f allba2f 8c4
2b545cef e484f 2e0basf b6359f af f eca

After applying the Update function

SO:
S1:
S2:
S3:
S4.
S5:
S6:
S7:
S8
S9:
S10:
S11:
S12:
S13:
S14:
S15:

B. 4. Enc

The Enc function encrypts a single nessage bl ock

Denis, et

a04980e6407654f 2760e59be74c05f 9c
308859e5787ab6cl1705abbaecebf c316
4¢1d423c06799e9f 3e325836a2f f 3bcc
007a12163596057152dc58a0f 78cef 2¢
7ce304cf 04de20f 8116¢cef 51eeal9e24
c554da7a91164f c30e38c76ec038e66a
3edcba33d2a5d02a4b598c5f f a003513
50db6b4f 18b7e282b8918311685abc18
4253eebelb72f ec70ac3ec478cf 9f 2f 2
6bc09743dc45bal91c18a0d275ef 9a8f
251524aba97200f 5b31eeeecbOf Oalcl
e1a99d3dd105e14085d6a0200f 1d0c35
ecl1l663f 16036ad7¢c67880342deed5310
7d6ca34814e6e065c8ch4f allba2f 8c4
2b545cef e484f 2e0basf b6359f af f eca
4672d0d4a6a8f c93f e85701f f 61a9e10

Functi on Exanpl e

al . Expires 17 May 2026

Novenber 2025
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State (after processing AD "Hello"):

Message Bl ock: 576f726c640000000000000000000000

Ci phertext Bl ock: 03e5d2157300b718595429195c9278e7

SO:
S1:
S2:
S3:
4.
S5:
S6:
S7:
S8

S9:

S10:
S11:
S12:
S13:
S14:
S15:

a04980e6407654f 2760e59be74c05f 9¢
308859e5787ab6cl1705abbaecebf c316
4c1d423c06799e9f 3e325836a2f f 3bcc
007a12163596057152dc58a0f 78cef 2c
7ce304cf 04de20f 8116¢cef 51eeal9e24
c554da7a91164f c30e38c76ec038e66a
3edcbha33d2a5d02a4b598c5f f a003513
50db6b4f 18b7e€282b8918311685abc18
4253eebelb72f ec70ac3ec478cf 9f 2f 2
6bc09743dc45bal91c18a0d275ef 9a8f
251524aba97200f 5b31eeeech0f Oalcl
€1a99d3dd105e14085d6a0200f 1d0c35
ecl1663f 16036ad7c67880342deed5310
7d6ca34814e6e065c8cb4f allba2f 8c4
2b545cef e484f 2e0basf b6359f af f eca
4672d0d4a6a8f c93f e85701f f 61a9e10

Updated State after Enc:

B. 5.

The Finalize function produces the authentication tag.

Deni s,

SO:
S1:
S2:
S3:
4.
S5:
S6:
S7:
S8:
S9:

S10:
S11:
S12:
S13:
S14:
S15:

308859e5787ab6cl1705abbaecebf c316
4c1d423c06799e9f 3e325836a2f f 3bcc
5715607a5196057152dc58a0f 78cef 2¢
7ce304cf 04de20f 8116¢cef 51eeal9e24
c554da7a91164f c30e38c76ec038e66a
3edcba33d2a5d02a4b598c5f f a003513
50db6b4f 18b7e282b8918311685abc18
4253eebelb72f ec70ac3ec478cf 9f 2f 2
6bc09743dc45bal91c18a0d275ef 9a8f
251524aba97200f 5b31eeeecbOf Dalcl
e1a99d3dd105e14085d6a0200f 1d0c35
ecl1l663f 16036ad7¢c67880342deed5310
2a03d12470e6e065c8chb4f allba2f 8c4
2b545cef e484f 2e0ba5f b6359f af f eca
4672d0d4a6a8f c93f e85701f f 61a9e10
9c56037e72109cee878398424f 789257

Fi nal i ze Functi on Exanpl e

et al.

Expires 17 May 2026
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State (after processing the AD and nessage):

SO:
S1:
S2:
S3:
4.
S5:
S6:
S7:
S8

S9:

S10:
S11:
S12:
S13:
S14:
S15:

308859e5787ab6cl1705abbaecebf c316
4¢1d423c06799e9f 3e325836a2f f 3bcc
5715607a5196057152dc58a0f 78cef 2¢
7ce304cf 04de20f 8116¢cef 51eeal9e24
c554da7a91164f c30e38c76ec038e66a
3edcba33d2a5d02a4b598c5f f a003513
50db6b4f 18b7e€282b8918311685abc18
4253eebelb72f ec70ac3ec478cf of 2f 2
6bc09743dc45bal91c18a0d275ef 9a8f
251524aba97200f 5b31eeeechOf Oalcl
€1a99d3dd105e14085d6a0200f 1d0c35
ec1663f 16036ad7¢c67880342deed5310
2a03d12470e6e065c8cb4f allba2f 8c4
2b545cef e484f 2e0ba5f b6359f af f eca
4672d0d4a6a8f c93f e85701f f 61a9e10
9c56037e72109ceeB878398424f 789257

AD | ength: 5 bytes (40 bits)
Msg length: 5 bytes (40 bits)

Lengt h encodi ng bl ock: 2800000000000000 2800000000000000

(40 bits) (40 bits)
Tag = SO ~ S1 ~ ... N S15 = 45178cd06ef 0a8bed8e9082f e49ec818
B.6. Conplete Encryption Exanpl e
Key: 0123456789abcdef 0123456789abcdef
0123456789abcdef 0123456789abcdef
Nonce: 00112233445566778899aabbccddeef f
AD: 48656¢c6¢6f ("Hello")

Pl ai ntext: 576f726c64 ("World")

Ci phertext: 03e5d21573
Tag:

45178cd06ef 0a8bed8e9082f e49ec818
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nmber 2025
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