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Abst ract

Fraud detection often relies on high-entropy signals that can al so be
used to track users across sites. Probabilistic Reveal Tokens (PRTS)
attenpt to bal ance the needs of fraud detection and tracking
prevention by sanpling at a rate that is too |l ow for scal ed cross-
site tracking, but sufficient for fraud detection in aggregate
scenarios. This docurment describes the PRT protocol, which allows
browsers to reveal sensitive signals (e.g., |IP address) on a per-site
basis with provabl e probability p_reveal, while websites can use PRTs
to neasure traffic quality and update denyli sts.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://philippp.github.io/id-tenplate/draft-pfeiffenberger-
prtokens.htm . Status infornmation for this docunment may be found at
https://datatracker.ietf.org/doc/draft-pfeiffenberger-prtokens/.

Source for this draft and an issue tracker can be found at
https://github. com philippp/id-tenplate.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

I nt roducti on

Cross-site tracking threatens user privacy, yet websites require
access to certain signals for legitimate fraud detection and security
purposes. | P addresses, in particular, serve as critical signals for
identifying and mitigating fraudulent activity, but their universa
availability enables |arge-scal e tracking across websites.

Probabi listic Reveal Tokens (PRTs) provide a solution that bal ances
these conpeting needs. PRTs allow browsers to share sensitive
signals with websites at a controlled probability rate that is too
|l ow for effective cross-site tracking but sufficient for aggregate
fraud detection and anal ysi s.

The PRT protocol enables:

* Browsers to reveal sensitive signals on a per-site basis with
provabl e probability p_revea

* \Websites to nmeasure traffic quality for a sanple of entities or
conbi nations of entities

* Users to validate that the reveal rate is as expected after tokens
have been spent

* Prevention of scaled cross-site tracking while preserving fraud
detection capabilities

PRTs utilize El Gamal encryption [ELGAMAL] [ RFC3526] with re-

random zati on properties to ensure that tokens renain unlinkable
beyond the probabilistically-included high-entropy signals. Tokens
are unforgeable while eligible to be spent and becone refutable after
the spendi ng period (epoch) ends through the publication of
decryption keys.

Thi s docunent specifies the PRT protocol, including token generation,
transm ssion, validation, and the associated cryptographic
operations. The protocol is designed to provide verifiable privacy
properties while enabling legitimate fraud detection use cases.

Conventions and Definitions

Key Coordi nator: The entity that generates the cryptographic keypair
necessary for token encryption and decryption, and is responsible for
keeping the secret key material secret while tokens are eligible to
be spent. This may be inplenented as part of the |ssuer
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Epoch: A time period during which tokens are eligible to be spent by
a browser. After the epoch ends, the Key Coordi nator reveals the key
mat eri al needed to decrypt and verify the tokens. This key materi al
al so all ows anyone to generate tokens of this nowreveal ed epoch,
creating deniability for token bearers.

Enbargo Period: An additional duration after the epoch has ended, and
before keys are released. Wthout an enbargo period, keys mnted at
the exact end of the epoch are at risk of having been mnted with
recently rel eased keys.

I ssuer: An internet-facing service fromwhich the browser fetches
PRTs. The issuer conmputes an array of N = N signal + N_NULL tokens
(where N_signal tokens contain the signal, and N NULL tokens do not)
so that p_reveal = N signal/N The issuer shuffles these tokens and
passes themto the browser.

Browser: The client software that fetches tokens fromthe issuer, re-
randoni zes themto prevent linkability, and sends the tokens to
websites. After the key material is published, the browser helps the
user validate the privacy properties of the tokens.

Website: The recipient of tokens fromthe browser. After the key
material is published, websites validate the legitimcy of the tokens
and | everage sanpl ed signal s.

Signal: The sensitive data (such as an I P address) that is
probabilistically included in tokens.

p_reveal : The probability that any given token contains the signa
rat her than a NULL val ue.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

3. Protocol Overview
The PRT protocol involves four nmain participants: the Key
Coordi nator, |ssuer, Browser, and Wbsites. The protocol operates in
epochs, with each epoch having a defined start and end ti rne.

Duri ng each epoch

1. The Key Coordi nator generates an asymmetric keypair for El Ganal
encryption
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4.

The |ssuer generates a plaintext value containing signals with
probability p_reveal, signs themw th an HVAC key, and encrypts
themusing the public key to create tokens.

Browsers fetch token batches, re-random ze individual tokens, and
send themto websites in HITP headers

Websites store received tokens for |ater decryption

After the epoch ends and the enbargo period has expired:

1.

2

3. L.

The Key Coordi nator publishes the private key and HVAC secret
Al'l parties can decrypt tokens and validate their contents

Users can verify the actual reveal rate matches the expected
p_revea

Websites can extract signals for fraud anal ysis

Trust Nbdel

The PRT protocol relies on the follow ng trust relationships:

*

3. 2.

Websites need to trust that the issuer is witing the correct
signal into the token

The issuer needs to independently establish trust in the signa

Browsers nust trust the issuer to correctly mnt tokens for the
duration of the epoch (i.e. until validation)

Prot ocol Requirenents

The protocol satisfies the follow ng requirenents:

*

Rati o | nspection: Users MJUST be able to verify the token revea
rate (p_reveal) after epoch conpletion.

Content Inspection: Users MJST be able to verify after-the-fact
that the tokens do not contain additional identifying information
beyond t he expected signal

Unlinkability: The website and i ssuer MJUST NOT be able to re-
identify the user (e.g., by colluding and matchi ng tokens).
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* Robustness: Browsers MJST NOT be able to intentionally reduce
their aggregate token reveal rate below p_reveal, and websites
MUST NOT be able to increase the likelihood of a browser revealing
its signal

4. Protocol Specification
4.1. Token Scope

PRTs reduce access to re-identifiable information in the absence of
other cross-visit identifiers. PRT inplenmentations MJST allocate
only one token to each website during a visit, where a visit is
defined as a period during which the user expects to be re-identified
by a website (e.g., a sequence of navigations or a cookied session).

If this requirenent is not nmet, a website could collect nultiple
tokens for the same user and the sane signal, and increase their
chance of recovering the signal beyond p_reveal

4.2. Epochs and Sequenci ng

Epochs SHOULD be approximately one day in length, but this is not
required by the protocol. |In practice, epochs SHOULD be | ong enough
to avoi d | eakage through user re-identification within a browsing
session, and short enough that the signal in the token is stil
likely to be valid. A mnimmepoch length of four hours is
RECOMVENDED.

Each epoch MJST end after the foll owi ng epoch has started. This
all ows browsers to start using tokens fromthe new epoch before the
current epoch ends, avoiding both a |lapse in the availability of
valid tokens and a thundering herd probl em when new t okens becone
avail abl e.

The Key Coordi nator SHOULD wait an additional enbargo period after
the epoch ends before revealing the keys. This ensures that any
tokens sent at the end of an epoch cannot be decrypted shortly

aft erwar ds when the epoch changeover occurs. It is RECOVMENDED t hat
the enbargo duration be equal to that of the epoch length to ensure
that no token can be decrypted sooner than one epoch duration in

| ength regardl ess of when during an epoch it is sent to the website.

4.3. Token Generation
4.3.1. Cryptographic Paraneters

The foll owi ng cryptographic paraneters MJST be used:
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* Elliptic Curve: secp256rl (NI ST P-256) as defined in [ RFC5114]

* Point Conpression: Al elliptic curve points MJST use conpressed
encodi ng as defined in [ SECL]

*  HWMAC Al gorithm HMAC SHA256 as defined in [ RFC2104]

*  HMAC Secret Length: 32 bytes (256 bits)

* Message Paddi ng: 3 bytes appended for valid curve point encoding
4.3.2. Key Generation

The Key Coordi nator generates an asymretric keypair (pk_e, sk _e) to

be rotated every epoch E, with sk_e published to all participants

after the epoch has ended. Key generation MJST foll ow t hese steps:

1. Cenerate a randomprivate key x uniformy from[1l, n-1] where n
is the order of the secp256rl1l base point

2. Compute the public key point Y = x * Gwhere Gis the secp256r1l
gener at or poi nt

3. The El Gamal public key pk_e consists of (G Y)
4. The El Gamal private key sk _e is X

The public key pk_e is shared as a JSON Wb Key (JWK) [JVK]:

{
"kty": "EC',
"crv': "P-256",
"X": "DRON9TZoj | 70_6I ht cLxI t T2qskNDGk97wj zON5qdi E",
"y": "K6Et dGm j WBb7Le9zM2LgcO7b9Q qwj S2j LOMFn6VA"
}

4.3.3. Token Structure

The |ssuer receives pk_e and generates an epoch-scoped secret S e (32
bytes) that ensures only this issuer can nint tokens.

When a browser requests a batch of N tokens, the |Issuer constructs
each token message with the follow ng fixed structure:
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I I I I I +
| Field | Version | t_ord | signal | H |
TS TS TS TS TS +
| Size | 1 byte | 1 byte | 16 bytes | 8 bytes |
Focmmnaaann S IR S IR S Ty S IR +
| O fset | O | 1 | 2 | 18 |
T T T T T +

Field definitions:

*

4. 3. 4.

Version: MJST be set to 1 for this specification

t_ord: Sequential ordinal from1 to N (assigned before shuffling)
signal: Either 16 zero bytes (NULL) or the actual signa

H First 8 bytes of HVAC SHA256(S e, Version || t_ord || signal)

Token Generation Al gorithm

When a browser requests a batch of N tokens, the |ssuer

1.

observes the signal (e.g., |P address) fromthe browser’s
connection

Determ nes N signal = floor(N * p_reveal) and N_NULL = N -
N_si gha

For i =1 to N a. Sett ord=1i b. If i <= Nsignal: set
signal to the actual signal value c. If i > N.signal: set signa
to a nunber of zero bytes which matches the signal size d.
Construct nmessage Mi as defined in Section 4.3.3 e. Conpute
HVAC- SHA256( S e, Version || t_ord || signal) f. Set Hto the
first 8 bytes of the HVAC result

For each nessage Mi: a. |Interpret the 26-byte nessage as a big-
endi an integer b. Left-shift the nessage by three bytes and
increment the value of the three-byte padding until the (29-byte)
padded nessage is a valid x-coordinate on the curve. c¢. Encrypt
the point using ElGanmal: (u, e) = (r_G Mpoint +r_Y) wherer is
a random scalar d. Serialize u and e using conpressed point
encodi ng

Shuffle the encrypted tokens with cryptographically secure
randommess.

Provide the shuffled tokens to the browser along with pk_e,
t _epoch_end, and t_next _epoch_start
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4.4. Token Re-randoni zation and Spendi ng

4.4.1. Re-random zation Al gorithm
To prevent linkability attacks, the browser MJST re-random ze each
token before use. Re-randonization exploits the nalleable property
of El Gamal encryption to produce a new ciphertext that decrypts to
the sane plaintext but is unlinkable to the original ciphertext.
G ven an El Gamal ciphertext (u, e) where:
* uis a conpressed elliptic curve point
* e is a conpressed elliptic curve point

The browser re-random zes hy:

1. Parse u and e fromtheir conpressed encodings to curve points U
and E

2. Cenerate a randomscalar z uniformy from[1, n-1] where n is the
order of the secp256rl1 curve

3. Conpute the re-random zed ci phertext:
*» U =U+z* G
* BE =E+z*Y
where Gis the generator point and Y is the public key point
4. Serialize U and E using conpressed point encodi ng

The browser MJST re-random ze each token before it is used and each
time the token is re-used to defend against linkability attacks.

The browser mmintains a | ocal database with the foll owi ng schema

R R R R R +
| Field Nanme | u | e | t_epoch | epoch_id |
I I I | end I
Fom e e o - Fom e e o - Fom e e o - Fom e e o - Fom e e o - +
| Field Type | bytes | bytes | timestanp | bytes |
Fomm e oo - Fomm e oo - Fomm e oo - Fomm e oo - Fomm e oo - +

Addi tional inplenentation-specific fields for token managenent:
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S S S S S +
| Field Nane | version | public_key | numsignal | context_id

| | | | _tokens | |
R R R R R +
| Field Type | integer | text | integer | string |
e e - e - +

The context _id field defaults to NULL for new tokens and is set to an
identifier of the context (e.g., the top-level domain nane) when the
token is spent.

When the browser w shes to assert its willingness to
probabilistically reveal a signal

1. It checks for any token already assigned to the requesting
context whose t_epoch_end has not passed

2. If such a token exists, the browser reuses it for this connection

3. If no such token exists, the browser assigns a non-spent,
current-epoch token to the context by setting the context_id
field

4. The assigned token is re-random zed and sent to the rel evant
party

4.5. Key Disclosure and Validation

At the end of each epoch and after the enbargo period has ended, the
Key Coordi nator MJST publish (pk_e, sk e, S e) as JSON Wb Keys
(JWKs). The El Ganal key is stored with key type "eg", where "x" and
"y" hold the public key (pk_e) and "d" holds the secret key (sk_e).
The HVAC secret S e is stored as "hnac.k". Al values are converted
to bi g-endi an byte arrays and base64url - encoded [ RFC4648].

Exanmpl e key discl osure fornmat:
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{
"epoch_id": 12,
"epoch_start_time": "20241125T10: 00: 00",
"epoch_end_tinme": "20241126T12: 00: 00",
"invalidated at": null,
"eg": {
"kty": "EC',
"crv': "P-256",
"x": "DROn9TZoj | 70_6l ht cLxIt T2qskNDGk97wj zON5qdi E",
"y": "k6EtdGm j WBb7Le9zM2LgcOrb9Q _qw S2j LOMFn6V4" ,
"d": "S7_oLScyL W2ob71hx6kHFv5nTmAt 2CvqznKeF7l LGA"
}
"hmac": {
"kty": "oct",

"K": " AyMLSysPpbyDf gZI d3unj 1qzKObwVMkoqQ Est JQLr _T- 1S0gZH75aKt MNBY]j 0i PS4hcgUuTwj A
2Zr 1Z9CAoW',
"al g": "HS256"
}

}

Users and websites can then:
1. Decrypt tokens using sk e
2. Validate HVAC values using S e

3. Verify that the distribution of t_ord values is uniformy
distributed

4. Confirmthat the actual reveal rate nmatches the expected p_revea
5. HITP Integration
5.1. HTTP Header For mat

PRTs are transnitted in the "Sec-Probabilistic-Reveal - Token" HTTP
header [RFC7231]. The header value is a Structured Header Byte
Sequence [ RFC8941] containing a TLS Presentation Language [ RFC3446]
serialized PRTStruct:

struct {
ui nt 8 versi on;
uint16 u_l ength;
opaque u[u_l ength];
uint16 e_l ength;
opaque e[e_l ength];
opaque epoch_id[8];

} PRTStruct;
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Wher e:

* wversion identifies the token format version

* u and e are the El Ganal ci phertext conponents

* epoch_id identifies the corresponding key material for decryption

For version 1, u and e are each 33 bytes in |l ength (conpressed
secp256r1 points).

5.2. Token Transmi ssion
Exanpl e HTTP header:
Sec- Probabi | i stic- Reveal - Token
: AQAhAOYC SOPXWN8JIk GJ z2Rxe349sEQzwLc Xnr U0/
e5P1QUEEACEQ vPnzEReeDl | kr DocZA5Zt i | pti G02YOCaNMIKyKZTdl XbE63QJt YA==:
Browsers SHOULD i nclude this header on requests where
1. The request is being sent through a proxy for privacy purposes
2. The destination origin has registered to receive PRTs
3. Awvalid PRT is available for the current epoch
If no valid PRTs are avail abl e when conposi ng a proxi ed request, the
browser SHOULD nake the request w thout the header. Well-behaved
clients SHOULD only fail to attach a PRT in exceptional circunstances
(e.g., Issuer unavailability).

6. I nplenentation Considerations

6.1. Epoch Length
The epoch length affects both privacy and utility:

* Epochs SHOULD be | ong enough to prevent |eakage through user re-
identification within browsing sessions

* Epochs SHOULD be short enough that signals renmain valid and users
can verify issuer behavior in reasonable tine

* A mninumepoch | ength of four hours i s RECOMVENDED

* Typical inplenentations MAY use epoch | engths of approximately one
day
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6.2. Privacy Considerations

Tokens fromthe sanme browser MJST NOT be joinable by the website. |If
the receiving party can link nmultiple tokens fromthe sanme browser
(e.g., through storing themin partitioned storage), the website's
chance of recovering the signal increases beyond p_reveal

Browsers MJST enforce reasonabl e bounds on the epoch length to ensure
privacy requirenents are net.

I mpl enent ati ons MJST track context assignnents to ensure that only
one token per context per epoch is allocated. The context id field
in the browser database is REQU RED to prevent websites from

obtaining multiple tokens and exceeding the intended p_reveal rate.

7. Security Considerations
7.1. Token Ordinal Metadata

Token ordinals prevent a malicious client from choosi ng one token and
using it for every session. This would allow an attacker to generate
an unbounded set of tokens with the same nessage. Although the
attacker does not know which property this set of tokens has, this
re-use would create a high likelihood that the signal would never be
reveal ed.

For each requested batch of tokens, the issuer records the order of
the token in the generation sequence as the token's "ordinal" and
then shuffles the tokens. This field does not convey information
about the client requesting tokens, since each batch of tokens has
the full set of ordinal IDs.

Websites can nonitor the distribution of token ordi nal val ues and
detect spikes that may indicate an attacker re-randomn zing the sane
t oken across different sessions.

7.2. Ciphertext Re-randomi zation

The ability to re-random ze a token’s ciphertext w thout changing the
underlying contents (a property of the El Gamal encryption schene)
under pi ns many of the security and privacy properties of PRTs. The

i ssuer cannot link a re-randoni zed token's ciphertext back to any
tokens it issued, and origins that receive re-randomni zed versi ons of
the sane token cannot |ink themtogether.
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Before sending a token on a connection to a particular site for the
first tinme, the client re-random zes the ciphertext for that token to
make it unlinkable to any other usage of the token for other pairs.
The client caches the ciphertexts for each pairing and reuses them on
subsequent requests while the underlying token renains valid.

The client does not re-randonize the token when the token is re-used
on the sane site. This allows the site to distinguish between a
client with many visits using the same token and a client that is re-
random zi ng the same token across nultiple visits (see section
above) .

7.3. | P Address M smatch

The I P address a client uses to fetch tokens may differ fromthe IP
address used to connect to websites later. This can occur due to

net wor k changes, dynamic |IP assignnment, or other factors. This drift
may result in a PRT revealing an | P address that is unexpected from
the user’s perspective.

Browsers can reduce the chance of |IP address m smatch by fetching
tokens close to when they are spent and aligned with user
expect ati ons.

8. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
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