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Abst r act

Thi s docunent provides an applicability statenment (RFC 2026,

Section 3.2) describing howto securely exchange structured business
data over HITP. Structured business data may be XM.; El ectronic Data
Interchange (EDI) in either the American National Standards Committee
(ANSI) X12 format or the UN El ectronic Data Interchange for

Adm ni stration, Commerce, and Transport (UN EDI FACT) format; or other
structured data formats. The data is packaged using standard M ME
structures. Authentication and data confidentiality are obtained by
usi ng Cryptographic Message Syntax with S/M ME security body parts
(see Section 10.1). Authenticated acknow edgenents make use of

mul tipart/signed Message Disposition Notification (MDN) responses to
the original HTTP nessage. This applicability statenment is
informally referred to as "AS2" because it is the second
applicability statenent, produced after "AS1" (RFC 3335). This
docunent obsol etes RFC 4130 and stands on its own without reference
to AS1 or SMIP, except where required for | ANA registry updates.

Thi s docunent al so updates | ANA registries originally created by RFC
3335 and RFC 4130.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://DrummondG oup. github. i o/ draft-petta-rfc4130bis/draft-petta-
rfc4130bis.htm. Status information for this docunment may be found

at https://datatracker.ietf.org/doc/draft-petta-rfc4130bis/.

Source for this draft and an issue tracker can be found at
https://github. com DrummondG oup/ draft-petta-rfc4130bis.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 16 July 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

This docunent is a revision ("bis") of RFC 4130, which defined the
Applicability Statement 2 (AS2) protocol for secure and reliable
transport of business data over HITP. It obsol etes RFC 4130. The
purpose of this revision is to nodernize the specification, clarify
anbiguities, and incorporate inplenmentation experience gathered since
the publication of RFC 4130. Subsequent versions of this draft wll
refine these updates based on di scussion and consensus in the | ETF
community. This revision also adheres to the principle of backward
conpatibility. Inplenmentations conformant with RFC 4130 remain valid
under this specification, and no breaking changes are introduced. In
addition, this docunent updates existing | ANA registrations fromRFC
3335 and RFC 4130. The specific I ANA actions are described in
Section 11.

Note to readers: Sone contributors have suggested that this work
could eventually be split into two docunents: a mininmal RFC4130bis
for errata and clarifications, and a separate AS2 v2 specification
with a clean nodern baseline. This docunent currently attenpts to
bal ance both objectives within a single text, but further discussion
may refine the scope.

Appl i cabl e RFCs

Previous work on Internet EDI focused on specifying M ME content
types for ED data [RFC1767]. This docunent expands on RFC 1767 to
specify a conprehensive set of data security features, specifically
data confidentiality, data integrity/authenticity, non-repudi ati on of
origin, and non-repudi ation of receipt over HITP. This docunent
recogni zes contenporary RFCs and avoids re-inventing mechani sms

wher ever possible. Although this document focuses on EDI data, any
other data types describable in a MM format are al so supported.

Internet M Me-based EDI can be acconplished by using and conplying
with the foll owi ng RFCs:

RFC 2616 Hyper Text Transfer Protocol (baseline: HITP/1.1)

RFC 1767 EDI Content Type

RFC 3023 XML Medi a Types

RFC 1847 Security Miltiparts for MM

RFC 3462 Mul ti part/ Report

RFC 2045 to 2049 M ME RFCs

RFC 8098 Message Disposition Notification (updates RFC 3798)

RFC 3851, 3852 S/M ME v3.1 Specification

RFC 8551 S/M ME v4.0 (updated al gorithm requirenents including AES,
AES- GCM AES- CCM

ta Expires 16 July 2026 [ Page 5]
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Qur intent here is to define clearly and precisely how these are used
together, and what is required by user agents to be conpliant with
this document. Inplenenters should note that HTTP/ 2 and HTTP/ 3 MAY
be used as transports, but are not required for interoperability.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] and [RFC8174] when, and only when, they appear in al
capitals, as shown here

1.2. Backward Conpatibility and Interoperability

A central design principle of this specification is "backward
compatibility" with RFC 4130 and with the underlying RFCs it
references. This specification does not redefine or override
backwar d- conpatibility rules established in those RFCs.

I mpl ement ati ons MUST rely on the mechani sms provided in underlying
st andar ds.

Consi stent with the Robustness Principle ("be conservative in what
you send and liberal in what you receive"), this docunent clarifies
requirenents and aligns term nol ogy but does not introduce breaking
changes. Inplementations that conformed to RFC 4130 renmin
conformant to this specification. Any deviations are limted to
clarifications intended to inprove interoperability.

I mpl enent ati ons MAY interoperate using S/M M Version 3.1 RFC3851

[ RFC3852] with | egacy trading partners, but confornmant

i mpl ement ati ons MJST al so support S/M ME Version 4.0 [RFC8551] to
meet the algorithmrequirenments of this specification and ensure
forward conpatibility. These provisions ensure snmooth mgration for
exi sting deployments while establishing RFC 8551 as the baseline for
new i npl enent ati ons.

Thi s specification defines requirenments for nodern AS2 depl oynents
usi ng contenporary cryptographic algorithns. It does not redefine or
extend the use of weak al gorithms such as 3DES or SHA-1. Wen both
partners support this version of AS2, only nodern algorithnms are in
scope.

When interoperability with RFC 4130 systens is required, inplenenters
SHOULD apply the clarifications provided in Appendi x B (Legacy
Interoperability). Appendix B is non-normative and does not alter
the algorithmrequirenents defined in Section 7, but records expected
behavi or when communicating with | egacy systens.
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1.3. Rationale
The updates in this specification reflect community consensus to:

0 Preserve backward conpatibility with RFC 4130 and t he underlying
RFCs it references.

o Provide explicit guidance on which protocol versions formthe
interoperability baseline for certification and testing.

0 Incorporate de facto updates already w dely depl oyed (e.g., RFC 8098
for MDNs, migration fromSHA-1 to SHA-2 wherever possible).

o Document stronger security requirenments while allow ng
backwar d- conpati bl e fal |l back to enabl e phased adoption

0 Avoid unnecessary disruption by pernitting, but not requiring,
newer transport features such as HITP/ 2, and by clarifying rather
than redefining MDN behavi or

Thi s approach reduces anbiguity, sinplifies certification, and
ensures interoperability across inplenentations.

1.4. Terns
AS2: Applicability Statenent 2 (this docunent) and [ RFC4130]; see RFC 2026
[ RFC2026], Section 3.2
EDI : El ectroni c Data | nterchange
EC. El ectronic Conmerce (often referred to as Business to Business,
B2B: Busi ness to Busi ness

Recei pt: The functional nessage that is sent froma receiver to a
sender to acknow edge that an EDI/EC i nterchange has been
recei ved. This nessage may be either synchronous or asynchronous
in nature.

Signed Receipt: Areceipt with a digital signature.

Synchronous Receipt: A receipt returned to the sender over the same
TCP/ 1 P connection as the sender’s original nessage.

Asynchronous Receipt: A receipt returned to the sender over a different
TCP/ I P connection than the sender’s original nessage.

Message Disposition Notification (MDN): The Internet messagi ng format
used to convey a receipt. This termis used interchangeably
with receipt. An MDN is a receipt.

Non-repudi ation of receipt (NRR): A "legal event" that occurs when
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the original sender of an signed EDI/EC interchange has
verified the signed receipt com ng back fromthe receiver.
The recei pt contains data identifying the original nessage
for which it is a receipt, including the nessage-I1D and a
cryptographic hash (M C). The original sender nust retain
sui tabl e records providing evidence concerning the nessage
content, its nmessage-ID, and its hash value. The origina
sender verifies that the retained hash value is the same as
the digest of the original nessage, as reported in the
signed receipt. NRRis not considered a technical nessage,
but instead is thought of as an outcone of possessing

rel evant evidence.

A format and protocol for adding cryptographic signature
and/ or encryption services to Internet M ME nmessages.

Crypt ographi ¢ Message Syntax (CMS): An encapsul ation syntax used to

SHA- 1:

M C.

digitally sign, digest, authenticate, or encrypt arbitrary
nessages.

A secure, one-way hash algorithmused in conjunction with

digital signature. This algorithmis retained for backward
conpatibility but is deprecated in this specification

| mpl enent ati ons MUST support SHA-256 or stronger where possible,
and SHOULD prefer these algorithns in production environnents

unl ess | egacy partners cannot yet migrate to SHA-256 or stronger.

A secure, one-way hash algorithmused in conjunction with
digital signature. This algorithmis obsol ete and MJST NOT be generated
by conformant inplenentations.

The Message Integrity Check (MC) is a cryptographic nethod used

to verify that a message has not been altered or tanpered with during
transm ssion or storage, ensuring the data is trustworthy and conpl ete.

It works by generating a uni que hash value fromthe nessage’'s contents,
which is then transnitted with the message. The recipient recal cul ates
the hash on the received nessage and conpares it to the provided M C

if they don’t match, the nessage is discarded, indicating it was nodified.

User Agent (UA): The application that handl es and processes the AS2 request.

2. Overview

Petta
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2.1. COverall Operation

An HTTP POST operation [ RFC2616] is used to send appropriately
packaged EDI, XM., or other business data. The Request-UR

([ RFC2616], Section 10.5) identifies a process for unpacking and
handl i ng the nessage data and for generating a reply for the client
that contains a nessage disposition acknow edgenment (MDN), either
signed or unsigned. The MDN is either returned in the HITP response
message body or by a new HTTP POST operation to a URL for the
ori gi nal sender.

This request/reply transactional interchange can provi de secure,
reliable, and authenticated transport for EDI or other business data
using HTTP as a transfer protocol. HITPS is RECOWENDED as the
default transport for new inplenentations (see Section 10.1).

The security protocols and structures used al so support auditable
records of these docunent data transmi ssions, acknow edgenents, and
aut henti cati on.

The nessage formats and processing requirenments descri bed bel ow
mai ntain strict backward conpatibility (see Section 1.2)

2.2. Purpose of a Security Guideline for MM ED

The purpose of these specifications is to ensure interoperability
bet ween B2B EC user agents, invoking some or all of the comonly
expected security features. This docunent is not limted to strict
EDI use; it applies to any electronic commerce application for which
busi ness data needs to be exchanged securely over the Internet.

2.3. Definitions
2.3.1. The Secure Transm ssion Loop

Thi s docunent’s focus is on the fornmats and protocols for exchanging
EDI / EC content securely in the Internet’s HTTP environment.

In the "secure transm ssion |oop"” for EDI/EC, one organization sends
a signed, encrypted and conpressed EDI/EC i nterchange to anot her
organi zation and requests a signed receipt, and later the receiving
organi zation sends this signed receipt back to the sending

organi zation. In other words, the follow ng transpires:
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o The organi zation sending EDI/EC data signs, encrypts and conpresses
the data using SMME |In addition, the nessage will request that
a signed receipt be returned to the sender. To support NRR
the original sender retains records of the message, nessage-|D,
and digest (MC) val ue.

0 The receiving organization deconpresses and decrypts the nmessage and
verifies the signature, resulting in verified integrity of the data and
authenticity of the sender.

0 The receiving organization then returns a signed receipt using
the HTTP reply body or a separate HTTP POST operation to the
sendi ng organi zation in the formof a signed nmessage
di sposition notification. This signed receipt will contain the
hash of the received nessage, allowi ng the original sender to
have evi dence that the recei ved nessage was authenticated
and/ or decrypted properly by the receiver.

The above describes functionality that, if inplemented, will satisfy
all security requirenments and inpl enent non-repudiati on of receipt
for the exchange. This specification, however, |eaves ful
flexibility for users to decide the degree to which they want to
depl oy those security features with their trading partners.

2.3.2. Definition of Receipts

The termused for both the functional activity and the nessage for
acknow edgi ng delivery of an EDI/EC i nterchange is "receipt" or
"signed receipt". The first termis used if the acknow edgnent is
for an interchange resulting in a receipt that is NOT signed. The
second termis used if the acknow edgenent is for an interchange
resulting in a receipt that IS signed.

The term non-repudi ation of receipt (NRR) is often used in
conbination with receipts. NRRrefers to a |legal event that occurs
only when the original sender of an interchange has verified the
signed recei pt coming back fromthe recipient of the nessage, and has
verified that the returned M C val ue inside the MDN matches the
previously recorded value for the original nmessage.

NRR is best established when both the original nessage and the
recei pt make use of digital signatures. See the Security

Consi derations section for some cautions regarding NRR.  For

i nformati on on how to format and process receipts in AS2, refer to
refer to Section 8.

2.4. Assunptions
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2.4.1. EDI/EC Process Assunptions
o0 Encrypted object is an EDI/EC I nterchange.
Thi s specification assunes that a typical EDI/EC interchange (i.e.,
the payload) is the | owest-level object that will be subject to

security services.

Specifically, in EDI ANSI X12, this neans that anything between and

including, segnments ISA and IEA is secured. |n ED FACT, this neans
that anythi ng between, and including, segnents UNA UNB and UNZ i s
secured. |In other words, the EDI/EC interchanges including envel ope

segnents remain intact and unreadable during fully secured transport.
o EDI envel ope headers are encrypted.

Congruent with the above statenent, EDI envel ope headers are NOT
visible in the M M package.

In order to optimize routing from existing comrercial ED networks
(call ed Val ue Added Networks or VANs) to the Internet, it was
previously useful to nmake sone envelope information visible. Since
the EDI/EC nessage exchanges are routed over the public internet and
not over VANs, this specification provides no support for this
optimn zation.

0 X12.58 and UN EDI FACT Security Considerations
The nost common EDI st andards bodi es, ANSI X12 and EDI FACT, have
defined internal provisions for security. X12.58 is the security
mechani smfor ANSI X12, and AUTACK provi des security for EDI FACT.
Thi s specification does NOT dictate use or non-use of these security
standards. They are both fully conpatible, though possibly
redundant, with this specification.

2.4.2. Flexibility Assunptions
0 Encrypted or Unencrypted Data
This specification allows for EDI/EC nessage exchange in which the
EDI / EC data can be either unprotected or protected by neans of
encryption.
o Signed or Unsigned Data

This specification allows for EDI/EC nessage exchange with or w thout
digital signature of the original ED transm ssion.
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o0 Conpressed or Unconpressed Data

This specification allows for optional compression and MAY be applied
al one or in conbination with signing and/or encryption, as defined in
[ RFC3274]. It is supported by AS2-Version: 1.1 and hi gher

0 Optional Use of Receipt

This specification allows for EDI/EC nessage transm ssion with or

wi thout a request for receipt notification. A signed receipt
notification is requested; however, a MC value is REQU RED as part

of the returned receipt, except when a severe error condition
prevents conputation of the digest value. In the exceptional case, a
signed recei pt should be returned with an error nessage that
effectively explains why the required MC value is absent.

0 Use of Synchronous or Asynchronous Receipts

In addition to a receipt request, this specification allows for the
designation of the type of receipt that should be returned. It
supports synchronous or asynchronous receipts in the MDN format
specified in Section 8 of this docunent.

0 Security Formatting

This specification relies on the guidelines set forth in RFC
3851/ 3852 [ RFC3851] / [RFC3852] "S/M ME Version 3.1 Message
Speci fication; Cryptographic Message Syntax" as well as RFC 8551
[ RFC8551] "Secure/ Mul tipurpose Internet Mail Extensions (S/M M)
Version 4.0" for nodern inplenentations.

0 Hash Function, Message Digest Choices

When a signature is used, inplenentations MJST support SHA-256 and
SHOULD support SHA-384 or stronger. SHA-1 MAY be supported for

i ncom ng nessages for backward conpatibility, but SHOULD NOT be
generated for outgoing nmessages unless it is strictly required for
interoperability. MD5 is obsolete and MJUST NOT be generated by
conformant inpl enentations.

0 Pernutation Summary

The optional use of conpression, as defined in [ RFC3274] was

i ntroduced in AS2-Version 1.1. Conpression can be applied to the
message payl oad before signing and/or encryption, reducing

transm ssion size and inproving efficiency. Mst nbdern AS2

i npl ement ati ons support conpression, and it can be used by itself or
in conmbination with signing and encryption
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The following sunmary therefore extends the original AS2 security
perrmutations to include the additional possibilities created by the
use of conpression, resulting in a total of twenty-four security
per nut ati ons.

Wt hout Conpression (12 permnutations)

1.

2

10.

11.

12.

Wth

13.

14.

Petta

Sender sends un-encrypted data and does NOT request a receipt.

Sender sends un-encrypted data and requests an unsigned receipt.
Recei ver sends back the unsigned receipt.

Sender sends un-encrypted data and requests a signed receipt.
Recei ver sends back the signed receipt.

Sender sends encrypted data and does NOT request a receipt.

Sender sends encrypted data and requests an unsigned receipt.
Recei ver sends back the unsigned receipt.

Sender sends encrypted data and requests a signed receipt.
Recei ver sends back the signed receipt.

Sender sends signed data and does NOT request a signed or
unsi gned receipt.

Sender sends signed data and requests an unsi gned receipt.
Recei ver sends back the unsigned receipt.

Sender sends signed data and requests a signed receipt.
Recei ver sends back the signed receipt.

Sender sends encrypted and signed data and does NOT request a
si gned or unsigned receipt.

Sender sends encrypted and signed data and requests an unsigned
recei pt. Receiver sends back the unsigned receipt.

Sender sends encrypted and signed data and requests a signed
recei pt. Receiver sends back the signed receipt.

Conpressi on (12 pernmutations)

Sender sends conpressed data (not encrypted or signed) and does
NOT request a receipt.

Sender sends conpressed data and requests an unsigned receipt.
Recei ver sends back the unsigned receipt.
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3.

15. Sender sends conpressed data and requests a signed receipt.
Recei ver sends back the signed receipt.

16. Sender sends conpressed and encrypted data and does NOT request
a receipt.

17. Sender sends conpressed and encrypted data and requests an
unsi gned recei pt. Receiver sends back the unsigned receipt.

18. Sender sends conpressed and encrypted data and requests a signed
recei pt. Receiver sends back the signed receipt.

19. Sender sends conpressed and signed data and does NOT request a
si gned or unsigned receipt.

20. Sender sends conpressed and signed data and requests an unsi gned
recei pt. Receiver sends back the unsigned receipt.

21. Sender sends conpressed and signed data and requests a signed
recei pt. Receiver sends back the signed receipt.

22. Sender sends conpressed, encrypted, and signed data and does NOT
request a signed or unsigned receipt.

23. Sender sends conpressed, encrypted, and signed data and requests
an unsi gned recei pt. Receiver sends back the unsigned receipt.

24. Sender sends conpressed, encrypted, and signed data and requests
a signed receipt. Receiver sends back the signed receipt.

*Key Not es*

o Conpressi on MAY be applied alone or in conbination with signing
and/ or encryption, as defined in [RFC3274] and is supported by
AS2-Version 1.1 and hi gher

0 Users may choose any of these twenty-four possibilities, but only
the final exanple (24), when conpression, signing, encryption, and a
signed receipt are all used, offers the full suite of security and
efficiency features described in Section 2.3.1, “The Secure
Transni ssi on Loop.”

0 As with the original perrmutations, the receipts may be either
synchronous or asynchronous, and the choi ce does not change the
nature of the secure transm ssion | oop in support of NRR

Ref erenced RFCs and Their Contri butions
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3.1. RFC 2616 HTTP v1.1 [ RFC2616]
Thi s docunent specifies how data is transferred using HITP.
3.2. RFC 1847 M ME Security Miltiparts [ RFC1847]

Thi s docunent defines security multipart for MMeE nultipart/
encrypted and nul ti part/signed.

3.3. RFC 3462 Multipart/Report [RFC3462]

This RFC defines the use of the nultipart/report content type,
sonet hing that the MDN RFC 3798 buil ds upon.

3.4. RFC 1767 EDI Content [RFCl1767]

This RFC defines the use of content type "application" for ANSI X12
(application/ED -X12), ED FACT (application/EDI FACT), and mutually
defined EDI (application/EDI-Consent).

3.5. RFC 2045, 2046, and 2049 M ME [ RFC2045], [RFC2046], and [ RFC2049]
These are the basic M Me standards, upon which all M ME rel ated RFCs
build, including this one. Key contributions include definitions of
"content type", "sub-type", and "nmultipart", as well as encoding
gui del i nes, which establish 7-bit US-ASCI1 as the canonical character
set to be used in Internet nessaging.

3.6. RFC 3798 Message Disposition Notification [ RFC3798]

This Internet RFC defines how an MDN is requested, and the format and
syntax of the MDN. The MDN is the basis upon which receipts and
signed receipts are defined in this specification.

3.7. RFC 3851 and 3852 S/M ME Version 3.1 Message Specifications and
Crypt ographi ¢ Message Syntax (CVMS) [ RFC3851] / [ RFC3852]

Thi s specification describes how SMME will carry CM5 (bjects.
3.8. RFC 3023 XML Medi a Types [ RFC3023]

This RFC defines the use of content type "application" for XM
(application/xm).
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RFC 3274 Conpressed Data Content Type for Cryptographi c Message
Syntax (CMVB) [ RFC3274]

This RFC defines a nechanismfor conpressing data within the

Crypt ographi ¢ Message Syntax (CMS), which is the foundation for
Secure/ Mul tipurpose Internet Mail Extensions (SIMME). It specifies
a ConpressedData content type that allows data to be conpressed prior
to being signed or encrypted. This reduces the size of transnmitted
messages and i nproves efficiency without altering the security
services provided by signing or encryption. AS2-Version 1.1

i ncorporated the conpression capability described in RFC 3274,
enabling trading partners to optionally apply conpression to nessage
payl oads before signing and/or encrypting. Mst nodern AS2

i npl ement ati ons support this feature to reduce bandw dth usage and

i mprove transm ssion performance, particularly for |arge payl oads.

Structure of an AS2 Message
I ntroduction

The basic structure of an AS2 nessage consists of MM format inside
an HTTP nessage with a few additional specific AS2 headers. The
structures bel ow are described hierarchically in terns of which RFCs
are applied to formthe specific structure. For details on howto
code in conpliance with all RFCs involved, refer to the specific
RFCs. Any difference between AS2 inpl enentati ons and RFCs are

menti oned specifically in the sections bel ow

Structure of an Internet EDI M ME Message

No encryption, no signature, no conpression
- RFC2616/ 2045
- RFC1767/ RFC3023 (application/EDl xxxx or [xm)

No encryption, signature, no conpression
- RFC2616/ 2045
- RFC1847 (multi part/signed)
- RFC1767/ RFC3023 (application/EDl xxxx or [xm)
- RFC3851 (application/pkcs7-signature)

Encryption, no signhature, no conpression
- RFC2616/ 2045
- RFC3851 (application/pkcs7-m ne)
- RFC1767/ RFC3023 (application/EDl xxxx or /xm) (encrypted)

Encryption, signature, no conpression
- RFC2616/ 2045
- RFC3851 (application/pkcs7-m ne)
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- RFC1847 (multipart/signed)(encrypted)
- RFC1767/ RFC3023 (application/ EDl xxxx or /xm) (encrypted)
- RFC3851 (application/pkcs7-signature)(encrypted)

No encryption, no signature (with optional conpression)
- RFC2616/ 2045
- RFC3274 (application/pkcs7-m me; ConpressedbData) [optional]
- RFC1767/ RFC3023 (application/EDl xxxx or [xm)

No encryption, signature (conpression may occur before or after signing)
- RFC2616/ 2045
- [optional RFC3274 (ConpressedData) if conpress-before-sign]
- RFC1847 (multipart/signed)
- [optional RFC3274 (CompressedData) if conpress-after-sign]
- RFC1767/ RFC3023 (application/EDl xxxx or [/xm)
- RFC3851 (application/pkcs7-signature)

Encryption, no signature (with optional conpression)
- RFC2616/ 2045
- RFC3851 (application/pkcs7-m ne)
- [optional RFC3274 (ConpressedDat a) ]
- RFC1767/ RFC3023 (application/EDI xxxx or /xm) (encrypted)

Encryption, signature (conpression may occur before or after signing)
- RFC2616/ 2045
- RFC3851 (application/pkcs7-m ne)
- [optional RFC3274 (CompressedData) if conpress-before-sign]
- RFC1847 (nmultipart/signed) (encrypted)
- [optional RFC3274 (ConpressedData) if conpress-after-sign]
- RFC1767/ RFC3023 (application/ EDI xxxx or /xm) (encrypted)
- RFC3851 (application/pkcs7-signature) (encrypted)

MDN over HTTP, no signature
- RFC2616/ 2045
- RFC3798 (nessage/ di sposition-notification)

MDN over HTTP, signature
- RFC2616/ 2045
- RFC1847 (nmultipart/signed)
- RFC3798 (nessage/ di sposition-notification)
- RFC3851 (application/pkcs7-signature)

*Key Not es*

0 RFC 3274 (ConpressedData) is the normative reference for
conpr essi on.
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0 Conpression MAY be combined with signing and/or encryption in
either order, but the choice affects what the digital signature
covers.

o Many i npl enentations conpress before signing and encrypting to
maxi m ze size reduction, but conpression after signing and before
encrypting MIUST al so be support ed.

o Although all M ME content types SHOULD be supported, the foll ow ng
M ME content types MJST be supported:

Content-type: multipart/signed

Content-Type: multipart/report

Content-type: message/ di sposition-notification
Cont ent - Type: appl i cati on/ PKCS7-si gnat ure
Cont ent - Type: appl i cati on/ PKCS7-m ne
Cont ent - Type: application/EDI - X12
Cont ent - Type: appl i cati on/ EDI FACT
Cont ent - Type: application/edi-consent
Cont ent - Type: appli cati on/ XM

5. HITP Consi derations

Thi s specification permts but does not require the use of HITP/ 2 or
HTTP/ 3 as transport protocols. Interoperability testing and
certification are scoped to HITP/ 1.1 unl ess ot herw se agreed upon
bet ween tradi ng partners.

5.1. Sending EDI in HTTP POST Requests

The request line will have the form "POST Request-URl HTTP/1.1",
with spaces and followed by a CRLF. The Request URI is typically
exchanged out of band, as part of setting up a bilateral trading
partner agreenment. Applications SHOULD be prepared to deal with an
initial reply containing a status indicating a need for

aut hentication of the usual types used for authorizing access to the
Request - URI ([ RFC2616], Section 10.4.2 and el sewhere).

The request line is followed by entity headers specifying content

| ength ([ RFC2616], Section 14.14) and content type ([ RFC2616],
Section 14.18). The Host request header ([RFC2616], Sections 9 and
14.23) is al so included.

When using Transport Layer Security (TLS), the request-UR MJST

i ndi cate the appropriate schene value, HITPS. |nplementations MJST
support TLS 1.2 or higher and SHOULD foll ow the gui dance in

Section 10.1. Encrypted nessage bodies MAY be used in addition to
TLS when required by business policy.
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The receiving AS2 system MAY di sconnect from the sending AS2 system
before conpleting the reception of the entire entity if it determ nes
that the entity being sent is too |arge to process.

For HTTP version 1.1, TCP persistent connections are the default,

([ RFC2616] Sections 8.1.2, 8.2, and 19.7.1). A nunber of other

di fferences exist because HTTP does not conformto M ME [ RFC2616] as
used in SMIP transport. Relevant differences are sumrari zed bel ow.

5.2. Unused M ME Headers and Operations
5.2.1. Content-Transfer-Encoding Not Used in HTTP Transport

HTTP can handl e binary data and so there is no need to use the
content transfer encodings of MM [ RFC2616]. This difference is

di scussed in [ RFC2616], Section 19.4.5. However, a content transfer
encodi ng val ue of binary or 8-bit is permssible but not required.
The absence of this header MJUST NOT result in transaction failure.
Content transfer encoding of M ME bodyparts within the AS2 nessage
body is al so all owed.

5.2.2. Message Bodies

In [ RFC2616], Section 3.7.2, it is explicitly noted that nultiparts
MUST have null epil ogues.

For HTTP transport, large files SHOULD be handl ed correctly by the
TCP layer. In addition, [RFC2616], Sections 3.5 and 3.6 describe
options for conpressing or chunking entities to be transferred, and
Section 8.1.2.2 describes a pipelining option that is useful for
segnmenting | arge anmounts of data. These clarifications are
consistent with existing AS2 practice and maintain full backward
compatibility (see Section 1.2).

5.3. Mddification of MME or Gther Headers or Paraneters Used
5.3.1. Content-Length

The use of the content-length header MJST foll ow t he guidelines of
[ RFC2616], specifically Sections 4.4 and 14. 13.

5.3.2. Final Recipient and Oiginal Recipient

The final and original recipient values SHOULD be the sane val ue.
These val ues MUST NOT be aliases or mailing lists.
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5.3.3. Message-1d and Oigi nal - Message-1d

The Message-1d and Origi nal - Message-1d headers identify a nessage
uniquely and are fornmatted as defined in [ RFC5322], Section 3.6. 4:

"<" jid-left "@ id-right ">"

The I ength of a Message-ld val ue MJUST NOT exceed 998 characters. For
maxi mum i nteroperability, the |l ength SHOULD be 255 characters or
| ess.

The Message-1d val ue MJST be globally unique, and the id-right
portion SHOULD be sonething unique to the sending host environnent
(for exanmple, a fully qualified domai n nane).

I npl enent ati ons that generate Message-ld val ues MJUST NOT incl ude
spaces or control characters. |nplenentations SHOULD renbve spaces
rather than substitute another character when constructing
identifiers fromother nessage attributes such as AS2- From or AS2-To.

Receivers are not required to accept malfornmed identifiers. |If a
message is received with a Message-1d that contains spaces or contro
characters, the inplenmentation SHOULD treat it as syntactically
invalid and SHOULD return an MDN with a disposition of processed/
error and a human-readabl e expl anati on such as "invalid-nessage-id"
(see [RFC8098]). If an inplenmentation chooses to proceed despite the
mal formed identifier, it MJUST NOT propagate or generate a new nessage
usi ng that mal forned val ue.

When sendi ng a nessage, the Message-ld field value MJST be encl osed
in angle brackets ( “<” and “>” ). The brackets are not part of the
actual identifier value. For backward compatibility, receiving

i mpl ement ati ons SHOULD NOT reject a nessage that omts angle

bracket s.
When creating the Oiginal -Message-1d header in an MDN, always use
the exact syntax as received on the original nessage; do not strip or
add angl e brackets.
See [RFC5322], Section 3.6.4.

5.3.4. Host Header
The host request header field MJST be included in the POST request
made when sendi ng business data. This field is intended to all ow one

server | P address to service multiple hostnanes, and potentially to
conserve | P addresses. See [RFC2616], Sections 14.23 and 19.5.1
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5.4. HTTP Response Status Codes

| mpl enent ati ons MJUST use standard HITP response codes to signal the
out cone of the nmessage transfer. The meaning of the HITP status code
is limted to the success or failure of the transport operation
itself, not the semantic processing of the AS2 nessage content. For
exanmpl e, the status code 401, together with the WWV Aut henticate
header, is used to challenge the client to repeat the request with an
Aut hori zation header. Oher explicit status codes are documented in
[ RFC2616], Section 6.1.1 and throughout Section 10.

Recei ving inpl ementati ons MAY send an interim 102 (Processing)
response [ RFC4918] under HTTP/1.1 to indicate that the inbound
message has been fully received and that processing is underway. The
102 response can hel p prevent sender-side network tineouts for |arge
synchronous transfers by signaling progress while decryption,
signature verification, or storage continues.

Use of 102 (Processing) is OPTIONAL. It has been deprecated in |ater
HTTP specifications and *MJST NOT* be used with HTTP/2 or HITP/ 3,
where interi mresponses have different semantics. |nplenentations

I npl enentati ons that do not receive a 102 response MJST NOT assune
that a failure has occurred sol ely because no interimstatus was
returned. They SHOULD continue waiting for the final status response
for at least the duration of their configured HTTP read ti neout or
any tinmeout agreed upon between tradi ng partners.

To minimze the risk of network timeouts during | engthy nessage
processing, receivers SHOULD return an appropriate transfer-I|ayer
response as quickly as possible after receiving the full nessage
content. For asynchronous nessage exchanges, the preferred response
is 204 No Content, which indicates that the nessage has been received
successfully and that an asynchronous MDN will foll ow once processing
has conpleted. This convention is nmaintained for interoperability
with existing AS2 products and certification profiles.

Some inpl ementati ons MAY instead use 202 Accepted to indicate
successful receipt and deferred processing; however, 204 No Content
remai ns the recommended and nost wi dely depl oyed response for
asynchronous wor kf |l ows.

I mpl ement ati ons MAY cl ose the connection i medi ately after sending

this response if persistent connections are not required by
confi guration.
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After processing conpletes, the receiver MJST return a final HITP
status code indicating the success or failure of the nessage
transfer. The sender MJST use this final response to determ ne
whet her retry is appropriate.

Retry *MJST NOT* be attenpted when

o the final HITP response indicates successful receipt (e.g., ‘200 OK' or
‘204 No Content‘ for asynchronous transfers, or ‘202 Accepted' for
i npl ementations that use deferred processing semantics) **and** a
val id MDN has been received confirm ng the nessage di sposition; or

0 a permanent-failure status code is returned (4xx other than 408), or

Retry *MAY* be attenpted when

0 the HTTP connection fails before the final status is received,

0 a transient error such as 408 (Request Tineout) or 5xx (Server Error)
occurs, or

0 no response is received within the configured tineout.

I mpl enent ati ons SHOULD refer to Section 5.5 for additional guidance
on retry logic, back-off behavior, and use of partial-transfer
recovery. The 102 (Processing) status code, if used, MJUST NOT be
treated as a trigger for retry.

5.5. HTTP Error Recovery and Reliability

When an AS2 nessage transfer fails due to a transient transport-I|ayer
condition (for exanple, an HTTP 408 Request Ti neout, 425 Too Early,
500 Internal Server Error, 503 Service Unavail abl e or network
interruption before the final response), the sending system SHOULD
attenpt an automatic retry.

Each retry attenpt MJST reuse the sane Message-1D value so that the
recei ving systemcan identify duplicate transm ssions and prevent
doubl e-processing. A receiving systemdetecting a duplicate Message-
I D MUST NOT treat the nessage as new and SHOULD return the previously
generated MDN, if avail able.

I mpl enent ati ons SHOULD pernit configuration of retry behavi or rather

than enforcing fixed intervals or limts. The follow ng guidelines
are RECOMMENDED but not required:
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0 **Retry interval s** SHOULD i ncrease exponentially (e.g., 5 mn,
10 min, 20 mn, 40 mn, ) to reduce congestion

0 **Retry duration** SHOULD be confi gurabl e based on busi ness
requirenents; sone environnments may continue for several days, while
others may termi nate after one or two attenpts.

0 **Maxi mum attenpts** SHOULD be linited to prevent indefinite
retries when persistent errors occur

I mpl enent ati ons SHOULD NOT retry when

o A final 2xx response and/or valid MDN has been received;

0 The HTTP response indicates a pernmanent failure (e.g., 400, 401,
403, 404);

0 The partner has explicitly rejected the message by sending a signed
MON with a "fail ed" disposition

The HTTP 102 (Processing) interimstatus MAY be used under HTTP/ 1.1
to indicate progress on |long-running synchronous operations. |t MJST
NOT be used as a signal to initiate or suppress retries.

I mpl enent ati ons MJST ignore 102 responses when determ ni ng whet her a
retry is required. The 102 response MJST NOT be used with HITP/ 2 or
HTTP/ 3.

I mpl enent ati ons MAY al so support *AS2 Restart*, which allows a
partially upl oaded nmessage to resunme fromthe point of interruption
rather than retransmitting the entire payload. This optional feature
is defined in [I-D.draft-hardi ng-as2-restart-02]. Inplenentations
supporting Restart MJST ensure nessage integrity through signature or
checksum val i dation of all resuned segnents.

Addi ti onal guidance for retry managenent, error classification, and
duplicate detection is described in
[1-D.draft-duker-as2-reliability-16]. VWile both of these drafts are
expired, they remain widely referenced in AS2 interoperability
testing and provide a useful operational baseline for error-recovery
behavi or.

The objective of error recovery is reliability, not speed. Systens
SHOULD f avor successful delivery over strict timng, provided that
duplicate protection and security requirenents are preserved

6. Additional AS2-Specific HITP Headers

The foll owi ng headers are to be included in all AS2 nmessages and al
AS2 MDNs. [ RFC3335].
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6.1. AS2 Version Header

To pronote backward conpatibility, AS2 includes a version header

The major version digit indicates wire-level conpatibility; mnor
version digits designate feature sets, clarifications, or extensions
that remain conmpatible within the same mgjor version. Thus, al
values in the "1.x" range are conpatible with AS2-Version 1.0, while
a future "2.0" would indicate a non-backward-conpatibl e revision.

Recei ving systens MUST NOT fail due to the absence of the AS2-Version

header. |Its absence MJST be assunmed to be equivalent to the default
AS2- Ver si on val ue of 1.0.
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AS2-Version: 1.0 - Al inplenentations of this specification MJST support and
advertise "AS2-Version: 1.0". Versions in the range "1.0"
through "1.9" MAY be used. All inplenmentations MJST interpret
any value in that range as conformng to this specification,
with no differences in baseline behavior. In other words, only
the major version digit ("1") defines conpatibility for inplene

ntations

that do not support additional, non-AS2-specified functionality

| mpl enent ati ons MAY use "1.1" through "1.9" to signal extension
s of

this specification. Any such extensions MJST be fully transpare
nt to

i npl ement ati ons that recognize only "AS2-Version: 1.0".

AS2-Version: 1.1 - Designates those inplenentations that MJST support conpression

as
defined by RFC 3274.
AS2-Version: 1.2 - Indicates those inplenentations that include an EDI | NT- Feat ures
headér as defined in RFC 6017. The values in an EDI | NT- Feat ures header
-spfc;fy the features supported by the AS2 inpl enentation. Exanples may
i ncl ude

CEM AS2-Reliability and nultiple-attachments, however others m
ay al so be incl uded.

A receiving inplenmentation MJUST NOT fail if it does not support
or understand

any of the supported val ues contained within an EDI | NT- Feat ures

header .
AS2-Version: 1.3 - Indicates those inplenentations that support the nodernization
def i ned
by this specification, including updated al gorithmrequirenments
(e.q.,
SHA- 256 for M C/ signatures; AES as the encryption baseline per
[ RFC8551]),
alignnment with MDN handling as specified in [ RFC8098], and supp
ort for

mul tiple-recipient encryption as described in [Section 7.2](#en
cryption-al gorithns){:format="none"}
of this specification

When both partners are configured for AS2 version 1.3, weak alg
orithms (e.g., SHA-1

3DES, RC2, MD5) MJUST NOT be generated by conformant inplenentat
i ons. When interoperating

with a | egacy partner that operates at AS2 version 1.2 or |ower
, inmplenmentations MAY apply

the |l egacy interoperability clarifications described in Append
X B (non-normative).

Future mnor versions (1.x) may designate additional extensions
or clarifications

that remai n backward-conpatible with AS2 version 1.0. A mgjor v
ersi on update

(2.0 or higher) would indicate a non-backward-conpatibl e revi si
on.

6.2. AS2 Product header



The AS2- Product header value identifies the AS2 product and version
used by the sender. This information enables interoperability
testing, certification, and troubl eshooting by allow ng trading
partners to detect known product-specific behaviors or version-

rel ated quirks.
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The AS2- Product header value is OPTIONAL for AS2-Version 1.x systens
but MUST be included in nessages generated by inplenentations
decl aring *AS2-Version: 1.3 or 2.0* (or later).

The header field value MJUST follow the format:
* <product-nane>: | owercase al phanuneric and hyphen characters (az,
09, "-") wi thout spaces.
* <mmjor.mnor[.patch]>: version string consistent with the product’ s
rel ease version, with one or nore nuneric conponents separated by dots.
Exanpl es:

AS2- Product: biztal k: 2025. 1
AS2- Product: drummpnd-connect: 4. 2.3

I mpl enent ati ons *MJUST NOT* use arbitrary identifiers or vendor
aliases that do not reflect the actual product in use. The value is

static and deternmined at build time. |If a product supports multiple
AS2 variants, the version portion MAY include an inplenmentation-
specific suffix (e.g., "1.2-drumond").

| mpl enent ati ons MAY use the AS2-Product val ue for autonated
interoperability tuning or to apply conpatibility workarounds for
known product versions. However, this field is not intended for

f eature-negoti ati on purposes; supported feature tokens belong in the
EDI | NT- Feat ur es header

6.3. AS2 Systemldentifiers

To aid the receiving systemin identifying the sending system
AS2- From and AS2-To headers are used.

AS2- From < AS2-nane >
AS2- To: < AS2-nane >

These AS2 headers contain textual values, as described bel ow,
identifying the sender/receiver of a data exchange. Their val ues may
be company specific, such as Data Universal Nunbering System ( DUNS)
nunbers, or they may be sinply identification strings agreed upon

bet ween the tradi ng partners.

Petta Expires 16 July 2026 [ Page 26]



I nternet-Draft AS2 Specification Mdernization January 2026

O O0OO0Oo

AS2-text = "1" [/ ; printable ASCI1 characters
%135-91 / ; except doubl e-quote (%d34)
%193- 126 ; or backsl ash (%92)

AS2-qgtext = AS2-text / SP ; allow space only in quoted text

AS2-quoted-pair = "\" DQUOTE / ; \" or
AT ;o\

AS2- quot ed- nane DQUOTE 1*128( AS2-qtext /

AS2- quot ed- pai r) DQUOTE

AS2- at om c- nane 1*128AS2-t ext

AS2-nane = AS2-atom c-nane / AS2-quot ed- nane
The AS2- From header val ue and the AS2-To header val ue:

MJST each be an AS2- nane,

MJST each be conprised of from1l to 128 printable ASCI | characters,
MUST NOT be f ol ded

The value in each of these headers is **case-sensitive**,

The string definitions given above are in ABNF format [ RFC2234].

The AS2- quot ed-nane SHOULD be used only if the AS2-nane does not
conformto AS2-atom c-nanme. This explicitly includes situations
wher e enbedded spaces are part of the AS2-nane.

The AS2-To and AS2- From header fields MJST be present in all AS2
messages and AS2 MDNs whet her they are synchronous or asynchronous in
nat ure.

The AS2-nane for the AS2-To header in a response or MDN MUST match
the AS2-nanme of the AS2-From header in the correspondi ng request
message. Likewi se, the AS2-nane for the AS2-From header in a
response or MDN MJUST match the AS2-nane of the AS2-To header in the
correspondi ng AS2 request message.

The sending system may choose to Iimt the possible AS2-To/ AS2- From
textual values but MJUST not exceed them The receiving system MJST
make no restrictions on the textual values and SHOULD handl e all
possi bl e i npl ementati ons. However, inplenenters nust be aware that
ol der AS2 products may not adhere to this convention. Trading
partner agreements should be nmade to ensure that ol der products can
support the systemidentifiers that are used.
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There is no required response to a client request containing invalid
or unknown AS2-From or AS2-To header values. The receiving AS2
system MAY return an unsigned MDN with an expl anation of the error,
such as an MDN error disposition value of "unknown-tradi ng-
relationship", if the sending systemrequested an NMNDN.

7. Al gorithm Requirenents

This section defines the normative requirenments for cryptographic
algorithms used in AS2. These requirenents apply to all confornmant
i npl ementations. @uidance on interoperability with | egacy AS2
systens that continue to use older algorithns is provided separately
i n Appendi x B.

7.1. Hash Al gorithns

I mpl enent ati ons MJST support SHA-256 for nessage integrity check
(MCQC) calculations and digital signatures. |nplenentations SHOULD
support SHA-384 or stronger algorithms. SHA-1 and MD5 are deprecated
due to known weaknesses and MJST NOT be generated by conformant

i mpl ement ati ons.

See Appendix B for clarifications on handling | egacy al gorithnms when
interoperating with RFC 4130 systens.

7.2. Encryption Al gorithns

I mpl enent ati ons MUST support AES encryption algorithns as defined in
SIMME Version 4.0 [RFC8551]. At a nmininmm AES-128-CBC MJST be
supported, and AES-256-CBC SHOULD be supported. |Inplenentations are
al so RECOMVENDED to support AES-128-GCM and AES- 256- GCM  Support for
AES-CCM i s al so RECOMVENDED f or environments requiring authenticated
encryption.

Triple DES (3DES) and RC2 are deprecated and MUST NOT be generated by
conformant inplenentations.

To support recoverabl e decryption and regul atory requirenents,

i mpl ement ati ons SHOULD support multiple-recipient encryption of the
content-encryption key (CEK), consistent with [ RFC8551] Section 3.3.
A copy of the CEK encrypted for the originator SHOULD al so be
included in the Envel opedData, and the sane principle applies to

Aut hEnvel opedDat a when usi ng AES- CCM or AES- GCM

See Appendi x B for gui dance on handling 3DES and ot her weak
al gorithms when interoperating with | egacy AS2 systens.
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8.

8.

Structure and Processi ng of an MDN Message

Thi s docunent aligns MDN behavior with RFC 8098, clarifying semantics
for interoperability. It does not redefine the MDN format.

I mpl enent ati ons MJUST be able to parse historic MON forms as descri bed
in RFC 3798 for backward conpatibility.

1. I nt roducti on

In order to support non-repudiation of receipt, a signed receipt,
based on digitally signing a nessage disposition notification, is to
be inplenmented by a receiving trading partner’s UA. The nessage

di sposition notification, specified by RFC 3798, is digitally signed
by a receiving trading partner as part of a nmultipart/signed MM
message

The requirenents in this section update but do not alter the
conmpatibility of MDN formats with existing AS2 inplenentations (see
Section 1.2). This ensures interoperability with both RFC 3798 and
RFC 8098 i npl enent ati ons.

The foll owi ng support for signed receipts is REQU RED:

1. The ability to create a nultipart/report; where the
report-type = disposition-notification

2. The ability to calculate a nessage integrity check (M C) on the
recei ved nessage. The calculated MC value will be returned to
the sender of the nessage inside the signed receipt.

3. The ability to create a nultipart/signed content with the
message di sposition notification as the first body part, and
the signature as the second body part.

4. The ability to return the signed receipt to the sending trading
part ner.

5. The ability to return either a synchronous or an asynchronous
recei pt as the sending party requests.

The signed receipt is used to notify a sending tradi ng partner that
requested the signed receipt that:
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1. The receiving tradi ng partner acknow edges receipt of the sent
EC I nt erchange

2. If the sent nessage was signed, then the receiving trading
partner has authenticated the sender of the EC I nterchange.

3. If the sent message was signed, then the receiving trading
partner has verified the integrity of the sent EC | nterchange.

Regar dl ess of whether the EDI/EC I nterchange was sent in S/M M

format, the receiving trading partner’s UA MJST provide the follow ng
basi ¢ processing:
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1. If the sent EDI/EC Interchange is encrypted, then the encrypted
symretric key and initialization vector (if applicable) is
decrypted using the receiver’s private key.

2. The decrypted symetric encryption key is then used to decrypt
the EDI/EC | nterchange.

3. The receiving trading partner authenticates signatures in a
message using the sender’s public key. The authentication
al gorithm perfornms the foll ow ng:

a. The message integrity check (MC or Message Digest), is
decrypted using the sender’s public key.

b. AMC on the signed contents (the M ME header and encoded
EDI object, as per RFC 1767) in the nessage received is
cal cul ated using the sane one-way hash function that the
sendi ng tradi ng partner used.

c. The MC extracted fromthe nessage that was sent and the MC
cal cul ated using the same one-way hash function that the
sendi ng tradi ng partner used are conpared for equality.

4. The receiving trading partner formats the MDN and sets the
calculated MC into the "Received-content-MC' extension field

5. The receiving trading partner creates a nultipart/signed MM
message according to RFC 1847.

6. The MDN is the first part of the nultipart/signed nessage, and
the digital signature is created over this MDN, including its
M ME headers.

7. The second part of the multipart/signed nessage contains the
digital signature. The "protocol" option specified in the
second part of the nultipart/signed is as foll ows:

S/M ME: protocol = "application/pkcs7-signature"

8. The signature information is formatted according to S/M Me
speci fications.

The EC Interchange and the RFC 1767 M ME EDI content header can
actually be part of a nulti-part M ME content-type. Wen the EDI
Interchange is part of a multi-part MM content-type, the M C MJST
be cal cul ated across the entire multi-part content, including the
M ME headers contained within the nulti-part M ME content.
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The signed MDN, when received by the sender of the EDI |nterchange,
can be used by the sender as foll ows:

0 As an acknow edgenent that the EDI Interchange sent was
del i vered and acknow edged by the receiving trading partner
The receiver does this by returning the original -nmessage-id
of the sent nmessage in the MDN portion of the signed receipt.

0 As an acknow edgenent that the integrity of the EDI
I nterchange was verified by the receiving trading partner
The receiver does this by returning the calculated MC of the
received EC Interchange (and 1767 M ME headers) in the
"Received-content-MC' field of the signed MDN

0 As an acknow edgenment that the receiving trading partner has
aut henticated the sender of the EDI | nterchange.

0 As a non-repudiation of receipt when the signed MDN is
successfully verified by the sender with the receiving
trading partner’s public key and the returned M C val ue
inside the MDN is the sane as the digest of the origina
nessage.

8.2. Synchronous and Asynchronous NMDNs
The AS2-MDN exists in two varieties: synchronous and asynchronous.

The synchronous AS2-MDN is sent as an HITP response to an HTTP POST
or as an HITPS response to an HITPS POST. This form of AS2-MDN is
cal | ed synchronous because the AS2-MDN is returned to the originator
of the POST on the same TCP/| P connection

The synchronous response MJST indicate transfer-|layer success or
failure, such as 200 OK or 202 Accepted. The format of this response
MAY be identical to that used when no AS2-MDN i s requested.

The asynchronous AS2-MDN is sent on a separate HTTP or HTTPS TCP/ I P
connection. Logically, the asynchronous AS2-MDN is a response to an
AS2 message. However, at the transfer-protocol |ayer, assum ng that
no HTTP pipelining is utilized, the asynchronous AS2-MDN is delivered
on a unique TCP/IP connection, distinct fromthat used to deliver the
original AS2 nmessage

When handl i ng an asynchronous request, the receiving system * SHOULD*
return a transfer-layer response (typically 202 Accepted or 204 No
Content) as soon as the last byte of the inbound nessage has been
received, without waiting for decryption, signature verification, or
message persistence. This mininmzes the risk of network tineouts and
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ensures that the sender can begin awaiting the asynchronous NDN
pronptly. The asynchronous MDN MJUST be transmitted as an i ndependent
HTTP nessage, separate fromthe original connection used to submt
the AS2 nessage.

| mpl enent ati ons *MAY* use persistent (keep-alive) HITP connecti ons.

Cl osing the TCP connection imedi ately after sending the response is
*RECOMVENDED* for sinplicity, but not required. Some application
servers and frameworks manage connection |lifecycles automatically and
may keep the socket open. The AS2 specification does not nandate
that the AS2 | ayer explicitly close the connection

The following diagramillustrates the synchronous versus asynchronous
varieties of AS2-MDN delivery using HTTP

Synchr onous AS2- MDN

{Peerl} ----( connect )----> {Peer?2}
{Peerl} ----- ( send )------ > {Peer 2} HTTP Request {AS2- Message}
{Peerl} <---( receive )----- { Peer 2} HTTP Response {AS2- VDN}

Asynchr onous AS2- MDN

{Peerl} ----( connect )----> {Peer?2}
{Peerl} ----- ( send )------ > {Peer 2} HTTP Request {AS2- Message}
{Peerl} <---( receive )----- { Peer 2} HTTP Response (e.g., "200 OK'" or "204 No Con
tent")

{Peerl1}*<---( connect )----- { Peer 2}
{Peerl} <--- ( send )------- { Peer 2} HTTP Request {AS2- MDN}
{Peerl} ----( receive )----> {Peer?2} HTTP Response

* Note: An AS2-MDN rmay be directed to a host different fromthat of
the sender of the AS2 message. It may also utilize a transfer
protocol different fromthat used to send the original AS2
message

The advantage of the synchronous MDN is that it provides the sender
of the AS2 nessage with a verifiable confirmation of delivery within
a single synchronous logic flow However, if the nmessage is |arge,
the tinme required to process it and return the AS2-NMDN on the sane
connecti on may exceed the maxi num configured tinme permtted for

mai nt ai ni ng an open connecti on.
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The advant age of the asynchronous MDN is that it provides for the
rapid return of a transfer-|layer acknow edgment fromthe receiver,
confirmng receipt of data, while allowing full processing to occur
later. This reduces connection duration and tineout risk. However,
the asynchronous AS2- MDN MJST i ncl ude sufficient identifying
information (for exanple, Original-Mssage-ID and Final -Recipient) so
that the message originator can correlate the MDN with its origina
message and update the processing status accordingly.

Synchronous and asynchronous HTTP or HTTPS MDNs are both valid under
this specification. Inplenentations MJST support receiving both
types and SHOULD support sending both.

8.3. Requesting a Signed Receipt

Message di sposition notifications are requested as per RFC 3798. A
request that the receiving user agent issue a nessage disposition
notification is nmade by placing the foll owi ng header into the nessage
to be sent:

MDN- r equest - header = "Di sposition-notification-to”
“:"  mail-address

The foll owing exanple is for requesting an MDN

Di sposition-notification-to: xxx@xanple.com
The "Disposition-notification-to" header field is retained for
conpatibility with the MDN specification [RFC3798], but its value is

not used by AS2 inplementations to determine where to return the NMDN
Its presence just indicates that an MDN receipt is to be returned to

the originator. In AS2, the field value may be an enmanil address, a
URL, a fully qualified domain name, an AS2 identifier, or any other
i mpl ementation-specific string. Inplenentations MIUST NOT reject a

nmessage based on the syntax of this field. This docunment rel axes the
original requirenment from RFC 4130, which nandated an emmil address,
in order to reflect current AS2 practice while maintaining backward
compatibility (see Section 1.2).

When requesting MDN-based receipts, the originator supplies

addi ti onal extension headers that precede the nessage body. These
header "tags" are as foll ows:
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A Message-| D header is added to support nessage reconciliation, so
that an Original - Message-1d value can be returned in the body part of
MDN. Ot her headers, especially "Subject” and "Date", SHOULD be
supplied; the values of these headers are often nentioned in the
human-r eadabl e section of a MONto aid in identifying the origina
message

MDONs will be returned in the HITP response when requested, unless an
asynchronous MDN i s request ed.

To request an asynchronous nessage di sposition notification, the
foll owi ng header is placed into the nessage that is sent:

Recei pt-Del i very-Option: return-URL
This is an exanple requesting that the MDN be asynchronous:
Recei pt-Delivery-Option: http://ww.exanpl e. conf Pat h

Recei pt-del i very-option syntax allows the return-url to use sone
schenes ot her than HTTP using the POST met hod.

The "receipt-delivery-option: return-url" string indicates the URL to
use for an asynchronous MDN. This header is NOT present if the
receipt is to be synchronous. The email value in Disposition-
notification-to is not used in this specification because it was
limted to RFC 2822 addresses (now repl aced by [RFC5322]); the

ext ensi on header "Receipt-delivery-option"” has been introduced to
provide a URL for the MDN return by several transfer options.

The receipt-delivery-option's value MUST be a URL indicating the
delivery transport destination for the receipt.

An exanpl e request for an asynchronous MDN via an HITP transport:
Recei pt-del i very-option: http://ww. exanpl e. com

An exanpl e request for an asynchronous MDN via an HTTP/ S transport:
Recei pt-del i very-option: https://ww. exanpl e. com

Finally, the header, Disposition-notification-options, identifies

characteristics of message disposition notification as in [ RFC3798].

The nost inmportant of these options is for indicating the signing
options for the MDN, as in the foll ow ng exanpl e:
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Di sposition-notification-options:
si gned-r ecei pt - prot ocol =opti onal , pkcs7-si gnat ur e;
si gned-recei pt-m cal g=opti onal , sha- 256, shal

For signing options, consider the disposition-notification-options
synt ax:

Di sposition-notification-options =
"Di sposition-Notification-Options"
di sposition-notification-paraneters

wher e
di sposition-notification-paraneters =
paraneter *(";" paraneter)
wher e
paraneter = attribute "=" inportance ", " 1#val ue"
wher e
i nportance = "required" | "optional"

So the Disposition-notification-options string could be:

si gned-recei pt - prot ocol =opti onal, <protocol synbol >;
si gned-recei pt-m cal g=optional, <mcalgl> <nmicalg2>,...;

The currently used val ue for <protocol synbol> is "pkcs7-signature”
for the S/M M detached signature fornmat.

The currently supported values for MC al gorithm <m cal g> val ues are:

Al gorithm Val ue Used

SHA- 256 sha- 256

SHA- 384 sha- 384

SHA- 512 sha-512

SHA- 1 sha-1 or shal (should *only* be used in | egacy depl oynents that

cannot support SHA-256 or greater)

The semantics of the "signed-receipt-protocol” and the "signed-
recei pt-mcal g" paraneters are as follows:

1. The "signed-receipt-protocol"” paraneter is used to request a
signed receipt fromthe recipient trading partner. The "signed-
recei pt-protocol"” paraneter also specifies the format in which
the signed recei pt SHOULD be returned to the requester
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The "signed-receipt-mnical g" paraneter identifies one or nore
message integrity check (MC) algorithns, in order of preference,
that the requester supports for signing the returned receipt.

Al t hough multiple values MAY be listed to indicate fallback
options, only a single MC algorithmis used in the returned NMDN
because the "Received-content-MC' field conveys exactly one

di gest val ue.

Reci pients MJST select the first algorithmin the list that they
al so support and MUST conpute the Received-content-M C using that
algorithm Senders SHOULD |ist the strongest algorithmfirst.
Modern i npl ementati ons SHOULD i nclude only a single val ue unless
mul tiple values are needed to support phased migration away from
weaker algorithms. |nplementations MJST accept nessages that
contain multiple values and MJST ignore unsupported val ues.

When a sender lists nmultiple algorithns, recipients MJST NOT fall
back to an algorithmthat is not explicitly listed by the sender.
Tradi ng partners typically pre-configure acceptable MC

al gorithms through bilateral agreement, and runtime negotiation
is not needed. |If none of the algorithms listed is supported,
the recipient SHOULD reject the nessage and MAY return an

unsi gned MDN i ndi cating "unsupported-nmnic-al gorithni rather than
silently selecting a weaker algorithm Wen the header is absent
(e.g., unsigned nmessages), an inplenmentation MJST use a locally
configured default al gorithm SHA-256 SHOULD be preferred, but
SHA-1 MAY be used when required for |egacy partners.

*The followi ng algorithmrequirenents apply to all
i mpl enent ati ons: *

o I nplementations *MJST* support SHA-256.

o I nplenmentations *SHOULD* support SHA-384 or stronger.

0 SHA-1 *MAY* be accepted only when required for interoperability
with | egacy partners and MJST NOT be generated for new

depl oynents once both parties support stronger al gorithmns.

o MD5 is obsolete and MUST NOT be generat ed.

See Section 10 for additional algorithmrequirenents and
deprecation tinelines.

Both the "signed-receipt-protocol” and the "signed-receipt-

m cal g" option paraneters are REQU RED when requesting a signed
receipt.
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1.

The | ack of the presence of the "Receipt-Delivery-Option"
indicates that a receipt is synchronous in nature. The presence
of the "Receipt-Delivery-Option: return-url™ indicates that an
asynchronous receipt is requested and SHOULD be sent to the
"return-url".

The "inportance" attribute of "Optional"” is defined in RFC 3798,
Section 2.2, and has the follow ng meaning:

Paranmeters with an inportance of "Optional" pernmt a UA that does
not understand the particular options paraneter to still generate
an MDN in response to a request for a MDN

A UA that does not understand the "signed-receipt-protocol"
paraneter or the "signed-receipt-mcalg” will obviously not
return a signed receipt.

The inportance of "Optional" is used for the signed receipt
paraneters because it is RECOMVENDED that an MDN be returned to
the requesting trading partner even if the recipient could not
sign it.

The returned MDN will contain information on the disposition of
the nmessage and on why the MDN could not be signed. See the
Di sposition field in Section 8.5 for nore infornmation.

Wthin an ED trading relationship, if a signed receipt is
expected and is not returned, then the validity of the
transaction is up to the trading partners to resol ve.

In general, if a signed receipt is required in the trading
relationship and is not received, the transaction will likely be
consi dered invalid.

Si gned Recei pt Consi derations

The nethod used to request a receipt or a signed receipt is defined
in RFC 3798, "An Extensible Message Format for Message Disposition
Notifications".

The "rul es"” are as foll ows:

When a receipt is requested, explicitly specifying that the
recei pt be signed, then the receipt MJST be returned with a
si gnature.
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2. Wen a receipt is requested, explicitly specifying that the
recei pt be signed, but the recipient cannot support either the
requested protocol format or the requested M C al gorithms, then
either a signed or unsigned recei pt SHOULD be returned.

3. Wen a signhature is not explicitly requested, or if the signed
recei pt request paraneter is not recogni zed by the UA then no
recei pt, an unsigned receipt, or a signed receipt MAY be returned
by the recipient.

NOTE: For Internet EDI, it is RECOVWENDED t hat when a signature is
not explicitly requested, or if paraneters are not recognized, the UA
send back, at a nmininmum an unsigned receipt. |f, however, a signed
recei pt was always returned as a policy, whether requested or not,
then any fal se unsigned receipts can be repudi at ed.

When a request for a signed receipt is nade, but there is an error in
processing the contents of the nmessage, a signed recei pt MJST stil

be returned. The request for a signed receipt SHALL still be
honored, though the transaction itself nmay not be valid. The reason
why the contents could not be processed MIST be set in the

"di sposition-field".

When a signed recei pt request is nmade, the "Received-content-MC'
MUST al ways be returned to the requester (except when corruption
prevents conputation of the digest in accordance with the foll ow ng
specification). The "Received-content-MC' MJST be cal cul ated as
fol |l ows:

o For any signed nessages, the MC to be returned is cal cul ated
on the RFCLl767/ RFC3023 M ME header and content.
Canoni cal i zati on on the M M headers MJST be perforned before
the MCis calculated, since the sender requesting the signed
recei pt was al so REQUI RED to canonicalize

o For encrypted, unsigned nessages, the MC to be returned is
cal cul ated on the decrypted RFC 1767/ RFC3023 M ME header and
content. The content after decryption MJST be canonicalized
before the MC is cal cul ated.

o For unsigned, unencrypted nessages, the M C MJST be cal cul at ed
over the nessage contents w thout the outer MME or any other RFC
5322 headers, since these may sonetines be altered or reordered by
intermedi ary user agents or proxies.
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8.4. NDN Format and Val ues

This section defines the format of the AS2 Message Disposition
Notification (AS2- MDN).

8.4.1. AS2-MDN General Formats
AS2- MDN = AS2-sync- MDN | AS2-async- htt p- VDN

AS2-sync- NDN =
St at us- Li ne
*(( general -header | response-header | entity-header )
CRLF )
CRLF
AS2- NDN- body

St atus-Line =
HTTP- Ver si on SP St at us- Code SP Reason- Phrase CRLF

AS2- async-http- MDN =
Request - Li ne
*(( general -header | request-header | entity-header )
CRLF )
CRLF
AS2- NDN- body

Request - Li ne =
Met hod SP Request-URI SP HTTP-Version CRLF

AS2- NDN- body =
AS2- si gned- MDN- body | AS2- unsi gned- MDN- body

8.4.2. AS2-MDN Construction

The AS2- MDN-body is formatted as a MME nultipart/report with a
report-type of "disposition-notification". Wen the nessage is

unsi gned, the transfer-layer ("outernost") entity-headers of the

AS2- MDN contain the content-type header that specifies a content-type
of "multipart/report” and paraneters indicating the report-type, and
the value of the outernpst nultipart boundary.
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8.

When the AS2-MDN is signed, the transfer-layer ("outernost") entity-
headers of the AS2-MDN contain a content-type header that specifies a
content-type of "nultipart/signed" and paraneters indicating the

al gorithmused to conpute the nessage di gest, the signature-
formatting protocol (e.g., pkcs7-signature), and the value of the
outernost mnultipart boundary. The first part of the MM nultipart/
si gned nmessage is an enbedded M ME nultipart/report of type

"di sposition-notification". The second part of the multipart/signed
message contains a M ME application/pkcs7-signature message.

The first part of the MME nultipart/report is a "human-readabl e"
portion containing a general description of the nessage disposition
The second part of the MME nmultipart/report is a "nmachi ne-readabl e"
portion that is defined as:

AS2-di sposition-notification-content =
reporting-ua-field CRLF
mdn- gat eway-field CRLF
final -recipient-field CRLF
ori gi nal -nessage-id-field CRLF
AS2-di sposition-field CRLF
*( failure-field CRLF )
*( error-field CRLF )
*( warning-field CRLF )
*( extension-field CRLF )
AS2-recei ved-content-M C-field CRLF

4.3. AS2-MDN Fiel ds

The rules for constructing the AS2-di sposition-notification content
are identical to the disposition-notification-content rules provided
in Section 7 of RFC 3798 [ RFC3798], except that the RFC 3798

di sposition- field has been replaced with the AS2-disposition-field
and that the AS2-received-content-MC field has been added. The

di fferences between the RFC 3798 disposition-field and the AS2-

di sposition-field are described below. Were there are differences
between this docunent and RFC 3798, those entity nanes have been
changed by pre-pending "AS2-". Entities that do not differ from RFC
3798 are not necessarily further defined in this docunent; refer to
RFC 3798, Section 7, "Collected G ammar", for the original grammr.

AS2-di sposition-field =
"Di sposition" ":" disposition-node ";"
AS2-di sposition-type "/" AS2-di sposition-nodifier

di sposi tion-node =
action-node "/" sendi ng- node
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action-node =
"manual - action" | "automatic-action"

sendi ng- node =
"MDN-sent - manual | y" | "NMDN-sent-automatically”

AS2-di sposition-type =
"processed" | "failed"

AS2-di sposition-nodifier =
( "error" | "warning" ) | AS2-disposition-nodifier-extension

AS2-di sposi ti on-nodifier-extension =
"error: authentication-failed"
"error: deconpression-failed"
"error: decryption-fail ed"
"error: duplicate-filenane" |
"error: illegal-filenane" |
"error: insufficient-message-security”
"error: integrity-check-fail ed"
"error: invalid-nmessage-id"
"error: unexpected-processing-error"
"error: unknown-tradi ng-relationship"
"warni ng: " AS2- MDN-war ni ng- descri ption
"failure: " AS2-NMDN-fail ure-description

AS2- MDN- war ni ng-description = *( TEXT )

AS2- MDN-f ai | ure-descri ption *( TEXT )

AS2-received-content-M C-field =
"Recei ved-content-MC" ":"
digest-alg-id CRLF

encoded- message- di gest ",

encoded- nessage- di gest =
(A2 | ar-tz | 09 | ] =)

; i.e., base64(nessage-di gest)

digest-alg-id = "sha-256" | "sha-384" | "sha-512" | "sha-1" | "shal"
; The "shal" is a |egacy spelling of the "sha-1" defined hash in the
| ANA Textual Nanes Registry
; I't should be maintained for backwards conpatibility
; shal | sha-1 should only be used by | egacy depl oynents that cannot
support sha-256 or greater

To inprove error reporting and interoperability, this specification

i ntroduces additional standardized disposition nodifiers beyond those
defined in [ RFC4130] and [ RFC8098].
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These nodifiers are used to indicate specific failure conditions that
cannot be adequately represented by the existing error codes and may
not be conpatible with earlier inplenentations of AS2 |Inpl enentations
MUST i ncl ude a human-readabl e expl anation in the MDN Expl anation
field when returning these nodifiers.

Future nodifiers may be registered through the | ANA registry for AS2
Di sposition Values and Mdifiers (see Section 11).

The "Received-content-M C' extension field is set when the integrity
of the received nessage is verified. The MC is the base64-encoded
message- di gest conputed over the received nessage using a hash
function. This field is required for signed receipts but optiona
for unsigned receipts. For details defining the specific content
over which the message digest is to be computed, see Section 8.3.1 of
thi s docunent.

For signed nmessages, the algorithmused to calculate the M C MJST be
the sane as that used on the nessage that was signed. |I|f the nessage
is not signed, then the SHA-256 al gorithm SHOULD be used. SHA-1 MAY
be used only for |egacy interoperability (see Appendix B). This
field is set only when the contents of the nessage are processed
successfully. This field is used in conjunction with the recipient’s
signature on the MDN so that the sender can verify non-repudi ati on of
receipt.

AS2-MDN field nanes (e.g., "Disposition:", "Final-Recipient:") are
case insensitive (cf. RFC 3798, Section 3.1.1). AS2-MDN action-
nodes, sendi ng- nodes, AS2-di sposition-types, and AS2-di sposition-
nmodi fier values, which are defined above, and user-supplied *( TEXT )
val ues are al so case-insensitive. AS2 inplenmentations MJUST NOT make
assunptions regardi ng the val ues supplied for AS2- MDN-war ni ng-
description or AS2- MDN-failure-description, or for the values of any
(optional) error, warning, or failure fields.

8.4.4. AS2-MDN Field Requirenents

The following fields have clarified requirenents for
interoperability:

0 *Final -Recipient* — This field *MJUST* al ways be present in an NMDN
and MJST identify the AS2-To val ue of the original nessage.

o0 *Original-Message-1D* — This field is *REQU RED* and MJST exactly

mat ch the Message-1D of the original nmessage as transmitted.
Message-1D in the MON itself is optional

Petta Expires 16 July 2026 [ Page 43]



I nternet-Draft AS2 Specification Mdernization January 2026

o *Di sposition-Notification-To* — Inplenentations *MAY* include this
field using an enmail address, URL, hostnanme, or other identifier as
appropriate to the system However, as specified in [ RFC4130],

recei ving applications *MJST* ignore this field and *MJST NOT* reject
a nmessage due to syntax or address format violations. The fieldis
retained for conpatibility with prior inplenentations.

8.4.5. Additional AS2-NMDN Progranm ng Notes

o For HTTP transactions, Oiginal-Recipient and Final - Reci pi ent
SHOULD not be different. The value in Oiginal-Mssage-|D SHOULD
mat ch the origi nal Message-|D header val ue.

0 Refer to RFC 3798 for the formatting of the MDN, except for the
speci fic deviations mentioned above.

0 Refer to RFC 3462 and RFC 3798 for the formatting of the content-
type entity-headers for the MDN

0 Use an action-nmode of "automatic-action"” when the disposition
described by the disposition type was a result of an automatic action
rather than that of an explicit instruction by the user for this
nessage

0 Use an action-node of "manual -action" when the disposition
described by the disposition type was a result of an explicit
instruction by the user rather than sone sort of automatically
perfornmed action.

0 Use a sendi ng-nmode of "NMDN sent-autonmatically" when the MDN is sent
because the UA had previously been configured to do so.

0 Use a sendi ng-node of "MDN sent-manual |l y" when the user explicitly
gave permssion for this particular MDN to be sent.

0 The sendi ng-node "MDN-sent-manual ly" is neaningful ONLY with
"manual -action", not with "automatic-action"

o0 The "failed" disposition type MIUST NOT be used for the situation in
which there is sonme problemin processing the nessage other than
interpreting the request for an MDN. The "processed" or other

di sposition type with appropriate disposition nodifiers is to be used
in such situations.

8.5. Disposition Mde, Type, and Mdifier
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8.5.1. Disposition Mdde Overview

This section provides a brief overview of how "processed”, "error",
"failure", and "warni ng" are used.

8.5.2. Successful Processing Status Indication

When the request for a receipt or signed receipt, and the received
message contents are successfully processed by the receiving ED UA
a receipt or MDN SHOULD be returned with the disposition-type set to
"processed". Wen the MDN is sent automatically by the EDI UA, and
there is no explicit way for a user to control the sending of the
MDN, then the first part of the "disposition-node" SHOULD be set to

"automatic-action". Wen the MDN is being sent under user-
configurable control, then the first part of the "disposition-node"
SHOULD be set to "manual -action". Since a request for a signed

recei pt shoul d al ways be honored, the user MJST not be allowed to
configure the UA to disallow sending of a signed recei pt when the
sender requests one.

The second part of the disposition-node is set to "MDN-sent-manual | y"
if the user gave explicit perm ssion for the MODN to be sent. Again,
the user MJST not be allowed to explicitly refuse to send a signed
recei pt when the sender requests one. The second part of the

"di sposition-node" is set to "MDN sent-automatically" whenever the
EDI UA sends the MDN automatically, regardless of whether the sending
was under the control of a user, adm nistrator, or the software.

Because EDI content is generally handled automatically by the ED UA
a request for a receipt or signed receipt will generally return the
following in the "disposition-field":

Di sposition: automatic-action/ MDN-sent-automatically; processed

Note that this specification does not restrict the use of the

"di sposition-node" just to automatic actions. Manual actions are
valid as long as it is kept in mind that a request for a signed
recei pt MJST be honored.

8.5.3. Unsuccessful Processed Content

The request for a signed receipt requires the use of two

"di sposition-notification-options", which specify the protocol fornat
of the returned signed receipt, and the MC algorithmused to
calculate the M C over the nessage content. The "disposition-field"
val ues that should be used if the nessage content is being rejected
or ignored (for instance, if the EDI UA determ nes that a signed
recei pt cannot be returned because it does not support the requested
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protocol format, the EDI UA chooses not to process the nessage
contents itself) MJST be specified in the MDN "disposition-field" as
fol | ows:

Di sposition: "disposition-node"; failed/Failure: unsupported fornat

The "failed" AS2-disposition-type MIST be used when a failure occurs
that prevents the proper generation of an MDN. For exanple, this

di sposition-type would apply if the sender of the nessage requested
the application of an unsupported nessage-integrity-check (MCQ

al gorithm

The "failure:" AS2-disposition-nodifier-extension SHOULD be used with
an i npl emrent ati on-defi ned description of the failure. Further

i nformati on about the failure may be contained in a failure-field.

The syntax of the "failed" disposition-type is general, allow ng the
sendi ng of any textual information along with the "failed"

di sposition-type. |nplenentations MJUST support any printable textua
characters after the Failure disposition-type. For use in Internet
EDI, the following "fail ed" values are pre-defined and MJST be
support ed:

"Failure: unsupported fornmat"
"Failure: unsupported M C-al gorithms"

8.5.4. Unsuccessful Non-Content Processing

When errors occur in processing the received nessage (other than
content), the "disposition-field" MJST be set to the "processed"
val ue for disposition-type and the "error" value for disposition-
nmodi fi er.

The "error" AS2-disposition-nodifier with the "processed"

di sposition-type MJUST be used to indicate that an error of sone sort
occurred that prevented successful processing of the nessage.
Further information may be contained in an error-field.

An "error:" AS2-disposition-nodifier-extension SHOULD be used to
conbine the indication of an error with a predefined description of a
specific, well-known error. Further information about the error may
be contained in an error field.

For internet EDI use, the followi ng "error" AS2-disposition-nodifier
val ues are defined:
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aut hentication-fail ed"

deconpressi on-fail ed"

decryption-fail ed"

duplicate-fil enane"

illegal-filenanme"

i nsuf ficient-message-security"

integrity-check-failed"

i nval i d- message-i d"

unexpect ed- processi ng-error”

unknown-t radi ng-rel ati onshi p"

the receiver could not
aut henticate the sender.

the receiver could not
deconpress the nessage
cont ents.

the receiver could not
decrypt the nessage

cont ents.

the nessage payl oad contai ned
a filenane already received
by the backend server

the message payl oad cont ai ned
a filename that could nor be
processed by the backend server

the content of the nessage

was not appropriately envel oped
according to the agreed-upon
message security.

the receiver could not
verify content integrity.

the receiver could not

parse the val ue of the
Message- | D header because it
was not syntactically correct.

a catch-all for any
addi ti onal processing
errors.

the receiver could not

correl ate the AS2-To/ AS2- From
header val ues to val ues known
to the system

An exanpl e of how the "disposition-field" would | ook when errors
other than those in content processing are detected is as foll ows:

Di sposition: "disposition-node"; processed/Error: decryption-failed
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8.5.5. Processing Warni ngs

8.

5

Situations arise in EDI when, even if a trading partner cannot be

aut henticated correctly, the trading partners still agree to continue
processing the EDI transactions. Transaction reconciliation is done
between the trading partners at a later tinme. |In the content

processi ng warni ng situations as described above, the "disposition-
field" MJIST be set to the "processed" disposition-type value, and the
"warning" to the "disposition-nodifier" val ue.

The "war ni ng" AS2-di sposition-nodifier MJST be used with the
"processed" disposition-type to indicate that the nessage was
successfully processed but that an exceptional condition occurred.
Further information may be contained in a warning-field.

A "warning:" AS2-di sposition-nodifier-extension SHOUD be used to
conbi ne the indication of a warning with an inplenentation-defined
description of the warning. Further information about the warning
may be contained in a warning-field.

For use in Internet EDI, the foll owi ng "warning" disposition-
nodi fi er-extension value is defined:

"Warni ng: authentication-fail ed, processing continued"

An exanpl e of how the "disposition-field" would | ook when warni ng
other than those for content processing are detected is as follows:

Exanpl e:

Di sposition: "disposition-node"; processed/Warning:
aut henti cation-failed, processing continued

6. Backward Conpatibility with Disposition Type, Mdifier, and
Ext ensi on

The foll owi ng set of exanples represents typical constructions of the
Di sposition field that have been in use by AS2 inplenentations. This
is NOT an exhaustive |list of possible constructions. However, AS2

i mpl ement ati ons MJUST accept constructions of this type to be backward
conpatible with earlier AS2 versions.
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Di sposition: automatic-action/ MDN-sent-automatically; processed

Di sposition: automatic-action/ MDN-sent-automatically;
processed/ error: authentication-failed

Di sposition: automatic-action/ MDN-sent-autonatically;
processed/ war ni ng: dupl i cat e- docunent

Di sposition: automatic-action/ MDN-sent-automatically;
failed/failure: sender-equal s-receiver

The foll owi ng set of exanples represents allowable constructions of
the Disposition field that conbine the historic constructions above
with optional RFC 3798 error, warning, and failure fields. AS2

i npl ement ati ons MAY produce these constructions. However, AS2
servers are not required to recogni ze or process optional error,
warning, or failure fields at this tine. Note that the use of the
multiple error fields in the second exanpl e bel ow provi des for the
indication of multiple error conditions.

Di sposition: automatic-action/ MDN-sent-automatically; processed

Di sposition: automatic-action/ MDN-sent-automatically;
processed/ error: decryption-failed

Error: The signature did not decrypt into a valid PKCS#1
Type- 2 bl ock.

Error: The length of the decrypted key does not equal the
octet |length of the nodul us.

Di sposition: automatic-action/ MDN-sent-autonatically;
processed/ war ni ng: dupl i cat e- docunent

Warni ng: An identical message already exists at the
destination server.

Di sposition: automatic-action/ MDN-sent-automatically;
failed/failure: sender-equal s-receiver
Failure: The AS2-To nane is identical to the AS2-From nane.

The foll owi ng set of exanples represents allowabl e constructions of
the Disposition field that enpl oy pure RFC 3798 Disposition-nodifiers
with optional error, warning, and failure fields. These exanples are
provided as informational only. These constructions are not
guaranteed to be backward compatible with AS2 inpl enentations prior
to version 1.1.

Petta Expires 16 July 2026 [ Page 49]



I nternet-Draft AS2 Specification Mdernization January 2026

Di sposition: automatic-action/ MDN-sent-automatically; processed

Di sposition: automatic-action/ MDN-sent-automatically; processed/error

Error: authentication-failed

Error: The signature did not decrypt into a valid PKCS#1 Type-2 bl ock

Error: The length of the decrypted key does not equal the octet |length of the nopdul us.

Di sposition: automatic-action/MDN-sent-automatically; processed/warning
War ni ng: dupl i cat e- docunent

Di sposition: automatic-action/ MDN-sent-automatically; failed
Fai |l ure: sender-equal s-receiver

8.6. Receipt Reply Considerations in an HTTP POST

The details of the response to the POST command vary dependi ng upon
whet her a recei pt has been request ed.

Wth no extended header requesting a receipt, and with no errors
accessing the request-URl specified processing, the status line in
the Response to the POST request SHOULD be in the 200 range. Status
codes in the 200 range SHOULD al so be used when an entity is returned
(a signed receipt in a nultipart/signed content type or an unsigned
receipt in a multipart/report). Even when the disposition of the
data was an error condition at the authentication, decryption or

ot her higher level, the HTTP status code SHOULD i ndi cate success at
the HITP | evel

The HTTP server application may respond with an unsolicited

mul tipart/report as a nessage body that the HTTP client m ght not
have solicited, but the client may discard this. Applications SHOULD
avoid emtting unsolicited receipt replies because bandw dth or
processing limtations mght have | ed adm nistrators to suspend
aski ng for acknow edgenents.

Message Disposition Notifications, when used in the HITP reply
context, follow the sane semantics as those defined in [ RFC3798].
For exanple, the disposition field is a required elenent in the
machi ne-r eadabl e second part of a multipart/report for a MDN. The
final-recipient- field ([ RFC3798], Section 3.1) val ue SHOULD be
derived fromthe entity headers of the request.

In an MDN, the first part of the multipart/report (the human-readabl e
portion) SHOULD include itenms such as the subject, the date, and
other information when those fields are present in entity header
fields follow ng the POST request. An application MJST report the
Message- | D of the request in the second part of the multipart/report
(the machi ne-readabl e portion). Al so, an MDN SHOULD have its own
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uni que Message-1D HTTP header. The HITP reply SHOULD normally omt
the third optional part of the multipart/report (this was
historically used to return the original nessage or its headers
within the SMIP context).

9. Public Key Certificate Handling

The initial exchange and certification of public keys are essentia
steps in establishing a secure trading partnership. This process MAY
occur manual ly during partner onboarding or automatically through
supported nechani sns such as the *AS2 GET* nethod (see Section 9.2).

| mpl enent ati ons MJUST naintain a database of public keys used for
encryption and signature verification, together with the nmapping
between the EDI trading partner identifier and its associated RFC
5322 [RFC5322] emmil| address and HTTP URL/URI. The exact procedures
for establishing and configuring secure AS2 nmessagi ng can vary anong
tradi ng partners and software inplenentations.

X.509 certificates are REQURED. It is RECOMVENDED that trading
partners self-certify each other if an agreed-upon certification
authority is not used. This applicability statenent does NOT require
the use of a certification authority (CA) and the use of a CAis
therefore OPTIONAL. Certificates MAY be sel f-signed.

It is RECOVWENDED t hat when trading partners are using S/ M ME they
al so exchange public key certificates, considering the advice
provi ded i n [ RFC3850] .

The nessage formats useful for certificate exchange are found in
[ RFC3851] and [ RFC3852].

9.1. Certificate Roles and Requirenents

Wil e TLS certificates and AS2 nessage-signhing certificates both use
the X. 509 standard, they serve distinct purposes and MUST be nanaged
separately:

* *TLS Certificates* are used solely to secure the HTTPS transport
channel . They establish session-level confidentiality and
integrity and SHOULD be issued by a trusted certification
authority (CA) in production environnments. Self-signed TLS
certificates MAY be used for testing or by explicit agreenent
bet ween trading partners, provided they include a *Subject
Al ternative Nanme (SAN)* extension containing the hostnanme and/or
| P address. The SAN extensi on MIUST be nmarked as non-critical
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* *AS?2 Certificates* are used for signing and encrypting AS2
messages and SHOULD NOT be the sane as the TLS certificate.
Separation ensures that a conpromi se of the transport |ayer does
not affect nessage-level security. AS2 certificates MAY be CA-

i ssued or sel f-signed, depending on organizational policy and
tradi ng- part ner agreenents.

AS2 certificates MIUST use a key length of at |east *2048 bits for RSA
keys*. For elliptic-curve certificates, the selected curve MJST
provi de equival ent or stronger security (e.g., P-256 or higher).

Al t hough short certificate lifetinmes are now comon in the TLS
ecosystem due to CA/ Browser Forum requirenents and industry
regul ati ons, AS2 certificates generally do not require the sane

frequency of renewal. AS2 systens handl e far fewer encrypted
transacti ons than high-volume web servers, and certificate rollover
can be operationally conplex. |nplenentations SHOULD al | ow

i ndependent lifetime policies for AS2 and TLS certificates.
Certificate Exchange and Renewal

Aut omat ed certificate managenent significantly reduces operationa
risk. |Inplenentations SHOULD support *Certificate Exchange Messagi ng
(CEM* [ RFC6017] to enabl e secure, autonmated exchange of AS2
certificates between trading partners. Wen CEMis not avail abl e,
manual exchange processes MJST ensure integrity and authentication of
keys prior to activation

The *AS2 GET* net hod MAY be used for initial retrieval of partner
certificates if protected by appropriate authentication (for exanple,
Basi ¢ Aut hentication). |Inplenentations using AS2 GET MJST ensure
that certificate delivery is integrity-protected and that access is
restricted to authorized partners.

Qper ational Gui dance
* TLS and AS2 certificates MJST be managed separately.

* CEM SHOULD be supported to reduce manual errors and configuration
drift.

* Self-signed certificates SHOULD i ncl ude SAN extensions for clarity
and val i dation consi stency.

* I nplenmentati ons SHOULD support configurable expirati on and
notification nmechanisns for certificate renewal
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10.

* Admi nistrators SHOULD avoid reusing TLS certificates as AS2
certificates, even when technically possible.

For security and algorithmlifecycle considerations, see Section 7
(Section 7) and Section 10 (Section 10).

Security Considerations

This entire docunment is concerned with secure transport of business
data, covering confidentiality, authentication, and non-repudiation

Cryptographic algorithns used for signatures, MC cal cul ations, and
encryption are subject to nodernizati on and deprecati on gui dance.
The definitive algorithmrequirenents (for hash functions and
encryption) are specified in Section 7. This section provides
security rationale and additional gui dance.

Legacy algorithns such as SHA-1, MD5, 3DES, and RC2 are deprecated
due to known weaknesses. |nplenentations MJST NOT generate these
al gorithms in new depl oynents. However, |egacy use cases nmay stil
be encountered when interoperating with ol der systens conformng to
[ RFC4130]. See Appendix B for clarifications on | egacy
interoperability.

Modern i npl ementati ons are expected to support strong al gorithms such
as SHA-256 or stronger for MC cal cul ations, and AES (128-bit or
greater) for encryption. |Inplenentations SHOULD al so support
advanced AES nodes such as AES-GCM and AES- CCM for i nproved
efficiency and aut henticated encryption. See [RFC8551] for details.

| mpl enent ati ons must ensure robust handling of all cryptographic
failures. Admnistrators are encouraged to nmonitor |ETF and NI ST
publications for algorithmlifecycle updates and to update depl oyed
systens accordingly. These conpatibility allowances are described in
nmore detail in Section 1.2 and Appendi x B

When processing certificates, failures such as expired, revoked, or
untrusted certificates MUST result in imediate and noticeable error
reporting. See [RFC3280] and [ RFC8551] for guidance on certificate
path validation. For guidance on certificate nanagenent, key
exchange, and renewal, including use of Certificate Exchange
Messagi ng (CEM and AS2 GET, see Section 9 (Section 9).
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10.

10.

1. HTTPS and TLS Requirenents

*Consensus Update:* |npl enentati ons *MJST* support TLS 1.2 or higher
and *SHOULD* support TLS 1.3. TLS 1.3 is strongly encouraged as the
default where platformsupport allows, but TLS 1.2 renains the

mandat ory baseline to ensure interoperability with ol der environnents
(e.g., legacy JVMs). Products SHOULD al |l ow administrators to
configure which TLS versions are enabled, so that TLS 1.3 can be
mandat ed by policy where required. Future revisions of this
specification are expected to nandate TLS 1.3 as the m ni nrum required
versi on once deploynent is w despread.

Adnmi ni strators SHOULD use only cipher suites listed as “Recommended
(Y)” in the IANA TLS Paraneters (https://ww.iana. org/assi gnnents/
tls-paraneters) registry. |Inplenentations SHOULD provide
configurabl e cipher selection rather than hardcodi ng ci pher lists.

New i mpl ement ati ons of AS2 *SHOULD* use HTTPS as the default
transport protocol to provide confidentiality and integrity in
transit. Plain HTTP rermains pernmitted to support nessage-|eve
encryption and backward conpatibility with existing depl oynents.

Thi s gui dance pronotes strong encryption, aligns with current best
practices, and ensures that AS2 remmins interoperable with existing
depl oynents while allowi ng adm ni strators to phase out weaker
protocol s and ci pher suites over time.

*Future Consi derations* Per BCP 195/ RFC 7525hbi s, new | ETF protocols
and najor revisions are expected to nmandate TLS 1.3. AS2-bis is a
backwar d- conpati bl e revision, and therefore specifies MJST support of
TLS 1.2 and SHOULD support of TLS 1.3 to preserve interoperability
with existing inplenentations. At the sanme tinme, inplenenters are
strongly encouraged to deploy TLS 1.3 as the default for all new
products and configurations. Future versions of AS2 (for exanple, a
potential AS2-Version 1.3 or subsequent update) are expected to raise
the baseline to MUST support TLS 1.3 or higher, and may deprecate TLS
1.2 once w despread depl oynent nakes this feasible. |Inplenmenters are
encouraged to prepare for a future revision of this specification
that will mandate TLS 1.3 as the mninum required version.

2. TLS Server Certificates

The following certificate types MIUST be supported for TLS server
certificates:
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o with URL in the Distinguished Nane Comon Nane attribute

0o without URL in the D stinguished Name Conmon Nane attribute
o self-signed (self-issued)

0 issued by a certification authority (CA)

The URL, which matches the source server identity, SHOULD be carried
in the certificate. However, it is not required that DNS checks or
reverse | ookups to vouch for the accuracy of the URL or server val ue.

The conplete certification chain MJST be included in al
certificates. Al certificate verifications MJST "chain to root" or
to an accepted trust anchor. Additionally, the certificate hash
SHOULD natch the hash reconputed by the receiver

Because server certificates are exchanged, and also trust is
established during the configuration of the trading partner

rel ati onship, runtime validation (including hostname matchi ng and
certificate path validation) SHOULD be perfornmed unless an out-of -
band trust nodel has been explicitly agreed upon by tradi ng partners.
If a self-signed TLS certificate is used, it SHOULD contain a Subject
Al ternative Nanme (SAN) extension that includes the hostnanme and/or |IP
address of the sender. |If included, this certificate extension MJST
be marked as non-critical

*Note: * Although not restricted by this specification, self-signed
TLS certificates should be used with great care, especially in
production environnents.

10. 3. NRR Cauti ons

Thi s specification seeks to provide nmultiple nechanisns that can be
conbi ned in accordance with | ocal policies to achieve a w de range of
security needs as determined by threat and risk anal yses of the

busi ness peers. It is required that all these nmechani sns be

i mpl emented by AS2 software so that the software has capabilities
that pronote strong interoperability, no matter what policies are
adopt ed.
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One strong cluster of mechani sms (the secure transm ssion | oop) can
provi de good support for neeting the evidentiary needs of non-
repudi ati on of receipt by the original sender and by a third party
supplied with all stated evidence. However, this specification does
not itself define non-repudiation of receipt nor enunerate its
essential properties because NRR is a business analysis and/or |ega
requirenent, and not relevantly defined by a technical applicability
st at enent.

Sone anal yses observe that non-repudiati on of recei pt presupposes
that non-repudiati on of the sender of the original nessage is
obt ai ned, and further that non-repudiation should be inplenented by
means of digital signature on the original nessage. To satisfy
strict NRR evidence, authentication and integrity MJST be provi ded by
some mechani sm and the RECOMMVENDED mechani smis digital signatures
on both the original nessage and the recei pt nessage.

G ven that this specification has selected several nechanisns that
can be conbined in several ways, it is inportant to realize that if a
digital signature is omtted fromthe original nmessage, in order to
satisfy the preceding analysis of NRR requirenents, some

aut henti cati on mechani sm MUST acconpany the request for a signed
receipt and its included Received-content-M C value. This

aut hentication mght come fromusing client-side SSL, authentication
via | Psec, or HITP authentication (while using SSL). |In any case,
records of the nessage content, its security basis, and the digest

val ue need to be retained for the NRR process.

Therefore, if NRRis one of the goals of the policy that is adopted,
by using the mechani snms of the secure transm ssion | oop nentioned
above and by retaining appropriate records of authentication at the
ori gi nal nessage sender site, strong evidentiary requirenents
proposed for NRR can be fulfilled.

O her ways of proceeding may fall short of fulfilling the nost
stringent sets of evidence required for NRR to obtain, but may
nevert hel ess be part of a conmercial trading agreenment and, as such,
are good enough for the parties involved. However, if MDNs are
returned unsigned, evidentiary requirenents for NRR are weak; sone
aut hentication of the identity of the receiver is needed.

If TLS is used for transport, the guidance in Section 10.1 appli es.
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10. 4. Replay Renark

Because busi ness data docunents normally contain transaction ids,
replays (such as resends of not-yet-acknow edged nessages) are

di scarded as part of the normal process of duplicate detection
Det ecti on of duplicates by Message-l1d or by business transaction
identifiers is recomended.

11. | ANA Consi derations
I ANA is requested to update the follow ng registries:

o MDN Di sposition Mdifier Nanes
htt ps://ww. i ana. or g/ assi gnment s/ mdn/ mdn. xht m #di sposi ti on-nodi fi er

0 Message Disposition Notification Paraneters
https://ww. i ana. or g/ assi gnnent s/ ndn/ mdn. xht m #par anet er s

11.1. Registration

RFC 4130 originally defined an extension to the Message Di sposition
Notification (MDN) protocol for a disposition-nodifier in the

Di sposition field of a body of content-type "nessage/di sposition-
notification".

Thi s docunent updates that definition, and I ANA is requested to
replace RFC 4130 with this docunent as the reference for the MDN
Di sposition Modifier Nanes registry.

11.1.1. Disposition Mdifier 'warning

Par anet er - nane:  war ni ng
Semantics: See [Section 8.4.3](#as2-nmdn-fields){:format="none"} and
[ Section 8.5.5] (#processing-warnings){:format="none"} in this docunent.
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endi x A. Message Exanples
Note to Readers: Al examples are provided for illustration only, and
are not part of the protocol specification. |If an exanple conflicts

with the protocol definitions, the exanple is wong. Enail addresses
in the exanples (e.g., in the Disposition-Notification-To field)
reflect one valid option but are not required. 1In AS2, this field
may al so contain a URL, a fully qualified host nane, an AS2
identifier, or another inplenentation-specific string, as described
in Section 8.3.

Si gned Message Requesting a Signed, Synchronous Recei pt

POST /receive HITP/ 1.1

Host: 10.234.160. 12: 80

User - Agent: AS2 Conpany Server

Date: Wed, 31 Jul 2025 13:34:50 GMI

AS2-Version: 1.3

AS2- From "as2 Name"

AS2- To: 0123456780000

Subj ect: Test Case

Message-1d: <200207310834482A70BF63@ " ~~f oo~~\ ">

Di sposition-Notification-To: nrAS2@xanpl e. com

Di sposition-Notification-Options: signed-receipt-protocol =optional,
pkcs7-si gnature; signed-receipt-mcal g=optional, sha-256

Cont ent - Type: multi part/signed; boundary="as2BouNdarylas2";
pr ot ocol ="appl i cati on/ pkcs7-signature"; m cal g=sha-256

Content - Lengt h: 2464

--as2BouNdarylas?2
Cont ent - Type: application/edi-x12
Content-Di sposition: attachment; fil ename=rfcl767. dat

{ISA ...ED transaction data...|EA ..}

--as2BouNdarylas?2
Cont ent - Type: application/pkcs7-signature

{om tted binary pkcs7 signature data}
--as2BouNdar ylas2- -

MDN for Message in A 1, Above
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HTTP/ 1.1 200 K
AS2- From 0123456780000
AS2- To: "as2 Nane"
AS2-Version: 1.3
Message- |1 D <709700825. 1028122454671. JavaMai | @di Xchange>
Content - Type: nmultipart/signed; m cal g=sha-256;
prot ocol ="appl i cati on/ pkcs7-si gnature";
boundary="----=_Part_57_648441049. 1028122454671"
Connection: C ose
Cont ent - Lengt h: 1980

------ = Part_57_648441049. 1028122454671

& Content-Type: multipart/report;

& report-type=di sposition-notification;

& boundary="----=_Part_56_1672293592. 1028122454656"
&

& ----- = Part_56_1672293592. 1028122454656

&Cont ent - Type: text/plain
&Cont ent - Tr ansf er - Encodi ng: 7bi t

&

&VDN for -

& Message | D <200207310834482A70BF63@ " ~~f oo~~\ ">

& From "as2 Nane"

& To: 0123456780000

& Received on: 2025-07-31 at 09: 34: 14 (EDT)

& Status: processed

& Comment: This is not a guarantee that the nessage has
& been conpletely processed or &understood by the receiving
& translator

&

& ----- = Part_56_1672293592. 1028122454656

&Cont ent - Type: mnessage/ di sposition-notification

&Cont ent - Tr ansf er - Encodi ng: 7bi t

&

&Reporting- UA: AS2 Server

&ri gi nal - Reci pi ent: rfc822; 0123456780000

&Fi nal - Reci pient: rfc822; 0123456780000

&Ori gi nal - Message- | D: <200207310834482A70BF63@ " ~~f oo~~\ ">

&Recei ved-content-M C. 43d9t GY3gNSGuFaut 4PAGvuc+48VgWsUSgXLDPTxsBU=,

&Di sposition: autonatic-action/ MDN-sent-autonmatically; processed
&
& ----- = Part_56_1672293592. 1028122454656- -

—————— = Part_57_648441049. 1028122454671

Cont ent - Type: application/pkcs7-signature; nanme=sm ne. p7s
Cont ent - Transf er - Encodi ng: base64

Content-Di sposition: attachnent; fil enane=sm nme. p7s
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M AGCSqGSI b3DQEHAqCAM ACAQEX Cz AJBgUr DgMCCGgUAM AGCSqGSI b3DQ
cp24hMINbxDKHnl B9j Ti QzLwSwo+/ 90Pc87x+Sc 6 EpFSUYWGAAAAAAAA

—————— = Part_57_648441049. 1028122454671- -

Not es:

2026

1. The lines proceeded with "&" are what the signature is cal cul ated

over.

2. For details on howto prepare the multipart/signed with protocol =

"application/pkcs7-signature", see the "S/M M= Message
Speci fication, PKCS Security Services for MM

3. Note that the textual first body part of the nultipart/report can

be used to include a nore detailed explanation of the error

conditions reported by the disposition headers. The first body
part of the nmultipart/report, when used in this way, allows a

person to better diagnose a problemin detail.

4. As specified by RFC 3462 [RFC3462], returning the origina
of the original nmessage in the third body part of the

or portions

multipart/report is not required. This is an optional body part.
However, it is RECOMVENDED that this body part be omitted or |eft

bl ank.

A. 3. Signed, Encrypted Message Requesting a Signed, Asynchronous
Recei pt
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POST /trading_partner HTTP/ 1.1
Host: 10.240. 1. 2:58101
User - Agent: AS2 Conpany Server
Message- | D <#as2_conpany#01#a4260as2_conpanyout #>
Date: Thu, 19 Dec 2024 15:04:18 GMI
Subj ect: Signed and encrypted nessage with async MDN request
M nme-Version: 1.0
Cont ent - Type: application/pkcs7-m me;
sm me-type=envel oped- data; nane=sm ne. p7m
Cont ent - Tr ansf er - Encodi ng: bi nary
Content-Di sposition: attachnment; fil ename=sm ne.p7m
Reci pi ent - Address: 10. 240. 1. 2//

Di sposition-Notification-To: http://10.240.1.2: 58201/ exchange/ as2_conpany
Di sposition-Notification-Options: signed-receipt-protocol =optional,
pkcs7-si gnature; signed-receipt-mcal g=optional, sha-256
Recei pt-Del i very-QOption: http://10.240. 1. 2: 58201/ exchange/ as2_conpany

AS2- From as2_conpany
AS2- To: "AS2 Test"
AS2-Version: 1.3
Connection: cl ose
Cont ent - Lengt h: 3428

{omtted binary encrypted data}
A. 4. Asynchronous MDN for Message in A 3, Above

POST / HTTP/ 1.1
Host: 10.234.160.12: 80
Connection: close, TE
TE: trailers, deflate, gzip, conpress
User - Agent: AS2 Conpany Server
Date: Thu, 19 Dec 2024 15:05:38 GMI
Message- 1 D <AS2- 20021219 030338@s2_conpany. dgi _t h>
AS2-Version: 1.3
M me-Version: 1.0
Reci pi ent - Address: http://10.240. 1. 2: 58201/ exchange/ as2_conpany
AS2- To: as2_conpany
AS2- From "AS2 Test"
Subj ect: Your Requested NMDN Response
From as2debug@xanpl e. com
Accept - Encodi ng: deflate, gzip, Xx-gzip, conpress, X-conpress
Content - Type: nmulti part/signed; m cal g=sha-256;
prot ocol ="appl i cation/ pkcs7-si gnature";
boundary="----=_Part_337_6452266.1040310218750"
Content - Lengt h: 3103

—————— = Part_337_6452266. 1040310218750
Content-Type: multipart/report;
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report-type=di sposition-notification;
boundary="----=_Part_336_6069110. 1040310218718"

—————— = Part_336_6069110. 1040310218718
Cont ent - Type: text/plain; charset=us-asci
Cont ent - Transf er- Encodi ng: 7bi t

The nmessage <x12.edi > sent to Recipient <AS2 Test> on Thu, 19 Dec

2024 15:04:18 GMI with Subj ect <Signed and encrypted nmessage with async

MDN request > has been received. The EDI |nterchange was successfully

decrypted, and its integrity was verified. In addition, the sender of

the nmessage, Sender <as2_conpany> at Location http://10.240.1.2:58201/ exchange/ as2_
company

was aut henticated as the originator of the nmessage. There is no

guar ant ee, however, that the ED interchange was syntactically

correct, or that it was received by the EDI application/transl| ator

------ = Part_336_6069110. 1040310218718
Cont ent - Type: nessage/ di sposition-notification
Cont ent - Transf er - Encodi ng: 7bi t

Reporting- UA: AS2@est: 8101

Original -Recipient: rfc822; "AS2 Test"

Fi nal - Reci pient: rfc822; "AS2 Test"

Origi nal - Message- | D: <#as2_conpany#01#a4260as2_conpanyout #>

Di sposition: automatic-action/ MDN-sent-automatically; processed
Recei ved- Content-M C. Hes6ny+vl x| YXmvsA+M\pEOTPAc=, shal

------ = Part_336_6069110. 1040310218718- -

------ = Part_337_6452266. 1040310218750

Cont ent - Type: application/pkcs7-signature; name=sm me. p7s
Cont ent - Tr ansf er - Encodi ng: base64

Content-Disposition: attachnent; fil ename=sm ne. p7s

BhbW Ef by XoTAS/ HOzpnEgLgbaBh29y2v82b8bdeGa8pi pBQWAT 53hl cqHGM
4ZBF3CHWSW f 1J1 E+8TwOzdbal 30zeChw88W Rf D7c/ j 1f | ABsxsuj vf 2d9j
UxCUga8BVdVBIkHOGeexyt yt OKvWOXF aEEcgZGUAAAAAAAA=

—————— = Part_337_6452266.1040310218750-
Appendi x B. Legacy Interoperability (Non-Nornative)
Thi s appendi x records clarifications for interoperability with | egacy
AS2 inplementations conformng to [ RFC4130]. These provisions apply
only when a nodern AS2 inplenmentation comruni cates with a partner

that has not migrated to this specification. |n such cases, both
parties are effectively operating under [ RFC4130], not this docunent.
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These notes are provided to reduce ambiguity and ensure consi stent
behavi or across inplementations. They do not alter the algorithm
requirenents specified in Section 7, nor do they extend the use of
deprecated al gorithns.

Exanpl es of | egacy considerations include:

0 *Message Integrity Checks (MGCs):* Inplenmentations may continue to
accept SHA-1 for M C cal cul ati ons when required by | egacy partners.
SHA-1 MUST NOT be generated by confornmant nodern inpl enentations, but
i nbound SHA-1 values may be tolerated to naintain conpatibility.

0 *Encryption Algorithns:* |nplenmentations may accept inbound
messages encrypted with 3DES from | egacy partners. However, 3DES
MUST NOT be generated by conformant inplenentations. AES (128-bit or
stronger) remains the normative requirenent in Section 7.2.

Note: NI ST withdrew the 3DES specification on 1 January 2024, and
di sal |l owed the two-key variant in 2017. Any residual use of 3DES is
for backward conpatibility only and MUST NOT be generated by
conformant inpl enentations.

0 *Multipl e-Reci pient Encryption:* RFC 4130 did not clearly specify
expect ed behavior for nultiple-recipient support. Mdern

i mpl ement ati ons SHOULD support recoverable encryption by including a
copy of the content-encryption key (CEK) for each recipient, and
SHOULD i ncl ude one for the originator when feasible. Legacy
inplementations may omt this; nodern systenms should tolerate it.

0 *Error Handling:* Wen encountering unsupported al gorithns or
mal f or med cryptographic structures in | egacy exchanges,

i mpl ement ati ons SHOULD generate a clear error condition (e.g., an
unsi gned MDN reporting "unsupported-mic-algorithm'). Silent fallback
to weaker algorithms is NOT RECOVMENDED.

o *Profile Selection:* |Inplenmentations nmay provide adm nistrators the
ability to select profiles (e.g., "AS2-1.2 | egacy node" versus
"AS2-2.0 nodern nmode") for specific trading partner agreenents,
ensuring predictable behavior w thout runtine handshakes.

These clarifications are provided for reference and consi stency
across vendors. They are non-normative and are not intended to
redefi ne [ RFC4130] or to weaken the algorithmrequirements of this
specification. see Section 1.2 for discussion of backward
compatibility principles, and Section 7 for normative al gorithm
requirenents.
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Appendi x C. Change Log (Non-Nornative)

Thi s appendi x records the substantive changes nmade during the
revision fromthe original RFC 4130 draft toward the current version

of

C 1.

*

C 2.

C 3.

Petta

t hi s docunent.
Genera
Renoved all references to AS1/ SMIP t hroughout the draft.

I ncl uded descriptions and references for conpressed content, which
was previously supported since AS2 version 1.1

This draft explicitly allows negotiation of newer RFCs while
retaining | egacy support, where necessary.

Updated formatting and cross-references so that all interna
"Section X Y" references are properly linked in HTM. and XM
out put .

Moved | egacy interoperability clarifications to Appendix B to
avoi d confusion with normative text.

Clarified that appendi ces are non-normative unl ess ot herw se
i ndi cat ed.

Changes affecting Section 1.2 - Backward Conpatibility and
Interoperability

Expanded to explicitly state the dual -reference policy:

- Inplementati ons MAY interoperate with S'MME v3.1 (RFC
3851/ 3852).

- Confornmant inplenentations MJUST al so support S/M M v4.0 (RFC
8551).

Added explicit pointer to Appendix B for |egacy interoperability
clarifications.

Clarified that RFC 8551 forns the baseline for new
i mpl ement ati ons.

Changes affecting Section 5.1 - AS2-Version Header

Ret ai ned definitions for AS2-Version 1.0, 1.1, and included the
previously supported version 1. 2.
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Added *AS2- Version: 1.3*:

- Defines nodernization requirenents (SHA-256, AES baseline per
RFC 8551).

- Aligns MDN behavior with RFC 8098.

- Requires support for multiple-recipient encryption
(Section 7.2).

- States weak algorithnms (SHA-1, MD5, 3DES, RC2) MJUST NOT be
generated by conformant 1.3 inplenentations.

- Points to Appendix B for |egacy interoperability when
communi cating with 1.2 or earlier partners.

Added note about future versioning: mnor versions (1.x) renain
backward conpati bl e; major version (2.0+) would indicate non-
backwar d- conpati bl e revi si ons.

Changes affecting Section 5.3.3 — Message-1d and Ori gi nal - Message-
Id

Prohi bit spaces and control characters in newly generated Message-
Id val ues; recomrend renoval (not substitution) when constructing
fromother attributes.

Clarify receiver behavior: inplenmentations are not required to
accept mal fornmed Message-1d val ues; they SHOULD return an MDN with
processed/ error and a human-readabl e expl anati on (per [ RFC8098]).

Keep angl e-bracket gui dance; brackets are required on send and are
not part of the identifier value. Receivers SHOULD NOT reject
solely for mssing brackets.

Update normative reference to [ RFC5322].

Changes affecting Sections 5.4 and 5.5 — Reliability and Restart
Expanded Section 5.4 to clarify that HITP 102 (Processing) MAY be
used under HTTP/ 1.1 for progress indication but MJUST NOT be used
under HTTP/ 2 or 3.

Changed previous requirenment to cl ose connections before retry to

optional behavior; clarified that 102 is deprecated but still
permtted for backward conpatibility.
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Expanded Section 5.5 to reference the AS2 Reliability
([1-D.draft-duker-as2-reliability-16]) and AS2 Restart
([1-D.draft-hardi ng-as2-restart-02]) drafts.

Clarified that inplenentati ons SHOULD support configurable retry
| ogic and MAY inplenent restart for large or interrupted
transfers.

Added explicit normative | anguage about duplicate detection using
Message- | D.

Changes affecting Section 6 — Additional AS2-Specific HTTP Headers

Added new AS2- Product header to identify the sending product and
ver si on.

Def i ned header format as <product-nane>: <maj or. m nor[ . pat ch]>.
Required inclusion for AS2-Version 1.3 or 2.0 and |l ater.

Clarified that the header enables interoperability diagnostics and
i mpl ement ati on-speci fi ¢ workarounds, not capability negotiation.

Explicitly stated that arbitrary or m sl eadi ng product nanes MJST
NOT be used.

Changes affecting Section 7 - Al gorithm Requiremnments

I ntroduced a new dedi cated section consolidating algorithm
requirenents.

*Hash Al gorithns*:
- MJST support SHA-256.
- SHOULD support SHA-384 or stronger.

- SHA-1 and MD5 deprecated; MJST NOT be generated by conformant
i mpl ement ati ons.

*Encryption Al gorithns*:
- MJST support AES-128-CBC, SHOULD support AES-256- CBC.
- RECOMMVENDED t o support AES-GCM and AES- CCM nodes.

- 3DES and RC2 deprecated; MJST NOT be generat ed.
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- SHOULD support rmultiple-recipient encryption (per RFC 8551
§3.3).

Added explicit cross-references to Appendi x B for |egacy
interoperability.

Changes affecting Section 8 - MDN Processing

Updated to align MDN behavior with RFC 8098 (supersedi ng RFC
3798).

Clarified semantics for signed-receipt-nicalg:
- Alownultiple algorithnms in header for backward conpatibility.

- Confornmance requires selecting one algorithmin Received-
content-MC.

- SHA-256 set as the default nminimum SHA-1 only permitted for
| egacy use.

Rel axed constraints on the content of the Disposition-
notification-to header

Definitions have been included for additional supported error
di spositions. 0

Clarified required MDN fiel ds:
- Final -Recipient — MJST al ways be present.

- Oiginal -Message-1D — REQU RED and nust match the origina
message exactly.

- Message-IDin the MDN — optional

- Disposition-Notification-To — MAY use any format (email, URL
host name); receiving systens MJST ignore syntax issues per RFC
4130.

Updat ed asynchronous NMDN handling to refl ect practica
i npl ementation realities:

-  HTTP 200-1evel responses SHOULD be sent imediately after

receiving the last byte, before full decryption or validation,
to mnimze timeout risk
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- Persistent (keep-alive) connections MAY be used; closing is
optional and inpl ementation-dependent.

- Receipt of a 200-1evel response only acknow edges recei pt, not
successful processing.

Enphasi zed that asynchronous MDNs are sent as independent HITP
messages per Section 7.3, and clarified that connection handling
shoul d not be nmandated at the application |ayer

Added st andardi zed di sposition-nodifier extensions to inprove
error reporting.

New reconmended nodifiers

- error: deconpression-failed

- error/duplicate-fil enane

- error/illegal -fil ename

- error: insufficient-nmessage-security
- error/invalid-nmessage-id

- error/unknown-tradi ng-rel ati onship

Clarified that inplenentations returning these nodifiers MJST
i nclude a hunman-readabl e explanation in the MDN Expl anation field.

Changes affecting Section 9 — Public Key Certificate Handling

Revi sed t he openi ng paragraph to reference the optional *AS2 CGET*
met hod, in addition to nanual partner onboardi ng.

Expanded the section to clarify separate roles and lifecycle
managenment for *TLS certificates* (transport security) and *AS2
certificates* (message signing and encryption).

Stated that TLS and AS2 certificates *SHOULD NOT* be reused or
shared to prevent cross-inpact if one certificate is conpronised

Required a *m ni num RSA key |l ength of 2048 bits* (or equival ent
elliptic-curve strength such as P-256).

Clarified that:
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- *TLS certificates* SHOULD be CA-signed in production; self-
signed certificates MAY be used in test environments or by
partner agreement, provided they include a *Subject Alternative
Nanme (SAN)* extension with hostnane and/or | P address.

- *AS2 certificates* MAY be CA-issued or self-signed per partner
pol i cy.
* Added guidance that *AS2 certificate lifetimes* need not mrror
the short renewal cycles of TLS certificates; renewal policies
SHOULD be i ndependent.

* Recommended *CEMF for autonated certificate exchange between
partners to reduce manual errors and downti ne.

* I ntroduced optional support for *AS2 GET* to retrieve partner
certificates, provided retrieval is authenticated (for exanple,
Basi ¢ Auth or nmutual TLS) and integrity-protected.

* Added operational recomendati ons:

- Mintain separate TLS / AS2 certificates

- Include SAN extensions in all self-signed certificates.
- Support configurable expiry-notification mechani sms.

- Avoid reusing TLS certificates for AS2 nessage security.

C. 10. Changes affecting Section 10 - Security Considerations

* Provided gui dance for the usgae of HITPS and the m ni mum and
recomrended usage of TLS versions.

* Expanded di scussion of algorithmlifecycle:

- SHA-1 and MD5 deprecated; 3DES formally w thdrawn by N ST
(2024).

- I nplenmentati ons MJUST NOT generate deprecated al gorithns.
- Magration gui dance provided for interoperability.

* Added explicit references back to Section 7 (Al gorithm
Requi renments) and Appendi x B (Legacy Interoperability).
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C. 11. Changes affecting Section 11 - | ANA Consi derations

* (Carified that | ANA nust update existing MDN registries to
reference this specification (replacing RFC 4130).

* Added direct links to | ANA registry pages for clarity.
C. 12. Appendi ces
*  *Appendi x A*: Updated Message Exanples with newer al gorithns.

*  *Appendi x B*: Legacy Interoperability (non-normative
clarifications):

- Captures behavior when interoperating with RFC 4130 systens.

- Explicit note: 3DES withdrawn by NI ST in 2024; MAY only be
accepted for backward conpatibility, MJST NOT be generat ed.

* *Appendi x C*: This Change Log.
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