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Abst r act
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1. Introduction

| Mathematics is nature’s way of letting you know how sl oppy your
| witing is.

I

| -- Leslie Lanport

A Conputerate Specification [ConputerateSpecification] is a mx of a
formal and an informal specification, where parts of the informal
specification are generated fromthe fornmal part. The forma
specification is then erased when generating an Internet-Draft for
the 1 ETF or a Confluence page for enterprises.

SPKI Synbolic Expressions [ SPKI-SExpr] is a specification for
synbolic expressions ("s-expr") that is the result of editing a
specification originally witten back in 1996 by Ronald Rivest. This
is done for the purpose of publishing it as an RFC and thus getting a
stabl e reference.

Thi s docunent shows and explains the fornmal specification as if that
editing was done as a conputerate specification. It is not an

anal ysis and formalization of [SPKI-SExpr], but rather the
justification for sone of its nodifications.

Thi s docunent uses the programm ng | anguage [ldris2] as a fornal

met hod to build a formal nodel for s-expr that is sound and conpl ete,
and to build and verify proofs of that nodel. As a result the whole
text of this docunent is interspersed with Idris2 code (sonething
called literate progranm ng), which can be extracted and verified as
expl ai ned i n Appendi x A.

Because the original docunment is no |onger available on-line, the

rel evant parts are quoted instead of being referenced, using the
recommendations in [ RFC8792] to wrap long lines.
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2

Ter mi nol ogy

The foll owi ng term nol ogy defines some mathematical terns that are
not used often at the IETF. These terns nay have different
definitions outside of this docunent, but only the definitions |isted
here are relevant in the context of this document:

Conpl et eness: describes a formal systemthat accepts all valid
strings

Curry-Howard | sonorphism a relation that expresses the fact that
comput er prograns and mat hematical proofs are the same thing

Formal Language: a |anguage that have explicit syntax and semantics

Formal Method: the conbination of a formal | anguage and a
verification system

Formal Mbdel: a representation of a systemusing a formal |anguage

Formal Specification: the specification of a systemusing forma
nmet hods

I somorphism the property that two or nore structures are carrying
the exact same information

Normal i zation: the sinplification of a proof which, in a program
corresponds to code reduction (also known as code execution)

Proof: the concrete evidence for a proposition which, in a program
corresponds to code that type-checks for the type that corresponds
to that proposition

Proposition: a mathematical statenent in constructive |ogic which,
in a program corresponds to a type

Soundness: describes a formal systemthat rejects all invalid
strings

Totality: the property of a function that always returns a value in
finite time for any possible input

Anal ysi s and Formalization of draft-rivest-sexp-00.txt

Thi s whol e section is about the original docunent nade available in
1997.
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The first subsection of each of the followi ng sections is an analysis
of the original docunment for anbiguities and contradictions, together
with the resolution of these ambiguities and contradictions.

The second subsection shows and explains the fornal nodel of what is
di scussed in the first subsection

Formal i zati on only guarantees that an instance of the nodel has
exactly the sane bugs that its nodel, so there is a need for a
validation of that nodel. The third subsection shows proofs of
correctness for each exanple in the original docunent.

First we need to inport a nodule fromthe Idris2 standard |library:
nmodul e For mal Sexpr
import Data.Bits
We want Idris2 to fail to type-check the code if totality cannot be
verified for any of the functions, which is done which the foll ow ng
pragna:
%lefault total

Note that this pragma actually nakes ldris2 non-Turing conplete for
the code in that docunent.

Qur type is indexed over a list of octets, which nakes it a dependent
type. Per the Curry-Howard isonorphism this type acts as a
proposition that can be read in plain English as "there exists a |ist
of octets that is a valid s-expr".

ldris’s Bits8 is what the | ETF calls an octet, so a List Bits8 is a
list of octets.

Note that we do not use characters at all in this formalization, as
s-expr are not defined for characters but for octets, but is it
possible to convert a list of octets into an equival ent characters
string in the Idris REPL:

Mai n> pack $ map (chr . cast) [51, 58, 97, 98, 99]
"3: abc”

Al ternatively the show function can be used directly on a list of
octets after |oading the code in the REPL:

Show (List Bits8) where
show = pack . map (chr . cast)

Petit-Huguenin Expi res 5 Novenber 2025 [ Page 5]



I nternet-Draft Formal SPKI S-Expr May 2025

Qur indexed types are actually famlies of types, one for each
possi bl e value of the index of type List Bits8. Because there is an
infinite nunber of val ues possible for the index, that actually
defines an infinite nunber of types, one for each possible |ist of
octets, each either a valid s-expr or not.

Only the types in that fanily that are indexed over a list of octets
that is a valid s-expr can have an instance that type-checks. Per
the Curry-Howard i sonmorphim that instance is considered a proof of
the correspondi ng proposition. Conversely the inpossibility of
finding an instance of a specific type is a proof that the index is
not a valid s-expr

We need a way to extract the underlying octet-string for each

representation that we are going to define. This is done by
decl aring an ad-hoc pol ynorphic function in an interface:

interface CctetString ty where
octetString : ty -> List Bits8

3.1. Verbatim Representation
3.1.1. Analysis
Section 4.1 of the original s-expr docunent states:
NOTE: "\\’ |ine wapping per RFC 8792
A verbatimencoding of an octet string consists of four parts:
-- the length (nunber of octets) of the octet-string,

given in decimal nost significant digit first, with
no | eadi ng zeros.

-- a colon
-- the octet string itself, verbatim

There are no bl anks or whitespace separating the parts. No \
\ "escape

sequences" are interpreted in the octet string. This \
\encoding is also

called a "binary" or "raw' encodi ng.

There is a slight confusion here between an octet-string and its

representation as verbatim which is understandable in this context
because they | ook exactly the sane.
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There is no possible BNF that is sound for the verbatim
representation.

3.1.2. Formmlization

We need first to reinplement the Idris2 function that is used to
convert a nunber into an equivalent list of octets using the ASC I
encodi ng, as we generally cannot use functions that uses primtives
in types because they do not reduce:

basel0 : Nat -> List Bits8
basel0 0 = [48]
basel0 x = base’ [] x where
base’ : List Bits8 -> Nat -> List Bits8
base’ xs 0 = xs
base’ xs n =
let (d, mM = divnodNatNZ n 10 ItlsSucc
m = cast (m+ 0x30)
in assert_total $ base’ (m :: xs) d

Then the Verbatimtype is defined for the verbati mrepresentation of
an octet-string:

data Verbatim: List Bits8 -> Type where
MVerbatim: (xs : List Bits8) ->
Verbatim (baselO0 (length xs) ++ [58] ++ xs)
Then we define the octetString function for the Verbati mtype:

CctetString (Verbatim ) where
octetString (MVerbatimxs) = xs

3.1.3. Validation

Idris2 is expressive enough to allow enbedding unit tests in the sane
source and run themas part of the type-checking.

Here we prove that all the exanples in section 4.1 of the origina
docunent are valid instances of the Verbatimtype:

Here are some sanpl e verbati m encodi ngs:

3: abc
7: subj ect

12: hell o worl d!

10: abcdef ghi |
0:
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3: abc

testVerbatiml :

testVerbatiml =

7: subj ect

test Verbatin? :
116]

testVerbatink =

test VerbatinB :

testVerbatinB =

12: hell o worl d!

testVerbatimd :
32, 119, 111,

testVerbatimg =

Formal SPKI S-Expr May 2025

Verbatim[51, 58, 97, 98, 99]
MkVer batim[97, 98, 99]

Verbatim[55, 58, 115, 117, 98, 106, 101, 99,

McVer batim[115, 117, 98, 106, 101, 99, 116]

Verbatim [52, 58, 58, 58, 58, 58]
MkVer batim[58, 58, 58, 58]

Verbatim[49, 50, 58,
114, 108, 100, 33]
MkVer batim[104, 101,

104, 101, 108, 108, 111,

108, 108, 111, 32, 119,

111, 114, 108, 100, 33]

10: abcdef ghi j

test Verbatinb :

Verbatim[49, 48, 58, 97, 98, 99, 100, 101,

102, 103, 104, 105, 106]

testVerbatinb =
104, 105, 106]

0:

test Verbatinb :

testVerbatint =

MVerbatim([97, 98, 99, 100, 101, 102, 103,

Verbatim[48, 58]
MkVer batim []

Quoted-String Representation

Anal ysi s

Section 4.2 of the original

Petit-Huguenin

s-expr docunent states:
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NOTE: "\\' line wapping per RFC 8792
The quoted-string representation of an octet-string consists of:
-- an optional decimal length field
-- an initial double-quote (")
-- the octet string with "C' escape conventions (\n,etc)
-- a final double-quote (")
The specified length is the Iength of the resulting string after \
;gggpe sequences have been handl ed. The string does not have any
"term nating NULL" that C includes, and the |length does not \

\ count such
a character.

The I ength is optional

There is no possible BNF that is sound for the quoted-string
representation when preceded with the | ength.

Section 4.2 continues wth:
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NOTE: "\\' line wapping per RFC 8792

The escape conventions within the quoted string are as follows \
\(these follow

the "C' progranm ng | anguage conventions, with an extension for
ignoring line termnators of just LF or CRLF):

\b -- backspace

\ 't -- horizontal tab

\v -- vertical tab

\n -- newline

\ f -- formfeed

\r -- carriage-return

\ " -- doubl e-quot e

\’ -- single-quote

\\ -- back-sl ash

\ 000 -- character with octal value ooo (all \

\three digits
must be present)

\ xhh -- character with hexadeci mal value hh (\

\both digits
must be present)

\<carriage-return> -- causes carriage-return to be \
\'i gnor ed.

\<line-feed> -- causes linefeed to be ignored

\ <carriage-return><line-feed> -- causes CRLF to be \
\'i gnor ed.

\<line-feed><carriage-return> -- causes LFCR to be \
\'i gnor ed.

Here the first sentence does not match the list of line term nators
belowit. W assune that there are four line term nators, not two.

In C the escape sequence '\0’ is defined for character, but not for
strings as a 0 value can never appear in a Cstring. But that is not
true of a quoted-string and it would even be useful to have a shorter
encodi ng than "\x00". W assune that is was not an oversight, and do
not add "\ 0" as escape sequence.

3.2.2. Formal i zati on

There is between four and seven different ways to represent an octet
in a quoted-string: ASCI|, escaped, octal, and hexadecinmal, with that
| ast one taking up to 4 different different representations depending
on the conbi nati on of uppercase and | owercase synbol s.

We first define a function for each of the different type of

encodi ngs that returns either a non-enpty list of octets if the octet
is representable in that encoding, or an enpty list if it is not:

Petit-Huguenin Expi res 5 Novenber 2025 [ Page 10]
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* The octets of value 32, 33, 35-91, and 93-126 can be represented
as the equivalent ASCI| character:

ascii : Bits8 -> List Bits8
ascii m=
if m< 32 then enpty
else if m== 34 then enpty
else if m== 92 then enpty
else if m> 126 then enpty

el se [n
* The octets of value 7, 8, 9, 10, 11, 12, 13, 34, 39, and 92 can be
represented respectively as the ASCII sequences "\a", "\b", "\t",
Y B N VA W A W A U - 14 o B T W
escaped : Bits8 -> List Bits8
escaped 7 = [92, 97]
escaped 8 = [92, 98]
escaped 9 = [92, 116]
escaped 10 = [92, 110]
escaped 11 = [92, 118]
escaped 12 = [92, 102]
escaped 13 = [92, 114]
escaped 34 = [92, 34]
escaped 39 = [92, 39]
escaped 92 = [92, 92]
escaped _ = enpty

* Al octets can be represented as the "\" ASCI| character followed
by the octal encoding of that octet in ASClI

octal : Bits8 -> List Bits8

octal x =
let m=x ‘shiftR 6
n=(x ‘shiftR 3) .& 7
0=X .& 7
in[92, m+ 48, n + 48, 0 + 48]

* Al octets can be represented as the "\x" ASCI| sequence foll owed
by the hexadeci nal encoding of that octet. Because al phabetic
hexadeci mal synbols can be encoded as | owercase or uppercase
synbols, we get two different encodings for each half of an octet:

hal fl : Bits8 -> Bits8
halfl x = if x < 10 then x + 48 else x + 87

hal fu : Bits8 -> Bits8
halfu x =if x < 10 then x + 48 else x + 55

Petit-Huguenin Expi res 5 Novenber 2025 [ Page 11]



Internet-Draft

Whi ch then gives us four different hexadeci mal

For mal

octet:

hexl | Bits8 -> List Bits8
hexl'l x = 1[92, 120, halfl (x
hexlu : Bits8 -> List Bits8
hexlu x = 1[92, 120, halfl (x
hexul Bits8 -> List Bits8
hexul x = 1[92, 120, halfu (x
hexuu : Bits8 -> List Bits8
hexuu x = [92, 120, halfu (x

SPKI

S- Expr

shiftR 4),

shiftR 4),

shiftR 4),

shiftR 4),

hal f |

hal fu (x .

hal f |

hal fu (x

(x .

(x .

. &

May 2025

encodi ngs for an

15)]

15)]

15)]

15)]

We then define a Quoted type indexed over the quoted-string
representation of a single octet,

possi bl e type of

usi ng one constructor for each

representation for an octet.

A bool ean expression is used to restrict the possible values of the

octet when encoded as

an ASCl |

or escaped val ue,

correspondi ng constructors to be instanti ated.

We al so have four additiona

constructors for

breaks. These are purely cosnmetic and do not
data Quoted : List Bits8 -> Type where
Ascii :
(x : Bits8) -> (prf (x >= 32 && x <=
X [=92) === True) ->
Quoted (ascii x)
Escaped : (x : Bits8) ->
(prf (x >= 7 & & x <= 13
|| x ==34 || x == 39 || x == 92) ===
Quot ed (escaped X)
HexLL : (x : Bits8) -> Quoted (hexl| x)
HexUL : (x : Bits8) -> Quoted (hexul x)
HexLU : (x : Bits8) -> Quoted (hexlu x)
HexUWU : (x : Bits8) -> Quoted (hexuu x)
Cctal : (x : Bits8) -> Quoted (octal x)
Cr Quoted [92, 13]
Lf Quoted [92, 10]
Cr Lf Quoted [92, 13, 10]
LfCr Quoted [92, 10, 13]

the four types of

preventing the

l'i ne

encode an octet.

127 && x /= 34 &&

True)

->

We can then use that type to build a type indexed over a conplete

quot ed-stri ng.

Here we use an | dris2 namespace so we can use the

syntactic sugar for a list nultiple times in the same source:

Petit-Huguenin
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nanespace QuotedString
public export
data QuotedList : List Bits8 -> Type where
Ni | : QuotedList []
(::) : Quoted xs -> QuotedList ys ->
Quot edLi st (xs ++ ys)

We can then define the octetString function for the QuotedList type:

CctetString (QuotedList ) where
octetString [] =[]
octetString (Ascii X 1y)
octet String (Escaped
octet String (HexLL x
octet String (HexUL x
octetString (HexLU x ::

octetString (HexUU x :: vy)

e
y
y

X :: octetString y
=X :: octetString y
:: octetString y
octetString y
octetString y
octetString y

y . octetString vy
octetString y
octetString y
octetString y
octetString y

<
~ .
I I I e T ]|
X X X X1

x

octetString (Cctal
octetString (Cr ::
octetString (Lf ::
octetString (CrLf :: vy)
octetString (LfCr :: vy)

The type for a quoted-string:
data QuotedString : List Bits8 -> Type where
McQuot edString : QuotedList xs ->
QuotedString (34 :: xs ++ [34])
And the function to retrieve its octet-string:

CctetString (QuotedString _) where
octetString (McQuotedString q) = octetString q

We then define an alternative type for the quoted-string
representation that is preceded by the length of its octet-string:

data QuotedStringLength : List Bits8 -> Type where
MkQuot edStri ngLength : (q : QuotedList xs) ->
Quot edStringLength (basel0 (length (octetString q)) ++
[34] ++ xs ++ [34])
And the function to retrieve its octet-string:

CctetString (QuotedStringLength ) where
octetString (MQuotedStringLength q) = octetString ¢

Petit-Huguenin Expi res 5 Novenber 2025 [ Page 13]
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Val i dati on

Here we prove that all the exanples in section 4.2 of the original

docunent are valid instances of the QuotedString or
Quot edStri ngLength types:

Here are sone exanpl es of quoted-string encodi ngs:

"subj ect”

"hi there"

7"subj ect”

3"\ n\n\n"

"This has\n two lines."
"Thi s has\

one."

*  "subject"

test QuotedStringl : QuotedString [34, 115, 117, 98, 106, 101,

99, 116, 34]

test QuotedStringl = McQuotedString [Ascii 115 Refl,
Ascii 117 Refl, Ascii 98 Refl, Ascii 106 Refl,
Ascii 101 Refl, Ascii 99 Refl, Ascii 116 Refl]

* "hi there"

test QuotedString2 : QuotedString [34, 104, 105, 32, 116, 104,

101, 114, 101, 34]

test QuotedString2 = McQuotedString [Ascii 104 Refl,
Ascii 105 Refl, Ascii 32 Refl, Ascii 116 Refl,
Ascii 104 Refl, Ascii 101 Refl, Ascii 114 Refl,
Ascii 101 Refl]

*  7"subject"

test QuotedString3 : QuotedStringLength [55, 34, 115, 117,
106, 101, 99, 116, 34]

test QuotedString3 = McQuot edStringLength [Ascii 115 Refl,
Ascii 117 Refl, Ascii 98 Refl, Ascii 106 Refl,
Ascii 101 Refl, Ascii 99 Refl, Ascii 116 Refl]

*  3"\n\n\n"

98,

test QuotedString4 : QuotedStringLength [51, 34, 92, 110, 92,

110, 92, 110, 34]
test QuotedString4 = McQuot edStringLength [Escaped 10 Refl,
Escaped 10 Refl, Escaped 10 Refl]
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3. 3.
3. 3.
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"This has\n two |ines."

test QuotedString5 : QuotedString [34, 84, 104, 105, 115, 32,
104, 97, 115, 92, 110, 32, 116, 119, 111, 32, 108, 105,
110, 101, 115, 46, 34]
test QuotedString5 = McQuotedString [Ascii 84 Refl,
Ascii 104 Refl, Ascii 105 Refl, Ascii 115 Refl,
Ascii 32 Refl, Ascii 104 Refl, Ascii 97 Refl, Ascii 115 Refl,
Escaped 10 Refl, Ascii 32 Refl, Ascii 116 Refl,
Ascii 119 Refl, Ascii 111 Refl, Ascii 32 Refl,
Ascii 108 Refl, Ascii 105 Refl, Ascii 110 Refl,
Ascii 101 Refl, Ascii 115 Refl, Ascii 46 Refl]

"This has\ one." (actually on two |ines)

test QuotedString6 : QuotedString [34, 84, 104, 105, 115, 32,
104, 97, 115, 92, 10, 111, 110, 101, 46, 34]
test QuotedString6 = McQuotedString [Ascii 84 Refl,
Ascii 104 Refl, Ascii 105 Refl, Ascii 115 Refl,
Ascii 32 Refl, Ascii 104 Refl, Ascii 97 Refl,
Ascii 115 Refl, Lf, Ascii 111 Refl, Ascii 110 Refl,
Ascii 101 Refl, Ascii 46 Refl]

test QuotedString7 : QuotedString [34, 34]
test QuotedString7 = McQuotedString []

Token Representation

Anal ysi s

Section 4.3 of the original s-expr docunent states:
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NOTE: "\\' line wapping per RFC 8792
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An octet string that neets the followi ng conditions may be given

directly as a "token".
-- it does not begin with a digit
-- it contains only characters that are

-- al phabetic (upper or |ower case),
-- nuneric, or

-- one of the eight "pseudo-al phabetic"

\ punctuati on marKks:
- / Do+ =

(Note: upper and | ower case are not equi val ent .

\

)

(Note: A token may begin with punctuation, including ":").

3.3.2. Formalization

At the difference of all the other encodings, a token el ement can
represent only a subset of all possible octets so we first define a

type that constrains any octets but the first in a token

data TokenChar : Bits8 -> Type where
McTokenChar : (x : Bits8) ->

(prf : (x >= 65 && x <= 90 || x >= 97 && x <= 122 ||

X >= 48 && X <= 57 || x == 45 || x == 46 || x ==
X == 95 || x == 58 || x == 42 || x == 43 || x ==
=== True) ->

TokenChar x

Then we define a type for a list of these:

nanespace Token
public export
data TokenCharList : List Bits8 -> Type where
Ni | : TokenCharlList []
(::) : TokenChar x -> TokenCharlList xs ->
TokenCharList (x :: XS)

47 ||
61)

Then a type that represents a conplete token as a constrained first

octet followed by a Iist of constrained octets:

data Token : List Bits8 -> Type where
MkToken : (x : Bits8) ->

(prf : (x >= 65 && x <= 90 || x >= 97 && x <= 122 |

X == 45 || x == 46 || x == 95 || x == 58 || x ==
X == 47 || x == 43 || x == 61) === True) ->
TokenChar Li st xs -> Token (x :: Xs)
Petit-Huguenin Expi res 5 Novenber 2025
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We can then define the octetString function for the Token type:

Cctet String (Token _) where
octetString (McToken x _ xs) = x :: octetString xs where

octetString’ : TokenCharList _ -> List Bits8
octetString’ [] =[]
octetString’ (MTokenChar x _ :: Xxs) = x :: octetString’ xs

3.3.3. Validation

Here we prove that all the exanples in section 4.3 of the original
docunment are valid instances of the Token type:

Here are some exanpl es of token representations:

subj ect
not - before
cl ass-of -1997

// mcrosoft.com nanes/snith
*

*  subj ect

test Tokenl : Token [115, 117, 98, 106, 101, 99, 116]

test Tokenl = MToken 115 Refl [MTokenChar 117 Refl,
McTokenChar 98 Refl, MTokenChar 106 Refl,
McTokenChar 101 Refl, MTokenChar 99 Refl,
MkTokenChar 116 Refl]

*  not-before

test Token2 : Token [110, 111, 116, 45, 98, 101, 102, 111, 114,
101]

test Token2 = MkToken 110 Refl [MTokenChar 111 Refl,
MkTokenChar 116 Refl, MTokenChar 45 Refl,
MkTokenChar 98 Refl, MTokenChar 101 Refl,
McTokenChar 102 Refl, MTokenChar 111 Refl,
MkTokenChar 114 Refl, MTokenChar 101 Refl]

* ¢l ass-of-1997

Petit-Huguenin Expi res 5 Novenber 2025 [ Page 17]
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t est Token3 :
49, 57, 57,

t est Token3 =
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar

For mal

SPKI S

* [/mcrosoft.conf nanes/snith

t est Token4 :

Expr May 2025

Token [99, 108, 97, 115, 115, 45, 111, 102, 45,

55]

MkToken 99 Refl [MTokenChar 108 Refl,
97 Refl, MTokenChar 115 Refl,

115 Refl, MTokenChar 45 Refl,

111 Refl, MTokenChar 102 Refl,

45 Refl, MkTokenChar 49 Refl,

57 Refl, MTokenChar 57 Refl,

55 Refl]

Token [47, 47, 109, 105, 99, 114, 111, 115, 111

102, 116, 46, 99, 111, 109, 47, 110, 97, 109, 101, 115, 47,
115, 109, 105, 116, 104]

t est Token4 =
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar

t est Token5 :
t est Token5 =
3.4. Hexadeci nal

3.4.1. Analysis

Section 4.4 of the origina

Petit-Huguenin

109

McToken 47 Refl

Ref |,

99 Refl,

111
111
116

Refl,
Ref |,
Ref |,

99 Refl,

109
110
109
115
115
105
104

Ref |,
Refl,
Refl,
Ref |,
Ref |,
Refl,
Ref | ]

Token [42]
McToken 42 Refl

Expi res 5 Novenber 2025

McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar

[]

Repr esent ati on

[ MkTokenChar 47 Refl,

105 Refl,
114 Refl,
115 Refl,
102 Refl,
46 Refl,
111 Refl,
47 Refl,
97 Refl,
101 Refl,
47 Refl,
109 Refl,
116 Refl,

s-expr docunent states:
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NOTE: "\\' line wapping per RFC 8792

An octet-string may be represented with a hexadeci mal encodi ng \
\ consi sting of:

-- an (optional) decimal length of the octet string
-- a sharp-sign "#"

-- a hexadeci mal encoding of the octet string, with each \
\ oct et
represented with two hexadecinmal digits, nost \
\'significant
digit first.

-- a sharp-sign "#"

There may be whitespace inserted in the mdst of the hexadeci nal
encoding arbitrarily; it is ignored. It is an error to have
characters other than whitespace and hexadeci mal digits.

There is no possible BNF that is sound for the hexadeci nal
representation when preceded with the | ength.

"hexadeci mal encoding” is understood as allow ng either case for each
hexadeci mal half of the encoding for a single octet.

3.4.2. Formalization

The hexadeci mal representati on encodes each octet of an octet-string
as two octets in ASCII, each followed by zero or nore white spaces

First we built a type for a white space

data Wiitespace : Bits8 -> Type where
MkWhi t espace @ (x : Bits8) ->
(prf @ (x == 32 || x == 9 [|] x == 11 |
X == 12 || x == 13 || x == 10) === True) ->
Wi t espace x

And then a type for a list of white spaces:

nanespace Wit espace
public export
data Wi tespacelList : List Bits8 -> Type where
Ni |l : WitespaceList []
(::) : Witespace x -> WitespaceList xs ->
Whi t espacelList (x :: XS)
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Note that white spaces are purely cosnetic, so they do not encode
octets in an octet-string. That nmeans that there no octetString
function for these.

Wth that we can build the hexadeci mal representation of an octet.
We have four constructors, each corresponding to one of the four
possi bl e variants for an hexadeci mal encodi ng:

data Hex : List Bits8 -> Type where
HexLL’ : (x : Bits8) -> WitespaceList xs ->
Wi t espaceli st ys ->
Hex ([halfl (x ‘shiftR 4)] ++ xs ++ [halfl (x .& 15)] ++
ys)
HexLU : (x : Bits8) -> \Witespacelist xs ->
VWi t espacelLi st ys ->
Hex ([hal fl (x ‘shiftR 4)] ++ xs ++ [halfu (x .& 15)] ++
ys)
HexUL' : (x : Bits8) -> WitespaceList xs ->
Wi t espacelist ys ->
Hex ([halfu (x ‘shiftR 4)] ++ xs ++ [halfl (x .& 15)] ++
ys)
HexUU : (x : Bits8) -> \WitespacelList xs ->
Wi t espaceli st ys ->
Hex ([halfu (x ‘shiftR 4)] ++ xs ++ [halfu (x .& 15)] ++
ys)

Then we can build a type for the hexadeci mal representation of an
octet-string:

nanespace Hexadeci nal
public export
data HexList : List Bits8 -> Type where
Nil : HexList []
(::) : Hex xs -> HexList ys -> HexList (xs ++ ys)

And a function octetString for that type:

Cctet String (HexList ) where
octetString [] =[]

octetString (HexLL x _ _ XS) = X :: octetString xs
octetString (HexLU x _ _ XS) = X :: octetString xs
octetString (HexUL x _ XS) = X :: octetString xs
octetString (HexUU x _ _ XS) = x :: octetString xs

Wth that we can build an Hexadeci mal type
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data Hexadecimal : List Bits8 -> Type where
MkHexadeci mal : WhitespaceLi st xs -> HexList ys ->
Hexadecimal (35 :: xs ++ ys ++ [35])

And its octetString function

Cctet String (Hexadecimal _) where
octet String (MHexadecimal _ y) = octetString y

We then define an alternative type for the hexadeci nal representation
that is preceded by the length of its octet-string:

dat a Hexadeci mal Length : List Bits8 -> Type where
McHexadeci mal Length : Whi t espaceli st xs ->
(h : HexList ys) ->
Hexadeci mal Lengt h (basel0 (length (octetString h)) ++
[35] ++ xs ++ ys ++ [35])
And the function to retrieve its octet-string:

Cctet String (Hexadeci mal Length _) where
octet String (MHexadeci mal Length _ h) = octetString h

3.4.3. Validation

Here we prove that all the exanples in section 4.4 of the origina
docunent are valid instances of the Hexadeci mal type:

Here are sonme exanpl es of hexadeci nal encodi ngs:

#616263# -- represents "abc"
3#616263# -- also represents "abc"
# 616

263 # -- also represents "abc"

*  #616263#

t est Hexadeci mal 1 : Hexadeci mal [35, 54, 49, 54, 50, 54, 51, 35]
t est Hexadeci mal 1 McHexadeci mal [] [HexLL 97 [] [].
HexLL' 98 [] [], HexLL 99 [] []]

*  3#616263#

t est Hexadeci mal 2 : Hexadeci mal Length [51, 35, 54, 49, 54, 50,
54, 51, 35]

t est Hexadeci mal 2 MkHexadeci mal Length [] [HexLL 97 [] [],
HexLL 98 [] [], HexLL 99 [] []]
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* # 616 263 #

t est Hexadeci mal 3 : Hexadeci mal [35, 32, 54, 49, 54, 10, 32, 32,
50, 54, 51, 32, 35]
t est Hexadeci mal 3 = MkHexadeci mal [ MkWhi tespace 32 Refl] [
HexLL™ 97 [] [].
HexLL' 98 [ MkWhitespace 10 Refl, MWitespace 32 Refl
MkWhi t espace 32 Refl] [],
HexLL' 99 [] [ MkWhitespace 32 Refl]]

3.5. Base 64 Representation
3.5.1. Analysis
Section 4.5 of the original s-expr docunent states:
NOTE: "\\’' line wrapping per RFC 8792

An octet-string nay be represented in a base-64 coding \
\ consi sting of:

-- an (optional) decimal length of the octet string
-- a vertical bar "|"

-- the rfc 1521 base-64 encoding of the octet string.
-- a final vertical bar "|"

The base-64 encodi ng uses only the characters
A-Z a-z 0-9 + /| =
It produces four characters of output for each three octets of \
\'i nput .
If the input has one or two |left-over octets of input, it \
\ produces an
out put bl ock of length four ending in two or one equals signs, \
\respectively.
Qut put routines conpliant with this standard MJST out put the \
\ equal s signs
as specified. Input routines MAY accept inputs where the equals \
\'signs are
dr opped.

There may be whitespace inserted in the mdst of the base-64 \

\ encodi ng

arbitrarily; it is ignored. It is an error to have characters \
\ ot her

than whitespace and base-64 characters.
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There is no possible BNF that is sound for the base 64 representation
when preceded with the | ength.

The fragment "...where the equals signs are dropped" is anbi guous as
it does not state if it is one or two equals signs that can be
dropped, or all equals signs. Here we encode types to support the
fornmer interpretation.

3.5.2. Formal i zati on

First we need a function that will return a base 64 octet fromthe
six |lower bits of an octet:

b64 : Bits8 -> Bits8

b64 x = if x < 26 then x + 65
else if x <52 then x + 71
else if x <62 then x - 4
else if x == 62 then 43
else if x == 63 then 47
el se 0x3D

Next we need four functions that return respectively the first,
second, third, and fourth ASCI| octet for a group of three octets
fromthe octet-string

b641 : Bits8 -> List BitsS8
b641 x1 = [b64 (x1 ‘shiftR 2)]

b642 : Bits8 -> Bits8 -> List Bits8
b642 x1 x2 = [b64 (((x1 .& O0bll) ‘shiftL' 4) .|
(x2 ‘shiftR 4))]

b643 : Bits8 -> Bits8 -> List Bits8
b643 x2 x3 = [b64 (((x2 .& O0bl111l) ‘shiftL" 2) .].
(x3 ‘shiftR 6))]

b644 : Bits8 -> List Bits8
b644 x3 = [b64 (X3 .& O0b111111)]

Qur first type for the base 64 representation is for a group of three
octets fromthe octet-string:
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data Base64Full : List Bits8 -> Type where
MkBase64Ful | : (x1 : Bits8) -> (x2 : Bits8) ->
(x3 : Bits8) ->
Wi t espacelLi st xs -> WitespacelList ys ->
Wi t espaceli st zs -> WitespacelList ws ->
Base64Ful | (b641 x1 ++ xs ++ b642 x1 x2 ++ ys ++
b643 x2 x3 ++ zs ++ b644 x3 ++ ws)

Then we can build a type for the base 64 representation of an octet-
string whose length is a nultiple of three:

nanmespace Base64
public export
data Base64List : List Bits8 -> Type where
Ni | : Base64List []
(::) : Base64Full xs -> Base64List ys ->
Base64Li st (xs ++ ys)

We build another type for the octet-strings that have a I ength that
is not amultiple of three. There is additional constructors to
account for the fact that the padding is optional

data Base64End : List Bits8 -> Type where
EndOnePadPad : (x1 : Bits8) ->
Wi t espaceli st xs -> WitespacelList ys ->
Whi t espacelLi st zs -> Wi tespacelList ws ->
Base64End (b641 x1 ++ xs ++ b642 x1 0 ++ ys ++ [61] ++ zs
++ [61] ++ ws)
EndOnePad : (x1 : Bits8) ->
Wi t espaceli st xs -> WitespacelList ys ->
Wi t espaceli st zs ->
Base64End (b641 x1 ++ xs ++ b642 x1 0 ++ ys ++ [61] ++ zs)
EndOne : (x1 : Bits8) ->
Wi t espaceli st xs -> WitespacelList ys ->
Base64End (b641 x1 ++ xs ++ b642 x1 0 ++ ys)
EndTwoPad : (x1 : Bits8) -> (x2 : Bits8) ->
Wi t espaceli st xs -> WitespacelList ys ->
Whi t espacelLi st zs -> Wi tespacelList ws ->
Base64End (b641 x1 ++ xs ++ b642 x1 x2 ++ ys ++ b643 x2 O
++ zs ++ [61] ++ ws)
EndTwo : (x1 : Bits8) -> (x2 : Bits8) ->
Wi t espaceli st xs -> WitespacelList ys ->
Wi t espaceli st zs ->
Base64End (b641 x1 ++ xs ++ b642 x1 x2 ++ ys ++ b643 x2 0
++ z5)
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We then put all these together into a type for base 64 encoding with
two constructors, one for octet-strings whose length is a nultiple of
3, and one for the others:

data Base64’ : List Bits8 -> Type where
Base64Mul t 3 : Base64Li st xs -> Base64’ xs
Base64Non : Base64Li st xs -> Base64End ys ->
Base64’ (xs ++ ys)

We can then define the octetString function for the Base64’ type:

octetString’ : Base64List _ -> List Bits8

octetString’ [] =[]

octetString’ (MBase64Full x1 x2 x3 _ _ _ _ :: Xs) =
x1 :: x2 :: x3 :: octetString’ xs

CctetString (Base64’ ) where

octetString (Base64Mult3 xs) = octetString’ xs

octetString (Base64Non xs (EndOnePadPad x1 _ 1))
octetString’ xs ++ [x1]

octet String (Base64Non xs (EndOnePad x1 _ _ 1)) =
octetString’ xs ++ [x1]

octetString (Base64Non xs (EndOne x1 _ )) =
octetString’ xs ++ [x1]

octetString (Base64Non xs (EndTwoPad x1 x2 _ 1))
octetString’ xs ++ [x1, x2]

octet String (Base64Non xs (EndTwo x1 x2 _ _ )) =
octetString’ xs ++ [x1, x2]

Finally we can define the Base64 type:

data Base64 : List Bits8 -> Type where
MkBase64 : WitespaceList xs -> Base64’ ys ->
Base64 (124 :: xs ++ ys ++ [124])

And its octetString function:

Cctet String (Base64 ) where
octetString (MBase64 _ y) = octetString y

We then reuse the Base64’ type to define one nore type for the base
64 representation that is preceded by the length of its octet-string:

dat a Base64lLength : List Bits8 -> Type where
MkBase64Lengt h : Whitespacelist xs -> (b : Base64’ ys) ->
Base64Length (baselO (length (octetString b)) ++ [124]
++ XS ++ ys ++ [124])
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And its octetString function

Cctet String (Base64Length ) where
octetString (MBase64Length _ b) = octetString b

3.5.3. Validation

May 2025

Here we prove that all the exanples in section 4.5 of the origina

docunent are valid instances of the Base64 type:

Here are sonme exanpl es of base-64 encodi ngs:

| YWj | -- represents "abc"
| YW

Jj | -- also represents "abc"
3| YW)j | -- also represents "abc"
| YWj ZA== -- represents "abcd"
| YW ZA| -- also represents "abcd"

YW |
t est Base641 : Base64 [124, 89, 87, 74, 106, 124]
t est Base641 = MkBase64 [] (Base64Milt 3
[ MkBase64Full 97 98 99 []1 [1 [] [1D1)

* YWI |

t est Base642 : Base64 [124, 32, 89, 32, 87, 32, 74, 32, 106,

32, 124]
t est Base642 = MkBase64 [ MkWhitespace 32 Refl]

(Base64Mul t 3 [ MkBase64Ful | 97 98 99 [ MkWhitespace 32 Refl]

[ MkWhi t espace 32 Refl] [ MkWhitespace 32 Refl]
[ MkWhi t espace 32 Refl]])

* 3] YW |

test Base643 : Base64lLength [51, 124, 89, 87, 74, 106, 124]

t est Base643 = MkBase64lLength [] (Base64Mult3
[ MkBase64Ful | 97 98 99 [1 [1 [] [10)

* | YW ZA==

t est Base644 : Base64 [124, 89, 87, 74, 106, 90, 65, 61, 61

124]

test Base644 = MkBase64 [] (Base64Non
[ MkBase64Ful | 97 98 99 []1 []1 [] [1]
(EndOnePadPad 100 [] [] [1 [1))
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3.

3.

6

6

* | YWj ZA|

t est Base645 : Base64 [124, 89, 87, 74, 106, 90, 65, 124]
t est Base645 = MkBase64 [] (Base64Non

[ MkBase64Ful | 97 98 99 [] []1 [] [1]

(EndOne 100 [] [1))

Cctet-String Representation
1. Analysis

Bef ore going further we have to address the case of the brace
notation for base 64.

Section 6.2 of the original s-expr docunent states:
NOTE: "\\’' line wrapping per RFC 8792

There is a difference between the brace notation for base-64 \
\used here

and the || notation for base-64"d octet-strings descri bed above. \
\ Here

the base-64 contents are converted to octets, and then \
\re-scanned as

if they were given originally as octets. Wth the || notation, \
\t he

contents are just turned into an octet-string.

It is not clear fromthat text if the octets that are to be re-
scanned are for the representation of an octet-string, or for a whole
s-expr. Additionally this text seens to ignore the fact that
exanpl es using that notation were provided in section 2 and section 5
of the original s-expr docunent.

So the first anmbiguity woul d about about the usage of the brace
notation in a display-hint. Oobviously it would not nmake sense to
have a s-expr inside a display-hint so at best it encodes an octet-
string. But if that’'s the case, does it encodes any of the other
representations (maybe including itself) or just the verbatim
representation, as exanples in section 2 and 5 show?

The sane can be said of the use of the brace notation as sinple-
string. There again it would not rmake sense to encode an s-expr with
it, because then it would be possible to associate it with a display-
hi nt, which does not nake sense. Then if it is only the encodi ng of
the representation of an octet-string then the sanme anbiguity than
above is present about the representations pernitted.
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To add to the issue, the brace notation for base 64 on an octet-
string is largely redundant with the quoted-string, hexadeciml, and
base 64 representations, because these already handl e the probl em of
representing any s-expr using ASCI| characters. That is only
required for the basic transport.

Here we chose to use the brace notation for base 64 exclusively in
the basic transport, restricting the octet-string inside as verbatim
representations. That nakes the exanples in section 2 and 5
incorrect unless used as s-expr in the basic transport.

3.6. 2. Formal i zati on

Wth that in mind we can define a type that covers all possible
representation for an octet-string, excluding the brace notation for
base 64

data Representation : List Bits8 -> Type where

RepresentationVerbatim: (v : Verbatimxs) ->
Representati on xs

Represent ati onQuoted : QuotedString xs ->
Repr esent ati on xs

Repr esent ati onQuot edLength : QuotedStringLength xs ->
Representati on xs

Represent ati onToken : Token xs -> Representation xs

Repr esent ati onHexadeci mal : Hexadeci mal xs ->
Representati on xs

Repr esent at i onHexadeci nal Lengt h : Hexadeci mal Length xs ->
Repr esentati on xs

Represent ati onBase64 : Base64 xs -> Representation xs

Repr esent ati onBase64Length : Base64Length xs ->
Representati on xs

And its matching octetString function

CctetString (Representation ) where
octetString (RepresentationVerbatimv) = octetString v
octetString (Representati onQuoted x) = octetString x
octet String (Representati onQuotedLength x) = octetString x
octetString (RepresentationToken x) = octetString x
octet String (Representati onHexadecimal x) = octetString x
octet String (Representati onHexadeci mal Length x) =

octetString X

octetString (Representati onBase64 x) = octetString x
octet String (Representati onBase64Length x) = octetString x

3.7. Display-hint Representation
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3.

3.

7

7

1. Analysis

Section 4.6 of the original s-expr docunent states:

NOTE: "\\’' |ine wrapping per RFC 8792

Any octet string may be preceded by a single "display hint".

The purposes of the display hint is to provide information on how
to display the octet string to a user. It has no other function
Many of the M ME types work here.

A display-hint is an octet string surrounded by square brackets.
There may be whitespace separating the octet string fromthe
surroundi ng brackets. Any of the legal formats may be used for \
\the

octet string.

The uses of "octet string” in this fragment are all incorrect. "octet
string representation" should be used instead.

The text uses singular "whitespace", not the plural "whitespaces"

The text also does not say if white spaces can separate the display
hint fromthe octet-string it provides information to. W assune
that multiple white spaces can be used after the opening bracket,
before the closing bracket, and between the cl osing bracket and the
followi ng octet-string.

Fol I owi ng the argunent in the argunent in the previous section,
"l egal formats" does not include the brace notation for base 64.

Section 4.6 of the original s-expr document ends with:
NOTE: "\\’' |ine wrapping per RFC 8792
In applications an octet-string that is untyped may be \
\ consi dered to have
a pre-specified "default” mme type. The minme type

"text/plain; charset=iso-8859-1"

is the standard default.

2. Formalization

We first build a type for a display-hint:
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data DisplayHint : List Bits8 -> Type where
MkDi spl ayHi nt : WhitespacelList xs -> Representation ys ->
Wi t espaceli st zs ->
DisplayHint (91 :: Xxs ++ ys ++ zs ++ [93])

Then define octetString for that type:

CctetString (DisplayH nt _) where
octetString (MDisplayH nt _ x ) = octetString x

Then a type for the association of a display-hint and the
representation of an octet-string:

data WthHint : List Bits8 -> Type where
MW thH nt : DisplayH nt xs -> VWhitespacelList ys ->
Representation zs -> WthH nt (xs ++ ys ++ z5s)

We finally define the default display-hint as the token application/
octet-stream

defaultH nt : Representation [97, 112, 112, 108, 105, 99, 97,
116, 105, 111, 110, 47, 111, 99, 116, 101, 116, 45, 115,
116, 114, 101, 97, 109]

defaul t Hnt = Representati onToken (MToken 97 Ref |
[ MKTokenChar 112 Refl, MTokenChar 112 Refl,

McTokenChar 108 Refl, MTokenChar 105 Refl,
McTokenChar 99 Refl, MTokenChar 97 Refl,
McTokenChar 116 Refl, MTokenChar 105 Refl,
McTokenChar 111 Refl, ©MTokenChar 110 Refl,
McTokenChar 47 Refl, MTokenChar 111 Refl,
McTokenChar 99 Refl, MTokenChar 116 Refl,
McTokenChar 101 Refl, MTokenChar 116 Refl,
McTokenChar 45 Refl, MTokenChar 115 Refl,
McTokenChar 116 Refl, MTokenChar 114 Refl,
McTokenChar 101 Refl, MTokenChar 97 Refl,
McTokenChar 109 Refl])

3.7.3. Validation

Here we prove that all the exanples in section 4.6 of the original
docunent are valid instances of the DisplayH nt type:
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Here are sonme exanpl es of display-hints:

[1 mage/ gif]

[ URI]

[ char set =uni code- 1- 1]

[text/richtext]

[ application/postscript]

[ audi o/ basi c]

["http://abc.com di spl ay-types/funky. htm "]

* [image/gif]

testHintl : DisplayH nt [91, 105, 109, 97, 103, 101, 47, 103,
105, 102, 93]
testH ntl = MDi splayH nt [] (RepresentationToken
(MkToken 105 Refl [MTokenChar 109 Refl,
McTokenChar 97 Refl, MTokenChar 103 Refl,
McTokenChar 101 Refl, MTokenChar 47 Refl,
McTokenChar 103 Refl, MTokenChar 105 Refl,
MkTokenChar 102 Refl])) []

*  [URI]

testH nt2 : DisplayHi nt [91, 85, 82, 73, 93]

testH nt2 = MDi splayH nt [] (RepresentationToken
(McToken 85 Refl [MTokenChar 82 Refl,
MkTokenChar 73 Refl])) []

* [ charset =uni code- 1- 1]

testHint3 : DisplayH nt [91, 99, 104, 97, 114, 115, 101, 116,

61, 117, 110, 105, 99, 111, 100, 101, 45, 49, 45, 49, 93]
testH nt3 = MDi splayH nt [] (RepresentationToken

(MkToken 99 Refl [MTokenChar 104 Refl,

McTokenChar 97 Refl, MTokenChar 114 Refl,

McTokenChar 115 Refl, MTokenChar 101 Refl,

McTokenChar 116 Refl, MTokenChar 61 Refl,

McTokenChar 117 Refl, MTokenChar 110 Refl,

McTokenChar 105 Refl, MTokenChar 99 Refl,

McTokenChar 111 Refl, ©MTokenChar 100 Refl,

McTokenChar 101 Refl, MTokenChar 45 Refl,

McTokenChar 49 Refl, MTokenChar 45 Refl,

McTokenChar 49 Refl])) []

* [text/richtext]
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Di splayHi nt [91, 116, 101, 120, 116, 47, 114, 105,

testH nt4 = MDi splayH nt [] (RepresentationToken

(MkToken 116 Refl [MTokenChar 101 Refl,
McTokenChar 120 Refl, MTokenChar 116 Refl,
McTokenChar 47 Refl, MTokenChar 114 Refl,
McTokenChar 105 Refl, MTokenChar 99 Refl,
McTokenChar 104 Refl, MTokenChar 116 Refl,
McTokenChar 101 Refl, MTokenChar 120 Refl,
MkTokenChar 116 Refl])) []

* [application/postscript]

testH nt5 :
116, 105,
105, 112,
testH nt5 =
(MKToken 97
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar

* [audi o/ basi c]

testH nt6 :

Di splayHi nt [91, 97, 112, 112, 108, 105, 99, 97,
111, 110, 47, 112, 111, 115, 116, 115, 99, 114,
116, 93]
MkDi spl ayH nt [] (RepresentationToken

Ref| [ MkTokenChar 112 Refl,

112 Refl, MTokenChar 108 Refl,
105 Refl, MTokenChar 99 Refl,
97 Refl, MTokenChar 116 Refl,
105 Refl, MTokenChar 111 Refl,
110 Refl, MTokenChar 47 Refl,
112 Refl, MTokenChar 111 Refl,
115 Refl, MTokenChar 116 Refl,
115 Refl, MTokenChar 99 Refl,
114 Refl, MTokenChar 105 Refl,
112 Refl, MTokenChar 116 Refl])) []

97, 115, 105, 99, 93]
testH nt6 = MDisplayH nt [] (RepresentationToken

(MKToken 97
McTokenChar
McTokenChar
McTokenChar
McTokenChar
McTokenChar

D splayHi nt [91, 97, 117, 100, 105, 111, 47, 98,

Ref| [ MkTokenChar 117 Refl,
100 Refl, MTokenChar 105 Refl,
111 Refl, MTokenChar 47 Refl,
98 Refl, MTokenChar 97 Refl,
115 Refl, MTokenChar 105 Refl,

99 Refl])) []

* ["http://abc.conldisplay-types/funky. htm"]
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testHnt7 : DisplayH nt [91, 34, 104, 116, 116, 112, 58, 47,
47, 97, 98, 99, 46, 99, 111, 109, 47, 100, 105, 115, 112,
108, 97, 121, 45, 116, 121, 112, 101, 115, 47, 102, 117,
110, 107, 121, 46, 104, 116, 109, 108, 34, 93]

testH nt7 = MDisplayH nt [] (RepresentationQuoted
(MKQuotedString [Ascii 104 Refl, Ascii 116 Refl,
Ascii 116 Refl, Ascii 112 Refl, Ascii 58 Refl,
Ascii 47 Refl, Ascii 47 Refl, Ascii 97 Refl, Ascii 98 Refl,
Ascii 99 Refl, Ascii 46 Refl, Ascii 99 Refl, Ascii 111 Refl,
Ascii 109 Refl, Ascii 47 Refl, Ascii 100 Refl,
Ascii 105 Refl, Ascii 115 Refl, Ascii 112 Refl,
Ascii 108 Refl, Ascii 97 Refl, Ascii 121 Refl,
Ascii 45 Refl, Ascii 116 Refl, Ascii 121 Refl,
Ascii 112 Refl, Ascii 101 Refl, Ascii 115 Refl,
Ascii 47 Refl, Ascii 102 Refl, Ascii 117 Refl,
Ascii 110 Refl, Ascii 107 Refl, Ascii 121 Refl,
Ascii 46 Refl, Ascii 104 Refl, Ascii 116 Refl,
Ascii 109 Refl, Ascii 108 Refl])) []
3.8. Equality of COctet-String
3.8.1. Analysis
Section 4.7 of the original s-expr docunent states:
Two octet strings are considered to be "equal” if and only if they

Petit-Huguenin

have the same display hint and the same data octet strings.

Note that octet-strings are "case-sensitive";
\ n abCII
i s not equal

the octet-string \
to the octet-string "ABC'.

An untyped octet-string can be conpared to another octet-string \
\ (typed

or not) by considering it as a typed octet-string with the default
m ne-type

The term"octet string" here is incorrect as it is described as the
combi nation of a display hint and a "data octet strings", the latter
bei ng actually an "octet string representation”

Consequently the terns "equal" or "equality" are incorrect, and the
terns "equival ent" or "equival ences" should be used instead. Here
the term "equival ent" nmeans "carrying the same information", i.e. the

same octet-string. Two octet-string representations can be
equi val ent, but not equal, e.g, the token abc and the quoted-string
"abc" are equival ent but not equal
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The sane reasoning is applied when conparing typed octet-string
representations, or a typed octet-string representation with an
untyped octet-string representation.

3.8.2. Formmlization

We first define a type that carries either a typed or an untyped
octet-string representation:

data El ement : Type where
Untyped : Representation _ -> El enent
Typed : Representation _ -> Representation _ -> El enent

Then we define the type alias Equival ence as a rel ation between two
el ements. Equivalence is already declared in the standard library,
so we have to hide that declaration first:

% i de Control. Rel ati on. Equi val ence

Equi val ence : El enment -> El enent -> Type
Equi val ence (Untyped x) (Untyped x') =

octetString x === octetString x’

Equi val ence (Untyped x) (Typed h x') =
(octetString defaultH nt === octetString h,
octetString x === octetString x’)

Equi val ence (Typed h x) (Untyped x') =
(octetString h === octet String defaultHint,
octetString x === octetString x')

Equi val ence (Typed h x) (Typed h’ x') =
(octetString h === octetString h’,
octetString x === octetString x’)

3.8.3. Validation

Here we prove that a subset of the exanples in section 1 of the
original document are equivalent. Proving the other equival ences is
trivial:
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NOTE: "\\' line wapping per RFC 8792

An octet-string is a finite sequence of eight-bit octets. There /
/[ may be

many di fferent but equival ent ways of representing an \
\octet-string

abc -- as a token

"abc" -- as a quoted string

#616263# -- as a hexadecimal string

3: abc -- as a length-prefixed "verbatin \
\ encodi ng

{MzphYniviE} -- as a base-64 encoding of the verbatim\
\ encodi ng

(that is, an encoding of "3:abc")
| YW | -- as a base-64 encoding of the \

\octet-string "abc"

These encodings are all equivalent; they all denote the sane \
\octet string.

We first proves that the three first representations are correct:

abcToken : Representation [97, 98, 99]
abcToken = Representati onToken (MToken 97 Refl
[ MkTokenChar 98 Refl, MTokenChar 99 Refl])

abcQuoted : Representation [34, 97, 98, 99, 34]
abcQuot ed = Representati onQuoted (MQuotedString
[Ascii 97 Refl, Ascii 98 Refl, Ascii 99 Refl])

abcHex : Representation [35, 54, 49, 54, 50, 54, 51, 35]
abcHex = Representati onHexadeci mal (MHexadeci mal []
[HexLL' 97 [] [], HexLL' 98 [] [], HexLL' 99 [] [11)

We can then prove that abc is equivalent to "abc", and that "abc" is
equi val ent to #616263#:
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By

test Eql : Equi val ence (Untyped For mal Sexpr. abcToken)
(Untyped For mal Sexpr. abcQuot ed)
test Eql = Refl

test Eq2 : Equi val ence (Untyped For mal Sexpr. abcQuot ed)
(Untyped For nmal Sexpr . abcHex)
test Eq2 = Refl

transitivity we can then prove that abc is equivalent to #616263#:
test EqQ3 : Equi val ence (Untyped For nmal Sexpr. abcToken)

(Untyped For nmal Sexpr . abcHex)
testEq3 = trans testEql testEQ2

We can al so use symetry to prove that if a first octet-string
representation is equivalent to a second octet-string representation,
then the second is also equivalent to the first one.

3. 9.

3.9. 1.

test Eq4 : Equi val ence (Untyped For nmal Sexpr. abcHex)
(Untyped For mal Sexpr. abcToken)

testEgq4 = symtest Eq3

Li sts

Anal ysi s

Section 5 of the original s-expr docunment states:

NOTE: "\\’' |ine wapping per RFC 8792

Just as with octet-strings, there are several ways to represent an
S-expression. \itespace may be used to separate list elements, \
\ but

they are only required to separate two octet strings when \

\ ot herwi se

the two octet strings mght be interpreted as one, as when one \
\t oken

follows another. Also, whitespace may follow the initial left
parent hesis, or precede the final right parenthesis.

The first sentence should say that there are different ways to
represent a list.

But the issue is really that in sone cases the separation between
some representations of an octet-string is ambiguous. The actua
rul es for mandatory separation are:
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* a token nust be separated from a quoted-string, hexadecinal, or

base 64 representation that is prefixed with the I ength

* a token nust be separated fromthe next token

* a token must be separated fromthe next verbatimrepresentation

Additionally section 2 states:

NOTE: "\\’' |ine wrapping per RFC 8792

Alist is a finite sequence of zero or nore sinpler \

\'S-expressions. A list

may be represented by using parentheses to surround the sequence \

\ of encodi ngs
of its elenents, as in:

(abc (de #6667#) "ghi jkI")

Par ent heses are not optional when representing a list,
shoul d be "are".

3.9.2. Formmalization

so "may be"

To represent the various ways to separate representati ons we need
four mutually inductive types, that we first declare as abstract

types:

data TokenList : List Bits8 -> Type
data SeparatelList : List Bits8 -> Type
data OtherlList : List Bits8 -> Type
data Lists : List Bits8 -> Type

TokenList is the type of a |list of octet-string representations that

starts with a token:

data TokenList : List Bits8 -> Type where
TokenNi | : Token xs -> TokenLi st xs
TokenConsToken : Token xs -> \Witespace y ->
Wi t espaceli st ys -> TokenList zs ->
TokenLi st (xs ++ (y :: ys) ++ zs)
TokenConsSeparate : Token xs -> Witespace y ->
Wi t espaceli st ys -> SeparatelList zs ->
TokenLi st (xs ++ (y :: ys) ++ zs)
TokenConsQt her : Token xs -> Whitespacelist ys ->
O herList zs -> TokenList (xs ++ ys ++ zs)
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SeparatelList is the type of a list of octet-string representations
that starts with an octet-string representation that when inserted
after a token will require it to be separated:

data SeparatelList : List Bits8 -> Type where
SeparateVerbatim: Verbatimxs -> SeparateList xs
Separ at eVer bat i nifoken : Verbatim xs -> Wi tespaceList ys ->
TokenLi st zs -> SeparatelList (xs ++ ys ++ zs)
Separ at eVer bat i nSeparate : Verbatimxs ->
Whi t espaceli st ys -> SeparateList zs ->
Separat eLi st (xs ++ ys ++ zs)
Separ at eVerbati nt her : Verbatimxs -> WitespaceList ys ->
O herList zs -> Separatelist (xs ++ ys ++ z5s)
Separ at eQuot edSt ri ngLength : QuotedStringLength xs ->
Separ at eLi st xs
Separ at eQuot edSt ri ngLengt hToken : QuotedStringLength xs ->
Wi t espaceli st ys -> TokenList zs ->
Separat elLi st (xs ++ ys ++ zs)
Separ at eQuot edSt ri ngLengt hSeparate : QuotedStringLength xs ->
Wi t espaceli st ys -> SeparateList zs ->
Separ at eLi st (xs ++ ys ++ z5S)
Separ at eQuot edSt ri ngLengt ht her : QuotedStringLength xs ->
Wi t espacelList ys -> QtherList zs ->
Separat elLi st (xs ++ ys ++ zs)
Separ at eHexadeci mal : Hexadeci mal Length xs ->
Separ at eLi st xs
Separ at eHexadeci mal Lengt hToken : Hexadeci mal Length xs ->
Wi t espaceli st ys -> TokenList zs ->
Separat eLi st (xs ++ ys ++ zs)
Separ at eHexadeci mal Lengt hSeparate : Hexadeci nal Length xs ->
Wi t espaceli st ys -> SeparatelList zs ->
Separ at elLi st (xs ++ ys ++ zs)
Separ at eHexadeci mal Lengt hQt her : Hexadeci mal Length xs ->
Wi t espacelList ys -> QtherList zs ->
SeparatelLi st (xs ++ ys ++ zs)
Separ at eBase64 : Base64lLength xs ->
Separ at eLi st xs
Separ at eBase64Lengt hToken : Base64Length xs ->
Wi t espaceli st ys -> TokenList zs ->
Separ at eLi st (xs ++ ys ++ zs)
Separ at eBase64Lengt hSeparate : Base64Length xs ->
Whi t espaceli st ys -> SeparatelList zs ->
Separat eLi st (xs ++ ys ++ zs)
Separ at eBase64Lengt hGt her : Base64lLength xs ->
Wi t espacelList ys -> QtherList zs ->
Separ at eLi st (xs ++ ys ++ zs)
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O herList is the type of a list of octet-string representations that
starts with an octet-string representations that when inserted after
a token will not require it to be separated:

data OtherlList : List Bits8 -> Type where
O herQuotedString : QuotedString xs -> QtherlList xs
O her Quot edStri ngToken : QuotedString xs ->
Wi t espaceli st ys -> TokenList zs ->
O herList (xs ++ ys ++ z5s)
O her Quot edStringSeparate : QuotedString xs ->
Wi t espaceli st ys -> SeparatelList zs ->
Q herList (xs ++ ys ++ zs)
O her Quot edStri ngQGt her : QuotedString xs ->
Wi t espacelist ys -> QGtherlList zs ->
O herList (xs ++ ys ++ zs)
O her Hexadeci mal : Hexadeci mal xs -> Ot herlList xs
O her Hexadeci mal Token : Hexadeci mal xs ->
Whi t espaceli st ys -> TokenList zs ->
Q herList (xs ++ ys ++ zs)
O her Hexadeci mal Separate : Hexadeci mal xs ->
Wi t espaceli st ys -> SeparateList zs ->
O herList (xs ++ ys ++ zs)
O her Hexadeci mal O her : Hexadeci mal xs ->
Whi t espacelList ys -> QtherList zs ->
O herList (xs ++ ys ++ zs)
O her Base64 : Base64 xs -> Ot herlList xs
O her Base64Token : Base64 xs -> Whitespacelist ys ->
TokenLi st zs -> QtherList (xs ++ ys ++ z5)
QO her Base64Separate : Base64 xs ->
Whi t espaceli st ys -> SeparatelList zs ->
O herList (xs ++ ys ++ zs)
O her Base64Qt her : Base64 xs -> Whitespacelist ys ->
O herList zs -> OherList (xs ++ ys ++ zs)
O herHnt : WthHint xs -> OQherlList xs
O her H nt Token : WthH nt xs ->
Whi t espaceli st ys -> TokenList zs ->
Q herList (xs ++ ys ++ zs)
O her Hi nt Separate : WthH nt xs ->
Wi t espaceli st ys -> SeparateList zs ->
O herList (xs ++ ys ++ zs)
O herH ntQher : WthH nt xs ->
Whi t espacelList ys -> QtherList zs ->
O herList (xs ++ ys ++ zs)
QO herLists : Lists xs -> O herlList xs
O her Li stsToken : Lists xs ->
Wi t espaceli st ys -> TokenList zs ->
Q herList (xs ++ ys ++ zs)
O herListsSeparate : Lists xs ->
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Wi t espaceli st ys -> SeparatelList zs ->
O herList (xs ++ ys ++ zs)
O herListsOher : Lists xs ->
Wi t espacelList ys -> QtherList zs ->
Q herList (xs ++ ys ++ zs)

And finally the Lists type groups all the possible lists in a s-expr

data Lists : List Bits8 -> Type where
Li st sTokenLi st : WhitespacelLi st xs -> TokenList ys ->

Wi t espacelList zs -> Lists (40 :: xs ++ ys ++ zs ++ [41])
Li stsSeparateLi st : WhitespacelList xs -> SeparatelList ys ->

Wi t espacelList zs -> Lists (40 :: xs ++ ys ++ zs ++ [41])
Li stsOQ herList : WitespaceList xs -> O herList ys ->

VWi t espacelList zs -> Lists (40 :: xs ++ ys ++ zs ++ [41])

Li st sEnptyLi st : WhitespacelLi st xs ->
Lists (40 :: xs ++ [41])

3.9.3. Validation

Here we prove that all the exanples in section 5 of the origina
docunent except the | ast one are valid instances of the Lists type:

Here are sonme exanpl es of encodings of lists:
(a b c)
(a(bc) ((de) (ef)) )
(11l:certificate(6:issuer3:bob)(7:subject5:alice))
({3Rt=} "1997" nurphy 3:{XC++})

* (a b c)
testListsl : Lists [40, 97, 32, 98, 32, 99, 41]
testListsl = ListsTokenList []
(TokenConsToken (MToken 97 Refl []) (MWhitespace 32 Refl)

[1 (TokenConsToken (MToken 98 Refl [])
(MkWhi tespace 32 Refl) [] (TokenNil (MToken 99 Refl []))))

[]
* (a(bc) ((de) (ef)))
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testlists2 : Lists [40, 32, 97, 32, 40, 32, 98, 32, 99, 32, 41,
32, 40, 32, 40, 32, 100, 32, 101, 32, 41, 32, 40, 32, 101,
32, 102, 32, 41, 32, 41, 32, 32, 41]

testLists2 = ListsTokenLi st[ MkWitespace 32 Refl]
(TokenConsQ her (MToken 97 Refl []) [ MWhitespace 32 Refl]
(& herListsQher (ListsTokenList [MWitespace 32 Refl]
(TokenConsToken (MToken 98 Refl []) (MWhitespace 32 Refl)
[T (TokenNi | (MToken 99 Refl []))) [ MkWhitespace 32 Refl])
[ MkWhi t espace 32 Refl] (OtherLists (ListsQ herlList
[ MkWhi t espace 32 Refl] (O herListsQher (ListsTokenlLi st
[ MkWhi t espace 32 Refl] (TokenConsToken (MToken 100 Refl []
(McWhi tespace 32 Refl) [] (TokenNil (MToken 101 Refl [])))
[ MkWhi t espace 32 Refl]) [ MkWhitespace 32 Refl] (QtherlLists
(Li st sTokenLi st [ MkWhi tespace 32 Refl] (TokenConsToken
(McToken 101 Refl []) (MWhitespace 32 Refl) [] (TokenNil

(MkToken 102 Refl []))) [ MWhitespace 32 Refl])))

Refl])

']

)

[
[ MkWhi t espace 32 ))) [ MkWhi t espace 32 Refl,
MkWhi t espace 32 Ref

* (1l:certificate(6:issuer3:bob)(7:subject5:alice))

testLists3 : Lists [40, 49, 49, 58, 99, 101, 114, 116, 105,
102, 105, 99, 97, 116, 101, 40, 54, 58, 105, 115, 115,
117, 101, 114, 51, 58, 98, 111, 98, 41, 40, 55, 58, 115,
117, 98, 106, 101, 99, 116, 53, 58, 97, 108, 105, 99,
101, 41, 41]

testLists3 = ListsSeparateList [] (SeparateVerbatinher
(MVerbatim[99, 101, 114, 116, 105, 102, 105, 99, 97,
116, 101]) [] (Ot herListsQher (ListsSeparatelist []
(Separ at eVer bati nSeparate (MVerbatim|[ 105, 115, 115,
117, 101, 114]) [] (SeparateVerbatim (MVerbatim][98,
111, 98]))) [1) [1 (OtherLists (ListsSeparatelist []
(Separ at eVer bati nSeparate (MVerbatim|[115, 117, 98,
106, 101, 99, 116]) [] (SeparateVerbati m (MVerbatim
[97, 108, 105, 99, 101]))) [1)))) []

3.10. Advanced S-Expr Transport
3.10.1. Analysis

Section 6.3 of the original s-expr docunent states:
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NOTE: "\\' line wapping per RFC 8792

The "advanced transport” representation is intended to provide

\nore
flexi ble and readabl e notations for docunentation, design, \
\ debuggi ng,

and (in sone cases) user interface.

The advanced transport representation allows all of the \
\representation

forns described above, include quoted strings, base-64 and \

\ hexadeci nal

representation of strings, tokens, representations of strings with
omtted |l engths, and so on.

Because this transport is ained at users, we also pernmt to add white
spaces before and after a s-expr

3.10.2. Formalization
SExpr is the type of advanced transport for valid s-expr

data SExpr : List Bits8 -> Type where

SExpr Representation : WitespacelList xs ->
Representation ys -> Wi tespaceList zs ->
SExpr (Xxs ++ ys ++ z5s)

SExprWt hH nt : WhitespacelList xs -> WthH nt ys ->
Whi t espaceli st zs -> SExpr (Xs ++ ys ++ zs)

SExprList : \WitespaceList xs -> Lists ys ->
Wi t espaceli st zs -> SExpr (Xxs ++ ys ++ zs)

3.10.3. Validation

Here we prove that the exanple in section 5 of the original docunent
is a valid instance of the SExpr type:

NOTE: "\\' line wapping per RFC 8792
Alist is a finite sequence of zero or nore sinpler \
\'S-expressions. A list
may be represented by using parentheses to surround the \
\ sequence of encodi ngs
of its elenents, as in:

(abc (de #6667#) "ghi jkI")

*  (abc (de #6667#) "ghi jkI")
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test SExprl : SExpr [40, 97, 98, 99, 32, 40, 100, 101, 32, 35,
54, 54, 54, 55, 35, 41, 32, 34, 103, 104, 105, 32, 106, 107,
108, 34, 41]

test SExprl = SExprList [] (ListsTokenList [] (TokenConsC her
(MkToken 97 Refl [ MTokenChar 98 Refl, MTokenChar 99 Refl])
[ MkWhi t espace 32 Refl] (OtherListsQther (ListsTokenList []
(TokenConsQt her (MToken 100 Refl [MTokenChar 101 Refl])

[ MkWhi t espace 32 Refl] (O herHexadeci mal (MkHexadeci mal []
[HexLL' 102 [] [], HexLL' 103 [][]]))) [1)

[ MkWhi t espace 32 Refl] (OtherQuotedString (MQuotedString
[Ascii 103 Refl, Ascii 104 Refl, Ascii 105 Refl,

Ascii 32 Refl, Ascii 106 Refl, Ascii 107 Refl,

Ascii 108 Refl])))) [1) [1

3.11. Canonical S-Expr Transport
3.11.1. Analysis
Section 6.1 of the original s-expr docunent states:
NOTE: "\\’ |ine wapping per RFC 8792

Thi s canonical representation is used for digital signature \

\ pur poses,

transm ssion, etc. It is uniquely defined for each \
\'S-expression. It

is not particularly readable, but that is not the point. \

\It is

intended to be very easy to parse, to be reasonably econom cal, \
\and to

be uni que for any S-expression

The "canonical" form of an S-expression represents each \

\octet-string

in verbati mnode, and represents each list with no bl anks \

\ separating

el ements fromeach other or fromthe surroundi ng parentheses.
3.11.2. Formalization

The canonical transport is actually a profile of the advanced
transport, so we can reuse our previous types:

First we declare an abstract type for the canonical s-expr, as it is
an inductive type:

data Canoni cal SExpr : List Bits8 -> Type
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Then a type for a list of canonical s-expr
data Canoni cal SExprList : List Bits8 -> Type where
Ni | : Canoni cal SExprList []
(::) : Canonical SExpr xs -> Canoni cal SExprList ys ->
Canoni cal SExpr List (xs ++ ys)
And finally our concrete type for a canonical s-expr:
data Canoni cal SExpr : List Bits8 -> Type where
MkCanoni cal : Verbatimxs -> Canoni cal SExpr xs
McCanoni cal Hint : Verbatimxs -> Verbatimys ->
Canoni cal SExpr (91 :: xs ++ [93] ++ ys)
MkCanoni cal Li st : Canoni cal SExprList xs ->
Canoni cal SExpr (40 :: xs ++ [41])
3.11.3. Validation

Here we prove that all the exanples in section 6.1 of the origina
docunent are valid instances of the Canonical type:

NOTE: '\\’' |ine wrapping per RFC 8792

Here are some exanpl es of canonical representations of \
\ S- expressi ons:

(6:1ssuer3: bob)
(4:icon[12:image/ bit map] 9: XXXXXXXXX)
(7:subject(3:ref5:alice6: nother))
* (6:issuer3: bob)
test Canoni cal 1 : Canoni cal SExpr [40, 54, 58, 105, 115, 115,
117, 101, 114, 51, 58, 98, 111, 98, 41]
t est Canoni cal 1 = MkCanoni cal Li st [ MkCanoni ca
(MVerbatim[105, 115, 115, 117, 101, 114]),
MkCanoni cal (MVerbatim([98, 111, 98])]

*  (4:icon[12:image/ bitmap] 9: XXXXXXXXX)

Petit-Huguenin Expi res 5 Novenber 2025 [ Page 44]



I nternet-Draft Formal SPKI S-Expr May 2025

test Canoni cal 2 : Canoni cal SExpr [40, 52, 58, 105, 99, 111, 110,
91, 49, 50, 58, 105, 109, 97, 103, 101, 47, 98, 105, 116,
109, 97, 112, 93, 57, 58, 120, 120, 120, 120, 120, 120,

120, 120, 120, 41]

t est Canoni cal 2 = MkCanoni cal Li st [ MkCanoni ca
(MVerbatim|[ 105, 99, 111, 110]), MCanoni cal H nt
(MkVerbatim[105, 109, 97, 103, 101, 47, 98, 105, 116,

109, 97, 112]) (MVerbatim[120, 120, 120, 120, 120, 120,
120, 120, 120])]

* (7:subject(3:refb5:alice6:nother))

t est Canoni cal 3 : Canoni cal SExpr [40, 55, 58, 115, 117, 98, 106,
101, 99, 116, 40, 51, 58, 114, 101, 102, 53, 58, 97, 108,
105, 99, 101, 54, 58, 109, 111, 116, 104, 101, 114, 41, 41]

t est Canoni cal 3 = MkCanoni cal Li st [ MkCanoni ca
(MVerbatim[115, 117, 98, 106, 101, 99, 116]),
MkCanoni cal Li st [ MkCanoni cal (MVerbatim]([114, 101, 102]),
McCanoni cal (MVerbatim[97, 108, 105, 99, 101]),

MkCanoni cal (MVerbatim[109, 111, 116, 104, 101, 114])]]

3.12. Basic S-Expr Transport
3.12.1. Analysis
Section 6.2 of the original s-expr docunent states:
NOTE: '\\’' |ine wrapping per RFC 8792
There are two forns of the "basic transport" representation
-- the canonical representation
-- an rfc-2045 base-64 representation of the canonical \
\representation,
surrounded by braces.
The transport nechanismis intended to provide a universal neans \
>gLresenting S-expressions for transport fromone nmachine to \

\ anot her.

There is no possible BNF that is sound for a base 64 representation
of an underlying s-expr.
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3.12. 2. Formal i zati on

The basic transport is also a profile of the advanced transport, so
We can reuse Sonme previous types:

We first redefine Base64Full wi thout white spaces:

dat a Basi cBase64Full : List Bits8 -> Type where
MkBasi cBase64Ful | : (x1 : Bits8) -> (x2 : Bits8) ->
(x3 : Bits8) ->
Basi cBase64Ful | (b641 x1 ++ b642 x1 x2 ++ b643 x2 x3 ++
b644 x3s)

Then a list of these:

nanespace Basi cBase64
public export
data Basi cBase64List : List Bits8 -> Type where
Nil| : BasicBase64List []
(::) : BasicBase64Full xs -> BasicBase64List ys ->
Basi cBase64Li st (xs ++ ys)

And a type for a base 64 encoding for lengths that are not a nultiple
of 3:

dat a Basi cBase64End : List Bits8 -> Type where
Basi cEndOnePadPad : (x1 : Bits8) ->
Basi cBase64End (b641 x1 ++ b642 x1 0 ++ [61, 61])
Basi cEndOnePad : (x1 : Bits8) ->
Basi cBase64End (b641 x1 ++ b642 x1 0 ++ [61])
Basi cEndOne @ (x1 : Bits8) ->
Basi cBase64End (b641 x1 ++ b642 x1 0)
Basi cEndTwoPad : (x1 : Bits8) -> (x2 : Bits8) ->
Basi cBase64End (b641 x1 ++ b642 x1 x2 ++ b643 x2 0 ++ [61])
Basi cEndTwo : (x1 : Bits8) -> (x2 : Bits8) ->
Basi cBase64End (b641 x1 ++ b642 x1 x2 ++ b643 x2 0)

And a basic base 64 type
data Basi cBase64 : List Bits8 -> Type where
Basi cBase64Mul t 3 : Basi cBase64Li st xs -> Basi cBase64 xs
Basi cBase64Non : Basi cBase64Li st xs -> Basi cBase64End ys ->
Basi cBase64 (xs ++ ys)

Then we need to define three base64 encodi ng functions, one for each
vari ant:
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base64 : List Bits8 -> List Bits8

base64 [] =[]

base64 [x1] = b641 x1 ++ b642 x1 0 ++ [61, 61]

base64 [x1, x2] = b641 x1 ++ b642 x1 x2 ++ b643 x2 0 ++ [61]

base64 (x1 :: x2 :: x3 :: XSs) = b641 x1 ++ b642 x1 x2 ++
b643 x2 x3 ++ b644 x3 ++ base64 xs

base640nePad : List Bits8 -> List Bits8

base640nePad [] = []

base640nePad [x1] = b641 x1 ++ b642 x1 0 ++ [61]

base640OnePad [x1, x2] = b641 x1 ++ b642 x1 x2 ++ b643 x2 0

base640nePad (x1 :: x2 :: x3 :: xS) = b641 x1 ++ b642 x1 x2 ++
b643 x2 x3 ++ b644 x3 ++ base640nePad xs

base64NoPad : List Bits8 -> List Bits8

base64NoPad [] = []

base64NoPad [ x1] = b641 x1 ++ b642 x1 O

base64NoPad [x1, x2] = b641 x1 ++ b642 x1 x2 ++ b643 x2 0

base64NoPad (x1 :: x2 :: x3 :: xS) = b641l x1 ++ b642 x1 x2 ++
b643 x2 x3 ++ b644 x3 ++ base64NoPad xs

And finally our type for a brace notation for base 64:

dat a Basi cSExpr
MBasi cCanoni ca
McBasi cBase64 :

List Bits8 -> Type where
Canoni cal SExpr xs -> Basi cSExpr Xxs
Canoni cal SExpr xs -> Basi cBase64 ys ->
(prf : (base64 xs ys) True) ->
Basi cSExpr (123 :: ys ++ [123])
MkBasi cBase640nePad : Canoni cal SExpr xs -> Basi cBase64 ys ->
(prf : (base64OnePad xs == ys) === True) ->
Basi cSExpr (123 :: ys ++ [123])
MkBasi cBase64NoPad : Canoni cal SExpr xs -> Basi cBase64 ys ->
(prf : (base64NoPad xs ys) === True) ->
Basi cSExpr (123 :: ys ++ [123])

3.12.3. Validation

Here we prove that the first example in section 6.2 of the origina
docunent is a valid instance of the Basic type:

Here are some exanpl es of an S-expression represented in basic
transport node:

(1:al:bl:c)
{ KDEGYTEGY] E6YYKkA}

(this is the sane S-expression encoded in base-64)
[ Page 47]
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* (1:al:bl:c)
testBasicl : Basi cSExpr [40, 49, 58, 97, 49, 58, 98, 49, 58,
tegféagﬁil = MBasi cCanoni cal (MCanoni cal Li st [ MkCanoni ca
(MVerbatim[97]), MCanonical (MVerbatim][98]), MCanonica
(MVerbatim[99])])
3.13. Array-Layout
3.13.1. Analysis
Section 8.2 of the original s-expr docunent states:
NOTE: "\\’ |ine wapping per RFC 8792
Here each S-expression is represented as a contiguous array of \

\ byt es.
The first byte codes the "type" of the S-expression

01 octet-string

02 octet-string with display-hint

03 beginning of list (and 00 is used for "end of
\list")
Each of the three types is imediately followed by a k-byte \
\'i nt eger
indicating the size (in bytes) of the follow ng representation.\
\ Here

k is an integer that depends on the inplenentation, it mght be
anywhere from2 to 8, but would be fixed for a given \

\'i mpl enent ati on;

it determines the size of the objects that can be handled. The \
\transport

and canoni cal representations are independent of the choice of \
\ k nade by

the i npl ement ati on.

Al though the length of lists are not given in the usual \
\' S- expression

notations, it is easy to fill themin when parsing; when you \
\reach a

ri ght-parenthesis you know how I ong the list representation \
\was, and

where to go back to fill in the m ssing | ength.
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The endi anness of the length field is not specified, so we assune
that both little and bi g endi anness can be used.

Furthernore section 8.2.1 states:
This is represented as foll ows:
01 <l ength> <octet-string>
Section 8.2.2 states:

This is represented as foll ows:

02 <l engt h>
01 <l ength> <octet-string> [* for display-type */
01 <l ength> <octet-string> /* for octet-string */

And section 8.2.3 states:
This is represented as
03 <length> <iteml> <itenk> <itenB> ... <itemm> 00
3.13.2. Fornmalization
First we define a type for the endi anness of the |ength:
data Endianness = Big | Little

Then a function that converts a natural nunber into a nenory
representation of a specified endi anness and | ength:

convert’ : Nat -> Nat -> List Bits8
convert’” 0 _ =]
convert’ (S k) n =

let (d, m = divhdNatNZ n 256 ItlsSucc

in cast m:: convert’ k d
export
convert : Endianness -> Nat -> Nat -> List Bits8
convert Big k j = convert’ Kk j
convert Little k j = reverse (convert’ k j)

Then we define a type for the array representation of an octet-
string:
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data ArrayCctetString :
Endi anness -> Nat -> List Bits8 -> Type where
McArrayCctetString : (xs : List Bits8) ->
ArrayCctetString e | (1 :: convert e | (length xs) ++ Xxs)

Then for an octet-string with display-hint:

data ArrayWthH nt : Endi anness -> Nat -> List Bits8 ->
Type where
McArrayWthH nt : ArrayCctetString e |l xs ->
ArrayCctetString e | ys ->
ArrayWthHnt el (2 :: convert el (length xs +
I ength ys) ++ xs ++ ys)

As usual an abstract type for an inductive type:
data ArraySExpr : Endianness -> Nat -> List Bits8 -> Type
Then a list of menory array:

namespace Array
public export
data ArraylList : Endianness -> Nat -> List Bits8 ->
Type where
Nil : ArrayList e | []
(::) : ArraySExpr el xs -> ArraylList el ys ->
ArrayList e | (xs ++ ys)

And finally the array nenory type:

data ArraySExpr : Endianness -> Nat -> List Bits8 -> Type where
ArraySExprCctet String : ArrayCctetString e | xs ->
ArraySExpr e | xs
ArraySExprWthHint : ArrayWthHint e | xs ->
ArraySExpr e | xs
ArraySExprList : ArraylList e |l xs ->
ArraySExpr e | (3 :: convert el (1 + length xs) ++
xs ++ [0])

3.13.3. Verification

Here we prove that all the exanples in section 8.2 of the original
docunent are valid instances of the ArraySExpr type:

* abc
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For exanple (here k = 2)
01 0003 a b c

testArrayl : ArraySExpr Little 2 [1, 0, 3, 97, 98, 99]
testArrayl = ArraySExprCctet String
(McArrayCctet String [97, 98, 99])

* [gif] #61626364#
For exanple, the S-expression
[gif] #61626364#
woul d be represented as (with k = 2)

02 oood
01 0003 g i f
01 0004 61 62 63 64

testArray2 : ArraySExpr Little 2 [2, 0, 13, 1, 0, 3, 103,
105, 102, 1, 0, 4, 97, 98, 99, 100]

testArray2 = ArraySExprWthH nt (MArrayWt hHi nt
(MKArrayCctet String [ 103, 105, 102])
(McArrayCctetString [97, 98, 99, 100]))

* (abc [d]ef (9))
NOTE: "\\’' |ine wapping per RFC 8792

For exanple, the list (abc [d]lef (g)) is represented in nmenory \
\as (with k=2)

03 001b
01 0003 a b c
02 0009
01 0001 d
01 0002 e f
03 0005
01 0001 ¢
00
00
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4.

testArray3 : ArraySExpr Little 2 [3, 0, 27, 1, 0, 3, 97, 98,
99, 2, 0, 9, 1, O, 1, 100, 1, O, 2, 101, 102, 3, O, 5, 1,
0, 1, 103, 0, 0]

test Array3 = ArraySExprList [ArraySExprQctetString
(MKArrayCctetString [97, 98, 99]), ArraySExprWthHi nt
(McArrayWt hH nt (McArrayCctetString [100])

(McArrayCctet String [101, 102])), ArraySExprList
[ArraySExprQOctet String (McArrayCctetString [103])]]
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Appendi x A, Code Extraction and Verification

To verify that the proofs in this docunent are correct, the first
step is to install [ldris2].

Then the various Idris2 fragments in this document can be extracted
as a conplete file by running the foll ow ng conmand:

xm lint --noent --nocdata \

--xpath "//sourcecode[ @ane=" Formal Sexpr.idr’]/text()" \
draft - petithuguenin-ufnrg-formal-sexpr-06. xnm \

| sed "s/&lt;/</g; s/&gt;/>/g; s/anp;//g" >Formal Sexpr.idr

And finally the proofs can be validated by using the foll ow ng
command
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idris2 -q -c Formal Sexpr.idr
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Changel og

Slnce draft - petithuguenin-ufnrg-formal - sexpr-05:
code is now a named nodule so it can be exported in a package
* redefine the show function
* replace the deprecated SlsNonZero function

Si nce draft-petithuguenin-ufnrg-formal-sexpr-04:
* default encoding reverted to "text/plain; charset=iso-83859-1"
* npore nits and clarifications

Si nce draft-petithuguenin-ufnrg-formal-sexpr-03:
* more nits and clarifications
* add proof of equival ence using symmetry
* change default display-hint to application/octet-stream

Si nce draft-petithugueni n-ufnrg-formal -sexpr-02
* fix another instance of incorrect rendering
* reformat sone exanple for clarity
* add "Equality of COctet-String" section
* nits and sonme clarification

Si nce draft-petithugueni n-ufnrg-formal-sexpr-01
incorrect rendering of a string with #

add RFC 8792 headers

renove a coment about tokens that was incorrect
add REPL exanple to display octet-strings

* kX

*

Si nce draft-petithuguenin-ufnrg-formal-sexpr-00:
* add forgotten proofs for testList2 and testList3
* sone editing for clarity
* many nit fixes
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