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Abst ract

The pretty Easy privacy (pEp) nodel and protocols describe a set of
conventions for the automati on of operations traditionally seen as
barriers to the use and depl oynent of secure, privacy-preserving end-
to-end nessagi ng. These include, but are not limted to, key
managenent, key di scovery, and private key handling (including peer-
t o- peer synchronization of private keys and other user data across
devices). Human Rights-enabling principles |ike data ninimzation,
end-to-end and interoperability are explicit design goals. For the
goal of usable privacy, pEp introduces nmeans to verify comunication
bet ween peers and proposes a trust-rating systemto denote secure
types of conmunications and signal the privacy |evel available on a
per-user and per-nessage level. Significantly, the pEp protocols
build on already avail able security formats and nessage transports
(e.g., PGPPMME with email), and are witten with the intent to be
interoperable with al ready wi del y-depl oyed systens in order to ease
adoption and inplenentation. This docunent outlines the genera
desi gn choi ces and principles of pEp.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-pep-general/.

Di scussion of this docunent takes place on the nedup non-Ws nmailing
list (rmailto: medup@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/ medup/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/medup/.

Source for this draft and an issue tracker can be found at
https://codeberg. org/ pEp/internet-drafts.
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Copyri ght Notice
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1. Introduction

Secure and private comruni cations are vital for many different
reasons, and there are particular properties that privacy-preserving
protocols need to fulfill in order to best serve users. In
particul ar, [ RFC8280] has identified and docunented i nportant
principles such as data minimnzation, the end-to-end principle, and
interoperability as integral properties which enable access to Human
Rights. Today's applications widely |ack privacy support that
ordinary users can easily adapt. The pretty Easy privacy (pEp)
protocols generally conformto the principles outlined in [ RFC8280],
and, as such, can facilitate the adoption and correct usage of secure
and private conmuni cations technol ogy.

The pretty Easy privacy (pEp) protocols are propositions to the
Internet community to create software for peers to automatically
encrypt, anonym ze (where possible), and verify their daily witten
digital communications. This is achieved by building upon already
exi sting standards and tools to automate each step a user needs to
carry out in order to engage in secure end-to-end encrypted

communi cations. Significantly, the pEp protocols describe howto
achieve this w thout dependence on centralized infrastructures.

The pEp project energed fromthe CryptoParty novenent. During that
time, the initiators |earned that while step-by-step guides can help
some users to engage in secure end-to-end comunications; it is both
more effective and convenient for the vast majority of users if these
st ep-by-step guides are put into running code (follow ng a protocol),
whi ch automates the initial configuration and general usage of
cryptographic tools. To facilitate this goal, pEp proposes the

aut omati on of key nmnagenent, key di scovery, and key synchronization
through an in-band approach that follows the end-to-end principle.

To mitigate man-in-the-mddle (MTM attacks by an active adversary,
and as the only manual step users carry out in the course of the
protocols, pEp proposes a Trustword [|-D. pep-trustwords] nechani sm
Trustwords are natural |anguage representations of two peers
fingerprints. Users can verify their trust in a paired communi cation
channel by conparing the correspondi ng Trustwords.

The privacy-by-default principles that pEp introduces are in

accordance with the perspective outlined in [RFC7435], ainming to
provi de Qpportunistic Security in the sense of "sone protection nost
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of the tine". This is done, however, with the subtle but inportant

di fference that when privacy is weighed against security, the choice
defaults to privacy. Therefore, data mnimzation is a primry goa
in pEp (e.g., hiding subject |Iines and headers unnecessary for emil
transport inside the encrypted payl oad of a nessage).

The pEp propositions are focused on (but not limted to) witten
digital comunications and cover asynchronous (offline) types of
comuni cations like email as well as synchronous (online) types such
as chat.

pEp’s goal is to bridge different standardi zed and wi del y-used
conmuni cati on channels such that users can reach communi cati on
partners in the nost privacy-enhanci ng way possi bl e.

1.1. Relationship to Oher pEp Docunents

Wil e this docunent outlines the general design choices and
principles of pEp, other related docunments specialize in nore
particul ar aspects of the nodel, or the application of pEp on a
specific protocol like as foll ows:

1. pEp-enabled applications (e.g., pEp email [I-D. pep-enuil]).

2. Helper functions for peer interaction, which facilitate
under st andi ng and handl i ng of the cryptographic aspects of pEp
i mpl ementation for users (e.g., pEp Handshake
[1-D. pep- handshake]).

3. Helper functions for interactions between a user’s own devi ces,
whi ch give the user the ability to run pEp applications on
different devices at the sane tine, such as a conputer, nobile
phone, or tablets (e.g., pEp KeySync [I-D. pep-keysync]).

In addition, there are docunents that do not directly depend on this
one, but provide generic functions needed in pEp, e.g., |ANA
Regi stration of Trustword Lists [I|-D. pep-trustwords].

[[ Note: At this stage it is not yet clear to us how many of our

i npl ementation details should be part of new RFCs and where we can
safely refer to already existing RFCs to clarify which RFCs we rely
on. 1]
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1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

1.3. Terns
The following terns are defined for the scope of this docunent:

* pEp Handshake: The process of one User contacting another over an
i ndependent channel in order to verify Trustwords (or fingerprints
as a fallback). This can be done in-person or through established
ver bal communi cati on channels, |ike a phone call
[1-D. pep- handshake]

*  Trustwords: A representation of 16-bit natural nunmbers (0 to
65535) as natural |anguage words: For each natural |anguage a
fixed nunber-to-word map can be defined as convention and
registered with 1ANA.  Trustwords are generated fromthe conbi ned
public key fingerprints of a both conmunication partners.
Trustwords are used for verification and establishnent of trust
(for the respective keys and comruni cati on partners).

[1-D. pep-trustwords]

* Trust On First Use (TOFU): cf. [RFC7435], which states: "lIn a
protocol, TOFU calls for accepting and storing a public key or
credential associated with an asserted ldentity, wthout
aut henticating that assertion. Subsequent comunication that is
aut henti cated using the cached key or credential is secure against
an M TM attack, if such an attack did not succeed during the
vul nerabl e initial conmunication."

* Man-in-the-mddle (MTM attack: cf. [RFC4949], which states: "A
formof active wiretapping attack in which the attacker intercepts
and sel ectively nodifies communi cated data to masquerade as one or
nmore of the entities involved in a conmunication association.”

Note: Historically, MTM has stood for ' _Man_-in-the-m ddl e’
However, to indicate that the entity in the mddle is not always a
human attacker, M TM can al so stand for ' Machine-in-the-mniddle or
" Meddl er-in-the-m ddl e’
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2. Protocol’s Core Design Principles
2.1. Privacy by Default

pEp’s nost inportant goal is to ensure privacy above all else. To
clarify, pEp's protocol defaults are designed to nmaxim ze both
security and privacy, but in the few cases where achi eving both nore
privacy and nore security are in conflict, pEp chooses nore privacy.

In contrast to pEp’s prioritization of user privacy, QuenPG” s Wb-
of - Trust (WoT) releases user and trust level relationships to the
public. In addition, queries to OpenPG keyservers dynamically

di scl ose the social graph, indicating a user’s intent to conmunicate
with specific peers. Simlar issues exist in other security
protocols that rely upon a centralized trust nodel, such as PKI X

[ RFC5280] used e.g., for S/M ME [ RFC8551].

2.2. Data Mnimzation
Data m nim zati on keeps data spare and hides all technically
conceal abl e i nformati on whenever possible. It is an inportant design
goal of pEp.
2.3. Interoperability
The proposed pEp protocols seek interoperability with established
message formats, as well as cryptographic security protocols and
their w despread inpl enentations.
To achieve this interoperability, pEp follows Postel’s Robustness
Principle outlined in [RFC1122]: "Be liberal in what you accept, and
conservative in what you send."
Particularly, pEp applies Postel’s principle as follows:
* pEp is conservative (strict) in requirenments for pEp
i mpl ement ati ons and how they interact with pEp or other conpatible
i mpl enent ati ons.

* pEp liberally accepts input fromnon-pEp inplenentations. For

exanple, in email, pEp will not produce outgoing nessages, but
will transparently support decryption of inconing PGP/INLINE
nessages.

* Finally, where pEp requires divergence from established RFCs due
to privacy concerns (e.g., from QpenPGP propositions as defined in
[ RFC9580], options SHOULD be i npl enented whi ch enpower the user to
override pEp’'s defaults.
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2.4. End-to-End

Because of the inherent privacy risks in using renote or centralized
infrastructures, inplenentations of pEp nessaging, by default, MJST
NOT obtain content and information fromrenote or centralized

| ocations, as this constitutes a privacy breach. |In enmail this issue
exists with HTML nmail s.

Encryption and decryption of nmessages MJST be executed on a user’s
end- devi ce and MJUST NOT depend on any third-party network
infrastructure (i.e., any infrastructure outside a user’'s direct
control).

2. 5. Peer -t o- Peer

Messagi ng and verification processes in pEp are designed to work in a
peer-to-peer (P2P) manner, without the involvenent of internediaries.

Thi s means there MJUST NOT be any pEp-specific central services
what soever needed for pEp inplenentations, both in the case of
verification of peers and for the actual encryption

However, inplenenters of pEp MAY provide options for interoperation
with providers of centralized infrastructures (e.g., to enable users
to conmunicate with their peers on platfornms with vendor |ock-in).

Trust provided by global Certificate Authorities (e.g., comrercia
X. 509 CAs) MUST NOT be signaled as trustworthy (cf.

[1-D. pep-rating]) to users of pEp (e.g., when interoperating with
peers using S/M M) by default.

2.6. User Interaction

I mpl enenters of pEp SHOULD NOT expose users to technical terns and

vi ews, especially those specific to cryptography, |ike "keys",
"certificates", or "fingerprints". However, certain (advanced) users
MAY explicitly opt-in to see such terms, e.g., seeking for nore
options. Advanced settings may be available. |In some cases, such
settings or options may be required.

The authors believe that w despread adopti on of end-to-end
cryptography is possible if users are not required to understand
crypt ography and key managenent. This belief fornms the central goa
of pEp, which is that users can sinply rely on the principles of
Privacy by Default.
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On the other hand, to preserve usability, users SHOULD NOT be
required to wait for cryptographic tasks such as key generation to
compl ete before being able to use their respective nessage client for
its default purpose. In short, pEp inplenenters MIST ensure that the
ability to draft, send, and receive nessages is always preserved,
even if that nmeans a nessage is sent unencrypted, in accordance with
the Qpportunistic Security approach outlined in [ RFC7435].

In turn, pEp inplenenters MIST ensure that a distinguishable privacy
status is clearly visible to the user, both on a per-contact as well
as per-nmessage level. This allows users to assess both the privacy
| evel for the message and the trust level of its intended recipients
bef ore choosing to send it.

[[ *NOTE*: W are aware of the fact that usually UX requirenments are
not part of RFCs. However, in order to encourage nassive adoption of
secure end-to-end encryption while at the sane tinme avoi ding putting
users at risk, we believe certain straightforward signaling
requirenents for users to be a good idea, just as it is currently
done for already-popul ar instant messagi ng services. ]]

3. pEp ldentity System

Everyone has the right to choose how to reveal thenselves to the
world, both offline and online. This is an inportant elenent to
mai nt ai n psychol ogi cal, physical, and digital privacy. As such, pEp
users MJST have the option to choose their identity, and they MJST
have the ability to maintain nultiple identities

These different identities MJUST NOT be externally correlatable with
each other by default. On the other hand, comnbining different
identities when such information is known MJST be supported (alias
support).

3. 1. User

A pEp User is a real world human being (or a group of human beings).
If it is a single human being, it can be called person

A pEp User ID (user_id) identifies a pEp User. The variable user_id
SHOULD be a Universally Unique IDentifier (UU D), however it MAY al so
be an arbitrary uni que string.

A pEp User may have a default pEp Key (cf. Section 3.3).

In the pEp reference inplenentation (cf. Appendix A), the "id

(text) field in table 'person’ contains the pEp User |D.
Table "identity' (that references to table 'person’) the 'user_id’
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(text) field contains the pEp User ID, too. The 'main_key id (text)
field in table 'person’ contains the default pEp Key (that references
to field "fpr’ in table ’pgp_keypair’; cf. Section 3.3).

3.1.1. Omn User

The Om User in pEp is a special case of a pEp User (cf.

Section 3.1), i.e. the (local) pEp User that utilizes the pEp client
in question. As all pEp Users also the Owm User needs a User ID
which is assigned at creation of the Om User entry.

In the pEp reference inplenentation (cf. Appendix A), the "is_own’
(integer) field in table "identity’ is set to 1, if the entry bel ongs
to an Om User.

3.2. Address

An address in pEp means the designator of a destination where
messages can be routed to and accessed from e.g., email address,
Uni form Resource ldentifier (URI), Network Access ldentifier (NAl),
phone number, etc.

An address nay belong to one or nore users. A user may have nultiple
Addr esses.

[[ Note: It might be necessary to introduce further addressing
schenmes through | ETF contributions or I ANA registrations, e.g.,

i mpl ementing pEp to bridge to popul ar nessagi ng services with no URI's
defined. ]]

In the pEp reference inplenentation (cf. Appendix A), the 'address
(text) field in table "identity’ contains the address.

3.3.  Key

A pEp Key is an asynmetric cryptographic key pair conpatible to
OpenPGP [ RFC9580] .

pEp Keys are identified by the full fingerprint (fpr) of the public
key. The fingerprint is obtained fromthe specific cryptographic
application used to handl e the keys. The canonical representation of
the fingerprint in pEp is upper-case hexadeci nal with zero-paddi ng
and no separators or spaces.
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In the pEp reference inplenentation (cf. Appendix A), the 'fpr’
(text) field in table ’pgp_keypair’ contains the fingerprint of the
pEp Key. The 'main_key id (text) field in tables ’'person’ and
"identity’ (containing the default pEp Key) links to field "fpr’ in
tabl e ' pgp_keypair’).

3.4. ldentity

A pEp ldentity is a representation of a pEp User (cf. Section 3.1),
defining how this pEp User appears within the network of a messagi ng
system This representation may or nmay not be pseudonynous in

nat ure.

A pEp ldentity is defined by nmapping a pEp User ID (cf. Section 3.1)
to an address (cf. Section 3.2).

A pEp ldentity can have a tenporary pEp User ID (user_id) as a
pl acehol der until a real pEp User IDis known.

In case different accounts are utilized by the sane pEp User, a
different pEp Key (cf. Section 3.3) for each account MJST be
created. This allows a pEp User to retain different identities that
cannot be correlated by sharing the sane key for those identities

(i nproved privacy).

A pEp User as well as each pEp ldentity MAY have a default pEp Key.
VWhen both - a pEp Identity and the related pEp User - have a default
pEp Key assigned, the pEp ldentity' s default pEp Key MJST take
precedence over the pEp User’s default pEp Key.
In the pEp reference inplenentation (cf. Appendix A), the above
descri bed mapping is done by adding an entry to table 'identity’
linking its field "user_id to the "id field in table ’person’.
3.5. Alias
pEp Aliases share the same key and identity.
4. Key Managenent

In order to achieve the goal of w despread adoption of secure
conmuni cati ons, key managenent in pEp MJUST be aut omat ed.

Birk, et al. Expi res 23 Novenber 2025 [ Page 11]



I nternet-Draft pretty Easy privacy (pEp) May 2025

4.1. Key Ceneration

A pEp inplenentati on MIUST ensure that cryptographic keys (cf.

Section 3.3) for every configured pEp Identity (cf. Section 3.4) are
available. If a corresponding key pair for the identity of a pEp
User is found and said pEp Identity fulfills the requirenents (e.g.,
for email, as set out in [I-D.pep-email]), said key pair SHOULD be
reused. O herwi se a new key pair MJST be generated. This may be
carried out instantly upon its configuration.

On devices with limted processing power (e.g., nobile devices) the
key generation nay take nore tinme than a user is willing to wait. |If
this is the case, users SHOULD NOT be stopped from conmmruni cati ng,
i.e., the key generation process SHOULD be carried out in the

backgr ound.

4.2. Private Keys
4.2.1. Storage

Private keys in pEp inplenmentati ons MIUST al ways be held on the end
user’'s device(s): pEp inplenmenters MJUST NOT rely on private keys
stored in centralized renpte |locations. This applies even for key
storages where the private keys are protected with sufficiently I ong
passphrases. It is considered a violation of pEp’s P2P design
principle to rely on centralized infrastructures (cf. Section 2.5).
This al so applies for pEp inplenmentations created for applications
not residing on a user’s device (e.g., web-based MJAs). In such
cases, pEp inplenentations MIUST be designed in a way such that the

| ocal ly-held private key can neither be directly accessed by the
server application nor transfered to any server, i.e. the private key
MUST remain | ocal and MJUST NOT be | eaked anywhere el se.

Furthernore, it is inportant that browser add-ons inplenenting pEp
functionality do not dynamically obtain their cryptographic code from
a centralized (e.g., cloud) service. Cryptographic code MJST al ways
be stored locally, installed e.g., as part of a certified and signed
installation package, containing the add-on and additional code to
execute the cryptographic functions. Dynamically obtained code is
considered a centralized attack vector allow ng for backdoors,
negatively inpacting privacy and security.

Cf. Section 6.1 for a neans to synchronize private keys anong
different devices of the sane network address in a secure manner.
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4.2.2. Passphrase

Passphrases to protect a user’s private key MJST be supported by pEp
i mpl ement ati ons, but SHOULD NOT be enforced by default. That is, if
a pEp implenentation finds a suitable (i.e., secure enough)

crypt ographi ¢ setup, which uses passphrases, pEp inplenmentations MJST
provide a way to unlock the key. However, if a new key pair is
generated for a given identity, no passphrase SHOULD be put in place.
The authors assune that the enforcenent of secure (i.e., unique and

| ong enough) passphrases woul d massively reduce the nunber of pEp
users (by hassling them), while providing little to no additiona
privacy for the comon cases of passive nonitoring being carried out
by corporations or state-level actors.

4.3. Public Key Distribution

As the pEp Key is available (cf. Section 4.1) inplenenters of pEp
MUST ensure that by default the public key of the pEp lIdentity (cf.
Section 3.4) in use (Om User; cf. Section 3.1.1) is attached to
every outgoi ng message. However, this MAY be omitted if the pEp
Identity in use (Owmn User) has previously received a nmessage fromthe
(renote) pEp ldentity in question and that nessage was encrypted with
public key that the woul d ot herw se be attached.

The sender’s public key SHOULD be sent encrypted whenever possible,

i.e., when a public key of the receiving peer is available. |If no
encryption key of the recipient is available, the sender’s public key
MAY be sent unencrypted. In either case, this approach ensures that

messaging clients (e.g., MJAs that at |east inplenent CpenPGP) do not
need to have pEp inplenented to see a user’s public key. Such peers
thus have the chance to (automatically) inmport the sender’s public
key.

If there is already a known public key fromthe sender of a nessage
and it is still valid and not expired, new keys MJUST NOT be used for
future communi cati on unless they are signed by the previous key (to
avoid a MTM attack). Messages MUST al ways be encrypted with the
receiving peer’s oldest public key, as long as it is valid and not
expired.

4.3.1. UX Considerations
I mpl enenters of pEp MJUST prevent the display of public keys attached

to nessages (e.g, in emil) to the user in order to prevent user
confusion by files they are potentially unaware of how to handl e.
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4.3.2. No Centralized Public Key Storage or Retrieval by Default

Keyservers or generally internedi ate approaches to obtain a peer’s
public key MJUST NOT be used by default. Though, the user MAY be
provided with an option (opt-in) to obtain keys fromrenote

| ocations, in order to regard the w despread adopti on of such
approaches for key distribution

Keys generated or obtained by pEp clients MJUST NOT be upl oaded to any
(internmedi ate) keystore locations without the user’s explicit
consent.

4.3.3. Exanple Message Fl ow

The foll owi ng exanpl e roughly describes a pEp scenario with a typica
initial nmessage flow to denonstrate key exchange and basic trust
nmanagenent :

The foll owi ng exanpl e descri bes a pEp scenario between two users --
Alice and Bob -- in order to denonstrate the nessage flow that occurs
when exchangi ng keys and determ ni ng basic trust managenent for the
first time:

1. Alice -- knowing nothing of Bob -- sends a nessage to Bob. As
Alice has no public key fromBob, this nessage is sent out
unencrypted. However, Alice’'s public key is automatically
at t ached.

2. Bob receives Alice’'s nessage and her public key. He is able to
reply to her and encrypt the nmessage. His public key is
automatically attached to the nessage. Because he has her public
key now, Alice’s rating in his nmessage client changes to
"encrypted’. Froma UX perspective, this status is displayed in
yellow (cf. Section 5.2).

3. Alice receives Bob’s key. As of now Alice is also able to send
secure messages to Bob. The rating for Bob changes to "encrypted"
(with yellow color) in Alice’s messaging client (cf.

Section 5.2).

4. Alice receives Bob’s reply with his public key attached. Now,
Alice can send secure nmessages to Bob as well. The rating for
Bob changes to yellow, or ’'encrypted', in Alice' s nmessaging

client Section 5. 2.
5. Alice and Bob can encrypt now, but they are not yet

aut henticated, |eaving themvulnerable to man-in-the-mddle
(MtM attacks. To prevent this fromoccurring, Alice and Bob
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can engage in a pEp Handshake to conpare their Trustwords (cf.
Section 5.3) and confirmif those match. After this step is
performed, their respective identity ratings change to "encrypted
and authenticated", which is represented by a green color (cf.
Section 5.
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| Al | B

I I
Fom e e e e a e e oo + Fom e e e e a e e oo +
| auto-generate key pair | | auto-generate key pair |
| (if no key yet) | | (if no key yet) |
o e e e e e a oo + o e e e e e a oo +

I I
o e e e e e e oo + o e e e e e e oo +
| Privacy Status for B: | | Privacy Status for A |
| *Unencr ypt ed* | | *Unencr ypt ed* |
o + o +

I I
| A sends nessage to B (Public Key |
| attached) / optionally signed, but |
| NOT ENCRYPTED |
I
I

| Privacy Status for A |
| *Encrypt ed* |

I
B sends nessage to A (Public Key |
attached) / signed and ENCRYPTED |

| Privacy Status for B: |
| *Encr ypt ed* |

I
| A and B successfully conpare their

| Trustwords over an alternative channel
| (e.g., phone line)

| -

I

Sem mm mm mm me mm ee ee e ee e ee e a2

o e e e e + o e e e e +

| Privacy Status for B: | | Privacy Status for A |
*Tr ust ed* | | *Tr ust ed* |

o + o +

4.4. Key Reset

Key Reset is specified in [I-D. pep-keyreset].
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5. Trust Managenent
5.1. Privacy Status

The Privacy Status for an identity can change due to a nunber of
factors. A change of privacy status will update the col or code
assigned to this identity accordingly, and is applied to future
communi cations with this identity.

The Privacy Status is the nost inportant conponent of pEp.

I mpl enenters of pEp MJUST ensure that he Privacy Status is clearly
visible to the user - on a per-recipient as well as on a per-nessage
| evel, so that the user imrediately understands from col ors, synbols
and texts how private

* a communi cati on channel with a given peer was (or ought to be) and
* a given nessage was (or ought to be).
The Privacy Status is further specified in [I-D. pep-rating].

5.2. Trust Rating

pEp includes a Trust Rating system defining Rating and Col or Codes to
display the Privacy Status of a peer or nessage (cf.
[1-D. pep-rating]):

* Ratings are | abeled, e.g., as "Unencrypted", "Encrypted",
"Trusted", "Under Attack", etc.

* The Privacy Status in its nost general formis represented with
traffic lights semantics (and respective synbols and words). The
three colors "yellow', "green" and "red" are assigned to
conmmuni cati on channel s or nessages (depending on the Privacy
Status). Those immediately indicate how secure and trustworthy
(and thus private) a conmunication was or ought to be considered.
Note that there the may be no color applied, e.g. for the case
that no public key is available to engage in private
communi cations with an identity.

The pEp Trust Rating systemwth all its states and respective
representations is specified in [I-D. pep-rating].

Note: An exanple for the rating of communication types, the

definition of the data structure by the pEp Engi ne reference
i mpl ementation is provided in Appendix A 2.
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5.3. Handshake

To establish trust between peers and to upgrade the Privacy Status
(cf. Section 5.1) of a peer, pEp defines a handshake, which is
specified in [I-D. pep-handshake] and illustrated in Section 4.3.3
above. During the handshake Trustwords [|-D. pep-trustwords] are
presented to pEp Users to conpare and thus verify the authenticity of
peers in order to mtigate MTM attacks. Trustwords are normally
computed fromthe two peers’ fingerprints of their public keys.

In order to retain conpatibility with peers not using pEp

i npl ementations (e.g., Miil User Agents (MJAs) with QpenPGP [ RFC9580]
i mpl ementations without Trustwords), it is REQU RED that pEp

i npl ementers provide the user with the option to show both peers
fingerprints instead of (or in addition to) the Trustwords.

6. Synchronization

An inmportant feature of pEp is to assist the user to run pEp
applications on different devices, such as personal computers, nobile
phones and tablets, at the same time. Therefore, state needs to be
synchroni zed anong the different devices.

6.1. Private Key Synchronization

The pEp KeySync protocol (cf. [I-D.pep-keysync]) is a decentralized
proposition which defines how pEp users can distribute their private
keys anmong their different devices in a user-authenticated manner
This allows users to read their nessages across their various
devices, as long as they share a comon channel, such as an enmil
account .

7. Options in pEp
In this section a non-exhaustive selection of options is provided.
7.1. Option "Passive Mde"
By default, the sender attaches its public key to any outgoing
message (cf. Section 4.3). For situations where a sender wants to
ensure that it only attaches a public key to an Internet user which
has a pEp inplenentation, a Passive Mbde MJUST be nade avail abl e.
7.2. Option "Disable Protection"
Using this option, protection can be disabled generally or

sel ectively. Inplenenters of pEp MJST provide an option "Disable
Protection" to allow a user to disable encryption and signing for:
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1. all communication
2. specific contacts
3. specific nessages

Note that this option does not change the behavior on whether of not
to attach the public key. Wether or not to attach the public key
depends on the option "Passive Mde" (cf. Section 7.1).

7.3. Option "Extra Keys"
7.3.1. Use Case for Organizations

For internal or enterprise environnents, authorized personnel nmay
need to centrally decrypt user messages for archival or other |ega
pur poses. Therefore, pEp inplenenters MAY provide an "Extra Keys"
option in which a nessage is encrypted with at |east one additiona
public key. The correspondi ng secret key(s) are intended to be
secured by Cl SO staff or other authorized personnel for the

organi zati on.

However, it is crucial that the "Extra Keys" feature MJST NOT be
activated by default for any network address, and is intended to be
an option used only for organization-specific identities, as well as
their correspondi ng network addresses and accounts. The "Extra Keys"
feature SHOULD NOT be applied to the private identities, addresses,
or accounts a user m ght possess once it is activated.

7.3.2. Use Case for Key Synchronization

The "Extra Keys" feature also plays a role during pEp’s KeySync
protocol s [I-D. pep-keysync], where the additional keys are used to
deci pher nessage transactions by both parties involved during the
negoti ati on process for private key synchroni zation. During the
encrypted (but untrusted) transactions, KeySync nessages are not just
encrypted with the sending device's default key, but also with the
default keys of both parties involved in the synchronization process.

7.4. Option "Blacklist Keys"

A "Bl ackl i st Keys" option MAY be provided for an advanced user,
allowing themto disable keys of peers that they no | onger want to
use in new comruni cati ons. However, the keys MJUST NOT be del et ed.

It MIUST still be possible to verify and deci pher past comuni cati ons
that used these keys.
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7.5. Option "Trusted Server"

By default messages are stored encrypted on a server. Wth this
option enabl ed nmessages will be stored unencrypted.

This may be useful in trusted environments (such as organi zati ons)
e.g., to conformto | egal requirenments such as archiving regul ations.

pEp i mpl enent ati ons MJUST provide a "Trusted Server"” option. Wth the
user’'s explicit consent (opt-in), unencrypted copies of the Messages
MUST be held on the server regarded as trusted.

7.5.1. Changing Server Trust
Changi ng the server trust is possible at any tine.
7.5.1.1. Changing from  Trusted to Untrusted Server

When changing fromtrusted server to untrusted server,

i mpl ement ati ons MAY encrypt all existing nessages on the server,
though this is NOT REQUI RED. However, new messages MJST be stored
encrypted and whenever an existing (unencrypted) nessage is re-
opened, it MJST be stored encrypted.

7.5.1.2. Changing fromUntrusted to Trusted Server

When changing fromuntrusted server to trusted server, inplenentation
MAY decrypt all existing nmessages on the server, though this is NOT
REQUI RED. However, new nmessages MJST be stored unencrypted and
whenever an existing (encrypted) nessage is re-opened, it MJST be
stored unencrypt ed.

8. Interoperability

pEp ainms to be interoperable with existing applications designed to
enabl e privacy, e.g., OpenPGP [ RFC9580] and S/M ME [ RFC8551] in
emai | .

9. Security Considerations

By attaching the sender’s public key to outgoi ng nessages, Trust on
First Use (TOFU) is established. However, this is prone to MTM
attacks. Cryptographic key subversion is considered Pervasive
Monitoring (PM according to [ RFC7258]. Those attacks can be
mtigated, if the involved users conpare their comon Trustwords
This possibility MUST be nade easily accessible to pEp users in the
user interface inplenentation. |If for conpatibility reasons (e.g.,
wi th OpenPGP users) no Trustwords can be used, then a conparatively
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10.

11.

11.

11.

easy way to verify the respective public key fingerprints MIST be
i mpl ement ed.

As the use of passphrases for private keys is not advised, devices
t hensel ves SHOULD use encryption

I ANA Consi derations

Thi s docunent has no actions for | ANA
| mpl enent ati on Status

1. Introduction

This section records the status of known inplementations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the I ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [RFC7942], "[...] this will allow reviewers and working
groups to assign due consideration to docunents that have the benefit
of running code, which may serve as evi dence of val uable
experinentation and feedback that have nmade the inplenented protocols
more mature. It is up to the individual working groups to use this
information as they see fit."

2. Current Software |nplenmentations of pEp

The foll owi ng applications inplenentating the pEp protocols already
exi st:

* pEp for Thunderbird as an add-on for Thunderbird, release
[ SRC. pepf ort hunder bi rd]

* pEp for Qutlook as add-on for Mcrosoft CQutl ook
* pEp for iOS (inplenented in a new MJA)

* pEp for Android (based on a fork of the K9 MJA)
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11.

Al'l these applications are using the pEp Engi ne reference
i mpl ement ati on [ SRC. pepcore].

Not e: The forner community project Enignail/pEp as add-on for
Thunder bird was di scontinued and repl aced by pEp’s own add-on for
Thunder bi rd [ SRC. pepforthunderbird] in 2021

pEp for Android, i0S, Qutlook and Thunderbird were provi ded by pEp
Security, a discontinued commercial entity specializing in end-user
pEp i npl enent ati ons.

Al software is available as Free and Open Source Software and
publ i shed al so in source form

3. Reference Inplenentation of pEp’s Core

The pEp Project provides a reference inplenentation of pEp’s core
principles and functionalities, which go beyond the documentation
status of this Internet-Draft. [ SRC pepcore]

pEp’ s reference inplementation is conposed of pEp Engi ne and pEp
Adapters (or bindings), alongside with sone libraries which pEp
Engine relies on to function on certain platforns (like a Net PGP fork
we maintain for the iCS platform.

The pEp Engine is a Free Software |ibrary encapsul ating
i npl ement ati ons of:

* Key Managenent

Key Managenent in pEp Engine is based on GiuPG key chai ns ( Net PGP
on i0S). Keys are stored in an OpenPGP conpatible format and can
be used for different crypto inplenmentations.

* Trust Rating

pEp Engine is sporting a two phase trust rating system |In phase
one there is a rating based on channel, crypto and key security
naned "commtypes”. |In phase 2 these are mapped to user
represent abl e val ues which have attached colors to present themin
traffic |ight senmantics.

*  Abstract Crypto API
The Abstract Crypto APl is providing functions to encrypt and

decrypt data or full nmessages wi thout requiring an application
programer to understand the different formats and standards.
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* Message Transports

pEp Engine will support a growing |list of Message Transports to
support any w despread text messagi ng systemincluding email, SM5,
XMPP and nmany nore.

pPEp Engine is witten in C99 progranming | anguage. It is not meant
to be used in application code directly. |Instead, pEp Engine is
com ng together with a list of software adapters for a variety of
programm ng | anguages and devel opnent environnents, which are:

*  pEp COM Server Adapter
*  pEp JNI Adapter
*  pEp JSON Adapt er
* pEp ObjC (and Swift) Adapter
* pEp Python Adapter

11. 4. Abstract Crypto APl Exanpl es
A sel ection of code excerpts fromthe pEp Engi ne reference
i npl ementation (encrypt nmessage, decrypt nessage, and obtain
Trustwords) can be found in Appendi x A. 3.
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Code Excerpts

Thi s section provides excerpts of the running code fromthe pEp
reference inpl enentati on pEp Engi ne (C99 programm ng | anguage) .

A 1.

pEp Identity

How the pEp ldentity is defined in the data structure (cf. src/
pEpENgi ne. h) :
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typedef struct _pEp_identity {

char *address; /1< Cstring with address UTF-8 encoded

char *fpr; [l1/l< Cstring with fingerprint UTF-8
/1] < encoded

char *user _id; [l1/< Cstring with user ID UTF-8

/1l < encoded\n

[1/< user_id MGCGHT be set to

/1< "pEp_own_userld" (use PEP_OAN_USERI D
/1< preprocessor define)

[1/<if this is ow user’s identity.

/1/< But it is not REQUI RED to be.

char *user nane; [1/< Cstring with user nane UTF-8
/11> encoded
PEP_comm t ype conm type; /1< type of comunication with this ID
char lang[3]; /1l < |l anguage of conversation
/[//<1S0O 639-1 ALPHA-2, last byte is O
bool ne; /1< if this is the |ocal user
/1l < hersel f/hinself
unsi gned int major_ver; /1] < highest version of pEp nessage
/1< received, if any
unsi gned int mnor_ver; /1l < highest version of pEp nessage

[1/< received, if any
PEP enc_format enc format; ///< Last specified format we encrypted
[l/< to for this identity
identity flags_t flags; /l1l<identity_flagl | identity_flag2
1< |
} pEp_identity;

A.1.1. Correspondi ng SQ
Rel ati onal table schene excerpts (in SQ) used in current pEp

i npl ementations, held locally for every pEp installation in a SQite
dat abase
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CREATE TABLE person (

idtext primary key,

usernanme text not null

mai n_key id text
ref erences pgp_keypair (fpr)
on del ete set null

| ang text,

coment text,

i s_pEp_user integer default O

)

CREATE TABLE identity (
address text,
user id text
ref erences person (id)
on del ete cascade on update cascade,
mai n_key id text
references pgp_keypair (fpr)
on del ete set null
coment text,
flags integer default O,
is_own integer default O,
pEp_versi on_nmj or integer default O,
pEp_versi on_m nor integer default O,
enc_format integer default O,
timestanp integer default (datetime(’ now)),
primary key (address, user_id)

)

CREATE TABLE pgp_keypair (
fpr text primry key,
created integer,
expires integer,
comrent text,
flags integer default O

A. 2. pEp Comunication Type

In the following, is an exanple for the rating of conmunication types
as defined by a data structure (cf. src/pEpEngi ne. h [ SRC. pepcore]):

typedef enum _PEP_comm type {
PEP ct _unknown = 0,

/1 range 0x01 to 0x09: no encryption, 0x0a to O0xOe: nothing
/'l reasonabl e
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PEP_ct _no_encryption = 0x01, /1
PEP_ct _no_encrypted_channel = 0x02,
PEP_ct _key_not _found = 0x03,

PEP_ct key_ expired 0x04,

PEP_ct key_ revoked 0x05,

PEP ct key bOrken = 0x06,

PEP_ct _key_expired_but_confirmed = 0x07,

PEP ct _ny_key not _included = 0x09,

PEP ct _security by obscurity = 0xO0a,
PEP_ct _bOrken_crypto 0x0b,
PEP_ct _key_too_short 0x0c,

PEP_ct _conproni sed = 0xOe,
PEP_ct _conproni zed = 0xOe,
PEP ct mi strusted = 0OxOf,
/1 range 0x10 to Ox3f: unconfirmed encryption

PEP_ct unconfirnmed_encryption

= 0x10, /1
PEP ct OpenPGP_weak unconfirmed =

0x11, 11
PEP_ct _to_be checked = 0x20, /1
PEP ct SM ME unconfirnmed = 0x21,
PEP ct CMS unconfirnmed = 0x22,
PEP _ct strong_but _unconfirnmed = 0x30, /1
PEP_ct _OpenPGP_unconfirned = 0x38, 11
11

PEP ct OTR unconfirnmed = 0x3a,
/1 range 0x40 to Ox7f:

PEP_ct _unconfirmed_enc_anon = 0x40, 11
PEP_ct _pEp_unconfirned = O0x7f,

PEP ct _confirnmed = 0x80, /1
I

/1 range 0x81 to 0Ox8f:
/1 range 0x90 to Oxbf:

reserved
confirned encryption

PEP_ct _confirned_encryption = 0x90, /1
PEP_ct OpenPGP_weak = 0x91, /1
11
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generic

// NOT with confirned bit.
!/ Just
/Il in case of

retaining info here
renewal .

/1 known conprom sed connection
/1 deprecated msspelling
/1 known m strusted key

generic
RSA 1024 is weak

generic

generic
key at
RSA or

| east 2048 bit
EC

unconfirnmed encryption and anonym zation

generic

this bit decides if
trust is confirnmed

generic
RSA 1024 is weak
(unused)

[ Page 29]



I nternet-Draft pretty Easy privacy (pEp) May 2025

PEP ct _to_be _checked_confirmed = 0xa0, /1 generic
PEP_ct SM ME = Oxal,
PEP_ct _CM5 = 0Oxa2,
PEP ct _strong_encryption = 0xbO, /1 generic
PEP_ct _OpenPGP = 0xb8, /'l key at |east 2048 bit
I/ RSA or EC
PEP ct OTR = Oxba,
/1 range 0OxcO to Oxff: confirnmed encryption and anonym zati on
PEP_ct _confirmed_enc_anon = 0xcO, /'l generic
PEP_ct _pEp = Oxff
} PEP_comm type;
A.3. Abstract Crypto APl Exanpl es

The foll owi ng code excerpts are fromthe pEp Engine reference
i mpl ementation, to be found in src/nessage_api.h

[[ Note: Just a selection; nmore functionality is available. ]]
A.3.1. Encrypting a Message

Cf. src/message_api . h [ SRC. pepcore]:

*

<I-- encrypt _nessage() -->
@rief Encrypt nessage in nenory

@ar ani i n] sessi on session handl e

@araniin,out] src message to encrypt - usually in-only
except for the rating field, but can be
in-out for unencrypted nessages;
in that case, we nmay attach the key
and decorate the nessage.
In any case, reset the rating.

L N S T N T B N N B S

@ar aniin] extra extra keys for encryption

@ar anf out ] dst poi nter to new encrypted nessage or
NULL i f no
encryption could take place

@ar aniin] enc_f or mat The desired format this nmessage shoul d
be encrypted with

@ar aniin] flags flags to set special encryption
features

@ et val PEP_STATUS K on success
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L B I I N S R S

/

@ etval PEP_KEY_HAS AMBI G_NAME at | east one of the receipient
keys has an anbi guous name

@ et val PEP_UNENCRYPTED on demand or no recipients with
usabl e key, is left unencrypted,
and key is attached to it

@ etval PEP_|I LLEGAL_VALUE illegal parameter val ues

@ et val PEP_OUT_OF_ MEMORY out of menory

@etval any other value on error

@var ni ng the ownership of src remains with the caller
the ownership of dst goes to the caller

@var ni ng enc_format PEP_enc_inline_EA:
internal format of the encrypted attachments is changi ng, see
htt ps://dev. pep. f oundati on/ Engi ne/ El evat edAt t achment s\ n
Only use this for transports w thout support for attachnents
when attached data nust be sent inline

DYNAM C_API PEP_STATUS encrypt _nessage(

PEP_SESSI ON sessi on,

nmessage *src,

stringlist t *extra,

message **dst,

PEP enc_format enc_format,
PEP_encrypt _flags_t flags

)

A . 3.2. Decrypting a Message

Cf. src/message_api . h [ SRC. pepcore]:

*

~

* ok k% ok ok kX ok kX Ok ok Xk *
N
1
1

@ar aniin] sessi on
@aranfin,out] src

@ar anf out ] dst

@aranfin,out] keyli st

decrypt _nessage_2() -->

@rief Decrypt nessage in nenory

session handl e

message to decrypt - see warni ng about
identities bel ow

the rating field of src (instead of dst)
is updated in case encryption fails.

poi nter to new decrypted nessage or NULL
on failure

in: stringlist with additional keyids

for reencryption if needed (will be freed
and repl aced with output keylist)
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@aranfin,out] flags

@etval <ERROR>
@ etval PEP_DECRYPTED

@etval PEP_STATUS K

@ot e Fl ags above are as
@erbatim

PEP_decrypt _fl ag_consune

Lo T R T R T R N N I N N N N N . S R I T N N N N N N N N N I O

PEP decrypt flag own _private_ key

PEP_decrypt flag_src_nodified

out: stringlist with keyids used for
signing and encryption. first key is
signer, additional keys are the ones it was
encrypted to. Only signer and whi chever

of the user’s keys was used are reliable
flags to signal special decryption features

any error status
i f message decrypted but not verified

@ etval PEP_CANNOT_REENCRYPT if nmessage was decrypted (and possibly

verified) but a reencryption operation
is expected by the caller and failed
on success

f ol | ows:

| used to signal that decrypt |
| function shoul d engage |
| in behaviour specified for |
| when the server storing |
| the source is untrusted. |

private key was inported for
one of our addresses

(NOT trusted or set to be used
- handshake/trust is required

for that)

I I
I I
I I
| |
I I
I I
| indicates that the |
| nodified_src field should |
| contain a nodified version of |
| the source, at the nonent |
| always as a result of the |
| input flags. |
I I
I I
I I
| |
I I
I I
I I

used by sync to indicate this
was a pEp internal nessage and
shoul d be consumed externally
wi t hout showing it as a nornal
nmessage to the user
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PEP_decrypt _flag_ignore | used by sync |
@ndver bati m

@wnership src remains with the caller; HOAEVER, the contents
m ght be nodified (strings freed and all ocated anew or
set to NULL, etc) intentionally; when this happens,
PEP_decrypt _flag src_nodified is set.

@wner ship dst goes to the caller
@wnership contents of keylist goes to the caller

@ote if src is unencrypted this function returns PEP_UNENCRYPTED
and sets dst to NULL

@ote if src->enc_format is PEP_enc_inline_EA on input then elevate
attachnents will be expected

@var ni ng decrypt _nmessage RELIES on the fact that identity
information provided in src for recips and sender is AS
TAKEN FROM THE ORI G NAL PARSED MESSACE. This neans that if
update identity or nyself is called on those identities by
the caller before passing the nmessage struct to

decrypt _nmessage, the caller will have to cache and restore
those to their original state before sending themto this
function.

ADAPTERS AND APPLI CATI ONS PLEASE TAKE NOTE OF THI S
(Qbviously, this doesn’t include information |ike
user _ids, but we very specifically need the incom ng
user nanmes preserved so that they can be handl ed by the
internal algorithm appropriately)

DYNAM C APl PEP_STATUS decrypt _nessage 2(

PEP_SESSI ON sessi on,
nmessage *src,

message **dst,
stringlist_t **keylist,
PEP decrypt flags_ t *flags

A.3.3. Obtain Conmmon Trustwords

Cf. src/message_api . h [ SRC. pepcore]:
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*

@ar aniin] sessi on

@ar aniin] idl
@ar ani i n] id2

@ar aniin] | ang
@aranfout] words

@aranfout] wsize

@ar aniin] full

@etval PEP_STATUS K

Lo S R S TR T R R B T T N T N N R N N N

pEp _free())

*

*/

<I-- get _trustwords() -->

@rief Get full trustwords string for a *pair* of identities

sessi on handl e

identity of first party in comunication -
fpr can’t be NULL

identity of second party in communication -
fpr can’t be NULL

C string with | SO 639-1 | anguage code
pointer to Cstring with all trustwords
UTF- 8 encoded, separated by a bl ank each
NULL i f | anguage is not supported or
trustword wordlist is danmaged or unavail abl e
length of full trustwords string

if true, generate ALL trustwords for these
identities.

el se, generate a fixed-size subset.

(TODO fixed-m ni num ent r opy

subset in next version)

trustwords retrieved

@etval PEP_OUT OF MEMORY out of nenory
@ etval PEP_I LLEGAL_VALUE illegal parameter val ues
@etval PEP_TRUSTWORD NOT_FOUND at | east one trustword not found

@var ning the word pointer goes to the ownership of the caller.
the caller is responsible to free() it (on Wndoze use

DYNAM C_API PEP_STATUS get _t rustwor ds(

PEP_SESSI ON sessi on,

const pEp_identity* idl,

const pEp_identity* id2, const char* |ang, char **words,

size t *wsize, bool

)

full

Appendi x B. Document Changel og

[[ RFC Editor: This section is to be renoved before publication ]]

* draft-pep-general - 03:

- Update Inplementations Status

- Update References

Birk, et al. Expi res 23 Novenber 2025 [ Page 34]



nternet-Draft pretty Easy privacy (pEp) May 2025

* draft-pep-general - 02:
- Reorgani zed chapter structure to align with [I-D. pep-enail]
- Update Terns and References
- Serveral corrections and enhancements
* draft-pep-general -01:
- Mnor update in Section 2.1
- Rewite Section 4.2.1
* draft-pep-general -00:
- Mijor Rewite of "pEp ldentity Concept" section
- Mjor Rewite of "Key Managenment" section
- Update Code Excerpts to match current inplenentation state
- Lots of corrections and editorial changes
* draft-birk-pep-06:
- Mnor changes
* draft-birk-pep-05:
- Mnor changes, especially in identity system
* draft-birk-pep-04:
- Fix internal reference
- Add | ANA Consi derations section
- Add ot her use case of Extra Keys

- Incorporate review changes by Kelly Bristol and Nana
Karl stetter

* draft-birk-pep-03:

- Major restructure of the docunent
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- Added several new sections, e.g., Key Reset, Trust Revoke,
Trust Synchronization, Private Key Export / Inport, Privacy
Consi derations (content yet nostly TODO)

- Added reference to HRPC work / RFC8280

0 Added text and figure to better explain pEp’ s autonated Key
Exchange and Trust managenment (basic message fl ow)

- Lots of inprovenent in text and editorial changes
* draft-birk-pep-02:
- Myve (updated) code to Appendi x
- Add Changel og to Appendi x
- Add Open |ssue section to Appendi x
- Fix description of what Extra Keys are
- Fix Passive Mdde description
- Better explain pEp’s identity system
* draft-birk-pep-01:
- Mstly editorial
* draft-birk-pep-00:
- Initial version
Appendi x C. Open |ssues

[[ RFC Editor: This section should be enpty and is to be renoved
before publication ]]

* Shorten |Introduction and Abstract
* Update Code Excerpts

Aut hors’ Addr esses
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