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Abst r act

The proposed pretty Easy privacy (pEp) protocols for emanil are based
upon al ready existing email and encryption formats (such as PGP/ M ME)
and designed to allow for easily inplenentable and interoperable
opportuni stic encryption. The protocols range fromkey distribution,
secret key synchronizati on between own devices, to nechani sns of

met adata and content protection. The netadata and content protection
i s achi eved by noving the whol e message (not only the body part) into
the PGP/ M ME encrypted part. The proposed pEp Email Formats not only
achi eve sinmple fornms of nmetadata protection (like subject

encryption), but also allow for sending email nessages through a

m xnet. Such enhanced forns of nmetadata protection are explicitly

di scussed within the scope of this docunent.

The purpose of pEp for email is to sinplify and autonmate operations
in order to nake usage of email encryption viable for a w der range
of Internet users, with the goal of achieving w despread

i npl ementation of data confidentiality and privacy practices in the
real world.

The proposed operations and formats are targeted towards
Qpportuni stic Security scenarios and are already inplenented in
several applications of pretty Easy privacy (pEp).

About Thi s Docunent

This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-pep-emil/.

Di scussion of this document takes place on the medup non-WG nmailing
list (mailto:medup@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/ medup/. Subscribe at
https://ww. ietf.org/ mail man/listinfo/ medup/.

Source for this draft and an issue tracker can be found at
https://codeberg. org/ pEp/internet-drafts.
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1. Introduction

Thi s docunent contains propositions for inplenenters of Mil User
Agents (MJUAs) seeking to support pretty Easy privacy (pEp)
specifically for email [RFC5322]. Al the propositions of

[1-D. pep-general] also apply to pEp for email. In this docunent,
requi renents are outlined for MJAs wanting to establish
interoperability and/or to inplement pEp for emil

pEp for email builds upon the cryptographic security services offered
by PGP/ M ME [ RFC3156]. The primary goals of pEp for email are:

(1) Maximzation of email privacy for Internet actors depl oying and
using the pretty Easy privacy approach.

(2) Compatibility with | egacy or other automatic emmil encryption
solutions in order to preserve privacy to the greatest extent
possi bl e.

Interoperability with S/M M [ RFC8551] is a also goal, but at this
time there is no specification or running code that achieves this
goal .

Legacy tools and inplenentations have failed to provide a sufficient
| evel of usability to ordinary Internet users, with the result that
end-to-end email encryption is sel dom used.
Wi | e OpenPGP [ RFC9580] using PGP/ M ME [ RFC3156] of fers good
encryption -- for nessage contents at least -- nore work is needed to
achi eve the following three objectives of pretty Easy privacy (pEp):
1. make emnil encryption as automatic as possible,
2. protect as nuch netadata as possible, and
3. provide an easy way to authenticate comunication partners.
A reference inplementation of pEp for email is available for al
major platforms and it has been ported to many progranmm ng | anguages
(cf. Section 13 for an overview).

1.1. Relationship to O her pEp Docunents
Thi s docunent describes the pEp for email protocols. Wile it
specifies details particularly related to pEp for email, it basically

inherits the structure of [I-D. pep-general], which describes the
general concepts of pEp on a higher |evel
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For protocol details, constituent pEp mechani sms which also apply to
email can be found in docunments |ike [|-D. pep-handshake]), which
shows how trust between any two pEp users can be established,

[1-D. pep-rating], which describes the privacy indications that can be
hel pful for regular Internet users or [I|-D. pep-keysync], which
outlines pEp's peer-to-peer protocol to synchronize secret key

mat eri al which belongs to the same account and user across various
end- devi ces.

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

1.3. Terns
The following terns are defined for the scope of this docunent:

* pEp Handshake: The process of one User contacting another over an
i ndependent channel in order to verify Trustwords (or fingerprints
as a fallback). This can be done in-person or through established
ver bal conmuni cation channels, |ike a phone call
[1-D. pep- handshake]

*  Trustwords: A representation of 16-bit natural nunbers (0 to
65535) as natural |anguage words: For each natural |anguage a
fi xed nunber-to-word map can be defined as convention and
registered with 1 ANA. Trustwords are generated fromthe conbi ned
public key fingerprints of a both conmunication partners.
Trustwords are used for verification and establishnment of trust
(for the respective keys and comruni cati on partners).
[1-D. pep-trustwords]

* Trust On First Use (TOFU): cf. [RFC7435], which states: "In a
protocol, TOFU calls for accepting and storing a public key or
credential associated with an asserted ldentity, wthout
aut henticating that assertion. Subsequent comunication that is
aut henti cated using the cached key or credential is secure against
an M TM attack, if such an attack did not succeed during the
vul nerabl e initial conmunication."

* Man-in-the-mddle (MTM attack: cf. [RFC4949], which states: "A
formof active wiretapping attack in which the attacker intercepts
and sel ectively nodifies commni cated data to nmasquerade as one or
more of the entities involved in a comunication association.”
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Note: Historically, MTM has stood for ' _Man_-in-the-mn ddl e’
However, to indicate that the entity in the mddle is not always a
human attacker, M TM can al so stand for ' Machine-in-the-mddle or
" Meddl er-in-the-m ddl e’

pEp Email Design Principles

In addition to the Protocol’s Core Design Principles outlined in
[1-D. pep-general], the followi ng sections on design principles are
applicable to pEp for enmil applications.

1.

Privacy by Default

The pEp formats and protocols aimto maxim ze privacy. Were privacy
goal s conflict with security goals, the privacy goals MJST take
pr ecedence.

Exanpl es:

*

2

pEp i mpl ementers MUST NOT make queries to public key servers by
default. The reason for this is to make it nore resource-
intensive for centralized network actors to learn a user’'s socia
graph. This is also problematic security-wi se, as centralized
crypt ographi ¢ key subversion at-scale is nmade easier. |nstead,
key distribution MJST be handl ed i n-band while comunicating with
ot her peers.

Trust information MUST NOT be attached to the comunication
partners’ public keys. This is nmetadata which MJST be held
locally and separately fromthe keys. Trust is established

bet ween the peers directly (peer-to-peer) and no trust information
is held centrally (no support for the Wb of Trust): that is,
whil e pEp MIUST be able to work with OpenPGP keys which carry trust
information, this external trust information MUST NOT be used to
signal any trust level to the pEp user

pEp- enabl ed MJAs MUST either engage in a signed-and-encrypted
communi cati on or in unsigned plaintext comrunication. While the
signatures attached to pl ai ntext nmessages can be verified, signed-
only nessages neither increase security nor privacy, so long as
the correspondi ng public key is not authenticated.

Data M ni m zati on

Data M nim zation includes data sparsity and hiding of all
technically conceal abl e i nformati on whenever possi bl e.
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2.1. Metadata Protection

Emai | metadata (i.e., headers) MJST either be omtted or encrypted
whenever possi bl e.

The PGP/ M ME specification as described in [ RFC3156] provides few
facilities for metadata protection: while the email body receives
protection, the header section remains unprotected.

However, it is possible to also protect the information contained in
the header field values by encapsul ating the whole nessage into a
M ME entity to be signed and encrypted.

The S/M ME Message Specification [ RFC8551] defines a way to al so
protect the header section in addition to the content of a nessage:

The sending client MAY wap a full MME nessage in a nessage/
rfc822 wrapper in order to apply S/M ME security services to
header fi el ds.

3. Interoperability

I mpl enenters of pEp SHOULD be liberal in accepting non-pEp formats to
encrypt enail contents and netadata. pEp inplenmentations MJST use the
strict and interoperable pEp Email Format 1 (cf. Section 8.2) for
any out goi ng comruni cati on to non-pEp users. For communication

bet ween pEp users, nore privacy-preserving formats (cf. Section 8)
MUST be used. pEp Emmil Format 2 and newer SHOULD NOT be used between
users who are not recogni zed as pEp users (cf. Section 9.3), because
for non-pEp users those formats are likely to produce unwanted vi sua
artifacts.

4, End- t o- End

Several |egacy enmil systens depend on centralized infrastructures,
i.e. typical webmail / HTML enmils systems. This is in violation of
the pEp end-2-end principle. Encryption and decryption of nmessages
MJUST be executed on a user’s end-device and MJUST NOT depend on any
third-party network infrastructure (i.e., any infrastructure outside
a user’'s direct control).
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2. 5. Peer -t o- Peer

Al'l relevant pEp mechani sns and state information about other peers

MUST be held locally, on a peer’s end-device. There MJST NOT be any
reliance on an enmil server or even a centralized network conponent

to hold relevant information for peers to be able to comruni cate or

to authenticate thenselves. Emmil servers (like, SMIP or | MAP) are

only used as transport infrastructure for messages, but MJST not be

relied upon to hold actual state between peers.

2.6. User Interaction

pPEp ainms to limt user interactions to a nminimm The only
additional step an email user normally needs to performis the
Trustword conparison (cf. Section 5), if he opts to ensure the
conmuni cation partner is trusted. In special situations (e.qg.
conprom sed keys) further user interaction nay be needed.

3. pEp Email ldentity System

In pEp for email, a user is a person or group who can have one or
nore identities, each represented by an ennil address. Every
identity has an own key attached to it. An enmil address can al so be
an alias for an already existing identity, in which case the sane key
is attached to it.

Al'l information about conmunication partners, like identities, keys
and aliases MJUST be held on a user’s end-device as state information
Thi s SHOULD be done using a structured format, to facilitate the
synchroni zation of state information across various devices, taking
into account multi-device scenarios, which are conmon today.

In pEp’s reference inplementation (cf. Section 13), keys are held
using the key store of the cryptographic library, while peer-specific
state information, including trust information, is held in a sinple
rel ati onal database.

3.1. User

A user in pEp for email is a specific person or group. A user has at
| east one identity, but can have nore.

3.2. Address

In pEp for email, the SMIP address (e.g., mailto:alice@xanple.org)
constitutes the network address.
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3.3. Key

For now, a key in pEp for email is an OpenPGP key. Each identity has
a default key attached for that identity. This is the public key to
be used to encrypt communications to it.

3.4. ldentity

3.

4.

4.

An identity in pEp for email is represented by an email URI, |ike
mai | to: alice@xanple.org. ldentities are represented by enmil
address URIs because a user may have nultiple URIs. For exanple, if
Alice uses nailto:alice@xanple.org for private purposes, but also
wi shes to have a public address, she nay create another emil
address, such as anonynous@xanpl e.com Because this is a new URI

(mai |l t o: anonynmous@xanpl e.con), it is considered a new identity for
Alice.

By default, pEp-enabled MJAs MJUST generate a new key pair during new
account configuration, so that a user’s respective identities are not
correlated to each other. However, if Alice wants her URIs to be
handl ed as a single identity with one key, she nmay configure her
respective identities as aliases.

For other emamil URIs pointing to the sane identity, see the alias
(cf. Section 3.5) concept.

5. Alias

Al i ases share the sane key and identity, e.g., the sane key m ght be
used for mailto:alice@xanple.org as well as for

mai lto: alice@xanple.net. That is, both addresses refer to the sane
identity.

Key Managenent
1. Key CGeneration

A pEp-enabl ed Mail User Agent MJST consider every emmil account as a
new identity: for each identity, a different key pair MJST be created
automatically if no key material of sufficient length is avail able.
By default, RSA-4096 key pairs for QpenPGP encryption [ RFC9580]
SHOULD be generated automatically for each email account. However,
the key length MUST be at |east 2048 bits. Elliptic curve keys with
at least 256 bits MJST be supported, but SHOULD NOT yet be generated
and announced by default for interoperability reasons.

If for an identity there’s an RSA key pair with |l ess than 2048 bits,
new keys MJST be gener at ed.
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4. 2.

4. 2.

Private Keys

St or age

[1-D. pep-general] specifies the requirenents regardi ng storage of
private keys.

4. 2.

Passphrase

[1-D. pep-general] specifies the requirenents regardi ng passphrases
for private keys.

4.2.3.

4. 3.

Private Key Export / |nport

Public Key Distribution

By default, public keys MJIST al ways be attached to any outgoing
message as described in Section 8. If this is undesired, Passive
Mode (cf. Section 7.1) can be activated.

4. 4.

Key Reset

The specification for Key Reset can be found in [|-D. pep-keyreset]
(and [I-D. pep-general]).

Trust Managenent

The foll owi ng exanpl e roughly describes a pEp email scenario with a
typical initial nessage flow to denonstrate key exchange and basic
trust managenent:

1.

Alice -- know ng nothing of Bob -- sends an enmail to Bob. As
Alice has no public key fromBob, this email is sent out
unencrypted. However, Alice’s public key is automatically
att ached.

Bob can just reply to Alice and -- as he received her public key
-- his MJAis now able to encrypt the nmessage. At this point,
the rating for Alice changes to "encrypted” in Bob’s MJA, which
(UX-wi se) can be displayed using yellow color (cf. Section 5.2).

Al'ice receives Bob's key. As of now Alice is also able to send
secure emails to Bob. The rating for Bob changes to "encrypted"”
(with yellow color) in Alice’s MJA (cf. Section 5.2).

If Alice and Bob want to prevent man-in-the-nmddle (MTM
attacks, they can engage in a pEp Handshake conparing their so-
called Trustwords (cf. Section 5.3) and confirmthis process if
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those match. After doing so, their identity rating changes to
"encrypted and aut henticated" (cf. Section 5.2), which (UX-w se)
can be displayed using a green col or

As col or code changes for an identity, this is also reflected to

future nessages to/fromthis identity. Past nessages, however, MJST
NOT be altered.
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| Al | B

I I
Fom e e e e a e e oo + Fom e e e e a e e oo +
| auto-generate key pair | | auto-generate key pair |
| (if no key yet) | | (if no key yet) |
o e e e e e a oo + o e e e e e a oo +

I I
o e e e e e e oo + o e e e e e e oo +
| Privacy Status for B: | | Privacy Status for A |
| *Unencr ypt ed* | | *Unencr ypt ed* |
o + o +

I I
| A sends nessage to B (Public Key |
| attached) / optionally signed, but |
| NOT ENCRYPTED |
I
I

| Privacy Status for A |
| *Encrypt ed* |

I
B sends nessage to A (Public Key |
attached) / signed and ENCRYPTED |

| Privacy Status for B: |
| *Encr ypt ed* |

I
| A and B successfully conpare their

| Trustwords over an alternative channel
| (e.g., phone line)

| -

I

Sem mm mm mm me mm ee ee e ee e ee e a2

o e e e e + o e e e e +

| Privacy Status for B: | | Privacy Status for A |
*Tr ust ed* | | *Tr ust ed* |

o + o +

5.1. Privacy Status

The Privacy Status is further specified in [I-D. pep-rating] (and
[1-D. pep-general]).
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5.2. Trust Rating

Trust Rating is further specified in [I-D.pep-rating] (and
[1-D. pep-general]).

5.3. Handshake

The Handshake is further specified in [I-D. pep-handshake] (and
[1-D. pep-general]).

6. Synchronization

pEp offers a nmechanismto group different devices to share state
between them How to establish such a sync group is further
specified in [I-D. pep-keysync] (and [I-D. pep-general]).

6.1. Private Key Synchroni zation

The nmechani sm for synchronizing Private Keys anong different devices
is further specified in [I-D. pep-keysync] (and [I|-D. pep-general]).

7. Options in pEp
7.1. Option "Passive Mde"
The option "Passive Mdde" is outlined in [I-D. pep-general].

In email, Passive Mode prinarily exists as an option to avoid
potential usability issues in certain environments where |nternet
users mght get confused by the exposure of public keys in email
attachnents. This concerns mainly clients unaware of encryption. In
principle, however, this "problem' can be mitigated either by
training or by MJA inpl enenters displaying public key material in a
nore synbolic way or even inporting it automatically and then hiding
this attachnent altogether (as pEp inplenenters are supposed to do,
such that regular Internet users do not have to bother about keys).

Passi ve Mbde has a negative inpact on privacy: additional unencrypted
message exchanges are needed until pEp’s by-default encryption can
take pl ace.

Passi ve Mode MUST only affect unencrypted comruni cati ons and MJST be
i nactive by default. By opting in to Passive Mdde, the sender’s
public key MJUST NOT be attached when sending out unsecure emails. On
the ot her hand, Passive Mbde is without any effect when pEp is able
to send out an encrypted nessage, because the necessary encryption
key(s) are avail abl e.

Mar ques & Hoenei sen Expi res 23 Novenber 2025 [ Page 13]



I nternet-Draft pretty Easy privacy (pEp) Emil May 2025

In this situation, opportunistic by-default encryption MJST take

pl ace: there, the sender’s public key is attached in encrypted form
as constituent part of one of pEp’'s PGP/ M ME-based email format
described in Section 8.

Additionally, Passive Mdde MJST be w thout effect, if a receiver

|l earns that an MJA is actually pEp-capable, even if the sender
involved is in Passive Mdde, too: this MJST be recogni zed by the "X-
pEp- Versi on" header field, as the only clear indicator to detect pEp
users. That means that a pEp-enabled MJA is REQU RED to attach its
correspondi ng public key to another pEp user in any case, such that
they can engage in opportunistic encryption

7.2. Option "Disable Protection”
The option "Disable Protection" is outlined in [I-D. pep-general].
This is an opt-in mechanismto enforce that nmessages go out
unprotected. Even if encryption keys for recipient(s) are avail abl e,
this option MJST enforce that messages are sent in the Section 8.1
format.

7.3. Option "Extra Keys"
The option "Extra Keys" is described in [I-D. pep-general].

In email this is in particular useful in enterprise setups, e.g., for
| egal reasons or emmil escrow purposes.

7.4. Option "Bl acklist Keys"
The option "Bl acklist Keys" is described in [I-D.pep-general].

7.5. Option "Trusted Server"
The option "Trusted Server" is described in [I-D. pep-general].

8. pEp Email Data Formats
The pEp Enmil Formats versions 1 and 2 are restricted M MeE-based
emai |l formats, which ensure nessages to be signed and encrypted. In
accordance with pEp’s privacy (and not security) focus, signed-only
messages MJUST NOT be produced (cf. Section 2.1). pEp-enabled clients
MJST be able to render all pEp Email Formats properly: for outgoing

communi cati ons, the nmost privacy-preserving format available is to be
used, taking interoperability (cf. Section 2.3) into account.
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pEp Email Format versions 2 (and higher) are normally understood by
pEp i npl ementations only. For backward compatibility reasons pEp
Emai| Format 1 has been defined (cf. Section 8.2). |If the peer has
not indicated to support pEp, but a trustworthy public key is
avai l abl e according to the | ocal database, pEp Enail Format 1.1 (cf.
Section 8.2) SHOULD be appli ed.

In case no trustworthy encryption key is avail able, an unencrypted,
unsigned MME email is sent out. As in all pEp formats, also this
(unprotected) nmessage MJUST contain the sender’s public key, unless
Passive Mode (cf. Section 7.1) is active.

Al pEp Email Formats include a "pEpkey.asc" file attachnment hol di ng
the sender’s OpenPGP public key in ASClI-arnmored format, which is

sui tabl e for manual key inport by non-pEp users. Thus, a user of any
QpenPGP-enabl ed MJA is able to nmanually inport the public key and
engage in end-to-end encryption with the pEp sender. MJA

i mpl ementers of PGP-capable email clients, even when not fully
supporting pEp’s protocols, are encouraged to automatically inport
the key such that the user can inmedi ately engage in opportunistic
encryption.

In pEp’s reference inplenmentation the subject is set to "pEp". (Note
that earlier versions used the UTF-8 representation of an alternative
stylized form"p=p".) However, the subject’s

val ue of the outer nessage MJST be ignhored. Therefore, the subject
can be set to any value (e.g., "[...]" as used in other

i npl ementations for encrypted enmail).

To deterni ne whether or not a peer supports pEp, pEp inplenentations
SHOULD append a Header Field "X-Pep-Version" to the OUTER nessage
contai ning the sender’s hi ghest supported pEp protocol version to
every outgoing email, e.g., "X-Pep-Version: 2.1". The pEp protoco
versi on determ nes, which pEp Email Format is understood by the
sender .

By appendi ng a " X- Pep-Version" Header Field, a pEp-enabled MJA
declares its capability to receive and render nore privacy-preserving
formats. Upgrading both sides to the highest pEp version allows pEp-
enabl ed MJAs for best possible protection of netadata.

8.1. Unencrypted pEp Enmil Format
The unencrypted pEp Email Format by default ensures the delivery of

the sender’s public key as an attachnment. This is the format to be
used when unencrypted nessages are sent out.
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The sender’s public key is added as application/pgp-keys MM entity
to the end of an existing nmultipart/mxed MM entity. |f the emai
contains no such nultipart/mxed MM entity, a nultipart/mxed MM
entity is inserted.

The M ME structure of an exanple enmail containing an alternative
text/htm plus attachnent |ooks as follows:

L —nmul tipart/nixed 6229 bytes

F—multipart/alternative 1033 bytes

| F—text/plain 293 bytes

| —text/htm 490 bytes

F—text/ mar kdown attachment [pef-0.mkd] 800 bytes

L —application/pgp-keys attachnent [sender_key.asc] 3022 bytes

In the following how a sinple plaintext exanple email | ooks:
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From Alice <alice@xanple.org>

To: Bob <bob@xanpl e. or g>

Date: Tue, 31 Dec 2019 05:05:05 +0200

X- pEp-Version: 2.1

M ME-Version: 1.0

Subj ect: Saying Hello

Cont ent - Type: multi part/m xed; boundary="boundary"

--boundary
Cont ent - Type: text/plain; charset="utf-8"
Cont ent - Transf er - Encodi ng: quot ed-pri ntabl e

Hel |l o Bob

If you reply to this email using a pEp-enabled client, | wll
be able to send you that sensitive material | talked to you
about .

Have a good day!
Alice

Sent with pEp for Android.

--boundary

Cont ent - Type: application/pgp-keys; nane="pEpkey. asc"

Cont ent - Transf er - Encodi ng: base64

Content-Di sposition: attachrment; fil ename="pEpkey. asc"; size=2639

----- BEG N PGP PUBLI C KEY BLOCK- - -- -

————— END PGP PUBLI C KEY BLOCK-----
--boundary- -
8.2. pEp Email Format 1

pEp Email Format 1 (PEF-1) is an encrypted and signed M ME fornat,
whi ch by default ensures:

* a signed and encrypted nessage, with Subject header field
encryption

* delivery of the sender’s public key
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On-the-wire PEF-1 contains a "nultipart/encrypted" (cf. [RFC1847] /
[ RFC3156]) M ME node with an OpenPGP encrypted and signed fil enanme
"msg.asc", and "Content-Disposition: inline" attribute

As with the unencrypted pEp Enmail Format (cf. Section 8.1), PEF-1
adds the sender’s public key as application/pgp-keys MM entity to
the end of an existing multipart/mxed MM entity. |If the email
contains no such nultipart/mxed MM entity, a nultipart/mxed MM
entity is inserted.

The PEF-1 M ME structure of an exanple enmail containing an
alternative text/htm plus attachnment |ooks as foll ows:

L —nmul tipart/encrypted 14143 bytes
—appl i cation/ pgp-encrypted 10 bytes
L—application/octet-streaminline [nsg.asc] 11534 bytes
(decrypts to)
L —nmul tipart/nixed 7329 bytes
F—multipart/alternative 1079 bytes
| F—text/plain 324 bytes
| b—text/htm 510 bytes
F—text/markdown attachment [pef-1.nmkd] 540 bytes
L—application/pgp-keys attachnent [sender key.asc] 5354 bytes

Wth PEF-1 the only header field that can be protected is the

Subj ect. To achieve this protection, the real subject value is added
to the top of the content section of the very first MM entity with
medi a type "text/plain" and that is encrypted (enbedded subject),

e.g.:
Subj ect: Credentials

For exanple, an email with "Subject: Credential s" beconmes "Subject:
pEp" on-the-wire (after encryption has taken place), with the true
subj ect appended as enbedded subject to the top of MM entity
contain with media type "text/plain"

Thus, |egacy clients unaware of or unable to parse pEp’'s PEF-1

subj ect encryption, still display the actual subject content (in the
above exanpl e: "Subject: Credentials") to the user, as part of the
nmessage body. MJAs inplenenting pEp MUST render the an enbedded
subject to the user, i.e. replace whatever was in the Subject Header
Field with the content of the enbedded subject.

Note that the enbedded subject is case insensitive (as Header Fields

in email), so that al so enbedded subjects starting with "subject:" or
"SUBJECT: " are to be rendered.
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Pl ease note that subject encryption MAY be di sabl ed (cf.

Section 7.2). This may be useful for sending nessages between pEp-
and non-pEp clients, but sacrifices sone privacy over usability by
avoi ding artefacts for non-pEp recipients.

PEF-1 is al so considered pEp’s conpatibility format towards non-pEp
clients.

In the follow ng how a sinple PEF-1 exanple email | ooks:

From Alice <alice@xanple.org>

To: Bob <bob@xanpl e. or g>

Date: Wed, 1 Jan 2020 23:23:23 +0200

X-Pep-Version: 2.1

M ME- Version: 1.0

Subj ect: pEp

Content - Type: multipart/encrypted; boundary="boundaryl";
prot ocol ="appl i cati on/ pgp-encrypt ed"

--boundary1
Cont ent - Type: appli cati on/ pgp-encrypted

Version: 1

--boundary1

Cont ent - Type: application/octet-stream

Cont ent - Transf er - Encodi ng: 7bi t
Content-Disposition: inline; filename="nsg.asc"

----- BEGI N PGP NESSAGE- - - - -

----- END PGP NMESSAGE- - - - -

--boundary- -

Decrypting the encl osed "nmsg. nsc" part yields the foll ow ng:
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M ME-Version: 1.0

Cont ent - Type: mul ti part/m xed; boundary="boundary2"

- -boundary?2

Cont ent - Type: text/plain; charset="utf-8"

Cont ent - Transf er - Encodi ng: quot ed-pri ntabl e

Content-Di sposition: inline; filenane="nsg.txt"

Subj ect: Credentials

Dear Bob

Pl ease use "bob" with the followi ng password to access the wiki site:
correcthorsebatterystaple

Pl ease reach out if there are any issues and have a good day!
Alice

--boundary?2

Cont ent - Type: application/ pgp-keys

Content-Di sposition: attachnment; fil enanme="pEpkey. asc"

----- BEG N PGP PUBLI C KEY BLOCK- - - --

————— END PGP PUBLI C KEY BLOCK-----
- - boundary2- -
Not es:

* The user-intended subject value is encrypted in the first "text/
plain® MM entity under the "nultipart/m xed" M ME node.

* The "X-Pep-Version" Header Field is set to "2.1", as this is an
exanpl e of of a pEp Cient sending the conpatibility format
towards a non-pEp client.

pEp Email Format 2
pep Email Format 2 (PEF-2) has been designed to inprove privacy and
reduce the likelihood for programm ng m stakes. It is also suitable
for mxnet, i.e. routing email through the use of onion routing or

m x networks, e.g. [pEp.m xnet].
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As PEF-1, on-the-wire PEF-2 contains a "nultipart/encrypted" (cf.
[ RFC1847] / [RFC3156]) M ME node with an OpenPGP encrypted and signed
filenanme "nsg.asc", and "Content-Disposition: inline" attribute

pEp Email Format 2 (PEF-2) uses a pEp-specific MM structure, i.e a
mul tipart/mxed MME entity containing 3 MM entities:

1. Atext/plain MME entity used to informabout the nature of this
format (useful in case this ends up at a non-pEp client)

2. A nessage/rfc822 MM entity containing the original (aka inner)
nessage

3.  An application/pgp-keys MME entity containing the sender’s
public key

The PEF-2 M ME structure of an exanple enail containing an
alternative text/htm plus attachnment |ooks as foll ows:

L —nmul tipart/encrypted 15297 bytes
—appl i cation/ pgp-encrypted 10 bytes
L—application/octet-streaminline [nsg.asc] 13133 bytes
(decrypts to)
L —nmul tipart/ni xed 8330 bytes
——text/plain 263 bytes
T nessage/ rfc822 2332 bytes
L —nmul tipart/nixed 2286 bytes
F—multipart/alternative 1115 bytes
| F—text/plain 296 bytes
| L—text/htm 524 bytes
L—text/markdown attachment [pef-2.nmkd] 554 bytes
——appl ication/ pgp-keys attachment [sender_key.asc] 5354 bytes

PEF-2 introduces further pEp-specific header fields to the inner
message, which help to determ ne the behavi or between pEp users.

I'n normal interpersonal nessaging those additional header fields are:

1. X-pEp-Version: The version of the pEp protocol the sending client
is using, e.g., "2.1"

2. X-pEp-Wapped- Message-Info: Set to "INNER' states that the
message carrying this is to be considered the nost inner nessage
containing the original email (this is particularly relevant for
m xnet or other scenarios of nested nessaging; cf. [pEp.mxnet]),
and
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3. X-pEp-Sender-FPR The value set to sender’s full 160-bit public
key fingerprint (e.g.,
"1234567890ABCDEF1234567890ABCDEF12345678")

A caveat of PEF-2 is that nessage rendering varies considerably
across different MJAs. This is relevant as it mght happen that a
non- pEp MJA encounters a PEF-2 nessage (e.g., if a pEp-enabled client
was used in the past). No standard is currently avail abl e which
enables MJAs to reliably determ ne whenever a nested "nessage/rfc822"
M ME entity is neant to render the contained email nessage, or if it
was effectively intended to be forwarded as an attachnent, where a
user needs to click on in order to see its content. To help unaware
MJAs, a Content-Type header field paranmeter with nanme "forwarded" as
per [1-D. nelnikov-iana-reg-forwarded] is added to the Content-Type
header field. MJAs can use this to distinguish between a forwarded
message and a nested nmessage (i.e., using "forwarded=no").

As with PEF-1.0, if the receiving side is not a known pEp-enabled
MJA, but there is a trustworthy public key available, PEF-1 (cf.
Section 8.2) MJST be used to send the email

In the followi ng how a sinple PEF-2 exanple email | ooks:
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From Alice <alice@xanple.org>

To: Bob <bob@xanpl e. or g>

Date: Wed, 1 Jan 2020 23:23:23 +0200

X- pEp-Version: 2.1

M ME-Version: 1.0

Subj ect: pEp

Cont ent - Type: multipart/encrypted; boundary="boundaryl";
pr ot ocol ="appl i cati on/ pgp-encrypt ed"

--boundary1l
Cont ent - Type: appli cation/ pgp-encrypted

Version: 1

--boundary1l

Cont ent - Type: application/octet-stream

Cont ent - Transf er-Encodi ng: 7bi t

Content-Di sposition: inline; filenane="nsg.asc"

----- BEG N PGP MESSAGE- - - - -

----- END PGP MESSAGE- - - - -
--boundaryl- -
Unw apping the "nmultipart/encrypted" M ME node, yields this

M ME-Version: 1.0
Content - Type: multi part/m xed; boundary="boundary2"

--boundary?2
Content - Type: text/plain; charset="utf-8"
Content-Disposition: inline; filename="nsg.txt"

Thi s nmessage was encrypted with pEp (https://pep.software). |If you
are seeing this nmessage, your client does not support raising nmessage
attachnents. Please click on the message attachnment to viewit,

or better yet, consider using pEp!

--boundary?2
Cont ent - Type: message/ rfc822; forwarded="no"

Message- |1 D <pEp. 1234>

Date: Wed, 1 Jan 2020 23:23:23 +0200
Subj ect: Credentials

X- pEp- Version: 2.1
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9.

9.

1.

X- pEp- W apped- Message- I nfo: | NNER

X- pEp- Sender - FPR.  44A440451DD3C88744AF3558AA93542C17905D1F

M ME- Version: 1.0

Content - Type: multi part/ m xed; boundary="boundary3"
--boundary3

Cont ent - Type: text/plain; charset="utf-8"

Cont ent - Transf er - Encodi ng: quot ed-pri ntabl e

Dear Bob

Pl ease use "bob" with the foll owi ng password to access the wiKki
correcthorsebatterystaple

Pl ease reach out if there are any issues and have a good day!
Alice

- -boundary3- -

--boundary2

Cont ent - Type: application/ pgp-keys
Content-Di sposition: attachrment; fil enane="pEpkey. asc"

————— BEG N PGP PUBLI C KEY BLOCK- - ---

----- END PGP PUBLI C KEY BLOCK- - - - -
- -boundary2- -
Enmai | Processing

Identifiying a pEp Email Format 1 (PEF-1) Message

site:

Messages composed with pEp Email Format 1.0 (cf. Section 8.2) can be

identified as fol |l ows:

* The message’s outer structure is the "confidentiality, integrity,
and authenticity all together" variant of the PGP M ME Encryption

Crypt ographi c Layer as described in Section 4.1.2.2 of
[I-D.ietf-1|anps-e2e-mail-gui dance].

* The ciphertext in this structure decrypts into the following MM

structure:
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W “—nul tipart/nixed

X F—[Inner Message]

Y F—[attachnent(s) of Inner Message (optional)]

Z L“—application/pgp-keys attachment [sender key. asc]

That is, the decrypted structure can be described as:

* Part W(the top-level part of the decrypted ciphertext) is
Content-Type: multipart/mxed, and it has at |east two child nodes
(i.e., Parts X and 2):

- Part X (first child node) contains the |Inner Message

- Part Y (optional child node(s)) contain(s) attachment(s) of
I nner Message

- Part Z (last child node) is Content-Type: application/pgp-keys
And the decrypted structure also has the follow ng properties:

* Part Z conprises an attachnent containing the sender key with
filename sender _key. asc

Note: Part Y is optional, i.e., if the Inner Message has no
attachnent, part Y is not present. Depending on the nunmber of
attachnents, part Y may have one or more child node instance(s).

9.2. ldentifiying a pEp Email Format 2 (PEF-2) Message

Messages conposed with pEp Email Format 2.1 (cf. Section 8.3) can be
identified as foll ows:

* The message’s outer structure is the "confidentiality, integrity,
and authenticity all together" variant of the PGP/M ME Encryption
Cryptographi c Layer as described in Section 4.1.2.2 of
[I-D.ietf-lanps-e2e-mail-gui dance].

* The ciphertext in this structure decrypts into the followi ng MM
structure:

L —nmul ti part/ni xed

F—text/plain

F—message/ rfc822; forwarded="no"

| “—[Inner Message]

L—application/ pgp-keys attachnent [sender_key. asc]

mooOw>

That is, the decrypted structure can be described as:
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* Part A (the top-level part of the decrypted ciphertext) is
Content-Type: multipart/mxed, and it has exactly three child
nodes:

- Part Bis Content-Type: text/plain

- Part Cis Content-Type: nessage/rfc822 (whose i mediate child
part D contains the Inner Message)

- Part Eis Content-Type: application/pgp-keys
And the decrypted structure also has the follow ng properties:
* Part C has a Content-Type paraneter forwarded="no"
* Part D has the follow ng three Header Fields:
- X-pEp-Version:, with a value of 2.1 or higher
- X-pEp- Wapped- Message-Info:, with a value of | NNER
- X-pEp-Sender-FPR., with a value of 40 hexadeci mal characters,
which is the version 4 QoenPGP fingerprint of the sender’s

QpenPGP certificate (see [ RFC9580])

* Part E conprises an attachnent containing the sender key with
filenanme sender_key. asc

9.3. Protocol Negotiation for Format Sel ection

To be able to decide which Email Format to generate, the pEp-enabled
MJA REQUI RES to record state on a per-identity basis. Once a "X-pEp-
Versi on" header field is discovered, the user MIST be recorded as a
pEp user and the correspondi ng pEp protocol version it supports
(according to the highest value of the "X-pEp-Version" header field
encount er ed) .

9.4. Saving Messages

In accordance with the Privacy by Default principle, nessages sent or
received in encrypted form MIUST be saved with the identity’'s
respective public key.

Messages sent or received in unencrypted form SHOULD NOT be saved in
encrypted formon the email server: this reflects the Privacy Status
the user encountered when sending or receiving the email and thus
nmeets the user’s expectations.
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10.

11.

11.

11.

12.

13.

I nstead, nessage drafts MJST al ways be saved with the identity’s
public key.

O her nmessages sent and received MUST be saved encrypted by default:
for nost end-user scenarios, the servers users work with, are
consi dered untrusted.

For trusted environments (e.g., in organizations) and to conformto
I egal 'y binding archiving regul ati ons, pEp inplenmentati ons MJST
provide a "Trusted Server" option. Wth the user’s explicit consent
(opt-in), unencrypted copies of the Messages MJUST be held on the nail
servers controlled by the organization. (Cf. Section 7.5.)
Interoperability with other Email Systens
PEp ainms to be interoperable with existing email applications
designed to enable privacy, e.g., OpenPGP [ RFC9580] and S/ M ME
[ RFC8551] .
Security Considerations

First of all, the Security Considerations described in
[1-D. pep-general], also apply to this docunent.

1. Security Gap in Exchange of Very First Message

As emmi| conmunications constitute an offline type of communicati on,
the very first message cannot be securely protected and tanpering is
possi bl e. Through contact verification as described in

[1-D. pep-handshake], however, it is at |east possible to detect
attacks like M TM afterwards.

2. Metadata Surveill ance

In pEp for email, full netadata protection is not (yet) possible in
transit or if the involved email servers are being inspected.

| ANA Consi der ati ons
Thi s docunent has no actions for | ANA

I mpl ement ati on Status
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13.

13.

1. Introduction

This section records the status of known inplementations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplementations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the I ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [RFC7942], "[...] this will allow reviewers and working
groups to assign due consideration to docunents that have the benefit
of runni ng code, which may serve as evi dence of val uable
experinentation and feedback that have nmade the inplenented protocols
more mature. It is up to the individual working groups to use this
information as they see fit."

2. Current Software |nplenmentations of pEp

The foll owi ng applications inplenentating the pEp protocols already
exi st:

* pEp for Thunderbird as an add-on for Thunderbird, release
[ SRC. pepf ort hunder bi rd]

* pEp for Qutl ook as add-on for Mcrosoft CQutl ook
* pEp for iOS (inplenented in a new MJA)
* pEp for Android (based on a fork of the K9 MJA)

Al'l these applications are using the pEp Engi ne reference
i mpl ement ati on [ SRC. pepcore].

Not e: The forner community project Enignail/pEp as add-on for
Thunder bird was di sconti nued and repl aced by pEp’s own add-on for
Thunder bi rd [ SRC. pepforthunderbird] in 2021

pEp for Android, i0S, Qutlook and Thunderbird were provi ded by pEp
Security, a discontinued commercial entity specializing in end-user
pEp i npl enent ati ons.
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14.

15.

15.

Al software is available as Free and Open Source Software and
publi shed al so in source form
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Appendi x A, Docunent Changel og
[[ RFC Editor: This section is to be renoved before publication ]]
* draft-pep-emil-03:
- Add Section ldentifiying a pep Enail Format 2 (PEF-2) Message
- Add Section ldentifiying a pEp Enail Format 1 (PEF-1) Message
- Update Inplementations Status
- Update References
* draft-pep-email-02:
- Reorgani zed chapter structure to align with [I-D. pep-general]
- Rewite of pEp Email Formats section
- Mjor rewite and resolving TODO s
- Add Security Considerations
* draft-pep-enmail-01:
- Mnor | anguage inprovenents
* draft-pep-email-00:
- Mjor restructure of the docunent
- Mjor fixes in the description of the various nmessage formats
- Add many open questions and comrents inline (TODO
- Add | ANA Consi derations section
- Change aut hors and acknow edgnent section
- Add internal references

- Describe Passive Mde
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- Better explanation on how this docunent relates to other pEp
docunent s

* draft-nmarques- pep-enail -02:
- Add illustrations
- Mnor fixes
- Add longer list of Open Issues (nmainly by Berni e Hoenei sen)

* draft-nmarques- pep-enail-01:

- Renove an artefact, fix typos and mnor editorial changes; no
changes in content

* draft-nmarques- pep-enail -00:
- Initial version
Appendi x B. Open |ssues

[[ RFC Editor: This section should be enpty and is to be renoved
bef ore publication ]]

*  Explain Key Mapping (between OpenPGP and S/ M ME)
Aut hors’ Addresses

Her nani Mar ques

pEp Proj ect

Cberer Graben 4

CH- 8400 Wnterthur

Swit zerl and

Enei | : hernani. mar ques@ep- proj ect.org
URI : https:// pep-project.org/

Ber ni e Hoenei sen
pEp Proj ect

(berer G aben 4
CH 8400 Wnterthur

Swi t zerl and
Emai | : berni e. hoenei sen@ep- proj ect. org
URI : https:// pep-project.org/
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