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Abst ract

Thi s docunent presents a noble nmechanismto elimnate jitter caused
by policing delay in a network. It needs to be used in conbination
with a queuei ng nechanismthat provides low jitter for the Det Net
path, and ultimately provides a low jitter guarantee for the Det Net
flow

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 15 August 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

I ntroduction .
Requi renment s Language
Overview of the Solution . . . . . . .
Set Edge-to-edge Policing Delay Budget
Mul ti-domain considerations . . . . . .
5.1. Separate Policing for Each Donain .
5.2. Single Policing for Al Domains .
Encodi ng Consi derations . .
| ANA Consi derations .
Security Considerations
Acknowl edgenent s
0. References e
10.1. Nornmative References
Aut hors’ Addresses

hwNE

el
ONNNNNNOOUTUTWWN

1. I nt roduction

A policing function, as defined in [RFC2216] differentiates those
packets in a traffic flow which conformto a particul ar token bucket
specification fromthose packets which do not. A Token Bucket is a
particular formof traffic specification consisting of a "token rate"
r and a "bucket size" b. More specifically, the traffic must obey
the rule that over all tinme periods, the anbunt of data sent cannot
exceed r*T+b, where T is the length of the tine period. The common
treatnment accorded to nonconform ng packets may be rel egating the
packet to best effort service, discarding the packet, or marking the
packet in sone fashion

A Det Net [RFC8655] flow with conform ng packets released to the
network is the condition that nmust be followed to obtain the Det Net
services. According to DetNet architecture [RFC8655], rate limiting
and shaping functions at the ingress of the DetNet domai n nust be
applied. This is also consistent with the problem statenent of flow
characterization in [ RFC8557]. Assuming that there is enough buffer
space at the network entrance to store nonconform ng packets, then
that is inportant for application flows that expect zero packet |oss.
A conform ng packet nmay experience zero policing delay, while a
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nonconf orni ng packet may experience non-zero policing delay. After
policing at the network entrance, each packet of the application flow
wi || be guaranteed the bounded delay and jitter by the applied
queuei ng nechani sns in the Det Net domamin. Generally, the applied
queuei ng nechanismis only responsible for the delay performance of
the Det Net path, but not the runtine policing delay at the network
entrance.

Al t hough sone application flows may declare that they will accept
additional jitter caused by policing delay for nonconform ng packets
at the edges, other application flows, especially those that are
extrenely sensitive to jitter, hope not to get larger jitter due to
any reason including the policing del ay.

Thi s docunent describes a mechanismto elimnate jitter caused by
policing delay. It needs to be used in conbination with a queueing
mechani smthat provides low jitter for the Det Net path, and
ultimately provides a low jitter guarantee for the application flow.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Overview of the Solution

The end-to-end del ay experienced by the application flow can be
considered to consist of two parts: edge-to-edge policing delay, and
the DetNet path delay. According to flow s end-to-end del ay

requi renent and edge-to-edge policing delay budget, a DetNet path

wi th expected delay performance (i.e., end-to-end del ay requirenent

m nus edge-to-edge policing delay budget) can be cal cul ated and
setup. An appropriate edge-to-edge policing delay budget can be
configured for the application flow according to its TSpec and actua
possi ble arrival pattern, and generally be the maxi num policing del ay
that may be possibly experienced at the network entrance.

The edge-to-edge policing delay budget is consunmed by the headend and
endpoi nt of the Det Net path.

edge-t o-edge policing del ay budget = headend policing delay +
endpoi nt danpi ng del ay
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The headend policing delay is the runtinme policing delay experienced
at the network entrance. The endpoint damping delay is obtained by
subtracting the headend policing delay fromthe edge-to-edge policing
del ay budget.

Figure 1 shows that the rel ationship between these del ay conponents.
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Figure 1: Rel ationship Between Del ay El ements

When t he headend of the DetNet path receives the packet fromthe
application source, it may carry the endpoi nt danping delay value in
the encoded packet sent to the endpoint, and the endpoi nt danpi ng
delay will be used as the holding time inposed on the endpoint before
the packet is delivered to the application destination

Not e that sonme queuei ng nmechani sns, such as
[1-D.ietf-detnet-deadline-based-forwarding] and
[1-D.ietf-detnet-packet-tineslot-mechanisni, also provide the |atency
deviation (E) information of the DetNet path. Depending on the

i mpl ement ation, the endpoint can use different buffers to firstly
implement jitter control based on path | atency deviation (E) and
secondly jitter control based on endpoint danping delay, or use the
sanme buffer to uniformy inplenent jitter control based on the sum of
path | atency deviation (E) and endpoi nt danpi ng delay. However, it
must use separate fields in the packet to carry these two val ues.
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Therefore, a flow wi th possible nonconform ng packets will be

regul ated and changed to be conform ng at the network entrance, then
get the DetNet service within the network, and finally reverted to
the nonconform ng pattern at the network exit, and then delivered to
the application destination

4. Set Edge-to-edge Policing Del ay Budget

The edge-to-edge policing del ay budget can be configured for the
application flow according to its TSpec and actual possible arriva
pattern.

For exanple, an applicaiton flow has service burst interval (SBlI) 100
us, and three packets P1, P2, P3 per SBlI. Assum ng the maxi mm
packet size is 1000 bits. It can be seen that the bandw dth required
by the application flowis 30 Mips. The packet size 1000 bits and
the required bandwi dth 30 Mips are al so the | eaky bucket policing
paranmeters at the network entrance.

In the ideal case, a conforming pattern of this application flowis
that the three packets arrive evenly at the network entrance, i.e.,
wi th packet interval 33 us. However, an extrenely case of
nonconform ng pattern may be that P1, P2, P3 arrived back-to-back
After |eaky bucket based regulation, P1, P2 and P3 will get different
policing delays, of which P3 has the |argest policing delay, which
may be 2/3 of SBlI and can be used as edge-to-edge policing del ay
budget .

There may be other settings of edge-to-edge policing delay budget
that are not based on the above extrene case, such as sanpling the
most |ikely actual arrival pattern of flowto set a smaller edge-to-
edge policing delay budget.

The network entrance node should maintain the edge-to-edge policing
del ay budget for each application flow, and when it receives a packet
fromthe application source, it identifies the flow and applies the
correspondi ng edge-to-edge policing delay budget. |f the edge-to-
edge policing delay budget is M and the runtine policing delay of
the packet is S, then the endpoi nt danpi ng delay for that packet
equals to M- S

5. Milti-domain considerations

In the case of nmulti-domain, all domains may apply the sane or

di fferent queuei ng machani sns. For each transit domain and egress
domai n, the input traffic should be conform ng and then get the

Det Net services. The output traffic fromthe upstream domai n nust be
conform ng, that can be achi eved based on path | atency deviation (E)
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There are two options to inplenent policing jitter control
5.1. Separate Policing for Each Domain

This option is to inplenment policing jitter control at the entrance
and exit of each domain independently. It is only applicable to
scenari os where transit domains maintain flow states.

At each domain entrance, it maintain the edge-to-edge policing delay
budget for the application flow, regulate the nonconfornming arrived
packets, and cal cul ate the endpoi nt danpi ng del ay for each packet.
Then, at each domain exit, packets are held based on the endpoint
damping delay. |In this option, each dormain contribute a separate
edge-to-edge policing delay budget to the end-to-end del ay.

When t he packet | eaves the upstream donmin, the scheduling netadata
related to the queuei ng nechani sm of the upstream domain and the
endpoi nt danping delay information are renoved, and the application
header is exposed. The current domain entrance will re-encapsul ate
the scheduling nmetadata related to the queuei ng mechani sm of the
current domai n and the endpoi nt danpi ng del ay information

The Iimtation of this option is the states per flow maintained at
each domai n entrance

5.2. Single Policing for All Domains

This option is to inplenent policing jitter control only at the
i ngress donmain entrance and the egress donain exit. It is applicable
to scenari os where transit donmains do not naintain flow states

At the ingress domain entrance, it maintain the edge-to-edge policing
del ay budget for the application flow, regulate the nonconform ng
arrived packets, and cal cul ate the endpoi nt danpi ng delay for each
packet. Then, at the egress dommin exit, packets are held based on

t he endpoint danping delay. In this option, only a single edge-to-
edge policing delay budget is contributed to the end-to-end del ay.

When t he packet | eaves the upstream domain, the scheduling netadata
related to the queuei ng nmechani smof the upstream domain is renoved,
but the endpoi nt danpi ng delay infornmation renai ns unchanged. The
current domain entrance will re-encapsul ate the schedul i ng netadata
related to the queuei ng nmechani smof the current domain. However, if
all domai ns use the sane queuei ng mechani sm they may optionally
share a single metadata to avoid renoving and re-encapsul ati ng.

This option has |less cost than the first option, i.e., no states per
fl ow mai ntai ned on each domai n entrance.
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6. Encodi ng Considerations

A new | Pv6 option for DOH Options header ([ RFC8200]) to carry
endpoi nt danping delay is defined in [I-D. peng-6nan-del ay-options].

A new ancillary data for MPLS MNA header ([I-D.ietf-npls-ma-hdr]) to
carry endpoi nt danping delay is for further definition.

7. 1 ANA Consi derations
Thi s docunent need not require | ANA al |l ocati ons.
8. Security Considerations
TBD.
9. Acknow edgenents
TBD.
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