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Abst r act

Thi s docunent re-use | Pv6 Fragnent Header to support DetNet Packet
Replication, Elimnation, and O dering Functions (PREOF).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 18 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Det Net architecture [ RFC8655] defined service protection that ainms to
mtigate or elimnate packet |oss due to equi pnent failures,

i ncludi ng random nedi a and/ or nenory faults. These types of packet

| oss can be greatly reduced by spreading the data over nultiple

di sjoint forwarding paths. Service protection includes three
functions: Packet Replication Function (PRF), Packet Elimnation
Function (PEF), and Packet Ordering Function (POF). These functions
are collectively referred to as PREOF. In general, the use of PREOF
require sequencing information to be included in the packets of a

Det Net comnpound f1 ow.

The current |1Pv6 specification |acks support for sequence number
information and relies on other methods, such as inserting MPLS

| abel s and associated control word in I Pv6 encapsul ation, as defined
in [ RFC9566], which is high cost and requires the | Pv6 data plane to
support additional |ogic beyond pure | Pv6 forwarding.

[ RFC8200] defines Fragment Header (FH), which can be used by |IPv6
sources to fragment packets when their size exceeds the MIU of the
transm ssion path. The identification field of FHis used to
identifying multiple fragnents belonging to the sane original |arge
packet. That is, fragnent packets belonging to the sane origina
packet nust have the sane Identification and flow identifiers (such
as |P 5-tuple). |If there are different original packets that need to
be fragnented between the sane source and destination, their
identification nust be different.

Thi s docunent re-use the existing lIdentification field of FHto carry
sequence nunber information, without any new defined functions to the
| Pv6 data plane, as a | ow cost encapsul ation nmethod to support Det Net
PRECF.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Fragment Header Extensions

As defined in [ RFC8200], Fragnent Header has the follow ng fornat:

B T I e R i i i T S S e e I e ik oI I S S e S S
| Next Header | Reserved | Fragment O f set | Res| M
el i I e i it T e e e e i i T o S e e S e T R R
| I dentification |
R o o e e el i S S S S i S i ol S S e e e s

Figure 1

Fragment Offset indicates the offset of the starting position of a
fragment relative to the the original fragnented packet. For
exampl e, the offset of the first fragment is 0, the offset of the
second fragnent is the length of the first fragment, and so on

Flag Mindicates whether it is the last fragnent of the origina
packet. If M=0, it is the last fragnent; Oherw se, not.

Identification field is used to identify the original package.

Thi s docunent redefines the lIdentification field of FH: it is not
only used to identify the original packet, but also to represent the
sequence nunber of the original packet of the sane flow. The flow
identifier may use |P 5-tuple or 6-tuple.

The above new definition make no nodifactions to the existing
fragment |ogic, but just inpose a constraint on the assignnent val ue
of the ldentification, i.e., the Identification field MIST be

i ncremented by one for each new App-fl ow packet sent under the
context of that flow

For data packets that need to be re-ordered, such as packets
forwarded al ong PW (pseudo-wire) or DetNet PRECF paths, FH can be
specified to carry the sequence nunber, by signaling negotiation or
configuration, but that is out the scope of this docunent.
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For any flow, the Identification of the first data packet sent by the
source must be set to 1, and increased by 1 for each subsequent
packet. Here, the nmentioned packet is the original packet before
fragnent.

For a given original packet, if it is not fragnmented, the Fragnent
Ofset and flag Mare both set to O, to indicate that the packet is
an i ndependent conpl ete packet. This setting is typical in DetNet,
where fragnmentation shoul d be avoi ded as suggested in [ RFC3939].

For a given original packet, if it is fragnented, the Fragnent
Ofset, flag M and Identification of each fragnment packet is set
according to the [ RFC8200] . Note that fragnents don't include the
transport headers, and may affect the identification of DetNet flow,
such as being m staken for low priority flows. However, EDP
(Enhanced Det Net Data Pl ane) generally contains additional netadata
in the | Pv6 header for deternministic forwarding, w thout relying on
decapsul ate the transport header

If an 1 Pv6 node inpl enents packets replication or elimnation
function, it may uniformy determ ne whether two packets of the sane
flow are duplicated based on whether their Identification, Fragnent

O fset and flag M paraneters are the same, regardl ess of whether they
are original packet or fragnent packet. The original packet nmay

i ndeed be treated as a special fragnent packet.

El i m nati ng redundant packets and retaining only one copy wll make
t he subsequent reassenbly process sinpler. However, even without
i npl ementing elimnation, the fragnment reassenbly process defined in
[ RFC8200] can be re-used to filter out duplicate packets.

3. |1 ANA Considerations
There are no | ANA requirenments in this docunent.

4. Security Considerations
There are no new DetNet-related security considerations in this
docunent, please refer to [RFC8939] for basic security considerations
in DetNet | P data plane.

5. Acknow edgenents
TBD.

6. Normmtive References
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