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Abst r act

Thi s docunent introduces the concept of a SCHO et: a nodul ar sub-
function within the SCHC (Static Context Header Conpression)
framework. Inspired by chiplet architectures in hardware design, a
SCHCO et encapsul ates a specific SCHC functi on—such as conpression,
fragnmentation, or acknow edgnents—as a self-contained unit. This
nmodul ari zation enables tailored inplenentations that avoid the

over head of deploying a full SCHC st ack.

By deconposi ng SCHC functionality into SCHC ets, the framework
becones nore adaptabl e, extensible, and suitable for a w der range of
net wor k environnents—including, but not limted to, constrained
networks. A system using SCHC ets renmi ns conpliant with the SCHC
framework and can interoperate with a full SCHC inpl enentati on,

provi ded conpati bl e configuration paraneters are used.

Each SCHCl et is defined by the SCHC Profiles and configuration
paraneters necessary for interoperability. It operates within a
single Stratum and a single SCHC Instance. For exanple, a device nmay
i npl emrent only the NoAck fragnmentation node as a standal one SCHO et,
potentially with fixed parameters. This nodul ar approach sinplifies
devel opment, reduces resource demands, and provides a framework for
future extensibility of the SCHC architecture.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The SCHC framework, as defined in RFC8724 and rel ated docunents, was
originally designed to address the needs of constrained networks by
providing efficient header conpression and fragnentation. Over tineg,
the addition of new functionalities—such as Conpound Acknow edgenent
and various fragnmentation nodes—has reveal ed both the strengths and
limtations of a nonolithic SCHC i npl enent ati on.
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A SCHC et is a self-contained function of SCHC, which may or may not
include all aspects discussed in RFC8724, or other related SCHC RFCs.
A SCHCl et operates on a single Stratumand on a single SCHC I nstance.
Noti ons such as SCHC Stratum Header, SCHC | nstance and Di scrim nator
can therefore be onmitted in the specificaiton of a SCHC et.

One of the goals for definition of a SCHCl et is the fact that parts
of SCHC may be applicable to many use-cases, without the need to
include the entire SCHC apparatus. This is done to sone extent in
some of the SCHC RFC technol ogy profiles (e.g. RFC9011), where there
is no rule managenent for exanple. There is no rule discovery, etc.
In that sense, these RFCs use SCHC, built on a specific set of

SCHC et s.

A full SCHC inplementation is supposed to inplenent all features of
RFC8724, and possibly all related RFCs. However, there are nore and
nmore RFCs that add supplenentary funcionalities, such as ConpoundAck.
In this sense, what is considered a full SCHC i npl ementati on today,
may not be exhaustive tomorrow. |In addition, the SCHC Architecture

i ntroduces the notions of SCHC Stratum Header, SCHC | nstance and

Di scrimnator, which while useful for a Full SCHC I npl enentati on,
coul d be seen as unnecessary for many of the applications of

SCHCO et s.

A generic SCHC Framewor k inpl enmentati on which has all SCHO ets

i mpl emented MUST be able to interoperate with any SCHC et, provided
it has the corresponding configuration. For exanple, if one |IPsec
end- point uses a nminimal SCHC et inplenentation, the other end-point
may use a full SCHC i nplenentation with the correspondi ng
configuration.

A SCHC et is defined by the SCHC Profiles or configuration paraneters
that enable interoperability with a Full SCHC I nplementation. A
SCHCl et operates on a single Stratum within a single SCHC I nstance.

For exanple, the |IPsec draft, includes only conpression, and with
specific conpression rules. It nmay be seen as a SCHO et, using only
SCHC Conpression from RFC8724, with only a subset of the Mds/CDAs.

Thi s docunment describes the SCHC et architecture. Each SCHC et
represents an atom ¢ sub- function of the overall SCHC process. This
desi gn enabl es devel opers to incorporate only the rel evant SCHC
functionality for a given application, thereby reducing conplexity
and resource requirenents while retaining the benefits of the SCHC
approach. The SCHC et concept provides a way to describe future
additions to the SCHC Framework, such as new SCHC Fragnentati ons,
aggregation functions, FEC rule fornats.
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3.

Ter mi nol ogy

* SCHC et: A self-contained unit within the SCHC franework that
i mpl ements a specific SCHC function or a subset of SCHC
operations. A SCHO et may inplenent aspects defined in RFC8724 or
other related SCHC RFCs, and MAY be conbined with other SCHC ets
or integrated into a full SCHC i npl enmentation

* Full SCHC Inplenmentation: An inplenentation that covers al
mandat ory aspects of SCHC as defined in RFC8724, potentially
ext ended by additional functionalities introduced in subsequent/
rel ated RFCs.

* Full SCHC I nplementation Configuration (Full Configuration): The

set of SCHC Profil es/configurations/paraneters supported by a Ful
SCHC | npl enent at i on.

* SCHO et Configuration: A subset of a Full Configuration, which are
i mpl ement ed and supported by a given SCHCl et. This may be a
single SCHC Profile, or a set of such.

Background and Mbtivation

SCHC was devel oped to provide a robust mechani smfor header
conmpression and fragnmentation in networks with strict resource
constraints. The original design focused on a conprehensive

i npl ementation that would cover all aspects of SCHC functionality.
However, several trends have energed:

* Diverse Use Cases: Different applications may require only a
subset of SCHC functionalities. For exanple, sone may only need
compression while others nmight focus solely on fragnentation

* Evolving Standards: As new RFCs extend SCHC functionality (e.qg.
Conpound Acknow edgenent, advanced fragnentati on techni ques), a
monol i thic inplenmentation risks beconing overly conpl ex.

* Resource Optim zation: In constrained environnents, it is
beneficial to deploy only the necessary SCHC functions to optim ze
nmenory, processing power, and energy usage.

The SCHC et concept addresses these chall enges by providing a nodul ar
approach that decoupl es individual SCHC functions froma nonolithic
architecture
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3.1. Sinplifications Enabled by SCHC ets

By breaking down a SCHC inpl enentation into SCHC ets, several
sinmplifications can be realized:

* Exclusion of Rule Management:
SCHCO ets can omit conplex rule discovery, installation, and update
mechani sms. This results in a | eaner protocol that focuses on the
core function (e.g., compression) w thout the overhead of managi ng
multiple rule sets.

* Sinplification of Rule Managenent:
SCHO ets can support only a subset of the Rul e Managenent, e.g.
read-only access to existing rules.

* Sinplification of the use of SCHC Franmework: The notions of SCHC
Strat um Header, SCHC | nstance, and Di scrimnator MAY be omtted.

* Targeted Functionality: Specific optional functions (such as
compound acknowl edgnents or advanced fragmentati on nodes) can be
encapsul ated in separate SCHC ets. This approach all ows
devel opers to include only the necessary functions for a given use
case, sinmplifying the overall design.

A full SCHC inplementation with the right configuration MJST
interoperate with a specific SCHC et. The SCHC et in question may
not necessarily handl e these configurations itself (e.g. it may be a
fixed inplenentation with no paranetrization possible on it’'s side),
they can be reinterpreted as a full SCHC inplenentation would. For
exanpl e, an inplenenter of a conpression SCHCO et nmay never fornally
use Rul e Managenent, Discrimnators, SCHC Header or other notions
defined in the SCHC Architecture, these can be infered by the

know edgeabl e SCHC practitionner. It is of course RECOMVENDED that a
SCHCl et provides a conplete picture of its use in the context of a
full SCHC i npl enent ati on.

4. Formal SCHC et definition and validation
Formally, a SCHC et is a set of SCHC functions, which when
i mpl emented interoperate with a Full SCHC i nplenentation, within a
predefined SCHC et Configuration. A SCHCl et is therefore fully
defined by its correspondi ng SCHCO et Confi gurati on.

Any docunent specifying a SCHC et MUST include the definition of the
supported SCHC et Confi gurati on.
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4.

5.

5.

A SCHCl et is designed to be interoperable with both mnimal and full
SCHC i npl enent ati ons. For instance, an endpoint may inplenment a
single SCHCl et for a specific function (e.g., |Psec conpression)

whi |l e the correspondi ng peer uses a conprehensi ve SCHC i npl enent ati on
that supports multiple SCHC ets. Proper configuration and

negoti ati on mechani sms are essential to ensure that both ends
correctly interpret the SCHC context.

If a SCHCl et is used in a docunent/specification/inplenmentation, it
MAY be cited as: "Using a SCHCl et of the SCHC Framework, with the
fol |l owi ng supported configuration/paranmeters/profiles: ...".

1. SCHC Stratum Header, SCHC I nstance, Discrimnator

A SCHC et operates on a single Stratumand on a single SCHC I nstance.
As such, there is no need to specify SCHC Stratum Header, which is
always fully elided. In addition, there is no need for a

Di scrimnator. Docunents specifying the use of a SCHC et MAY omit
the spcification of SCHC Stratum Header, SCHC | nstance and/or

Di scrim nator consi derati ons.

It is RECOWENDED if there are nore than one SCHC | nstances to use a
Ful | SCHC I npl enentation within the Full SCHC Architecture. Wile
not recommended, a SCHC Stratum | nstance MAY be defined as a SCHO et,
and conbined with other SCHC ets to achieve the functionality of a
compl ete SCHC Stratum i nmpl enent ati on.

Use Cases and Exanpl es
1. | Psec Conpression SCHO et

An illustrative exanple is an I Psec draft that |everages SCHC
comnpr essi on:

* Functionality: This SCHO et inplenents only the conpression rules
defined in RFC8724 and a limted set of Context-Dependent
Attributes (CDAs).

* Deploynent: The inplenentation is tailored for |Psec environnents,
focusing solely on conpression w thout engaging in rule managenent
or SCHC Stratum functi ons.

* |Interoperability: Although nminimal, this SCHC et nust be
configured to operate al ongsi de endpoints that m ght use full SCHC
i mpl ement ati ons.
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As an exanple, Diet-ESP, as defined in draft-ietf-1Psecne-diet-esp-05
(https://datatracker.ietf.org/doc/htm/draft-ietf-IPsecne-diet-esp-
05), represents a mninmal, stream ined version of the ESP protoco
desi gned for constrained environnents. By integrating SCHO ets,

Di et - ESP can | everage SCHC s conpression or fragnmentation
capabilities in a nodul ar manner, wi thout needing to inplenent a ful
SCHC i npl enent at i on.

5.2. Fragnentation SCHC ets

Fragnmentation is a core aspect of SCHC, with multiple nodes
avai | abl e:

*  NoAck Fragnentation SCHC et: Inplenents a fragnmentation schene
wi t hout acknow edgenent, suitable for | ow overhead scenari os.

*  Ack-On-Err Fragnentation SCHO et: |ncorporates error recovery
mechani snms by acknow edgi ng only when errors occur

*  Ack- Al ways Fragnmentation SCHC et: Provides continuous
acknow edgenent for reliable comunication, albeit with increased
over head.

Devel opers may choose to inplenent one or nore of these SCHO ets
based on application requirenents and network conditions.

5.3. Exanple: Mninmal Fixed-Field Conpression SCHCO et

The goal of this exanple is to show how a SCHC et may be a single,
constant-time function, of extreme sinplicity - but sti
interoperable with a Full SCHC I npl ement ati on

The example is one that conpresses only constant fields in an |IPv6
header, under the assunption that specific values are fixed and known
a priori at both endpoints. This SCHC et is fully stateless, does
not require (nor support) rule managenent, and can be applied
directly at the byte |evel.

This exanple is deliberately mnimal, to denponstrate how a fully

st andards-conpliant SCHC et can be inplenented with only a few lines

of code when the depl oynent assunptions are strongly constrai ned.
5.3.1. Functionality

This SCHCl et targets the first four bytes of the |IPv6 header, which
correspond to:

* Version (4 bits): 6

Pel ov Expires 6 January 2026 [ Page 7]



Internet-Draft SCHC et - Mdul ar Use of the SCHC Franmew July 2025

* Traffic Class (8 bits): 0
* Fl ow Label (20 bits): O

When these fields are known to be constant, they may be fully elided.
The SCHC et perforns a prefix match against the fixed 4-byte sequence
0x60 00 00 00, and if matched, renoves it during conpression and
restores it during deconpression

This fixed-function approach is applicable in many constrai ned
depl oynents, particularly when all traffic is knowmn to conformto a
common baseline | Pv6 configuration.

To sinplify the exanple, we use a RulelD of length 8 bits, with two
rul es:

* Rul el D 01100000 (0x60) - "pass-through", which elides the first
byte (which is 0x60), but then adds the rulelD (which is 0x60),
ef fectively maki ng the conpressi on operati on a no-operation

* RulelD 11111111 (OxFF) - "conpression", which elides the first 4

byt es
Note that the choice of RulelDs is wasteful, in the sence that only
one bit would be sufficient. This is done to illustrate the

simplicity of the inplementation, e.g. the code bel ow doesn't require
bit-shifting operations. Also note, that in the code we "change" the
buffer with the packet to be conpressed, which is done also for the
sake of simpicity, but is not a recormended design pattern

Al so note, that this artificial exanple doesn’t handl e the case where
a protocol version 1111 with following bits as 1111 is provided to
the conpressor/deconpressor. That may, or may not be a problem e.g.
if it is known that there is only IPv6 traffic processed thorugh this
SCHC et, this is not an issue.

Here is the SCHC Context, which enables interoperability between this
SCHO et and a Full SCHC | npl ement ati on

"sche": {
"rule": [

"rul e-id-val ue": 0x60,
"rule-id-length": 8,
"nat ure-conpression": {
"field": [
{

Pel ov Expires 6 January 2026 [ Page 8]



Internet-Draft SCHC et - Mdul ar Use of the SCHC Fr amew

"field-id": "fid-ipv6-version",
"field-position": 1,
"direction": "bi",
"target-value": {

"index": O,

"value": 6

}

t chi ng-operator"”: "no-equal ",
"conp- deconp-acti on": "cda-not-sent"

"field-id": "fid-ipvb-trafficclass",
"field-position": 1,
"direction": "bi",
"target-value": {
"index": O,
"value": 0

}

t chi ng-operator": "no-nsb",
"mat chi ng- oper at or - val ue”
{
"i ndex": O,
"val ue": 4

}

onp- deconp- action": "cda-Isb",
"conp- decomnp- acti on-val ue"

{

"index": O,

"val ue": 4

"field-id": "fid-ipv6-flow abel ",
"field-position": 1,
"direction": "bi",
"target-value": {

"i ndex": O,

"value": 0

}

tching-operator"”: "np-equal ",
"conp-deconp-action": "cda-val ue-sent”

"rul e-id-val ue": OxFF
"rule-id-length": 8,
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"nat ur e- conpressi on": {
"field": [
{
"field-id": "fid-ipv6-version",
"field-position": 1,
"direction": "bi",
"target-value": {
"index": O,
"value": 6

}

tchi ng-operator": "np-equal ",
"conp- deconp-action": "cda-not-sent"

"field-id": "fid-ipv6-trafficclass”,
"field-position": 1,
"direction": "bi",
"target-value": {
"index": O,
"value": 0

}

tchi ng-operator"”: "npb-equal ",
"conp- deconp-action": "cda-not-sent"

"field-id": "fid-ipv6-flow abel",
"field-position": 1,
"direction": "bi",
"target-value": {

"i ndex": O,

"value": 0O

}

t chi ng-operator”: "no-equal ",
"conp-deconp-action": "cda-not-sent"

5.3.2. Inplenmentation

The following Cinplenentati on denonstrates this SCHC et in practice:
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#i ncl ude <stdint. h>
#i ncl ude <stdi 0. h>
#i ncl ude <string. h>

#def i ne RULE_I D_PASSTHROUGH 0x60 // 01100000
#define RULE_|I D COWPRESSED OxFF // 11111111

/1 Conpress packet in-place or pass through, based on content.
/1l Returns pointer to conpressed packet and sets output |ength.
const uint8 t* conpress_ipv6(uint8 t *packet, size t in_len, size t *out _len) {
/1 Match conpressible pattern (Version, TC, FL = 0)
if (in_len >= 4 && packet[0] == 0x60 && packet[1l] == 0x00 &&
packet[2] == 0x00 && packet[3] == 0x00) {

/1 W "compress” by replacing the 4th byte with RulelD
packet [ 3] = RULE_|I D COVPRESSED;

*out len =in_len - 3;

return &packet[3];

}
/| Pass-through: return original packet, unchanged
*out _len = in_len;

return packet;

}

size_t deconpress_ipv6(const uint8_t *conpressed, size_t conmp_len, uint8 t *out_buf, s
ize_t out_max) {
if (comp_len == 0 || out_max < conp_len + 3) return O;

if (conpressed[0] == RULE_| D COWPRESSED) {
/1 Insert fixed prefix before conpressed payl oad

out _buf[0] = 0x60;
out _buf[1] = 0x00;
out buf[2] = 0x00;
out buf[3] = 0x00;

mencpy(out _buf + 4, conpressed + 1, conp _len - 1);
return conp_len - 1 + 4;

}

/1 Rule IDis not conpressed — assunme passthrough
mencpy(out _buf, conpressed, conp_|en);
return conp_| en

int min() {
uint8 t packet[40] = {
0x60, 0x00, 0x00, 0x00, [/ Conpressible prefix
0x3A, 0x40 /'l Next header, hop limt..
b
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size_t in_len = 40;
size_t conp_len;

const uint8 t *conpressed = conpress_ipv6(packet, in_len, &onp_len);
if (!conpressed) {

printf("Conpression failed.\n");

return 1,

}

printf("Conpressed |length: %u\n", conp_len);
printf("Conpressed first byte: 0x%02X\n", conpressed[0]);

uint8 t restored[64];

size_t restored_| en = deconpress_i pv6(conpressed, conp_len, restored, sizeof(resto
red));

printf("Deconpressed first 4 bytes: %92X %02X %02X %02X\ n",
restored[ 0], restored[1], restored[2], restored[3]);

return O;

6. Security Considerations

TBD.
7. 1 ANA Consi derations

Thi s docunent does not require any inmediate | ANA acti ons.
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