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Abst r act

Thi s docunent proposes a new | CMPv6 nessage type, | CMPv6- SEC
designed to convey cryptographically verifiable informtion using
COSE obj ects and CBOR-encoded certificates. The purpose is to signa
segnment - speci fic network characteristics, including high RTT,
congestion, policy constraints, and traffic treatnent expectations.
These nessages can describe either the segnent beyond the current hop
(forward segment) or the |ocal segnent on which the source resides
Certificates may be enbedded or referenced via DNS using

crypt ographi ¢ hashes. The nechanismis optimzed for high-speed
environments by allow ng the use of static, signed descriptors for
destination prefixes

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 25 January 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

| CMPv6 nmessages are a fundamental mechani smfor conmunicating control
and error information in |IPv6 networks. However, existing | CVPv6
message types |lack authentication and integrity protection. In high-
| at ency, high-cost, or policy-constrained environnents, this
deficiency can |l ead to suboptinal or insecure behavior.

Pel ov Expi res 25 January 2026 [ Page 2]



Internet-Draft Secure | CVMPv6 Messages for Network Segne July 2025

Thi s docunent introduces | CMPv6- SEC, a new nessage type that carries
a signed COSE obj ect describing network segnent characteristics. The
si gned nmessage may include RTT metrics, availability w ndows,
congestion indicators, traffic marking requirenments, or access
policies. Certificates for validation can be enbedded or referenced
via a cryptographi ¢ hash

| CMPv6- SEC nmessages can describe either:

* The forward segnent, i.e., a destination prefix or path region
beyond the router issuing the nessage.

* The local segment, i.e., the link or network on which the sender
resi des.

The format allows for efficient signaling in high-throughput
environnments by enabling pre-signed, reusabl e descriptors.

2. Term nol ogy
* | CWPv6- SEC. The new secure | CMPv6 nessage type.
*  COSE: CBOR bject Signing and Encryption (RFC 8152).
* CBOR Concise Binary Object Representation (RFC 8949).

* Hgh-RTT Link: Alink with round-trip tines exceeding conventiona
internet norms, often seconds or nore.

* DiffServ: Differentiated Services Code Points for QoS.
* SCHC. Static Context Header Conpression (RFC 8724).

* Forward Segnent: A portion of the path toward the packet’s
destination.

* Local Segnment: The network segnent or link on which the sender is
| ocat ed.

* Segnent Descriptor: A COSE-signed object describing
characteristics of a network region

3. Message Format
The | CMPv6- SEC nmessage cont ai ns:

* Type: TBD (| ANA- assi ghed)
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* Code: Usage context (e.g., RIT alert, policy signal)

* Checksum Standard | CMPv6 checksum

*  Payl oad:
- CBOR-encoded COSE_Signl object (segnment descriptor)
- Optional CBOR certificate
-  Optional SHA-256 certificate hash
- Timestamp (UTCQ)
- Validity duration (seconds)

3.1. Segnent Descriptor Structure (CDDL)

Segnent Descri ptor = {

scope: "local" / "forward" / "bidirectional" / "pathset",

prefix: bstr .size 16..32, ; IPv6 prefix or null for |ocal
rtt: float32 / null,

congestion: float32 / null, ; 0.0 - 1.0 scale

availability: [tstr, tstr] / null,

energy-cost: float32 / null,

mar ki ng-required: text / null, ; e.g., "DSCP=AF42", "SCHC context_id=0xFF123AFF r
ul e=3"

valid-from tstr,

valid-to: tstr

}

| CMPv6- SEC = {
type: uint,
code: uint,
cose: COSE _Signl,
cert: bstr / null,
cert-hash: bstr / null,
ti mestanmp: tstr,
valid-for: uint

}

4. Protocol Semantics
Rout ers MAY enit | CMPv6- SEC nessages:
* Upon detecting msconfigured or non-conpliant traffic.

* Proactively, in scheduled intervals.
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* In response to discovery probes (see Section 11).

Messages SHOULD include a valid-for duration and tinmestanp to support
cachi ng and prevent repl ay.

Certificate Handling
Certificates used in COSE validation MAY be:
* Enbedded directly in the nmessage.

* Referenced via a SHA-256 hash, resolvable through DNS (e.g., a new
RR type).

Val i dati on MJUST ensure the signature covers the Segnent Descri ptor and
was created within the claimed validity interval

Host Processing
Recei vi ng hosts MJST:
* Verify the COSE signature.
* Check certificate validity and freshness.
* Match the descriptor scope and prefix to applicable flows.
Hosts SHOULD cache descriptors during their validity w ndow. |If
mul tiple descriptors apply to the sane prefix with conflicting
val ues, hosts MAY:
* Use the nost recently received valid descriptor.
* Apply local policies to prefer descriptors fromknown routers.
Use Cases
.1. Forward Segnent Signaling
A router detects traffic targeting a high-latency or policy-
restricted segnment. It sends an | CVMPv6- SEC nessage describing the
destination prefix and the segnent’s properties:
*  Expected RTT and variability
* Required DSCP for adm ssion

* Congestion |ikelihood
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* Availability windows for schedul ed access

This allows the source to nodify behavior preenptively—e.g., adjust
timers, enable SCHC, change DSCP.

7.2. Local Segnent Signaling

Upon receiving unmarked or misbehaving traffic, a router inforns the
sender about its own segnent characteristics. This may include:

* Policy zones (e.g., quarantine, guest LAN)
* MU or RTT constraints
* Energy-saving schedule (e.g., LPWAN or tinme-slot radio)

Sour ces adapt stack behavior, fall back to conpressed protocols, or
prioritize retransni ssion paths accordingly.

8. Optimzations
8.1. Message Rate Limiting
Rout ers may:
* Emt | CWPVv6-SEC no nore than once per source/prefix/interval
* Enbed tinestanp + validity duration in nessage
* Cache descriptor transnission for repeated flows
8.2. Stateless or Sem -Stateful Generation
Rout ers MAY use pre-signed descriptors for common segnents,
elimnating signing on the data path. Statel ess | CWv6-SEC em ssi ons
renove per-flow conputation burden.

8.3. Certificate Mnim zation

Conpact CBOR-encoded certificates and DNSSEC- pi nned hashes are
RECOMVENDED t o reduce over head.
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8. 4.

10.

Static Signed Descriptions of Prefixes

For routers operating at high throughput, dynam c nessage signing can
i npose untenabl e conputati onal denands. To address this, static

si gned segnent descriptors can be pre-generated and associated with
specific I Pv6 prefixes (e.g., 2025:0711::/48). These descriptors can
then be reused across all relevant flows w thout recal cul ating
signatures in real-time. This approach enables highly efficient
signaling while maintaining cryptographic integrity and tenporal
validity through tinestanped netadata

Key benefits of this nethod include:

* Scalability, by limting cryptographic operations to a per-prefix
basi s;

* Efficiency, as it introduces negligible overhead into the data
pat h;

* Security, through determnistic signature validation and repl ay
protection using enbedded validity intervals.

Segnent Scope and Interpretation
Each segnent descriptor includes a scope field:

* "local": The nessage describes the segnment on which the sender
resi des

* "forward": The nessage describes the segnent reachable through a
next - hop or destination prefix

* "bidirectional": Characteristics apply in both directions (e.qg.,
satellite rel ay)

* "pathset": The descriptor includes conpl ex path behavior

Hosts can adj ust behavi or based on scope—e.g., ignore local metrics
for routing but honor forward metrics for preenptive tuning.

Interaction with Transport and Application Stacks
| CMPv6- SEC f eedback may i nform

*  TCP/QUI C Congestion Control: RTT inputs for BBR/ CUBI C, ECN
calibration
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11.

12.

13.

14.

14.

Pel ov

FEC/ SCTP/ QUI C Stream ng: Adjust bitrate, redundancy, or |o0ss
recovery

MPTCP/ Mul tipath QU C. Path selection based on segnent scoring
| oT/ Enbedded Systens: Activate SCHC, reduce keep-alives, etc.
Security Consi derations

Aut henticity: COSE signatures ensure the source of the signal is
verifiable.

Replay Protection: Valid-fronmito timestanps prevent stale reuse

Rate Control: Rate limting and segnent caching mtigate signa
stornms.

Trust Anchor Managenent: Certificates should be anchored i n DNSSEC
or distributed securely.

Error Handl i ng

Hosts encountering invalid | CMPv6- SEC nessages MJST

*

1.

Di scard nessages failing signature or validity checks.

I gnore descriptors referencing unreachabl e or unverifiable
certificates.

Log or notify operators when encountering repeated failures.

I ANA Consi derati ons

A new | CMPv6 nessage type is required for | CVPv6- SEC

A new DNS RR type may be needed to host CBOR-encoded certificates
Fut ure Extensions and Open |ssues

Di scovery Mechani sm

A host may benefit from querying a router for segment descriptors
bef ore sending data. Defining an | CVMPv6- SEC echo-request/response
mechani sm woul d support proactive policy discovery.
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14.

14.

14.

14.

14.

14.

15.

2. Certificate Revocation and Update

Mechani sns for revalidating or revoking stale descriptors should be
specified. These might include TTLs, revocation flags, or
integration with DNSSEC freshness nechani sns.

3. Milti-Segment Conposition

Describing multiple consecutive segnents in one nmessage (via scope:
pat hset) could enable richer end-to-end context awareness.

4. Host Processing Behavi or

Cl arifying host behavi or when receiving conflicting or overl appi ng
descriptors (e.g., caching, priority rules) will help ensure
determ nistic reactions.

5. Trust Bootstrap

Mechani sns to securely distribute initial trust anchors for
certificate validation remain an open area. DANE-based nodels or
explicit OS provisioning could be defined.

6. Legacy Interoperability

Backwar d- conpati bl e signaling options (e.g., signed Redirects or DHCP
hints) may hel p i nform endpoi nts wi thout | CVMPv6-SEC support.

7. Routing and SDN Interfaces

Defining controller interfaces (e.g., YANG nodules) for injecting or
updati ng segnent descriptors in routers may inprove operationa
scal ability.

Rel evance to the TIPTOP Worki ng G oup

The TIPTOP (Taking IP To Ot her Planets) Wrking Goup at the | ETF
focuses on enabling I P networking to operate across interplanetary
di stances. This includes coping with extrene delay, high error
rates, intermttent connectivity, and significant asymetry in
network paths. | CWMPv6-SEC aligns directly with TIPTOP s goal s by
of fering a cryptographically verifiable signaling nechani sm capabl e
of conveying segrment characteristics crucial for deep-space

comruni cati on scenari os.

| CMPv6- SEC contributes to TI PTOP by enabling:
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Segnent - based control -plane signaling that infornms endpoints about
hi gh-del ay |inks, expected RTT, adm ssion control policies, and
availability.

Resi lient and reusabl e comunication of policy and operationa
constraints through static, long-lived, signed segnent
descri ptors.

Lowinteraction overhead using unidirectional signaling that does
not rely on full protocol negotiation

s mechani sm supports scenari os such as:

Signaling when a destination prefix |ies beyond a deep-space
rel ay.

Inform ng nobile or orbital systems of |ocal LAN constraints
(e.g., power, duty-cycle, or congestion sensitivity).

Noti fyi ng endpoints that specific packet markings or behaviors are
required to gain access to schedul ed or policy-restricted
interplanetary |inks.

supporting both "local" and "forward" segment scopes, and

providing deternministic, verifiable netadata, | CWvPv6-SEC integrates
naturally into TIPTOP architectures.

16.
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