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Abstract

Thi s docunent specifies the schemas and nodels required to realize
the data formats and interfaces for Intent-Based Networking (IBN).
They are needed to enable the conposition of services to build a
transl ati on engi ne for |BN based network managenent. This intent
translation engine (called an intent translator) is an essenti al
function for network intents to be enforced into a target network for
the configuration and managenent of the network and its security.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The increased difficulty to defi ne nmanagenent goals and policies
enforced to networks and security has raised the definition of

I ntent-Based Networking (IBN). It abstracts the definition of those
goals and policies in the formof network intents.

An intent is a declarative statenent to request a configuration or
managenent for a network or security function [TS-28.312][ TR-28. 812].
It addresses nore on "What" is needed (i.e., declarative statenent)
to be fulfilled than "How' it should be fulfilled (i.e., inperative
statenent).
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For IBN to be properly realized, it is envisioned that many

st akehol ders woul d be involved in the translation of network intents
to particular policies and configurations. Thus, there will be many
conponents and services that would be conposed to construct a
solution to inplenent network intents.

Thi s docunent specifies the schemas and nodels required to realize
the data formats and interfaces for |BN based network managenent.
They are needed to enabl e the conposition of services to build a
transl ation engine for network intents, nanely Intent Translation
Engi ne (or Intent Translator).

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Intent Translation Engine

Thi s docunent specifies the required data formats and interfaces that
MUST be inpl enented by the conponents of an Intent Translation Engine
(ITE), that is, an Intent Translator. Therefore, this extends the
Intent Cdassification in [RFC9316] and drives the inpl enentation of
the specifications REQU RED to properly classify network intents.

3. 1. Interaction Between the | TE and Network Tenants

The data formats required for enabling interaction between the |ITE
and network tenants are as foll ows:

* [TF1l] Schema---Resource Description Franmework (RDF) ontol ogy and
YANG nodel ---that nust be used to format intents introduced in the
| TE.

* [TF2] Schena---RDF ontol ogy and YANG nodel ---that nmust be used to
format declarations of intent semantics---nanely, the set of
concepts, relations, and ontol ogi es that can be present in an
intent.

The interfaces required for enabling interaction between the | TE and
network tenants are as foll ows:

* [TI1] Schema---RDF ontol ogy and YANG nodel ---that nust be used by

a tenant or other external entity to format and transmit an intent
to the ITE
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* [TI2] Schema---RDF ontol ogy and YANG nodel ---that nust be used by
an | TE to publish---via NETCONF and ot hers---the intent semantics
it supports. Particularly, the set of concepts, relations, and
ontol ogi es that can be used by tenants to define input intents.

Thi s docunent will also specify the mninumset of semantics that
must be supported by any I TE and di scovered by the interactions
described in this section.

3.2. Interaction Between the | TE and Network Managenent Systens

The data formats required for enabling interaction between the |ITE
and network managenment systens are as foll ows:

* [ MF1l] Schemna---RDF ontol ogy and YANG nodel ---that nust be used by
a managenent systemto format declarations of managenent
mechani sns and by an ITE to format their conpositions. This
schema and nodel conmprehends the definitions for both nanagenent
i nformati on and commands. Hence, this schema follows the
definitions of [RFC9232] to specify data formats for telenetry
transm ssi on.

The interfaces required for enabling interaction between the | TE and
net wor k managenent systens are as foll ows:

* [M1] Schema---RDF ontol ogy and YANG nodel ---that nust be used by
a managenent systemto publish---via NETCONF and ot hers---the
managenent nechani sns it provides for being conposed to inplenent
policies and network services. This schema also follows the
definitions of [RFC9232] to specify telenetry interactions.

This docunent will also specify the mninumset of managenent
mechani sms that nust be provided by a managenent system for proper
i ntent support.

3.3. Interaction Between the ITE and VIM

The data formats required for enabling interaction between the ITE
and the Virtualized Infrastructure Manager (VIM are as foll ows:

* [VF1l] Schena---RDF ontol ogy and YANG nodel ---that nust be used to
format declarations of network resources and Virtual Network
Functions (VNFs).

* [VF2] Schema---RDF ontol ogy and YANG nodel ---that nust be used to
format Network Service Descriptor (NSD) [OSM.
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The interfaces required for enabling interaction between the | TE and
the VIMare as foll ows:

* [WVI1l] Schema---RDF ontol ogy and YANG nodel ---that nust be used by
a VIMto publish---via NETCONF and ot hers---the network resources
and Virtual Network Functions (VNFs) it provides.

Thi s docunent will also specify the mninumset of network resources
and VNFs that nust be provided by a VIMfor proper intent support.

3.4. Interaction Between the | TE and External Services

The data formats required for enabling interaction between the ITE
and external services are as foll ows:

* [EF1l] Schenma---RDF ontol ogy and YANG nodel ---that nust be used to
format declarations of network intents, network resources, and
VNFs. This schema will be used by elenments that will use intents
to interact with managenment systems, such as Al NEMA
[1-D. pedro-nnrg-ai-framework], which enables the ITE with
Artificial Intelligence (Al) functions and which will express
managenent decisions in ternms of network intents, as shown in
[ TNSM 2018] .

The interfaces required for enabling interaction between the | TE and
external services are as foll ows:

* [El1l] Schema---RDF ontol ogy and YANG nodel ---that nust be used by
an | TE al |l ow external agents to provide network intents and
retrieve information about avail abl e resources and VNFs.

4. Transl ation Process

The transl ati on process begins with a network intent fully witten in
nat ural | anguage and ends with a fornal specification of network
service. The output specification MIST include a definition of
static elements and a definition of operational policies. The former
consists of a formal docunment, such as NSD for OSM[OSM, which is
witten in a formal |anguage, such as XM, JSON, or YAM, that

descri bes the conponents involved in the network intent and their
connections. The latter consists of a set of rules, goals, and
operational boundaries, expressed in a formal |anguage |ike OCL [ OCL]
or SWRL [SWRL].

The transl ati on process SHOULD be divided in several stages. The
foll owi ng stages are RECOMVENDED:
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1. Dividing the network intent expressed in natural |anguage into
several self-contained sentences.

2. Converting each sentence into a list of |anguage tokens.

3. Extending | anguage tokens with network concepts contained in a
net wor k ont ol ogy (and YANG nodel, expl ai ned bel ow).

4. (Oganizing the tokens in a hierarchy of conponents---with a
single outer nost conponent, which is the network service, and as
many i nner nost conponents as needed, which are the atonic
el ement s---network functions, links, operating rules, etc.

5. Separating the token hierarchy into as many hierarchies as
domains identified in the hierarchy itself.

6. Comuni cating each donmai n-specific hierarchy to the | TE agent
that represents its correspondi ng domai n---including a copy of
the original intent if approved by policies.

7. Matching the token hierarchy with avail able resources, replacing
| anguage tokens with formal resource descriptions and
identifiers.

8. Constructing a final structure that can be understood by the
target system--such as NSD.

9. Registering the final structure into the I BN know edge base.

These stages involve several interfaces and data formats. However,
the nost general interfaces can be fulfilled by NETCONF, as specified
in the nodels below, and the data formats are fl exi ble enough to
support different internal structures, as also specified in the
nodel s detail ed bel ow.

4.1. Inconplete Translations

When a network intent cannot be fully translated, the tenant nust be
somehow asked for further information and a new transl ati on process
will be launched. The new process will however start using the
result of the previous process and the new information provided. The
overal |l stages renain the sane.

Future versions of this document will detail the particular
procedures, interfaces, and nodels related to this situation
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5.

Di stri buted Transl ation

The transl ati on process REQU RES conmuni cati on between severa
domains to realize the translation of nulti-domain network intents.
Such conmmuni cation abilities MJST be discoverabl e through NETCONF

i nvol ving the data nodel s discl osed bel ow.

The communi cation abilities MAY al so be used to transl ate single-
domai n network intents. 1In this case, they take advantage of the
col l ective know edge of all agents involved in the process. This
REQUI RES to canonically obtain a set of structures that will be
processed separately froma network intent or an internediate
processing structure obtained by an internedi ate stage of the
process.

To ensure the canonical result, the separation of the network intent
into such structures, and their assignation to donmain agents, SHOULD
be done through the follow ng procedure:

1. If required by adnministrative policies of the agents that
originate the separation process, the network intent or
i ntermedi ate structure MJST be anonyni zed.

2. The network intent or internediate structure is sent to al
agents of the nulti-domain platform

3. Each agent evaluates its ability to advance the structure to a
|ater state. For early stages, the agent evaluates its ability
to tokenize and re-structure the requirenents of the network
intent. For |ater stages, the agent evaluates its ability to
extend tokeni zed structures with network-oriented neta-data. For
final stages, the agent evaluates its ability to transform
enl arged tokeni zed structures into NSD for topol ogy concepts and/
or OCL or SWRL for policy concepts.

4. The result of the evaluation is sent back to the agent that
originated the request. It is a nunber that represents the
ability of the agent to manage the current structure.

5. The agent sorts the dommins by the nunbers contained in the
answers into a |list of agents-to-request.

6. The agent sends the structure to be processed to the first agent
inthe list of agents-to-request.

7. The receiving agent processes the input, obtains its output, and
sens back its response to the requester agent.
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8. The requester agents sends a new request to the next agent in the
list of agents-to-request.

9. The process continues until all structures have been fully
processed or all agents have been involved. |f needed, a new
round is done starting fromthe first step

Thi s procedure maxi m zes the processi ng outcones while mnimzing the
anount of information shared anbng the agents, as denonstrated in
[ TBO] .

6. Ochestration Interfaces

Particular ITE interfaces are REQU RED to performthe orchestration
of network services. These interfaces expect network intents that
only reference existing elenents and operational goals. The
transl ati on process MJST support such particularity to be indicated,
so that no new el enment instantiation are considered. 1In response to
this indication, the agents that process the network intents and

i ntermedi ate structures MJST only use the know edge base that

i ncludes al ready-depl oyed el ements. This applies to both the overal
transl ation process and distributed processing.

Apart fromthe basic operations for intent translation, the
orchestration interfaces MJST offer the foll owi ng functions:

* Instantiating a network service: Receives the resulting structure
of the translation of network intents and constructs the network
service by configuring and connecting the existing el enments as
specified in these structures.

* TBD -- Additional orchestration functions will be gathered here.

The orchestration agents that formpart of the distributed platform

to support the distributed translation MIST al so manage the

instantiation of the resulting structures after translating the
network intent.

In future version of this docunent we will add infornation nodels for
the orchestration interfaces.

7. Information Mdel -- YANG Mdul e

Agent configuration interface (RPC) definitions:
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nmodul e agent-cai {
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-cai";
prefix cai;

inmport ietf-inet-types {
prefix "inet";
}

organi zation "N CT";
contact "Pedro Martinez-Julia (pedro@ict.go.jp)";
description "CAl -- Collaborative artificial intelligence";

revi sion 2024-04-25 {
description "lInitial version";
reference "Al NEMA';

}

contai ner settings {
description "Settings";
| eaf self {
type string;

description ;

| eaf port {
type inet: port-nunber;

description ;
}
list agent {
key "nane";
description "List of other agents";
| eaf nane {
type string;
description "Agent nane";

| eaf host {
type string;
description "Host";

}

| eaf port {
type inet: port-nunber;
description "Port";

}

}
}

groupi ng know edge- obj ect {
description "Know edge hject”;
| eaf source {
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type string;
mandat ory true;

description ;

list disjunction {
description "Conjunction of disjunctions";
| eaf source {
type string;
mandat ory true;

description ;

list literal {
m n-el enents 1;
description "Disjunction of literals";
| eaf source {
type string;
mandat ory true;

description ;

| eaf object {
type string;
mandat ory true;
description "";

}

| eaf negated {
type bool ean;
mandat ory true;
description "";

}

}
}

}

cont ai ner know edge- base {
config fal se;
description "Know edge Base";
container logic {
description "Logic Rules";
uses know edge- obj ect ;
}

contai ner regex {
description "Regul ar Expressions"”;
list item{
description "Regul ar Expressions Substitutions”;
| eaf pattern {
type string;
mandat ory true;

description ;
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8.

| eaf replacenent {
type string;
mandat ory true;
description "";
}
}
}

}

groupi ng know edge-q {
description "Know edge Question";
cont ai ner object {
description "l nput Cbject";
uses know edge- obj ect ;
}
cont ai ner goal ({
description "CGoal";
uses know edge- obj ect ;
}
}

rpc achi eve-goal {
description "Try to achi eve goal frominput object”;
i nput {
uses know edge- q;
}

out put {
cont ai ner output {
description "Qutput"”;
uses know edge- obj ect ;
}
}
}

I mpl enent ati on CGui de

Thi s docunent will specify an abstract algorithmthat allows an I TE
(i.e., intent translator) to obtain a set of network service
definitions and the conposition of nanagenent nechani sns t hat

i mpl ements the required policies or rules froma set of inputs. The
I TE can translate an intent into a network policy for a target
network [I-D.jeong-nnrg-ibn-network-nmnagenent - aut omati on] [ -D. yang-
2nsf-security-policy-translation].

The inputs are:
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10.

11.

12.

13.

13.

1. The intent provided by the tenant or sonme external agent.

2. A set of managenent mechanisnms -- retrieved from some managenent
system avai | abl e.

3. A set of VNFs and network resources -- retrieved fromsone VIM

The abstract al gorithm hel ps obtaining validated network service
definitions and managenent nechani sm conpositions which are valid for
the available instantiation infrastructure.

Relation to Gther |ETF/IRTF Initiatives

TBD
I ANA Consi derati ons

Thi s docunent does not require any | ANA acti ons.
Security Considerations

As with other Al mechanisns, a major security concern for the
adoption of intelligent reasoning on external events to nanage SDN
NFV systems is that the boundaries of the control and managenent

pl anes are crossed to introduce information fromoutside. Such
communi cati ons MJST be highly and heavily secured since sone

mal function or explicit attacks m ght conprom se the integrity and
execution of the controlled system(i.e., target entity) such as
router, switch, and firewall. However, it is up to inplenmenters to
depl oy the necessary counterneasures to avoid such situations. From
the design point of view, since all operations are perfornmed w thin
the control and/or managenent pl anes, the security |level of reasoning
solutions is inherited and thus determ ned by the security measures
established by the systenms confornmng to such pl anes.
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