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Abst ract

The Lowest Common Denom nator Protocol (LCDP) is a nessage-oriented,
peer-to-peer wire format consisting of UTF-8 encoded JSON arrays of
external ly tagged objects transported over datagrans. LCDP provides
perpetual conpatibility by extension rather than versioning: unknown
nmessage types and fields are ignored. This docunment describes the
wire format, core nessage types for peer discovery and anti -
spoofing, and the design rationale. Security, reliability, and
congestion control are delegated to optional nessages or higher

| ayers.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Decenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent rmust include Sinplified BSD License text
as described in Section 4.e of the Trust Legal Provisions and are
provi ded without warranty as described in the Sinplified BSD License.
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1. Introduction

Many peer-to-peer protocols begin by establishing a connection-
oriented session over UDP, then | ayer streans, negotiation, and
mandat ory cryptography on top. LCDP takes an alternative approach:
define a mninmal datagram nessage format and all ow applications to
build additional properties only as needed.

The conplete wire format is a UTF-8 encoded JSON array. Each el enent
is a single-key object where the key identifies the nessage type.
Recei vers MUST ignore objects with unknown keys and MUST ignore
unknown fields within known objects.

Thi s docunent is Informational and is an | ndependent Subnission. It
does not define a Standards Track protocol and rmakes no claimto
repl ace existing protocols such as CoAP [ RFC7252].

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

3. Wre Fornat

1. Transport: UDP [ RFC768] is RECOVMENDED. O her datagramtransports
MAY be used. Port 24254 is used by convention.

2. Encodi ng: Each datagram payl oad MJST be valid UTF-8 [ RFC8259]
encoding a single JSON array. Array el ements MJST be objects
with exactly one key.

3. Extensibility: Receivers MJST ignhore objects with unknown keys
and MUST ignore unknown fields wthin known objects. New nessage
types MAY be defined at any time. New fields MAY be added to
exi sting nessage types. The semantics of existing fields MJST
NOT change.
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4. MIU Consi derations: Senders SHOULD Iimt datagrans to 5888 bhytes
to avoid excessive |IP fragnentation, and MAY |inmit datagrans to
1200 bytes.

4. Core Message Types
4.1. Anti-Spoofing

To mitigate reflection and anplification attacks, inplenmentations
MUST i mpl enent a source address verificitaion mechani sm

I npl enent ati ons SHOULD verify source addresses by exchangi ng:

[{" Pl easeAl waysRet urnThi sMessage": [ "cookie","string"]}]
[{"A waysReturned":["cookie","string"]}]

Per [ RFCB085] Section 6, receivers MIJST NOT reply with responses
| arger than twice the request size to unverified sources.

4.2. Optional Peer Discovery

[{"Pl easeSendPeers":{}}]
[{"Peers":{"peers":["198.51.100. 1: 24254"]}}]
[ {"Wher eAreThey": {"ed25519h": "hex"}}]

The Peers nessage contains an array of address:port strings. The
address format is not constrained by this specification.

4.3. Optional Cryptography

[{"MyPublicKey": {"ed25519h": "hex"}}]

[{"Si gnedMessage": {"ed25519": "hex", "si ghature": "base64",

"payl oad_json":"string"}}]

[{"Encrypt edMessages”: {"base64":"string", "noi se_parans”:"string"}}]

Aut hentication and encryption are provided on a per-nessage basis and
are OPTIONAL. This differs fromtransport-layer security nodels.

5. Design Considerations

LCDP separates nechani sm from policy:

1. Statelessness: No connection state is required. This permts
communi cation with | arge nunbers of peers with mnimal per-peer
st at e.

2. Extensibility: Conpatibility is achieved by ignoring unknown
data, not by version negotiation. Inconpatible changes require
new nessage types

3. Transport Agnosticism Wile UDP is RECOWENDED, the format may
be carried over other datagram services.
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4. Debuggability: The use of UTF-8 JSON pernits inspection with
standard tools such as tcpdunp -A.

6. Security Considerations

LCDP does not provide security properties in the base protocol
Security is delegated to nessage types defined by applications.

1. Anplification: Inplenmentations MIST inplenent rate limting as
described in [ RFC8085] Section 6. The cooki e mechani sm
described in Section 4.1 i s RECOMVENDED.

2. Congestion Control: UDP provides no congestion control. Per
[ RFC8085] Section 3.1 applications that send nore than one
packet per RTT to a destination MJST inplenment congestion
control. Lowrate gossip applications MAY operate without it.

3. Privacy: Peer discovery nessages reveal |P address and port
i nformati on. Depl oynments MJUST consi der whether this exposure is
acceptable for their threat nodel.

4. Parser Security: Inplenentations MJST use nenory-safe JSON
parsers and MJUST reject nmessages wi th excessive nesting depth or
si ze.

7. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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